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About This Guide

This guide is intended to help you understand and set up a basic Access Manager configuration.

IMPORTANT: In order to avoid configuration errors, it is strongly recommended that you closely
follow the steps outlined in this document during your initial Access Manager setup.

+ Chapter 1, “Setting Up a Basic Access Manager Configuration,” on page 9

+ Chapter 2, “Enabling SSL Communication,” on page 27

+ Chapter 3, “Clustering and Fault Tolerance,” on page 47

+ Chapter 4, “Setting Up Firewalls,” on page 69

+ Chapter 5, “Setting Up Federation,” on page 85

+ Chapter 6, “Digital Airlines Example,” on page 107

+ Chapter 7, “Protecting an Identity Server with an Access Gateway,” on page 141
Not all Access Manager functionality and administrative tasks are discussed here. After you are
familiar with Access Manager and the steps in this section, you can use the Novell Access Manager

3.1 SP4 Identity Server Guide and the Novell Access Manager 3.1 SP4 Access Gateway Guide as the
sources for additional or advanced configuration.

Audience

This guide is intended for Access Manager administrators. It is assumed that you have knowledge of
evolving Internet protocols, such as:

+ Extensible Markup Language (XML)

+ Simple Object Access Protocol (SOAP)

+ Security Assertion Markup Language (SAML)

+ Public Key Infrastructure (PKI) digital signature concepts and Internet security

+ Secure Socket Layer/Transport Layer Security (SSL/TLS)

+ Hypertext Transfer Protocol (HTTP and HTTPS)

+ Uniform Resource ldentifiers (URIS)

+ Domain Name System (DNS)

+ Web Services Description Language (WSDL)

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.
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Documentation Updates

For the most recent version of the Access Manager Setup Guide, visit the Novell Access Manager
Documentation Web site (http://www.novell.com/documentation/novellaccessmanager31).

Additional Documentation

+ Novell Access Manager 3.1 SP4 Installation Guide
+ Novell Access Manager 3.1 SP4 SSL VPN Server Guide
+ Novell Access Manager 3.1 SP4 J2EE Agent Guide

8 Novell Access Manager 3.1 SP4 Setup Guide
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Setting Up a Basic Access
Manager Configuration

The initial setup for Novell Access Manager consists of installing the components and setting up the
Identity Server and the Access Gateway to protect resources running on an HTTP Web server.
Access Manager can also be configured to protect other resources such as applications on J2EE
servers and non-HTTP applications. These should be set up after you have created a basic setup. For
J2EE server applications, see the Novell Access Manager 3.1 SP4 J2EE Agent Guide. For non-
HTTP applications, see the Novell Access Manager 3.1 SP4 SSL VPN Server Guide.

This tutorial describes the following topics and tasks:

+ Section 1.1, “Understanding an Access Manager Configuration,” on page 9

+ Section 1.2, “Prerequisites for Setup,” on page 10

+ Section 1.3, “Creating a Basic Identity Server Configuration,” on page 11

+ Section 1.4, “Configuring the Access Gateway,” on page 17

+ Section 1.5, “Configuring the Access Gateway for Authentication,” on page 21
+ Section 1.6, “Setting Up an Identity Injection Policy,” on page 24

1.1 Understanding an Access Manager
Configuration

The following figure illustrates the components and process flow that make up a basic configuration.

Figure 1-1 Basic Process Flow

Identity Server LDAP Directory

1 2,

[ Identity Injection

ey
|
2 o 4 ©
A » Web Page
Browser Access Gateway Web Server

(with basic authentication)

1. The user sends a request to the Access Gateway for access to a protected resource.

no

The Access Gateway redirects the user to the Identity Server, which prompts the user for a
username and password.

3. The Identity Server verifies the username and password against an LDAP directory user store
(eDirectory, Active Directory, or Sun ONE).

Setting Up a Basic Access Manager Configuration



4. The Identity Server returns an authentication artifact to the Access Gateway through the
browser in a query string.

5. The Access Gateway retrieves the user’s credentials from the Identity Server through the
SOAP channel in the form of a SOAP message.

6. The Access Gateway injects the basic authentication information into the HTTP header.
7. The Web server validates the authentication information and returns the requested Web page.

You configure the Access Manager so that a user can access a resource on a Web server whose name
and address are hidden from the user. This basic configuration sets up communication between the
following four servers.

Figure 1-2 Basic Access Manager Configuration

Server 1 Server 3
Identity Server LDAP Directory

w

Server 2 < > Server 4
Access Gateway Web Server

[ Public DNS Name: [ DNS Name:
www.mytest.com 1P Address: mywebserver.com 1P Address:
10.10.167.53:80 10.15.70.21

Although other configurations are possible, this section explains the configuration tasks for this
basic Access Manager configuration. This section explains how to set up communication using
HTTP. For HTTPS over SSL, see Chapter 2, “Enabling SSL Communication,” on page 27.

1.2 Prerequisites for Setup

The following prerequisites are for setting up a basic Access Manager configuration:

O Aninstalled Access Manager version of iManager, called the Access Manager Administration
Console. See “Installing the Access Manager Administration Console” in the Novell Access
Manager 3.1 SP4 Installation Guide.

O Aninstalled Identity Server. See “Installing the Novell Identity Server” in the Novell Access
Manager 3.1 SP4 Installation Guide.

O Aninstalled Access Gateway. See “Installing the Linux Access Gateway Appliance” in the
Novell Access Manager 3.1 SP4 Installation Guide.

O An LDAP directory store with a test user added. This store can be eDirectory, Active Directory,
or Sun ONE.

O A DNS server or modified host files to resolve DNS names and provide reverse lookups. For
information on which host files need to be modified, see Section 6.2.3, “Configuring Name
Resolution,” on page 111.

10 Novell Access Manager 3.1 SP4 Setup Guide



O A Web server (11S or Apache). The Web server should have three directories with three HTML
pages. The first directory (public) should contain a page (such as index.html) for public
access. This page needs to provide two links:

+ Allink to a page in the protected directory. You will configure the Access Gateway to
require authentication before allowing access to this page. You do not need to configure
the Web server to protect this page.

+ Allink to a page in the basic directory. You should already have configured your Web
server to require basic authentication before allowing access to this page. See your Web
Server documentation for instructions on setting up basic authentication. (This type of
access is optional, but explained because it is fairly common.)

If you do not have a Web server that you can use for this type of access, you might prefer to
configure Access Manager for the sample Web pages we provide. See Chapter 6, “Digital
Airlines Example,” on page 107.

O A client workstation with a browser with browser pop-ups enabled.

1.3 Creating a Basic Identity Server
Configuration

After you log in to the Administration Console, click Devices > Identity Servers. The system
displays the installed server, as shown in the following example:

Identity Servers

Shared Settings

Mew Cluster... | Start | Stop | Refresh | Actionze 1 ltemis)
[ Hame Status Health Alerts Commands Statistics Type Configuration
[]10.10.159.45 Mot Configured 0 1] Wien Windows MNone

At this point the Identity Server is in an unconfigured state and is halted. It remains in this state and
cannot function until you create an Identity Server configuration, which defines how an Identity
Server or Identity Server cluster operates.

When creating the Identity Server configuration, you specify the following information:

+ The DNS name for the Identity Server.

+ The IP address of an LDAP directory (user store). The LDAP directory is used to authenticate
users. The trusted root certificate of the user store is imported to provide secure communication
between the Identity Server and the user store.

+ The distinguished name and password of the administrator of the LDAP user store.

NOTE: This task is a basic setup to help you become familiar with Access Manager. It discusses
only the required fields for creating a configuration. For information about all of the fields in the
interface, see “Creating a Cluster Configuration” in the Novell Access Manager 3.1 SP4 Identity
Server Guide.

To create an Identity Server configuration:

1 On aclient workstation, enable browser pop-ups, then log in to the Administration Console.
2 In the Administration Console, click Devices > Identity Servers.
3 Select the check box next to the Identity Server, then click New Cluster.

Setting Up a Basic Access Manager Configuration

11



12

Selecting the server is one way to assign it to the cluster configuration.

4 In the New Cluster dialog box, specify a name for the cluster configuration.

If you did not select the server in the previous step, you can now select the server or servers that
you want to assign to this configuration. For more information about assigning servers to a
configuration, see “Assigning an Identity Server to a Cluster Configuration” in the Novell
Access Manager 3.1 SP4 Identity Server Guide.

5 Click OK.

The following example shows a new cluster configuration called idp-corporate:

Create Cluster Configuration

Step 1of 3: Specify Name and Base URL

MName: * |idp—|:c|rpc|rate |

[protocal :fF domain @ port /£ application)
Base URL: * [http | =1/ || | : |goao | 7 [nidp
551 Certificate: Not Specified

Limits
LDAP Access: % connections
Default Timeaout: minutes
(] Limit user sessions I:I%

O allow multiple browser seszion logout

TCP Timeouts

LD&P: % seconds
Prosy: % zeconds
Request: % zeconds

Enabled Protocols

Liberty SAML 1.1 SAML 2.0
1 sT1s O CardSpace [ s Federation
<< Back | Hext == | Cancel |

6 Fill in the following fields to specify the properties for your Identity Server configuration:

Name: The name by which you want to refer to the Identity Server configuration. This field is
populated with the name you provided in the New Cluster dialog box. You can change the name
here, if necessary.

Base URL.: The application path for the Identity Server. The Identity Server protocols rely on
this base URL to generate URL endpoints for each protocol.

+ Protocol: The communication protocol. Select HTTP for a basic setup.

Novell Access Manager 3.1 SP4 Setup Guide



+ Domain: The domain name used to access the Identity Server. For a basic setup, this is the
DNS name of the machine on which you installed the Identity Server. Using an IP address
is not recommended.

+ Port: The port values for the protocol. For HTTP, this is 8080.
+ Application: The Identity Server application path. Leave the default value as nidp.
7 Click Next.
The system displays the Organization page.

Identity Serwers |

Create Cluster Configuration

Step 2 of 3: Specify Organization

Name: * [Digital Airlines
Display name: * IDigital Airlines
URL: ™ |www.digitalairlines.com

Principal Contact

Company:

First Mame:

Email Address:

|
|
Last Mame: I
|
|

Telephone Mumber:

Contact Type: I Cther 'l

Use this page to specify organization information for the Identity Server configuration. The
information you specify on this page is published in the metadata of the Liberty 1.2 and SAML
protocols. The metadata is traded with federation partners and supplies various information
regarding contact and organization information located at the Identity Server.

The following fields require information:
Name: The name of the organization.

Display Name: The display name for the organization. This can be the same as the name of the
organization.

URL.: The organization’s URL for contact purposes.
Optional fields include Company, First Name, Last Name, Email, Telephone, and Contact Type.
8 Click Next.

Setting Up a Basic Access Manager Configuration 13



The system displays the User Store page.

Create Cluster Configuration

Step 3 of 3: Specify initial User Store

Mame: * |

Admin name: *

[Ex: cn=adrmin,o=navell]

&dmin password: ™

Confirm passward: *

Directary type: Mot Configured Vl

Install MAAS SAML method

Enable 5ecret Store lock checking

LDAP timeout settings

LDAP Operation: % seconds

ldle Connection: % seconds

New | Delete | ‘Validate
[] Hame IP Address Port Use SSL  Max. Connections Validation Status

Mo ftems

Search Contexts

Mew | Delete ||i|| E

[] Context Scope

Mo items

<= Back | Finish | Cancel |

Use this page to configure the user store that references users in your organization. User stores
are LDAP directory servers to which end users authenticate. You can configure a user store to
use more than one replica of the directory server, to provide load balancing and failover
capability. You must reference an existing user store.

For more information about the options on this page and configuring for load balancing and
failover,

Name: A display name for the LDAP directory.

Admin Name: The distinguished name of the admin user of the LDAP directory.
Administrator-level rights are required for setting up a user store.

Admin Password and Confirm Password: The password for the admin user and the
confirmation for the password.

Directory Type: The type of LDAP directory. You can specify eDirectory, Active Directory, or
Sun ONE.

If eDirectory has been configured to use Domain Services for Windows, eDirectory behaves
like Active Directory. When you configure such a directory to be a user store, its Directory
Type must be set to Active Directory for proper operation.

9 Under Server Replicas, click New to specify the user store replica information. It is
recommended that you specify an LDAP server that contains a read/write replica.

Name: The display name for the LDAP directory server.

IP Address: The IP address of the LDAP directory server. The port is set automatically to the
standard LDAP ports.

14 Novell Access Manager 3.1 SP4 Setup Guide
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11
12
13

14

15
16

17

18
19

For information about adding multiple replicas for load balancing and failover, see
“Configuring the User Store ” in the Novell Access Manager 3.1 SP4 Identity Server Guide.

Select Use secure LDAP connections. The port changes to 636, which is the secure LDAP port.

This is the only configuration we recommend for the connection between the Identity Server
and the LDAP server in a production environment. If you use port 389, usernames and
passwords are sent in clear text on the wire.

Click Auto import trusted root.
Click OK to confirm the import.
Select one of the certificates in the list.

You are prompted to choose either a server certificate or a root CA certificate. To trust one
certificate, choose Server Certificate. Choose Root CA Certificate to trust any certificate signed
by that certificate authority.

Specify an alias, then click OK.

An alias is a name you use to identify the certificate used by Access Manager.
Click Close, then click OK.

Under Server Replicas, verify the Validation Status.

The system displays a green check mark if the connection is valid. If it is red, you have a
configuration error:

+ Check the distinguished name of the admin user, the password, and the IP address of the
replica.

+ Make sure that the specified admin user can log into the user store.

+ Check for network communication problems between the Identity Server and the LDAP
server.

+ Enable verbose logging on the Identity Server, then search for the IP address or name of
the user store in the log file (Linux: catalina.out; Windows: stdout. log) and identify
errors.

For logging information, see “Enabling Component Logging” in the Novell Access
Manager 3.1 SP4 Identity Server Guide.

Add a search context. Click New, specify the DN of the context, select a scope, then click OK.

The search context is used to locate users in the directory. If a user exists outside of the
specified search context and its scope (object, subtree, one level), the Identity Server cannot
find the user, and the user cannot log in.

If the search context you specify finds more that one user with the same username, the Identity
Server cannot authenticate these users. A username must be unique within a search context.

Click Finish to save the server configuration.
Restart Tomcat as prompted.

If your Administration Console is installed on the same machine as your Identity Server, your
connection is broken. Refresh the page and log in to the Administration Console.

Setting Up a Basic Access Manager Configuration
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The Health status icons for the configuration and the Identity Server should turn green.

Identity Servers

Shared Settings |

Mew Cluster,.. | Start | Stop | Refresh | Actions-

[ Hame Status  Health Alerts Commands Statistics Type Configuration
idp-corporate Current 80 0 R Edit Delete
[] 410.10.15%.45 Current (@) 0 Complete Wiew Windows

It might take several seconds for the Identity Server to start and for the system to display a
green light. If the health does not turn green, see “Monitoring the Health of an Identity Server”
in the Novell Access Manager 3.1 SP4 Identity Server Guide.

20 (Optional) Verify the configuration:
20a In a browser, enter the Base URL of the Identity Server as the URL.

Authentication

| Username: H |

1

| l__ — Passwm'd:l |

20b Select a card without the locking icon.

Cards with a locking icon require HTTPS and SSL. In this basic setup, you configured the
Identity Server to use HTTP.

20c Log in using the credentials of a user in the LDAP server.

20d (Conditional) If the URL returns an error rather than displaying a login page, verify the
following:

+ The browser machine can resolve the DNS name of the Identity Server.
+ The browser machine can access the port.
21 If you have already installed an Access Gateway, continue with one of the following:

+ To use your own Web server pages, continue with Section 1.4, “Configuring the Access
Gateway,” on page 17.

+ To use the Digital Airlines sample Web pages, continue with Chapter 6, “Digital Airlines
Example,” on page 107.

To install an Access Gateway, see “Installing the Linux Access Gateway Appliance” or
“Installing the Access Gateway Service” in the Novell Access Manager 3.1 SP4 Installation
Guide.

16 Novell Access Manager 3.1 SP4 Setup Guide



1.4 Configuring the Access Gateway

The basic Access Gateway configuration procedures have been divided into the following tasks:

+ Section 1.4.1, “Configuring a Reverse Proxy,” on page 17
+ Section 1.4.2, “Configuring a Public Protected Resource,” on page 20

1.4.1 Configuring a Reverse Proxy

You protect your Web services by creating a reverse proxy. A reverse proxy acts as the front end to
your Web servers in your DMZ or on your intranet, and off-loads frequent requests, thereby freeing
up bandwidth and Web server connections. It also increases security because the IP addresses and
DNS names of your Web servers are hidden from the Internet. A reverse proxy can be configured to
protect one or more proxy services.

To create a reverse proxy, you must create at least one proxy service with a protected resource. You
must supply a name for each of these components. Reverse proxy names and proxy service names
must be unique to the Access Gateway because they are configured for global services such as IP
addresses and TCP ports. For example, if you have a reverse proxy named products and another
reverse proxy named library, only one of these reverse proxies can have a proxy service named
corporate.

Protected resource names need to be unique to the proxy service, but they don’t need to be unique to
the Access Gateway because they are always accessed through their proxy service. For example, if
you have a proxy service named account and a proxy service named sales, they both can have a
protected resource named public.

What You Need To Know Example Your Value
Name of the Identity Server cluster idp-corporate
DNS name of the Access Gateway mytest.com

Web server information

IP address 10.15.70.21

DNS name mywebserver.com

Names you need to create

Reverse proxy name mycompany

Proxy service name company

Protected resource name  public

This first reverse proxy is used for authentication. You need to configure the proxy service to use the
DNS name of the Access Gateway as its Published DNS Name, and the Web server and the resource
on that Web server need to point to the page you want displayed to the users when they first access
your Web site. You can use Access Gateway configuration options to allow this first page to be a
public site with no authentication required until the users access the links on the page, or you can

Setting Up a Basic Access Manager Configuration
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require authentication on this first page. The following configuration steps have you first configure
the protected resource as a public resource, then you modify the configuration to require
authentication.

1 Inthe Administration Console, click Devices > Access Gateways, then click Edit > Reverse
Proxy / Authentication.

Reverse Proxies / Authentication: ag18 3|

Authentication Settings

|dentity Server Cluster: [[None] i

Proxy Settings
O Behind Third Party 550 Terminatar
Enable Via Header

Cookies Settings
O Enable Secure Caokies
[T Farce HTTP-Only Cookie

Reverse Proxy List

Mew... | Delete | Rename... | Enable | Disable Oitem(s]
[J Mame Enabled Listening Address Port
Mo ftems

2 Inthe Identity Server Cluster option, select the configuration you have assigned to the Identity
Server.

This sets up the trust relationship between the Access Gateway and the Identity Server that is
used for authentication.

3 Inthe Reverse Proxy List, click New, specify a display name for the reverse proxy, then click
OK.

The Reverse Proxy configuration page appears.

Reverse Proxy: ags41 - mycompany

Listening Address(es): 10.10.159.41
TCP Listen Options

[ Enable SSL with Embedded Service Provider

Enable 551 between Browser and Access Gateway

Redirect Requests from Mon-Secure Port to Secure Port
Server Certificate: | |

=
Man-Secure Part: {Usad for HTTP Listening)
=
Secure Port: {Used for Trusted IDS Encryption)

Proxy Service List
Mew.,. | Delete | FRename... | Ernable | [isable
Name Enabled Published DNS Name Web Server Addresses
Mo items

4 Enable a listening address.

Novell Access Manager 3.1 SP4 Setup Guide



Listening Address(es): A list of available IP addresses. If the server has only one IP address,

only one is displayed and it is automatically selected. If the server has multiple addresses, you
can select one or more IP addresses to enable. You must enable at least one address by selecting
its check box.

TCP Listen Options: Options for configuring how requests are handled. You cannot set up the
listening options until you create a proxy service.

Ignore the SSL configuration options.

This basic configuration does not set up SSL. For SSL information, see Chapter 2, “Enabling
SSL Communication,” on page 27.

Configure a listening port.
Non-Secure Port: Select 80, which is the default port for HTTP.

Secure Port: This is the HTTPS listening port. This port is unused and cannot be configured
until you enable SSL.

In the Proxy Service List, click New.

New

Proxy Service Mame: || ‘

Published DMS Marme; | ‘

Weh Server P Address: |:|

Host Header: | Web Server Host Mame b

Web Server Host Mame; | ‘

[alternate Host Mame)

0K Cancel |

Fill in the fields.
Proxy Service Name: A display name for the proxy service.

Published DNS Name: The DNS name you want the public to use to access your site. For this
first proxy server, the DNS name must resolve to the Access Gateway IP address that you
selected as the listening address. For the example in Figure 1-2 on page 10, this name would be
www.mytest.com.

Web Server IP Address: The IP address of your Web server. This is usually a Web server with
content that you want to share with authorized users and protect from all others. In Figure 1-2
on page 10, this is Server 4, whose IP address is 10.15.70.21.

Host Header: The name you want sent in the HTTP header to the Web server. This can be
either the Published DNS Name (the Forward Received Host Name option) or the DNS name
of the Web Server (the Web Server Host Name option).

Web Server Host Name: The DNS name that the Access Gateway should forward to the Web
server. This option is not available if you selected Forward Received Host Name for the Host
Header option. The name you use depends upon how you have set up the Web server. If your
Web server has been configured to verify that the host name in the header matches its name,
you need to specify that name here. In Figure 1-2 on page 10 the Web Server Host Name is
mywebserver.com.
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9 Click OK.
10 Continue with Section 1.4.2, “Configuring a Public Protected Resource,” on page 20.

1.4.2 Configuring a Public Protected Resource

The first protected resource in this configuration tutorial is configured to be a public resource. For
information on how to set up authentication for a protected resource, see Section 1.5, “Configuring
the Access Gateway for Authentication,” on page 21.

1 Inthe Proxy Service List, click [Name of Proxy Service] > Protected Resources.

2 In the Protected Resource List, click New.

3 Specify a display name for the protected resource, then click OK.

m:ﬂluthurizatiun \ Identity Injection | Form Fill

Protected Resource: mywebserver

Description: ‘ ‘

Confract: ‘ [Mane] b ‘

URL Path List

Mews,, | Delete 1 itemis]
[] URL Path
0 =

4 (Optional) Specify a description for the protected resource.
5 In the Contract field, select None.

The Contract field must be set to None. This is what makes this resource a public resource.
6 Configure the URL Path List.

The default path is /7*, which allows access to everything on the Web server. Modify this if you
need to restrict access to a specific directory on your Web server.

+ To delete the default path, select the check box next to the path, then click Delete.
+ To edit a path in the list, click the path, modify it, then click OK.

+ To add a path, click New, specify the path, then click OK. For example, to allow access to
the pages in the public directory on the Web server, specify the following path:

/public/*
7 Click OK.

8 In the Protected Resource List, verify that the protected resource you created is enabled, then
click OK.

9 Click the Devices > Access Gateways.
10 To apply the changes, click Update > OK.

Until this step, nothing has been permanently saved or applied. The Update status pushes the
configuration to the server and writes the configuration to the configuration data store. When
the update has completed successfully, the server returns the status of Current.
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To save the changes to the configuration store without applying them, do not click Update.
Instead, click Edit. If you have pending configuration settings, the OK button is active, and the
configuration page indicates which services will be updated. Click OK to write these changes to
the configuration store. The changes are not applied until you click Update on the Access
Gateways page.

11 To update the Identity Server to establish the trust relationship with the Access Gateway, click
Devices > Identity Servers > Update, then click OK.

Wait until the Command status is Complete and the Health status is green.

12 (Optional). To test this configuration from a client browser, enter the published DNS name as
the URL in the browser. For the example illustrated in Figure 1-2 on page 10, you would enter
the following URL:

http://www._mytest.com

This should resolve to the published DNS name you specified in Step 8 on page 19, and the
user should be connected to the Web server through the Access Gateway.

13 Continue with Section 1.5, “Configuring the Access Gateway for Authentication,” on page 21.

1.5 Configuring the Access Gateway for
Authentication
The procedures in Section 1.4, “Configuring the Access Gateway,” on page 17 set up the Access
Gateway to protect your Web server by hiding its IP address and DNS name from Internet users. The
procedure does not require the user to log in before accessing resources on the Web server. This
section explains how to configure the Access Gateway so that the users are required to authenticate
by supplying login credentials before they can access a protected resource. There are two parts to
enabling authentication to protected resources:

+ Section 1.5.1, “Verifying Time Synchronization,” on page 21

¢ Section 1.5.2, “Enabling Trusted Authentication,” on page 22

1.5.1 Verifying Time Synchronization

The time must be synchronized between the Identity Server and the Access Gateway or set so the
time difference is within one minute of each other for trusted authentication to work.

For the Identity Server or a Linux Access Gateway Service, use YaST to verify the time settings. For
a Windows Access Gateway Service, use the Date and Time option in the Control Panel. If you have
a Network Time Protocol server, configure the Access Manager machines to use it.
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For an Access Gateway Appliance, complete the following steps:

1 Inthe Administration Console, click Devices > Access Gateways, then click Edit > Date &
Time.

Group Date and Time: doc2

Cluster Member:  aglB w

Server Date and Time

June 12, 2009 1112 &M Set Date & Time Manually

Hetwork Time Protocol
Set Up MTP

Time Zone

Mame: | USfibountain b

2 Select the method you want to use for time:

Set Date & Time Manually: Allows you to select the current time. Click this option to select
the year, month, day, hour, and minutes in your current time zone, then click OK.

Set Up NTP: Allows you to specify the IP address of an NTP server. Click Set Up NTP. Use
the public pool.ntp.org server or click New, then specify the IP address of an NTP server. To
accept the configuration, click OK.

If the time on the machine is wrong by more than an hour, use both methods to set the time. Set
it manually first, and then configure it to use NTP.

3 Inthe Time Zone section, select your time zone, then click OK.
Regardless of the method you used to set the time, you must select a time zone.
4 To save the changes to browser cache, click OK.
5 To apply your changes, click Devices > Access Gateways, then click Update > OK.
6 Continue with “Enabling Trusted Authentication” on page 22.

1.5.2 Enabling Trusted Authentication

Trusted authentication requires an authentication contract that specifies the type of authentication
credentials. The Identity Server and the Access Gateway control these authentication requirements.
You do not need to configure your Web server to require authentication. Access Manager enforces
the requirements for you.

In this example, you set up an authentication contract that requires a username and a password to
access a directory on a Web server.

1 Inthe Administration Console, click Devices > Access Gateways, then click Edit > [Name of
Reverse Proxy] > [Name of Proxy Service] > Protected Resources > New.
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2 Specify a display name for the protected resource, then click OK.

m;&uthurizatiun \ Identity Injection | Form Fill

Protected Resource: basic
Description: |
Authentication Procedure: | Mana] v|

URL Path List

Mews,.. | Delete 1item(s)
] URL Path
Ol =

3 Select either the Name/Password - Basic or the Name/Password - Form for the Authentication
Procedure:

Name/Password - Basic: Basic authentication over HTTP using a standard login page
provided by the Web browser.

Name/Password - Form: Form-based authentication over HTTP.

Others are available, but for this basic setup, which does not enable SSL, select one of the
above contracts. The contract needs to match the protocol.

If these default authentication contracts are not available, you have not configured a
relationship between the Access Gateway and the Identity Server. See Section 1.4.1,
“Configuring a Reverse Proxy,” on page 17 and select a value for the Identity Server Cluster
field.

4 Inthe URL Path List, configure the URL path to the page that this authentication contract will
protect. For the Web server configuration described in “Prerequisites for Setup” on page 10,
click the /* path and modify it to specify the following path:

/protected/*
5 Click OK.
6 To save the changes to browser cache, click OK.
7 To apply your changes, click Devices > Access Gateways, then click Update > OK.
8 (Optional) To test this configuration from a client browser, log in to the Access Gateway:

8a Specify the published DNS name to this resource in the browser. For the example
illustrated in Figure 1-2 on page 10, you would enter the following URL.:

http://www.mytest.com

8b Click the link to the protected page. This should be a link to the same page you configured
in Step 4.

Your browser should prompt you with a login page. If you selected Name/Password -
Basic as the contract, the standard login page issued by your browser is displayed. If you
selected Name/Password - Form, the default Access Manager login page is displayed.
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Authentication

Username: | |

Password: | |

_ login |

8c Log in to the Identity Server with a username and password that is stored in your LDAP
directory (Server 3 in Figure 1-2 on page 10).

You should have access to the information you have placed in the protected directory on
your Web server.

If you have set up your Web server to require basic authentication to access this directory,
you are prompted again for login credentials.

If you receive an error, see “Common Authentication Problems” on page 118.
9 Continue with Section 1.6, “Setting Up an Identity Injection Policy,” on page 24.

1.6 Setting Up an ldentity Injection Policy

The Access Gateway lets you retrieve information from your LDAP directory and inject the
information into HTML headers, query strings, or basic authentication headers. The Access
Gateway can then send this information to the back-end Web servers. Access Manager calls this
technology Identity Injection. Novell iChain calls it Object Level Access Control (OLAC). This is
one of the features within Access Manager that enables single sign-on. The user is prompted once
for the login credentials, and Access Manager then supplies them for the resources you have
configured for ldentity Injection.

This section explains how to set up an Identity Injection policy for basic authentication. This policy
is assigned to the third directory on your Web server, which is the basic directory that your Web
server has been configured to require basic authentication before allowing access.

1 Inthe Administration Console, click Devices > Access Gateways, then click Edit > [Reverse
Proxy Name] > [Proxy Service Name] > Protected Resources > New.

2 Configure the resource for the basic directory as described in Section 1.2, “Prerequisites for
Setup,” on page 10:

2a For the contract, select Name/Password - Basic or Name/Password - Form.
2b For the URL path, enter the path to the basic directory (/basic/>*).
2¢ Click OK.
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3 Click [Protected Resource Name] > ldentity Injection.

Overview | Authorization Form Fill |

|dentity Injection Policies enabled for this Resource definition,

Identity Injection Policy List

Manage

Palicies | Enable | Disable

[] Mame Enabled Policy Container Description

Mo items

On a new installation, the list is empty because no policies have been created.

4 In the Identity Injection Policy List section, click Manage Policies.

5 In the Policy List section, click New, then specify values for the following fields:

Name: Specify a name for the Identity Injection policy.

Type: Select Access Gateway: Identity Injection.

6 Click OK.

Type:

Description: |

access Gateway: |dentity Injection

Priority:
Actions
Mew

Mo Actions fn Rule 1

Changes made on thiz panel must be applied from the Policies Panel,

0K

| Cancel |

7 (Optional) Specify a description for the policy.

8 In the Actions section, click New > Inject into Authentication Header.

9 Set up the policy for User Name and Password:

+ For User Name, select Credential Profile and LDAP Credentials: LDAP User Name.
This injects the value of the cn attribute into the header.
+ For Password, select Credential Profile and LDAP Credentials: LDAP Password.

The policy should look similar to the following:

Type:

Access Gateway: |dentity Injection

Description: |Authentication header policy

Priority:

Actions

Mew ¥

Lo

Inject into Authentication Header

User Mame: Credential Profile + ¢ LD&P User Mame
Password:  Credential Profile w : LDAP Password w
tulti-value Separator: .

DM Format:  LDAP (ex, cn=jzmith,ou=5ales,0=Novell]

Changes made on this panel must be applied from the Policies Panel,

0K

Cancel |
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10 Click OK twice, then click Apply Changes.

11 Click Close.

12 Select the new Identity Injection policy, then click Enable.

13 To save the changes to browser cache, click OK.

14 To apply your changes, click Devices > Access Gateways, then click Update > OK.

15 To test this configuration from a client browser, enter the published DNS name as the URL in
the browser. Click the link to the page that uses basic authentication.

You are prompted to log in. If you have set up Web applications on your Web server that
require login, any additional login prompts are hidden from the user and are handled by the
identity injection system.

For an example of how Identity Injection policies can be used for single sign-on to the Identity
Manager User Application, see “Configuring Access Manager for UserApp and SAML” (http://
www.novell.com/coolsolutions/appnote/19981.html).

26  Novell Access Manager 3.1 SP4 Setup Guide


http://www.novell.com/coolsolutions/appnote/19981.html

Enabling SSL Communication

Because the Identity Server handles authentication, it must be configured for SSL before any of the
other Access Manager components. You can then configure the Access Gateway to use SSL in its
connections to the ldentity Server, to the browsers, and to its \Web servers.

+ Section 2.1, “Identifying the SSL Communication Channels,” on page 27

+ Section 2.2, “Using Access Manager Certificates,” on page 28

+ Section 2.3, “Using Externally Signed Certificates,” on page 36
SSL impacts the performance of Access Manager components. Instead of enabling Access Manager
components for SSL, you can front the components with an SSL terminator or accelerator. The SSL
terminator offloads the handling of the SSL traffic, and the Access Manager components can be

configured to use HTTP. For some tips on using such a device, see Section 2.4, “Using an SSL
Terminator,” on page 41.

2.1 ldentifying the SSL Communication
Channels

Access Manager has five communication channels that can be configured for SSL. Figure 2-1
illustrates these channels.

Figure 2-1 Potential SSL Communication Channels

Identity Server LDAP Server

r 3
v

Browser Access Gateway

Web Servers

You were instructed to set the first channel between the Identity Server and the LDAP servers when
you configured the user stores (see Step 10 in Section 1.3, “Creating a Basic Identity Server
Configuration,” on page 11). The other channels need to be configured according to their numeric
values. You need to configure SSL between the Identity Server and the browsers before you
configure the channel between the Access Gateway and the Identity Server for SSL.
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The eDirectory that resides on the Administration Console is the main certificate store for all of the
Access Manager components. You can use this local certificate authority (CA) to create certificates
for SSL or you can purchase certificates from a well-known certificate authority. This section
describes how to use both types of certificates to enable secure communication.

+ Section 2.2, “Using Access Manager Certificates,” on page 28

+ Section 2.3, “Using Externally Signed Certificates,” on page 36

2.2 Using Access Manager Certificates

By default, all Access Manager components (Identity Server, Access Gateway, SSL VPN, and J2EE
Agents) trust the local CA. However, the browsers are not set up to trust the Access Manager CA.
You need to import the public key of the trusted root certificate (configCA) into the browsers to
establish the trust.

This section discusses the following procedures:

+ Section 2.2.1, “Configuring Secure Communication on the Identity Server,” on page 28
+ Section 2.2.2, “Configuring the Access Gateway for SSL,” on page 31

2.2.1 Configuring Secure Communication on the ldentity
Server
The Identity Server comes with a the test-co