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Accessing the Dashboard

Access the Dashboard

ZENworks Mobile Management dashboard requirements:
e Microsoft Internet Explorer, Firefox, or Safari
e Adobe Flash Player 10.1.0
¢ Minimum screen resolution: 1024 x 768

o Desktop computer running Windows OS

In your Web browser, enter the server address of the ZENworks Mobile Management server,
followed by /dashboard

Example: https://my.ZENworks.server/dashboard

Standard Login

Log in to the ZENworks Mobile Management dashboard using your
administrative login credentials in one of the following formats: Novell.

ZENworks Mobile
Management

o

HH
e

e Locally authenticated logins enter:
email address and password

e LDAP authenticated logins enter:
domain\LDAP username and LDAP password

Login with ? (&) &1 R f

A system administrator can create additional logins to the dashboard
with system administrator, organization administrator, or support
administrator privileges. See the System Administration Guide for |
details. Password
.|
i Y

“Login )

Username
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OpenlD Login

Use your OpenlD credentials to log in.

. . Novell.
1. Atthe ZENworks Mobile Management login screen, select the ZENworks Mobile

Management

icon identifying the OpenID provider you use: ZENworks,
Google, Yahoo!, or Facebook.

2. Enter the Zone or Organization, an easy to remember name
ZENworks Mobile Management uses to redirect you to the

. gin w = o ‘(Ai ¢
OpenlD provider portal. wnue @ @ 3] ¥ B

3. Atthe provider site, enter your OpenID credentials. £0HIE

Note: If this is the first time you have logged in to
ZENworks Mobile Management with an OpenlID or your
OpenlD information has changed, you will be prompted
for a PIN code before entering the ZENworks Mobile
Management dashboard.

Zone Name and new PIN codes are emailed to you from T
the ZENworks Mobile Management server. —

Admin Setup Pin Code x Novell.
N

Enter Admin Setup Pin Code I I

Zone Name | sysadmin |

OpenlD Identity I!:‘fj‘. www.google.com/a I Login with 688

Organization
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The Activity Monitor

The ZENworks Mobile Management Activity Monitor provides snapshots of information regarding the wireless
devices and users in the enterprise network. Pie charts, bar graphs, and tables display statistics at a glance.
In addition, the view can be flipped to display a log of warnings and alerts.

The Activity Monitor is the default view for all logins; however, another view in the dashboard can be
designated as the default by editing the login credentials. (See System > Organization Administrators)

The Activity Monitor will always display six graphs at a time.

You can choose which six to display from the following:

Configuration

Activation/De-Activation History

Active/lnactive Devices

Devices by Carrier

Devices by Connection Schedule

Devices by Domain

Devices by Liability

Devices By Ownership

Devices by Plan Type

Devices by Policy Suite

Connectivity

ActiveSync Authorization Failures

ActiveSync Version

Bar chart showing the number of devices activated and
deactivated in the past seven days.

Pie chart showing the percentage of active devices versus
disabled devices.

Pie chart showing the percentage of devices using a particular
carrier.

Pie chart showing the percentage of devices operating under
each device connection schedule.

Pie chart showing the percentage of devices operating under a
particular domain.

Pie chart showing the percentage of devices designated as
corporate liable vs. individual liable. (Liability refers to ownership
of the data on the device.)

Pie chart showing the percentage of devices owned by the
company vs. the percentage of devices personally owned by
individuals.

Pie chart showing the percentage of devices operating on an
international vs. a domestic plan type.

Pie chart showing the percentage of devices operating under
each policy suite.

Pie chart showing the percentage of devices passing invalid
credentials for the ActiveSync accounts of known users to the
server.

Pie chart showing the percentage of devices operating with
various ActiveSync protocol versions.

ZENworks Mobile Management 3.0.x Organization Administration

The Activity Monitor e 6



Device App Authorization Failures

Device App Language

Device App Version

Statistics

Devices by Battery Level

Devices by Battery Status

Devices by Free Memory

Devices by Memory

Devices by Network Type

Devices by Platform > OS > Model

Devices by SD Card Free Memory

Devices by SD Card Installed

Devices by SD Card Memory

Devices by SIM Card
Removed/Changed

Devices by Timezone

Devices by TouchDown Registered

Devices by Violation

Jailbroken/Not Jailbroken

Roaming/Not Roaming

Pie chart showing the percentage of devices passing invalid
credentials for the ZENworks Mobile Management accounts of
known users to the server.

Pie chart showing the percentage of devices by their language
setting.

Pie chart showing the percentage of devices by the version of the
ZENworks Mobile Management app installed.

Pie chart showing the percentage of devices that have battery
levels at 0-20%, 21-40%, 41-60%, 61-80%, or 81-100%.

Pie chart showing the percentage of devices in various statuses
of battery health: charging, not charging — battery health good,
etc.

Bar chart showing the number of devices with 0-20%, 21-40%,
41-60%, 61-80%, or 81-100% free memory.

Pie chart showing the percentage of devices that have memory
capacity of 256 MB, 512 MB, etc.

Pie chart showing the percentage of devices operating under a
particular carrier network.

Pie chart showing the percentage of each device platform in use.
Click a Platform wedge to show the platform by device operating
system version. Click an OS wedge to show the operating system
version by model. Click the back arrow to return to the previous
view.

Bar chart showing the number of devices with 0-20%, 21-40%,
41-60%, 61-80%, or 81-100% free SD card memory.

Pie chart showing the percentage of devices with an SD card
installed versus those that do not have an SD card installed.

Pie chart showing the percentage of devices that have an SD
card memory capacity of 256 MB, 512 MB, etc.

Pie chart showing the percentage of devices on which the SD
card has been changed or removed vs. those that have had no
change in the SD card status.

Pie chart showing the percentage of devices by the time zone in
which they are used.

Pie chart showing the percentage of Android devices that have
registered the TouchDown app vs. those that do not have
TouchDown.

Pie chart showing the percentage of devices that are restricted
vs. those that are not restricted.

Pie chart showing the percentages of jailbroken devices vs. those
that are not jailbroken. This includes jailbroken iOS devices as
well as rooted Android devices.

Pie chart showing the percentages of roaming devices vs. those
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Texts/Minutes Usage

Trends

Trend of Changing Carriers

Trend of Changing Device Models

Trend of Changing Ownership

Trend of Changing Platforms

that are not roaming.

Table listing top consumers in regard to text and minutes usage

in the last 30 days.

Line graph showing the number of users who have changed

carriers over a week’s time.

Line graph showing the number of users who have changed
device models over a week’s time.

Line graph showing the number of users whose device ownership

has changed over a week’s time.

Line graph showing the number of users who have changed

device platforms over a week’s time.

Select Graphs. Click the Choose Visible Charts button at the bottom left corner of the Activity Monitor screen.
Select the six graphs you want to display on the grid.

The graphs you select and the grid arrangement are maintained for your dashboard login credentials.

Devices Deactivated

Devices by Network Type

l AT&T
Sprint
. Verizon

WiFi

Text/Minu

T

To

Las
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When making or hovering over a selection, a preview of the chart appears. The information in the preview
chart is sample data.

The Activity Monitor grid always displays six graphs. If fewer are chosen, the most recently deselected graphs
will display along with your choices. You cannot select more than six graphs. You must deselect a graph
before you can choose a different graph.

; Al
6 /6 Selected Configuration =
CHaTE Pravigw (M Activation/De-Activation History
36 [J Active/Inactive Devices
30 | [ pevices by Carrier
34 = [Jpevices by Connection 5chedule
1 i ‘ [] Devices by Domain
\ [J pevices by Liability
12
‘ [J pevices by Ownership
6 | ‘ !
4 I l [l Devices by Plan Type
0 “ ' =y
[J Devices by Policy Suite
08/28 08/29 08/30 .
. Connectivity
.\ Devices Activated
[J ActiveSync Authorization Failures
Devices De-Activated
[] ActiveSync Version
[ pevice App Authorization Failures
Chart Group Presets [ Device App Language
(O Connectivity (0 Device Statistics il Device App Version
(O Configuration () Network Statistics
® None Statistics
[ Devices by Battery Level |
v
Mo . nocs Ll L

Choose Visible Charts | ¥

Click the Choose Visible Charts button when your selections are complete.

Chart Group Presets. You can choose a preset group of charts.

Connectivity displays . .. | Configuration displays ... | Device Statistics displays ... | Network Statistics displays . . .

ActiveSync Authorization Devices by Connection Device by Free Memory Devices by Network Type

Failures Schedule

ActiveSync Version Devices by Domain Devices by SD Card Free Memory | Devices by Timezone

Device App Authorization Devices by Liability Devices by TouchDown Roaming/Not Roaming

Failures Registered

Device App Language Devices by Ownership Devices by Violation Text/Minutes Usage

Device App Version Devices by Policy Suite Jailbroken/Not Jailbroken Devices by SIM Card
Removed/Changed

Devices by Network Type Devices by Plan Type Devices by Battery level Devices by Carrier
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Rearrange Panels. You can rearrange the panels in the view by selecting a block and dragging it and
dropping it where you prefer.

Devices by Palicy

Devices by Platform -> 05 -> Model

Device Activation/De-Activation Histary

)
~~

0 default B Andod 4
nt
manzgems i0s 1
B Unknown Device
]
£ s
H
‘ ‘
n
2
o n_=R
06/15  06/16  06/17 0613 0619 0620 06721
| Devicesactivated
Devices Deactivated
Devices by Carrier Devices by Ownership Texts/Minutes Usage
B o B company Texts Minutes
Top Users Top Users
Amen
Last 30 Days Last 30 Days
| By

pvaidya2
"

View Details. You can see detail of the statistics by hovering over a section of a graph or chart.

=

Devices by Carrier

(1)

AT&T: 5.9%

. Mone

Armena

. ATET
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Zoom on a Panel. You can enlarge a panel to full view with full details by double-clicking it. Double-click on
the enlarged view to return to the Activity Monitor view.

"\ ViewAlerts |- Get Most RecentData

Devices by Network Type

[ Ater
Sprint
& Verizon
B m
WiFi

oz oo owzou]

Refresh the View. You can refresh the Activity Monitor view with the most recent data by selecting Get Most
Recent Data in the gray option bar.

Get Most Recent Data

Devices by Policy
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Flip to the View Alerts Grid. You can flip the Activity Monitor view to a table of alerts listed by user. Select
View Alerts in the option bar. Select View Info Charts to return to the Activity Monitor view.

For an alert to trigger, Alert Settings in the Compliance Manager must be enabled. Alerts report violations of
device access restrictions. They also monitor and report on device resource levels, connectivity, and
administrator or user initiated events. For information on enabling the Alerts Settings, see Configuration
Guide: Compliance Manager.

View Info Charts Get Most Recent Data Snooze Alerts Disable Alerts Mark All Read

Alert Search Criteria
Date Range User Name Message Keywords: Priority:
w22 | o [w2enz |[F | ‘ | | O tow [IMedium [JHigh [ earch | Reset
User Name Device | Timestamp (server Local) | Status Priority Message
ex07\jwitmer i0s 06/21/2012 9:31 AM (-04:00 GMT) Unread Medium  jwitmer has enrolled without defining an email address.
ZENworks None 06/21/2012 9:31 AM (-04:00 GMT) Unread Medium | Devices have not made ZENworks connections, Organization-wide, since Jun 21 2012 12:44PM GMT.
Management 5
jhaldiman 05 0 AM (-04:00 GMT) Unread Medium | Adevicea ith jh n has fallen below the recommended minimum device m:
pvaidya2 Android Unread Medium
ex07\jwitmer i0s 6/21/2012 9:30 AM (-04:00 GMT) Unread Medium | A device associated with jwitmer has fallen below the recommended minimum device battery level

The total number of alerts is displayed at the bottom of the grid. An icon in the top right corner of the
ZENworks Mobile Management dashboard gives the number of unread alerts in the grid. Unread alerts are
displayed in red text. Alerts that have been read are displayed in black text. Only unread alerts display when
you select Hide Read Alerts.

SAlerts | | Help | Logout

Search the Alert Grid. Search the View Alerts grid by:
e Date Range
e User Name
o Keyword(s)
e Priority

Snooze Alerts — You can select one or more alerts in the grid and click the Snooze Alerts button. This
temporarily stops the alert from repeating, at the set interval, until you have had an opportunity to investigate.
Choose to snooze for 1-60 Minutes, 1-24 Hours, or 1-60 Days.

Disable Alerts — You can select one or more alerts in the grid and click the Disable Alerts button. This
disables the Alert Setting. All alerts of this type will cease to trigger. They no longer report on the View Alerts
grid and do not send email and SMS notifications to designated administrators.
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Corporate Resource Management

Corporate Resources refer to servers, networks, and other resources which are available to iOS and
Android users. They include resources such as, LDAP and mail servers, Wi-Fi and VPN networks, or

Provisioning Profiles, Subscribed Calendars and Web Clips.

Use the resource tools in the dashboard’s Organization view to define credentials for the server and network
resources. Then use the resources in the User Profile to associate iOS or Android device users with a
resource and configure user account settings to push out to devices.

You can also make resource assignments to members of LDAP groups or folders from these options. User
credentials are obtained from the LDAP server, thus saving the administrator from having to make resource
assignments per individual user.

Android devices currently support only VPN and Wi-Fi Network resources.

Policy Management »
I ~ i0S Corporate Resources »

Android Corporate Resources p

/A, Application Management »
fﬁ: Administrative Servers 4
¢y Organization Control »

\ “ Compliance Manager

Welcome, admin@

((.)) Access Point Names

:_ CalDAV Servers

|& cardpav servers

Exchange Servers

|} LDAP servers

S Mail Servers

A Provisioning Profiles
+ SCEP Servers

"~ Subscribed Calendars

&) VPNs

° Web Clips

) wi-Fi Networks

iOS Corporate Resources

Welcome, admin@

Policy Management »
i0OS Corporate Resources P > Audit Tracking

Android Corporate Resources p ¥y VPNs

P

/. Application Management » '1"7 Wi-Fi Networks
$E Administrative Servers » ing
¢y Organization Control »

F . Compliance Manager

Android Corporate Resources
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Assigning Corporate Resources to Users

Corporate resources can be assigned to individual devices through the User Profile. See Corporate Resource

Assignments.

You can also assign corporate resources via an LDAP group or folder. Choose the resources for a group or
folder. Users are then assigned resources based on their LDAP group/folder association. This can be
accomplished from the User Grid or from the resource management page.

iOS Resource Expiration (iOS 6+ devices)

Any iOS resource (with the exception of SCEP Servers) can be configured to expire on a given date or after
an interval of time. A user whose iOS 6+ device has been assigned the resource can access it only until it

expires.

o Date expirations occur at the beginning of the designated day (12:00 a.m.).

e Interval expirations occur at the end of the day (11:59 p.m.) after the interval has elapsed. For
example, a resource available for 5 days will expire at 11:59 p.m. on the fifth day.

If you update the expiration of a resource and save the changes, you can choose to reload the existing
installed resources, which will reset the expiration date on devices.

Connection Testing

Use the Test Now button on the server screens to test the general connectivity of the server after you initially
add it or if you suspect there is a connection problem. These servers are accessed by devices, not the
ZENworks Mobile Management server, so these tests merely verify that the server has a port open to

authorized users.

Server

Mail Servers

Exchange
Servers

LDAP Servers

SCEP Servers

CalDAV Servers

CardDAYV Servers

Subscribed
Calendars

Tests:

-General connectivity;
-Accessibility by an authorized user

-General connectivity;
-Accessibility by an authorized user;
-Autodiscover

-General connectivity;
-Accessibility by an authorized user

-General connectivity

-General connectivity;
-Accessibility by an authorized user

-General connectivity;
-Accessibility by an authorized user

-General connectivity;
-Accessibility by an authorized user

Credentials entered for the test

User name and Password of an active user on
the mail server

A set of active user credentials in the format
required by the Exchange server.

User name and Password of an active user on
the LDAP server

None

User name, Password, and Principal Address of
an active user on the CalDAV server

User name, Password, and Principal Address of
an active user on the CardDAV server

User name and Password of an active user of
Subscribed Calendars

ZENworks Mobile Management 3.0.x Organization Administration
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Resource Configurations

You can define the following servers and networks:

Resource

Access Point Names
(APN)

CalDAV Servers

CardDAV Servers

Exchange Servers

LDAP Servers

Mail Servers

Provisioning Profiles

SCEP Servers

Subscribed

Calendars

VPNs (Android)

Description

The Access Point Name identifies the external cellular network a phone accesses
for data. When you configure a new APN, you must have the correct settings for
the carrier and type of account provisioning. Incorrect settings can result in a loss
of functionality or additional charges.

Reasons you may need to assign a new APN:
e The APN settings are incorrect and user is getting error messages.

e You are assigning a different carrier's APN to a user with an unlocked
phone.

e A user is traveling outside of the wireless provider's service area and needs
a different APN to avoid data roaming charges.

Define your corporate CalDAV servers. Then associate a user with the server and
configure calendar account settings to push out to the user’s device.

Define your corporate CardDAV servers. Then associate a user with the server
and configure contact account settings to push out to the user’s device.

Define your corporate Exchange server or server utilizing the Exchange
ActiveSync protocol servers. Then associate a user with the server and configure
ActiveSync account settings to push out to the user’s device.

Define your corporate LDAP server(s). Then associate a user with the server and
configure LDAP settings to push out to the device so the user can access
corporate directory information via the device.

LDAP searches can be added to limit the number of users pulled from the LDAP
server. Specify the Base DN and search scope, so that only users belonging to a
specified group are queried.

Define your corporate mail servers. Then associate a user with the server and
configure email account settings to push out to the user’s device.

Define and upload provisioning profiles that enable iOS device users to install in-
house iOS apps. You can push out a provisioning profile to individual users or
check Apply to Organization to assign to all iOS device users in the organization.

Define your Simple Certificate Enroliment Protocol (SCEP) server(s).
Then associate a user with a SCEP server in order to issue digital
certificates to devices using an automatic enrollment technique. This
provides a method of delivering encrypted configuration profiles to iOS
devices. See SCEP Servers for more information.

Define the subscribed calendars you want to push out to iOS devices. These are
read-only calendars that use the iCalendar (.ics) format. Calendars are obtained
from calendar-based services that support calendar subscriptions, including
iCloud, Yahoo, Google, and the Mac OS x iCal application.

Define your VPN networks.

Instruct users to download and install the third party app, available through the
Google Play Store (or add to your Managed Apps list), required for the VPN
connection type. Then associate a user with the VPN network and define the
wireless network credentials to push out to the user’s device.

Note: Users installing Cisco AnyConnect should enable External Control in
the app’s settings prior to receiving a VPN assignment from the ZENworks

Devices that

Support
i0S

i0S

i0S

i0S

i0S

i0S

i0S

i0S

Android
(OS 4.0+)
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Mobile Management server. If enabled after the assignment is sent, they
must use the VPN Settings in the ZENworks Mobile Management settings to
establish the connection.

VPNs (i0S) Define your VPN networks. 10S
Instruct users to download and install the third party app, available through the
App Store or iTunes (or add to your Managed Apps list), required for the VPN
connection type. Then associate a user with the VPN network and define the
wireless network credentials to push out to the user’s device.
Note: IPSec does not require a device application.
Web Clips Define shortcuts to a specific web application or web page that can be pushed to 10S
users’ device Home screen. When a user taps the web clip, the web browser
automatically launches and takes the user to that application or page.
Wi-Fi Networks Define your Wi-Fi networks using various levels of security, including WEP, WPA, A:%rso'id
and WPA2. Then associate a user with the Wi-Fi network and define the wireless
network credentials to push out to the user’s device.
Configuring Server Settings
The credentials for each server are defined using a wizard:
Mail Servers Exchange Servers LDAP Servers CalDAV Servers CardDAV Servers
-Email Server Type -Exchange Server Name -LDAP Display Name  -Display Name -Display Name
-Account Name -Exchange Server -LDAP Server -Server Address -Server Address
-Server Address Address Address -Server Port -Server Port
-Server Port “Exchange Port "LDAP Port -Use SSL -Use SSL
_Use SSL “Use SSL -Use SSL -Expiration (i0S 6+)  -Expiration (i0S 6+)
_Allow Move (iOS 5+) -Use S/MIME (iOS 5+) -LDAP Searches
-Allow Move (iOS 5+) -Expiration (i0S 6+)

-Account Type

JIMAP Path Prefix -Use Only in Mail (iOS 5+)

s -Allow Recent Address
-Authentication Type Syncing (i0S 6+)

-Expiration (iOS 6+) _Expiration (i0S 6+)

/7 Add New Mail Server Wizard X

Mail servers defined here can be assigned to users and used
to push out e-mail account settings to their device.

Welcome

Email Server Type: Incoming Mail |v
Account Name: s :]
Server Address: # \:I

Server Port: :]
UseSsL: [
Allow Move (i0s 5+): [
Account Type: [ IMAP |~
IMAP Path Prefix: \:I
Authentication Type:

Sample Add New Server Wizard
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Mail Servers and Exchange Servers have settings that can be enabled/disabled to govern how the malil
account can be used by an iOS 5+ user. If they are set when the resource is created, they cannot be changed
at the user level.

Allow Move (iOS 5+) — When disabled, this option prevents an iOS 5+ device user from moving
messages from corporate mail account folders to folders associated with other mailbox accounts. For
example, a user could not move a message from the corporate mail account Inbox to a folder
associated with his or her personal mail account.

Use Only in Mail (iOS 5+) — When enabled, this option prevents an iOS 5+ device user from setting
the corporate mail account as the default. The corporate mail account can then only be used in
conjunction with the device’s Mail application.

This prevents messages created outside of the device’s native Mail application from being sent from
the corporate account. For example, if the user sends a photo from the device Photo application, it is
not sent from the corporate mail account; nor can the user send an attached contact file from the
device’s Contacts application using the corporate mail account.

Allow Recent Address Syncing (iOS 6+) — When enabled, recently used email addresses are
stored on the device. They will then appear in a selection list if the user begins to type the address in

a subsequent email.

Configuring Network Settings

The credentials for each network are defined using a wizard.

Wi-Fi Networks
@i0Ss)

-Resource Name
-SSID

-Auto Join (iOS 5+)
-Hidden Network
-Security Type
-Password

-Password Per
Connection

Types

-EAP-FAST VPNSs (iOS) Wi-Fi Networks -Allowed VPNs

Settings vary based on =~ (Android) Pairwise Cipher (Android 4.0+)
-Allow TrUSt connection type Cisco AnyConnect
Exceptions ) -Resource Name | -Allowed or F5 SSL

. -Display Name Protocol

-Inner Identity ) -SSID -Display Name

-Connection Type -Pre-Shared Key
-Proxy Type o -BSSID -Connection Type

-User Authentication ] -WEP Key
-Proxy Address, -Hidden Network -Remote Address
Port, Username, -Remote Address Allowed

-Allowe

Password -Proxy Type Authentication

-Expiration (iOS 6+)

-Expiration (i0S 6+)

-Allowed Group
Cipher

-Allowed Ke
-Accepted EAP y
Management
/ Add New Wi-Fi Network Wizard ®
WiFi Networks defined here can be assigned to users and used to
Welcome e ) A ; .
automatically configure wireless network credentials for their device.
[a]
Auto Join (i055+): ]
Hidden Network:  []
Security Type:
Password:
Confirm Password:
Password Per Connection: [ | vl
Finish

Sample Add New Network Wizard
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Configuring Other Resources

Access Point Names | Provisioning Profiles

-Access Point Name -Display Name
-Proxy -Provisioning Profile
-Proxy Port -Apply to Organization

-Expiration (i0OS 6+) -Expiration (i0OS 6+)

Add New Access Point Wizard x

Access Point Names added here can allow users to access
cell network proxies and Access Points on their
iOSResources.

Access Point Name: s ‘:\

Proxy Port:

Welcome

[ ]

Expiration {i0S 6+):

Access Point Name Wizard

Add New Subscribed Calendar Wizard x

Subscribed Calendars added here can allow users to share
and access calendar data.

Usesst: []

Expiration (iOS 6+):

Welcome

Subscribed Calendar Wizard

Subscribed Calendars = Web Clips
-Display Name -Label
-Host Name -URL

-Use SSL -lcon
-Expiration (i0OS 6+) -Removable

-Use Precomposed Icon
-Launch in Full Screen
-Expiration (iOS 6+)

/ Add New Provisioning Profile Wizard

Provisioning Profiles added here can allow users to access
provsioning profiles on their iOSResources.

Apply to Organization:  []

Welcome

Provisioning Profile:

Expiration (iOS 6+):

Finish

Provisioning Profile

Add New Web Clip Wizard x

Web Clips added here can allow users to access Web Clips
on their iOSResources.

Welcome

Removable: [¥]
Use Precomposed Icon: |
Launch In Full Screen:  []

Expiration (i0S 6+):

Web Clip Wizard
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Assigning Resources to LDAP Groups and Folders

When the Administrative LDAP server is fully configured, corporate resources can be assigned to users via
the LDAP group or folder to which they belong. User credentials are obtained from the LDAP server, thus
saving the administrator from having to make resource assignments per individual user.

You can also assign resources directly from the user grid. See Assigning Settings and Resources to LDAP
Groups/Folders.

Note: These methods cannot be used to assign the SCEP server resource to users, because of the
unique challenge code required for each user.

From the Organization view, select a resource from the Android or iOS Corporate Resource drop-down menu
option. Click the option, Assign to LDAP Groups/Folders.

Add New Exchange Server .@ Remove Exchange Server Save Changes

Exchange Servers > Exchange 2012

Organization M_nnn‘ggm_ent‘i

Exchange Servers

Exchange Server Name: Expiration (i0S 6+): [Never | +|
Exchange Server Address: ex13,zmmlnet
Exchange port:
Use SSL: O
Use S/MIME (iOS 5+): (|
Allow Move (i0S 5+): ™
Use Only in Mail (ios 5+): []
Allow Recent Address
Syncing (i0S 6+): ~
Server Connectivity: @]
1. Select an LDAP Server from the drop- 2 Assign to LDAP Groups/Folders X

down list.

Choose the folders/groups to which you wish to assign the

2. Some resources have an option to Use
. resource Exchange 2013.
credentials from the LDAP Server. Keep N

ers without Ot be assigned this resource
this option enabled unless you want to
assign a resource to a group email
address.

If you disable the option, you must enter
the shared User Name or shared User
Name and Email Address. The assignment
is made to that mail account only.

3. Click the Groups or Folders tab and
navigate through the LDAP directory to
select the groups of folders to which you
will assign the resource.

4. Click the Update Assignments button.

LDAP Server:  [Exchange 2003 |>

[ Use credentials from LDAP Server

User Name: E-mail Address:
Groups | Folders
Assigned Imported LDAP Groups
[] Domain Guests
| HelpServicesGroup

Update Assignments
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Simple Certificate Enrollment Protocol (SCEP) Servers
What is SCEP?

Simple Certificate Enrollment Protocol (SCEP) is a PKI communication protocol allowing administrators to
securely issue certificates to large numbers of devices through an automatic enrollment technique. Devices
must be SCEP-enabled and pre-registered to certification authority (CA) domain before they can request
certificates. Device use this protocol to send a certificate request to the CA.

Benefits of a SCEP Server in your Environment

A SCEP server provides a way for you to deliver encrypted configuration profiles to iOS devices in your
network. The encryption of the configuration profile is unique for each device. Only the device to which it is
sent can read it. This provides another layer of security, in addition to SSL encryption, for sensitive corporate
information included in iOS profiles. SCEP is supported only on Enterprise or Datacenter versions of Windows
2008 or 2008 R2. One of these versions must be used on the SCEP server.

SCEP Limitations

SCEP offers a convenient and efficient method of issuing authentication certificates to users and devices;
however, there are limitations inherent to the overall SCEP model. The ZENworks Mobile Management
server delivers the SCEP challenge and SCEP server address to the device securely by using an iOS profile.
Although the SCEP challenge can only be used one time, the SCEP challenge does not uniquely identify the
user/device for which it was intended and ZENworks Mobile Management has no means to control what is
done with the information when it is received by the device. If it is compromised, the challenge can be used
even though it was only intended to be used by the device user, because the SCEP server accepts the
challenge with no user authentication.

SCEP was originally designed for use in a completely internal environment, but with external devices
connecting to an external SCEP server to obtain a certificate, there are potential inroads.

If you use ZENworks Mobile Management to deliver challenge passwords to devices, ensure that the level of
trust given to these certificates is appropriate.

If SCEP limitations pose too great a risk, you should deploy client authentication certificates directly from the
ZENworks Mobile Management server. Each user is issued a unique certificate that can only be obtained by
using ZENworks Mobile Management credentials. See Certificates.

SCEP Servers and the ZENworks Mobile Management System

When there is a SCEP server in an environment where ZENworks Mobile Management has been
implemented, administrators can use ZENworks Mobile Management to efficiently provide digital certificates
to users with iIOS devices. The process is automated and requires very little user input.

Administrators can define the SCEP servers via the Organization view and then associate a user with the
SCEP server and configure settings that allow devices to enroll automatically.

The initial configuration profile that the user accepts contains the address of the SCEP server. The device
connects with both the ZENworks Mobile Management and SCEP servers to complete several configuration
steps:
e The device loads the SCEP profile from ZENworks Mobile Management.
e The device obtains a certificate from the SCEP server.
e The device obtains a uniquely encrypted configuration profile from ZENworks Mobile Management,
which can be read exclusively by the device.
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Define a SCEP Server

From the dashboard, select Organization >i0S Corporate Resources > SCEP Servers.
Click the Add New SCEP Server tab and fill in the server credentials to define a server.

Display Name (required)
SCEP Name (required)
URL (required)

Subject

Use Subject Alternative Name

Subject Alternative Name Type

Subject Alternative Name

NT Principal Name

Key Size in Bits

Use as Digital Signature
Use for Key Encipherment

Fingerprint

Name identifying the SCEP server.
Common Name of the Certificate Authority

The base URL of the SCEP server. Must be accessible from the device
browser. The server portion of the address might need to be changed to
either the internal IP (Wi-Fi) or the external server address (cellular) in
order for SCEP to work.

The CommonName (CN) and Organization (O) that you used when setting
up the SCEP.

For example: CN=iPhoneSCEP,O=YourCompany
Determines whether an alternative name is used.

Select the type of subject name alternative from the drop-down: RFC-822
Name, DNS Name, or Uniform Resource Identifier

Supply the alternate name for the SCEP server. Valid entries are an email
address (RFC-822), the DNS name of the server, or the server’s fully-
qualified URL.

NT principal to be used in the request.

The size of the key to be used: 1024 or 2048.

Select the box to use the key as a digital signature.

Select the box if the certificate uses a protocol that encrypts keys.

Hex string to be used as a fingerprint. Can be left blank.

/' Add New SCEP Server Wizard x

Welcome

SCEP servers defined here can be assigned to users and used to handle
digital certificates more efficiently.

Use Subject Alternative Mame:  []

SCEP Mame:

Subject Alternative Name Type: RFC 822 Name

Subject Alternative Name:

NT Principal Mame:

[«]

Now, use the Corporate Resource option in the User Profile to associate users with a SCEP server.
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Associating a User with a SCEP Server

From the dashboard, select the Users view and select a user to view his or her profile. Expand the menu
under the user’s device and select Corporate Resources. Choose the SCEP Server option and click Assign
New SCEP Server.

Select a SCEP server for the user from the drop-down list.

To obtain a challenge password, browse to the SCEP URL. Enter the authentication credentials (by default
Integrated Windows Authentication). Copy the Enroliment Challenge Password and paste it into the
Challenge field.

Assign SCEP Server X
User Account Settings
SCEP Server: # [ SCEP] -]
Challenge: || I
Finish
Assigned SCEP Server

Display Name SCEP Name URL Subject
SCEP1 SCEP1 123.456.7.89 test

User Account Settings

Challenge:

123456789
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Application Management

Application Management is located in the
Organization view of the dashboard.

The Managed Apps option gives you the ability to
make available to users a list of recommended
applications. Android and iOS applications can
be designated as mandatory so that users are
automatically prompted to install them. In
addition, Android and iOS apps can be assigned
to the LDAP groups/folders or local groups to
which users belong.

Novell Filr, a secure system for mobile file
access and sharing, is integrated with ZENworks
Mobile Management for Android devices and iOS
7.1 or higher devices using the Filr app version
1.0.4 or higher. The integration gives you the
ability to create a configuration profile from the
dashboard that, when assigned to users, will
configure the Novell Filr app on devices.

Whitelists/Blacklists gives you the ability to
restrict a user based on the applications he or
she has installed on the device. Users’ access to
email, shared files, app lists, or other
organization resources can be blocked when
they are not in compliance with restrictions.

Policy Management »

| i0S Corporate Resources »
Android Corporate Resources p

v/\\ Application Management » i‘; Managed Apps
& Administrative Servers »

@ Novell Filr

() Organization Control » & Whitelists/Blacklists

. Compliance Manager
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Managed Apps

Managed Apps enables the administrator to create a recommended list of applications to be made available
to users with devices that have installed a ZENworks Mobile Management device application or BlackBerry
devices with the GO!NotifySync application.

When an administrator creates an app list for each supported device platform and enables the Managed App
Permissions in the policy suite, users with that policy suite can access the recommended applications from
the ZENworks Mobile Management device agent. For Android and iOS users, managed apps can also be
made available to users via the LDAP group/folder or local group to which they belong.

Enforced application management is supported for the Android and iOS 5+ device platforms.
Administrators can force push Android and iOS applications on the Managed App list to devices. Users are
automatically prompted to install the required applications.

e For iOS 5+ devices, MDM functionality makes it possible to add and enforce free App Store apps,
enterprise apps, and apps that have been pre-purchased through the Apple Volume Purchase
Program (VPP).

e For Android devices, MDM functionality makes it possible to add and enforce free Google Play Store
apps and enterprise apps. (ZENworks Mobile Management version 2.7.1 or higher is required.)

If Managed Apps are accessed by users in different countries or regions, see this Knowledge Base article.

Accessing Managed Apps on a Device
Users can access the recommended apps from the ZENworks Mobile Management device agent:
o Android users select Managed Apps from the ZENworks main screen.
o BlackBerry (with GO!NotifySync) users select Managed Apps from the GO!NotifySync pop-up menu.

e iOS device users select the Managed Apps icon from the ZENworks main screen.

In this section you will find information on:

e Enabling Managed App Permissions

e Adding and Managing Apps for Android Devices

e Kiosk Mode Apps

e Adding and Managing Apps for iOS 5+ Devices

e Adding Managed Apps for BlackBerry Devices
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Enabling Managed App Permissions

Applications on the Managed Apps list are not available to users until you enable the Managed App
Permissions in the policy suites for each app on the list.

1. From the ZENworks Mobile Management dashboard, select Organization > Policy Management >
Policy Suites > (select policy suite) > Managed App Permissions.

YES

Select a device platform, locate the app, and enable it.

Enable the Force Push option, for Android or iOS apps, to set the app to automatically prompt users
associated with the policy suite to install the app. This makes it a required app.

2. Click the Save Changes button.

Organization Management Policy Suites > default > Managed Apps Permissions Select visible device platforms |+
= £ default EO
- Managed Apps Permissions CORPORATE  INDIVIDUAL o & =2 e e
Audit Tracking Android = 05
Device Control
I may
File Share Permissions
i0S Devices
Resource Control ® Android Andrcia
o Frodo C64
Samsung KNOX EMM Policies race - o - o

Force push Frodo C64

Security Settings

SMIME Settings Skype es YES ()
TouchDown Force push Skype YES () " No
Welcome Letter TouchDown YES YES
Whitelists/Blacklists Permissions Force push TouchDown YES (e YES )
Xplore " No - N
Force push Xplore
» BlackBerry 52
> i0S o O

3. ForiOS apps, verify that the following policies are enabled.
Select Organization > Policy Management > Policy Suites > (select policy suite) > iOS Devices >
Applications.

These policies should be enabled:
e Allow application installation

e Allow iTunes
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Adding and Managing Apps for Android Devices

Apple MDM functionality makes it possible for an administrator to manage the Android applications in the
Mobile App list.

Management functionality includes:
¢ Installing/reinstalling/uninstalling apps at the user level
e Force pushing an app so that all users associated with a policy are automatically prompted to install

e Adding Enterprise (in-house) apps to the list

In this section:

Managed App Permissions for Android

Adding Google Play Store Apps

Adding an Android Enterprise App

Updating Android App Versions

Add Managed App Assign to GroupsiFolders Edit Managed App Remove Managed App Save Changes
Organization Management Managed Apps > Android
Managed Apps for Android devices
BlackBerry
4 Apps

ios

Name Download Count| Download Limit | App File Name App File Size (bytes) Link Version Packa

Frodo C64 0 <Unlimited> 0 https://play.google.com/store/appsi/c 0.96.2 org
Xplore 0 <Unlimited> 0 https://play.google.com/store/apps/ 3.66.05 comlonelyt
Skype 0 <Unlimited> 0 ps://pk 1 pp 71
TouchDown 0 <Unlimited> 0 https://play.google.com/store/apps/t| 8.000213
< I >
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Managed App Permissions for Android
Several policy suite rules must be enabled for Managed Android App functionality.
Select Organization > Policy Management > Policy Suites > (select policy suite).
1. Choose the policy suite category Audit Tracking and verify that the following option is enabled:

¢ Record managed applications — required for Force Push and administrator-initiated app
installations.

2. Choose the policy suite category Managed App Permissions > Android. For each mobile app listed
under the Android platform:

a. Enable the app to make it available to users associated with the policy suite.

b. Enable the Force Push option to set the app to automatically prompt users associated with
the policy suite to install the app. This makes it a required app.

Note: Administrators can issue an uninstall command using the Uninstall App button in
the Apps section of the User Profile. The Force Push option should be disabled first,
however, so that the app does not get pushed back to the device after the user uninstalls.

Managed Apps Permissions CORPORATE  INDIVIDUAL
v Android
Skype YES Lo YES ()
Force Push Skype YES () YES L
TouchDown YES (i YES
Force Push TouchDown YES YES

Enabling Force Push for required apps
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Adding Google Play Store Apps
1. Select Organization > Application Management > Managed Apps.
2. Select Android from the left panel, then click Add Managed App.

Choose Google Play Store as the Method to Add Managed App x
add the app.

Method: (O File O Link @ Google Play Store

4. Enter the App Name, Version, and

Description for the app. What you enter kAPPN »
displays on the device. Fackage Namme:
App File:
5. Enter the Play Store URL in the Link to App Max File Size: 100 M8
f|e|d Link to App: =
6. Browse your image files at the Icon File field - IR TR
and select an icon to associate with the version: x|
application' Description: «:::I
7. Select Remove With MDM if you want the Remove with MDM:  []
app to be deleted from the device when the Download timit: [ |

MDM configuration profile is removed.

8. Enter the Download Limit if you want to track
downloads of a managed app purchased in
bulk. Users can no longer download the app
once the limit has been reached.

Download Limit and Download Count are
shown in the Managed Apps grid and a
compliance alert can be set for when
availability is low.

9. Click Add Android App to add the App to the
Android Managed App list.
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Adding an Android Enterprise App

An enterprise (or in-house) app is one that has been created by an organization using Android API
development tools.

1.
2.
3.

Select Organization > Application Management > Managed Apps.

Select Android from the left panel, then click Add Managed App.

Choose File or Link as the Method to add
the app. Apps can be added as a link to the
download page where the user can obtain
the app, or as an actual app file that the
user can install.

Enter the App Name, Version, and
Description for the app. What you enter
displays on the device.

For Links, provide a URL for the application
in the Link to App field.

For Files, browse to select an .apk file at
the App File field.

Enter the Package Name for the app. This
is the unique identifier associated with the
app. It must be accurate. For the Novell
Filr app, enter: com.novell.filr.android

Note: When Force Push is on, ZENworks
Mobile Management uses this to verify
whether the app is installed on the device. If
entered incorrectly, it will try to verify by
comparing the value in the App Name field
with the actual application name sent from
the device. If Force Push fails to verify that
the app is installed, the user will be
continually prompted to install.

Add Managed App X

Method: (@® File O Link (O Google Play Store
App Name: *

Package Name:

|

Browise...

ile Size: 100 MB

App File
Link to App:

[ ]

ded Max File Size: 100 KB

Version:

Max F
lcon File: s [LBrowse...
Recom

Description: =

|

Remove with MDM:

Download Limit: ‘:]

id Android A

Browse your image files at the Icon File field and select an icon to associate with the application.

Select Remove With MDM if you want the app to be deleted from the device when the MDM

configuration profile is removed.

Enter the Download Limit if you want to track downloads of a managed app purchased in bulk.
Users can no longer download the app once the limit has been reached.

Download Limit and Download Count are shown in the Managed Apps grid and a compliance

alert can be set for when availability is low.

10. Click Add Android App to add the App to the Android Managed App list.
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Updating Android App Versions

Edit the original app and update the application information. If the app is already on the device, you can check
the Update this app for existing users box to push the upgrade down. Users will be prompted to update the
app.

Update Managed App x

Method:

I .

App Name: #[TouchDown
Package Name:

App File: &
Max File Size: 100 MB

Link to App: = | http://td@googleplay.c
lcon File: # Icon File Selected

Recommended Max File Size: 100 KB

Version: #|8.1.000|
Description: = |Email/PIM

Remove with MDM:

Update this app
for existing users:

Download Limit:

ID “II

Update Android App

Assigning Android Apps to LDAP Groups/Folders or Local Groups

You can assign Android managed apps to all members of an LDAP group/folder or local group.

1. From the Managed Apps data grid, select an app to assign to groups or use CTRL+click to select
multiple apps.

2. Click the Assign to Groups/Folders button.

Add Managed App Assign to GroupsiFolders’ Edit Managed App Remove Managed App Save Changes

Organization Management Managed Apps > Android

Managed Apps for Android devices
BlackBerry

4 Apps
i0s
Name Download Count| Download Limit | App File Name
Frodo C64 0 <Unlimited>
Xplore 0 <Unlimited>
Skype 0 <Unlimited>
TouchDown 0 <Unlimited>

ZENworks Mobile Management 3.0.x Organization Administration Application Management ¢ 30



3. From the Managed App drop-down, select an app to assign or select All to assign all apps selected
from the Managed Apps data grid.

Assign to Groups/Folders

Assign managed apps to LDAP groups/folders or local groups.

Choose from selected Managed App: ‘[AUPS

LDAP Server: 1UP5

[

All

l

LDAP Groups | LDAP Folders l Local Groups ‘

Name

Recommend
Corporate

|

Force
Corporate

Recommend
Individual

Force
Individual

4. If you are assigning apps to an LDAP group or folder, select a server from the LDAP Server drop-

down.

5. Inthe table, select the LDAP Groups, LDAP Folders, or Local Groups tab.

Assign to Groups/Folders

Assign managed apps to LDAP groups/folders or local groups.

Choose from selected Managed App: [Lues b
LDAP Server: | €AS [~]

J LDAP Groups | LDAP Folders ‘ Local Groups

Name

7/ Recommend
Corporate

Force
Corporate

Recommend
Individual

Force
Individual

CAS

|

™~

™

O

I Save Assi

[ Save Assig

t & Close |

6. Inthe group list, locate the group to which you are assigning the app(s) and determine whether or not

the app(s) will be required on user devices.

e Check the Recommend box to make the app(s) available to users in this group.

Or check the Recommend box in the header to make the app(s) available to users in all

groups.

e Check the Force box to force push the app(s) to devices. Users will be required to install the
app(s). Checking this box will automatically mark the Recommend box as well.

Or check the Force box in the header to force push the app(s) to devices of all groups.

You must make this selection for corporate device and personal device users separately.

7. Click Save Assignment before you make assignments for another group.
Click Save Assignment & Close when you are finished.
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Kiosk Mode Apps

Kiosk Mode provides a way for administrators to specify a single application to which KNOX EMM (Samsung
SAFE) devices will be locked. The device returns to the specified app upon wake or reboot and blocks device

features that permit navigation and task management.

There can only be one kiosk app named at a time. Since device navigation buttons are disabled, the kiosk

app should be one that is completely navigable from within the app.

To Define a Kiosk Mode App

1. Add the app to the Android Managed Apps list. It must contain a Package Name. Select

Organization Management > Application Management > Managed Apps.

From the dashboard, select Organization Management > Policy Management > Policy Suites.

From the panel, select Samsung KNOX EMM Paolicies.
4. Select an app by clicking the blue plus symbol.

Policy Suites > Default > Samsung KNOX EMM Policies

Organization Management

= £3 Default
Audit Tracking

Samsung KNOX EMM Policies

i | é
Device Contro s Kiosk Mode
File Share Permissions
i0S Devices Locks KNOX EMM devices to a single application. Returns
Managed Apps Permissions

Resource Control

Corporate
Security Settings App hame
SMIME Settings
Package name
TouchDown
Welcome Letter Individual
Whitelists/Blacklists Permissions App name

Package name

5. Select an app from the pop-up and click the Update Assignment button.

Assign Kiosk Mode App

device to the specified app upon wake or reboot and blocks
device features that permit navigation and task management.

Select the app to which the devices will be locked when in kiosk mode.

App Name Package Name

Calculator ++ id=org.solovyev.android.calculator

UPS Mobile https://play.google.com/store/apps/detail

Update Assignment

CORPORATE INDIVIDUAL
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The App name and Package name will populate the Kiosk Mode fields.
v Kiosk Mode

Locks KNOX EMM devices to a single application. Returns
device to the specified app upon wake or reboot and blocks
device features that permit navigation and task management.

Corporate
i oo
App name
Package name
Individual
Lo
App name

Package name

To Remove the Kiosk Mode App
1. From the dashboard, select Organization Management > Policy Management > Policy Suites.
2. From the panel, select Samsung KNOX EMM Policies.
3. Select an app by clicking the red x symbol.
4. Click Yes to confirm the deletion of the Kiosk Mode app.

Confirm Delete

All KNOX EMM devices associated with this policy
suite will be removed from kiosk mode. Users will no
longer be restricted to this app. Are you sure you
want to remove devices from the kiosk mode?

Yes No
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Adding and Managing Apps for iOS 5+ Devices

Apple MDM functionality makes it possible for an administrator to manage the iOS applications in the
Managed App list.

Management functionality includes:
¢ Installing/reinstalling/uninstalling apps at the user level
e Force pushing an app so that all users associated with a policy are automatically prompted to install
e Adding Enterprise (in-house) apps to the list

e Managing redemption codes associated with volume-purchased App Store applications.

In this section:

Configuration File Format

Managed App Permissions for iOS
Adding iOS App Store Apps
Adding an iOS Enterprise App

Updating iOS App Versions

Managing Volume Purchase Program Licenses

Managing Volume Purchase Program Redemption Codes

Add Managed App Assign to Groups/Folders Edit Managed App Remove Managed App save Changes Manage Volume Purchase Manage Configuration File

Organization Mnnagement Managed Apps > iOS
Android B .
Managed Apps for iOS devices
BlackBerry
3 Apps
Name Download Count | Download Limit VPP App File Name | App File Size (bytes) iPad-Only Link
Skype for iPhone 0 <Unlimited> No 44710848 No https://itunes.apple.com/us/ap,
World Clock-Timd 0 <Unlimited> No 20468523 No https://itunes.apple.com/us/ap)
UPS Mobile 0 <Unlimited> No 9419422 No https:/fitunes.apple.com/us/ap|

< I >

Configuration File Format

If you are using a Configuration File to configure a third party app, the file should follow the general format
displayed here:

General Format Example
<dict> <dict>
<key>keyl</key> <key>username</key>
<string>valuel</string> <string>username</string>
<key>key2</key> <key>password</key>
<string>value2</string> <string>password</string>
</dict> </dict>

Since tags and values will be specific to each app, you should contact the app developer for a suitable file.
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Managed App Permissions for iOS
Several policy suite rules must be enabled for Managed App functionality.
Select Organization > Policy Management > Policy Suites > (select policy suites).
1. Choose the policy suite category iOS Devices > Applications and enable the following option:

e Allow app management — Required for Force Push and administrator initiated app
installations.

o Allow application installation — Required for Force Push and administrator initiated app
installations.

e Allow iTunes — Required for Force Push and administrator initiated App Store app
installations.

2. If you want to use a Configuration File to configure a third party iOS application, verify that the
following policy is enabled
Select Organization Management > Policy Management > Policy Suites > (select policy suite) >
iOS Devices > Management. Enable:

o Allow Management of Settings

3. Choose policy suite category Managed App Permissions >i0S. For each mobile app listed under
the iOS platform:

¢ Enable the app to make it available to users associated with the policy suite.

e Enable the Force Push option to set the app to be automatically installed on the devices of
all users associated with the policy suite. This makes it a required app.

Managed Apps Permissions CORPORATE  INDIVIDUAL

atus of the ®

» Android

» BlackBerry

v i0S

United States - All Devices

Skype for iPhone YES () YES (o)
Force push Skype for iPhone YES () a No
UPS Mobile YES (o) YES (o)
Force push UPS Mobile W No W No
World Clock-Time Zones YES () YES (o)
Force push World Clock-Time Zones W No W NO

Enabling Force Push for Required Apps
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Adding iOS App Store Apps

If Managed Apps are accessed by users in different countries or regions, read this Knowledge Base article.

1.

2
3.
4

8.

Add Managed App

Select Organization > Application Management > Managed Apps.

Select iOS from the left panel, then click Add Managed App.

Choose App Store as the Mobile app Type.

Choose Search iTunes or Input Manually as the Method by which to add the app.

a. If searching iTunes, enter a string to search on and the region in which the app is
available, then click Search. . Select iPad Only if you need to search exclusively for iPad
applications, then click Search.

b. If adding manually, enter an App Name, Version, and Description for the app. What
you enter is displayed on the device in the managed app list.

Enter the App Store URL. (The app URL can be obtained on iTunes by clicking the drop-
down arrow below the app icon and selecting Copy Link.)

At the Icon File field, browse your image files and select an icon to associate with the
application. This also displays on the device in the managed app list.

If adding a Configuration File to configure a third party app, click the browse button and
select your configuration file.

Select Remove With MDM if you want the app to be deleted from the device when the MDM
configuration profile is removed.

Select Prevent Backup if you want the user to be able to save the app via iTunes.

Enter the Download Limit if you want to track downloads of a managed app purchased in bulk.
Users can no longer download the app once the limit has been reached.

Download Limit and Download Count are shown in the Managed Apps grid and a compliance
alert can be set for when availability or VPP licenses/redemption codes are low.

Click Add iOS App to add the App to the iOS Managed App list.

X

Add Managed App

Type: (O Enterprise App (® App Store

Method: (® search iTunes (O Input Manually

Type: (@) Enterprise App ® App St«

[~ iTunes Search Method:  (7) search iTunes (® Input b
Search for apps compatible with: ® All Devices (O iPad Only Max File Size: 100 MB
ISkype l Region: [ United States |~] [Lsearch.]| [. Reset App Name: s l l
Showing the top 50 results. Consider refining your search.
App Name l Version l Price Version: # ‘:}
Skype for iPhone 4173 Free = Description: :i:l '
e s ]
[:QJ InstaFrame - Photo Collage Editor, Picture Frames, Effects Mal 1.8.1 Free App Store URL: = I ’
;." 79 Emoji 2 Emoticons for iOS 7 - New Free Smiley Symbols & Key' 6.0 Free Icon File: s | Browse...
= Recommended z
ﬁ Pic Jointer - Picture Collage, Camera Effects plus Photo Editor 1.7 Free Recommignded fo-Stzar A0
= Remove With MDM:  []
e Color Text Messages+ for my sms,mms&iMessage freenow 1.7 Free
= Prevent Backup: [¥]
Skype WiFi 141 Free v
; wnload Limit: :]
Remove With MDM:  [] Prevent Backup: [¥] Dow d Limit

Download Limit: ‘:‘ Add i0S

Manually add an app
Search iTunes to add an app
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Adding an iOS Enterprise App

An enterprise (or in-house) app is one that has been created by an organization by using development tools
available through the Apple Developer Enterprise Program (iDEP).

1. Select Organization > Application Management > Managed Apps.

2. Select iOS from the left panel, then click Add Managed App.

3. Choose Enterprise App as the mobile app Type.

4. Fill out the required fields of information, based on the location of the enterprise app.
Location of the Enterprise App Manifest File Field App File Field Other Required Fields
Manifest and app files are on the Select Upload File Select Upload File Description
ZENworks Mobile Management Upload the appropriate Upload the
server .plist file appropriate .ipa file
The manifest file is on the ZENworks = Select Upload File Select Read from Description, Icon File
Mobile Management server and the Upload the appropriate Manifest
app file is contained within the .plist file
manifest.
Manifest and app files are hosted Select Provide URL Not Applicable App Name, Version,
remotely Enter the Manifest URL Description, Icon File

10.

If an Icon File is required, browse your
image files to select an icon to associate
with the application.

If using a Configuration File, to
configure a third party app, click the
browse button and select your
configuration file.

Select Remove With MDM if you want
the app to be deleted from the device
when the MDM configuration profile is
removed.

Select Prevent Backup if you want a
user to be able to save the app via
iTunes.

Enter the Download Limit if you want to
track downloads of a managed app
purchased in bulk. Users can no longer
download the app once the limit has
been reached.

Download Limit and Download Count are
shown in the Managed Apps grid and a
compliance alert can be set for when
availability or VPP licenses/redemption
codes are low.

Click Add iOS App to add the app to the
iOS Managed App list.

Add Managed App X

Type: ® Enterprise App @ App Store
Manifest File: s (® Upload File () Provide URL

Browise...

AppFile: #(®) Upload File (O Read from Manifest

Browse...

Max File Size: 100 MB
App Name:
Version:
Description: s :
App Store URL:

Icon File:

Remove With MDM:  [V]

Prevent Backup: [V

Download Limit: :l
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Updating iOS App Versions

Edit the original app and update the application information. If the app is set to Force Push, users are
prompted to update the app on the device. If the app is not set to Force Push you can check the Update this
app for existing users box to push the upgrade down. Users will be prompted to update the app.

Update Managed App X

Type: (U Enterprise App (&) App Stc
Method: (®) Search iTu

AppName: |Skype for iPhone
Remove With MDM:
Prevent Backup:

Update this app

5]

4]

4]
Download Limit: I:

Update i0S App

for existing users:

Assigning iOS Apps to LDAP Groups/Folders or Local Groups

You can assign iOS managed apps to all members of an LDAP group/folder or local group.

1. From the Managed Apps data grid, select an app to assign to groups or use CTRL+click to select
multiple apps.

2. Click the Assign to Groups/Folders button.

Add Managed App Assign to Groups/Folders Edit Managed App Remove Managed App Save Changes Manage Volume Purchase Manage Configuration File

Organization Management Managed Apps > i0S

i Managed Apps for iOS devices
BlackBerry o
Name Download Count| Download Limit VPP App File Name App File Size (bytes) iPad-Only
Skype for iPhone 0 <Unlimited> No 44710848 No
World Clock-Time 0 <Unlimited> No 20468523 No
UPS Mobile 0 <Unlimited> No 9419422 No
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3. From the Managed App drop-down, select an app to assign or select All to assign all apps selected

from the Managed Apps data grid.

Assign to Groups/Folders X

Assign managed apps to LDAP groups/folders or local groups.

Choose from selected Managed App:  [All hd
All

LDAP Server: FSkype for iPhone '

LDAP Groups | LDAP Folders I Local Groups ‘

Recommend Force Recommend Force
Corporate Corporate Individual Individual

Name

If you are assigning apps to an LDAP group/folder, select a server from the LDAP Server drop-down.
In the table, select the LDAP Groups, LDAP Folders, or Local Groups tab.

Assign to Groups/Folders X

Assign managed apps to LDAP groups/folders or local groups.

Choose from selected Managed App: [skype for iPhone [~

LDAP Server:

LDAP Groups LDAP Folders Local Groups

Name 7] Recommend ™ Force ™ Rec_or.“mend O For_ce‘
Corporate Corporate Individual Individual
Group 1 ] ™ ™ O
I Save Assig | [ Save Assi & Close I

In the group list, locate the group to which you are assigning the app(s) and determine whether or not
the app(s) will be required on user devices.

e Check the Recommend box to make the app(s) available to users in this group.

Or check the Recommend box in the header to make the app(s) available to users in all
groups.

e Check the Force box to force push the app(s) to devices. Users will be required to install the
app(s). Checking this box will automatically mark the Recommend box as well.

Or check the Force box in the header to force push the app(s) to devices of all groups.
You must make this selection for corporate device and personal device users separately.

Click Save Assignment before you make assignments for another group.
Click Save Assignment & Close when you are finished.
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Managing Volume Purchase Program Licenses

If you have uploaded an Apple VPP Token to the ZENworks Mobile Management server, all apps associated
with the token populate the Managed Apps data grid and users with a qualifying device (running iOS 7.0.3 or
higher) receive an invitation to join the Volume Purchase Program. See also System Administration Guide:
VPP Token Upload.

VPP apps can be differentiated from other apps on the Managed Apps grid by the available licenses listed for
the app and by looking at the app’s status (Yes) in the column labeled VPP. The apps can be assigned to an
individual user through their User Profile or to groups of users via a Policy Suite, LDAP Group/Folder, or Local
Group. While the user has the app, one license seat is occupied. (Users running iOS versions less than 7.0.3
will consume one redemption code when assigned a VPP app.)

When VPP app assignments are removed from the user device (and given it is the last iOS 7.0.3+ device
associated with the user), they are also removed from the user’s iTunes account and the VPP app license is
reclaimed for reuse.

To View VPP License Counts:

1. Select the app and click Manage Volume

View Licenses - GoToMeeting x
Purchase. - , s
View Volume Purch... | Add Redemption C... | View Licenses
2. Select the View Licenses tab. L
The number of Licenses Purchased and Licensesinvailabler 3o
Licenses Available are displayed. Users to which e A ot i
the licenses have been assigned are listed in the osulrspencer2

grid.

Note: Changes in the license count
information will not show until the information
has been processed and reported by the
Apple server.

To Synchronize VPP Applications:

Each time a VPP token is added to the server or edited and each time you access the iOS section of the
Managed Apps grid, the server automatically connects to the Apple server to retrieve the list of licenses
associated with the VPP token to obtain the latest information.

You can also initiate this synchronization by clicking the Sync VPP Apps button.

Managed Apps for iOS devices 1
2 Apps m
Name Download Count| Download Limit VPP App File Name App File Size (bytes) iPad-Only Link
Skype for iPhone 0 <Unlimited> No 30491170 No https://itunes.apple.com/us/ap
World Clock-Timg 0 <Unlimited> No 20468523 No https://itunes.apple.com/us/ap;

A message pops up on the screen while the retrieval is in progress:

@ syncing VPP Apps x

Please wait while we retrieve apps associated with
the VPP token from Apple server

L )
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Managing Volume Purchase Program Redemption Codes

For applications obtained through the Volume Purchase Program that carry redemption codes, add the
redemption codes to the server. There will be one redemption code for every copy of the app purchased.

Apple’s Volume Purchase Program is available in the United States and in nine countries outside the US.
Redemption codes are different for each country, so you must add multiple sets of codes if you have

purchased apps for users in more than one country.

When assigned a VPP app, users with devices running iOS versions less than 7.0.3 will consume one
redemption code. Users running iOS 7.0.3 or higher will occupy a VPP app license.

To Add Redemption Codes:
1. Add the app to the iOS Managed App list.

Select the app, then click Manage Volume Purchase.

2
3. Select the Add Redemption Codes tab.
4

Select Manual or XLS (for XLS, proceed
to step 6). If you are entering each code
individually, choose Manual.

If you are entering each code
individually, choose Manual.

Enter each code on a new line.

5. Click the Add Redemption Codes
button.

6. Select XLS if you will enter multiple
codes from a spreadsheet.

Browse to select the .xIs file containing
the redemption codes. The number of
codes detected in the file displays.

There are volume purchase details at
the top of the spreadsheet. Specify the
column and row where the actual
redemption codes begin.

7. Click the Add Redemption Codes button.

Add Redemption Codes - Skype for iPhone x

View Volume Purch... | Add Redemption C... | View Licenses

Add Redemption Code: (8 Manual O XLS
Enter Redemption Codes: =
Add Redemption Codes J
Add Redemption Codes - Skype for iPhone X
View Volume Purch... I Add Redemption C... | View Licenses

Add Redemption Code: () Manual (® XLS

Redemption Codes File:

Number of Codes detected:
Redemption Code Column#: s

Redemption Code Row#:

0]

Redemption Code Status
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To View or Remove Redemption Codes:

View Volume Purchase - Skype for iPhone x
1 Sele(?t an app from the i0S Managed View Volume Purch... | Add Redemption C... | View Licenses
App list, then click Manage Volume
Purchase. (® Unused () Redeemed
2. Select the View Redemption Codes .
Redemption Code
tab.
WRWFANFYNMPT
3. Choose to view either the Unused or X7464PPNXFG4

Redeemed codes.

You can remove unused redemption
codes from the list if necessary. Select
one or more codes and click the
Removed Selected button or click
Remove All to delete all unused codes
from the list.

[_Remove Selected J [ Remove All
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Adding Managed Apps for BlackBerry Devices
1. Select Organization > Application Management > Managed Apps.
2. Select BlackBerry from the left panel, then click Add Managed App.

Add Managed App X

App Name: #

B

Recommended Max File Size: 100 KB

Link to App: s

Version: s :I

Description: =

Add Apps for BlackBerry
Enter a Name, Version, and Description for the app. What you enter displays on the device.

4. Browse your image files in the Icon File field to associate an icon with the application. This also
displays on the device.

5. Provide the application store URL in the Link to App field.
6. Click the Add App button.

In the dashboard, there is an app list grid for each device type. Select the device type from the left panel to
view the list to which the app was added.

You can select an individual app from a grid and click the Edit Managed App or Remove Managed App
button to edit or delete an app.

Add Managed App Edit Managed App Remove Managed App save Changes
Organization Management Managed Apps > BlackBerry
Al i 3
nigkd Managed Apps for BlackBerry devices
1 Apps

ios

Name App File Name | App File Size (1 Link Version

Adobe Connect Mobile 0 htpy/appworld.blackberry .com/con 175
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Novell Filr

Novell Filr, a secure system for mobile file access and sharing, is integrated with ZENworks Mobile
Management for Android devices or iOS devices running iOS 7.1 or higher and Novell Filr app version 1.0.4
or higher. ZENworks Mobile Management ensures that only tracked, managed, and authorized devices can
access Novell Filr. The Filr app itself can be uploaded to devices via the ZENworks Mobile Management
Managed Apps. The integration gives you the ability to create a configuration profile from the ZENworks
Mobile Management dashboard that, when assigned to users, will configure the Novell Filr app on devices.
The profile also allows you to limit the following functions for secure files:

e Disable cut and copy — Use this option to ensure that users do not circumvent Filr sharing limitations
by cutting and copying file content.

e Disable Screen Capture — Use this option to ensure users do not circumvent Filr sharing limitations
by taking screen shots of file content.

o Disable Open-in — Ensure that users do not open a secure file in a non-secure application.

o Whitelist applications — Limit users so that they can only open secure files in the applications you
have whitelisted.

Assigning the Profile. Novell Filr profiles can be assigned to individual users (see Adding Users Guide) or to
groups of users via LDAP groups/folders (see Organization Configuration Guide) or local groups (see User
Management Guide), or as organization default settings (see System Administration Guide).

Note: Users of Android devices not using Google Cloud Messaging (GCM) service must synchronize
the ZENworks Mobile Management application to pull down an assigned Novell Filr profile.

Configuration. The Novell Filr server and the ZENworks Mobile Management server must be configured so
that user credentials are the same on each server.

To create a Novell Filr configuration
1. From the dashboard, select Organization > Application Management > Novell Filr.
2. Click Add New Novell Filr.

/ Add New Novell Filr Wizard X

Create a configuration profile that can be assigned to users
in order to configure the Novell Filr app on user devices.

Novell Filr has been integrated for use with Android and iOS devices.

For iOS, the Filr configuration will only deploy to devices running i0S 7.1
and higher and the Filr app 1.0.4 or higher.

Choose how username(s)
% 3 Prompt for username v
will be applied:

Username:

Choose how password(s)
Prompt for password | v

will be applied:

Password:

Filr Server Address: = :]

v
Finish 7~
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Enter a Display Name for the profile.
4. Determine how usernames will be applied:
e Prompt for username — Prompt the user to enter a username.
e Enter generic username — Enter a generic username in the Username field.

e Use ZMM username — Apply the username used for authentication with ZENworks Mobile
Management.

Note: iOS 7.1 or higher users associated with an ActiveSync or LDAP server will be required to enter
user credentials when enrolling the Filr app, regardless of what is chosen here.

5. Determine how user passwords will be applied:
e Prompt for password — Prompt the user to enter a password.
e Enter generic password — Enter a generic password in the Password field.

e Use ZMM password — Apply the password used for authentication with ZENworks Mobile
Management.

Note: iOS 7.1 or higher users associated with an ActiveSync or LDAP server will be required to enter
user credentials when enrolling the Filr app, regardless of what is chosen here.

6. Enter the Filr Server Address. You might need to enter the address in the format,
serveraddress:port
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7. Set additional security options.

e Allow Cut/Copy — Leave this unchecked to ensure that users do not circumvent Filr sharing
limitations by cutting and copying file content.

e Allow Screen Capture — Leave this unchecked to ensure users do not circumvent Filr
sharing limitations by taking screen shots of file content. (Applicable only for Android devices
running OS 4.0.x or higher.)

e Allow File to open in — Ensure that users do not open a secure file in a non-secure
application by selecting No apps, or choose Whitelisted apps and designate the application
in which they are permitted to open secure file.

/7  Add New Novell Filr Wizard x
Welcome Create a configuration profile that can be assigned to users
in order to configure the Novell Filr app on user devices.
Novell Filr has been integrated for use with Android and iOS devices.
For iOS, the Filr configuration will only deploy to devices running i0S 7.1
and higher and the Filr app 1.0.4 or higher.
Username: A
Choose how passwordi(s)
! pAswOr
will be applied:
Password: -
Note: iOS5 7.1 and higher users associated with an ActiveSy
will be required to enter us =dentials when enrolling t
Allow Cut/Copy: O
Allow Screen Capture:  []
Note: Android 4.0.x and above only.
Allow File to open in: L
¥
Finish 1=
= [a]
Allow File to open in: I
Whitelisted Android Apps: App Name Package Name Add
TouchDown £1.00012 [ eaie |
Whitelisted iOS Apps: App Name App dentifier Add
Task Manager + omappmediaNGteApp [Edir_]
File Manager Pro App | de.zuhanden.filemanager
v

8. Click Finish.
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Whitelists/Blacklists

Blacklists enable the administrator to create a list of character strings that filter blacklisted applications on
Android and iOS devices. When one or more blacklisted applications are installed on a device, the user’s

access to email, shared files, app lists, or other organization resources can be blocked. You will specify these
restrictions using the Compliance Manager.

Whitelists enable the administrator to create a list of strings that filter applications on Android and iOS
devices. When one or more applications are installed on a device that are not on the whitelist a user’s access
to email, shared files, app lists, or other organization resources can be blocked. You will specify these
restrictions using the Compliance Manager.

So that they are informed about which apps should not be installed, users can view the blacklist and whitelist
filters via the ZENworks Mobile Management app on their device or the Self-Administration portals.

Add Strings to the Blacklist/Whitelist

First, create the list of strings. Select Organization > Application Management > Whitelists/Blacklists >
Blacklists or Whitelists.

Choose to add a filter string that will match against App Names or App Identifiers. App ldentifier is the ID
the application’s developer has assigned to the app.

Choose containing or exactly matching from the drop-down list, then enter a string and click the Add button.

Default
Add by iTunes Search
@® App Name O App Identifier [containing [~ l ] Add
\ App Name App Identifier Method Type J
Angry Birds Containing Manual Edit
poker Containing Manual @
iBooks Exactly Matching Manual
Pandora Radio com.pandora Exactly Matching iTunes
SoundHound commelodis soundhound free Exactly Matching iTunes

Add iOS Apps to the Blacklist/Whitelist via an iTunes Search

You can also select iOS apps for the list by searching and selecting from iTunes. Click the Add by iTunes
Search button. Enter a string to search on and the region in which the app is available. Select iPad Only if

you need to search exclusively for iPad applications, then click Search. Apps added in this way are matched
against their App Identifier.

Add iTunes App x
r—iTunes Search
Search for apps compatible with: (® All Devices (O iPad Only
postage Region: [ United Kingdom ~| [LSearch ] [l Reset
37 Apps found
App Name l App Identifier

UK Postage Price Finder com.rsinnovations.PostPrices =
u UK Postage Calculator - Ideal for eBay Royal | com.zendec.ukpostage
M UK Postage Calculator Free - for Royal Mail r: com.zendec.ukpostagefree
E]] Postage Calculator - UK ukpostage

i UK Postage Costs Calculator and Ebay Delive ukpostcosts

i ‘ UK Postage com.hawkinnovations.ukpostage

; [<]
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Activating a Blacklist or Whitelist

Blacklists or Whitelists will not affect users until the Restricted App Permissions and the Blacklist or Whitelist
Compliance Restriction option have been enabled. In addition, the Record application data usage option is
enabled automatically and must be remain enabled in order to monitor application usage.

Enable the Whitelists/Blacklists Permissions. Once the list is created, enable the Blacklist Permissions in
the policy suite(s). Select Organization > Policy Management > Policy Suites > (expand a policy suite) >
Whitelists/Blacklists Permissions. Enable either the Blacklist or Whitelist permissions. You cannot enable
the Blacklist and Whitelist simultaneously.

Note: When you enable either the blacklist or the whitelist permission, the Record installed
applications option (under the policy suite category Audit Tracking) is automatically enabled. This
option must remain enabled in order to monitor application usage.

Whitelists/Blacklists Permissions CORPORATE  INDIVIDUAL
v Blacklists
Default YES YES
» Whitelists

Enable the Blacklist or Whitelist Restriction Compliance Option. Set the blacklist restrictions using the
Compliance Manager. Select Organization > Compliance Manager > Access Restrictions > Restriction
Options. Under Access Restrictions, enable the Restrict when Blacklist App detected option or the
Restrict when non-Whitelist App detected and select the restrictions.

¥ Restrict when Blacklist App detected VES ‘)

No configurable options.

Restrict the following rescurces when this access restriction

ActiveSync i0S corporate resources [ | Select All i0S Android corporate resources
[ ActiveSync Connections M vens
y [ Access Point Name [ Provisioning Profiles
ZENworks corporate resources [ caIDAV Servers [] subscribed Calendars IR wi-EeNetworks
File Shar
M File Share [ CardDAV Servers M veNs
“ MaragedARps ™ Exchange Servers [ web Clips
M LDAP servers M wi-Fi Networks
[ Mail Servers
or
v, Restrict when non-Whitelist App detected YES L
No configurable options.
Restrict the following resources when this access restriction is viclated
ActiveSync i0S corporate resources [ ] Select All i0S Android corporate resources
[ ActiveSync Connections M vpns
Y [ Access Point Name [ Provisioning Profiles
ZENwitks:corporatexasoursas M caipav servers [ subscribed Calendars L WK Ntworks
File Sh
bl File share E CardDAV Servers IZ VPNs
“ ManagedApps ™ Exchange Servers [ web Clips
M LoAP servers [ wi-Fi Networks

M Mail Servers
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Organization Control

Organization Control Options

Organization Control settings are located in the
Organization view of the dashboard. They include
options that give you the ability to create custom
column fields for the user base, communicate
information to users, manage the file share, and
create local groups.

Custom Column Management
(see Configuration Guides)

e Custom Columns

Email and File Share Management Options
(documented in this guide)

e File Share

e Group E-mailing

Local Groups
(see User Management Guide)

e Local Groups

Welcome, admin@dc0

Policy Management >

a iOS Corporate Resources >
Android Corporate Resources p NS
/\. Application Management »
#& Administrative Servers >
‘*;\‘J Organization Control 12 gg;g Custom Columns
. | Compliance Manager . File Share

P Group E-mailing

&8 Local Groups

File Share

File Share enables the administrator to create a directory of folders and files to be made available to users
with devices that have installed a ZENworks Mobile Management device app or a BlackBerry 4.5-7.1 device

with the GO!NotifySync application.

The first step is to create folders and add files to them. Each folder can be enable or disabled via the policy

suites.

Next, enable the permissions in the policy suite. The file directories are not available to users until you enable
the File Share Permissions for each folder you add to the list.

The user can then access the files from the ZENworks application on the device.

e Android users select File Share from the ZENworks main screen.

o BlackBerry (with GO!NotifySync) users select Files from the GO!NotifySync pop-up menu.

e |OS device users select the Files icon from the ZENworks main screen.
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Adding Folders and Files to the Directory

To manage the file directory, select Organization. From the drop-down menu, select Organization Control >

File Share.

Adding Folders

The parent folder for the directory is named File
Share Folders by default. You can add subfolders to
this parent folder to categorize the files you add.

1. Inthe left panel, highlight the parent folder to
which you are adding a subfolder.

2. Click the Add Folder button.
Enter a name for the new folder.
Click Create Folder.

You can edit a folder label by highlighting a folder
and clicking the Change Folder Name button.

Management

Change Folder Name

Adding Files

1. Inthe left panel, highlight the folder to which
you are adding files.

2. Click Add Files to Folder.

A window for browsing and selecting a file
pops up. Select a file or files and click Open.

The Upload Status shows the number of files
that added successfully.

Add File Share Folder X

ParentFolder: File Share Folders

New Folder Name: | Management

l Create Folder

If you want, highlight the new folder and add a
description or notes about the purpose or content of
the folder.

Folder Description for Management

Managaement Forms

Notes for Folder Management

Project Scheduling Tools

Save Description and Notes |

Add Files To Folder X

Max File Size: 15 MB

Destination: Management
Files Selected: 1

Upload Status: 1 files added

Close
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Add Folder Remove Folder Add Files to Folder Remove Files
Organization Management File Share > File Share Falders

=) File Share Folders

(53 Upper Management
Change Folder Name |

1 Files in File share Folders

File Name Size

Type

Date Created

Date Modified Version

ExemptTimeSheet.xls 71680

xls

May 31 2009 1:12PM

May 72012 B:16AM

The addition of folders and files results in a directory tree. The tree is duplicated in the File Share

Permissions, where you can allow or disallow access folder by folder.

Enabling the File Share Permissions

Make sure that you have enabled the File Share Permissions in the policy suites. From the ZENworks
Mobile Management dashboard, select Organization > Policy Management > Policy Suites > (select policy

suites) > File Share Permissions.

Organization Management Policy Suites > Default > File Share Permissions

E5 Defult File Share Permissions CORPORATE  INDIVIDUAL
Audit Tracking
Device Control Note: Enabling any File Share folder will also enable the "Allow File

iOS Devices making changes.
Managed Apps Permissions
Resource Control =) £ File Share Folders
Security Settings &8 Management
SMIME Settings

{Z8 Support Staff
TouchDown

Welcome Letter

Whitelists/Blacklists Permissions

Share" option in the Resource Control category. You may want to
check the current status of the “Allow File Share” option before

YES U YES G
() MO G o)
YES \u) YES )
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Group E-mailing
Group E-mailing gives the administrator the ability to select groups of users by criteria in order to send them
an email.

Administrators can also search sent group email to view the message body and the date, time, subject and
who sent the email (administrator login associated with the email).

Send Group E-mail

Administrators can select a group of the organization’s users to email by using one or any combination of the
following criteria:

e Device Platform e Device Connection Schedule
e Liability e ActiveSync Server
e Ownership e Policy Suite

The sender can also elect to copy the organization contact and the organization administrators.

1. To send a group email, select Organization. From the drop-down menu, select Organization control
> Group E-mailing.
2. Select Send Group E-mail from the left panel.

Group E-mailing > Send Group E-mail << Back to Selection

Send Group E-mail

If no Recipient Criteria are specified, all users will receive the e-mail.

Search Group E-mails

Recipient Criteria

Device Platform Liability Ownership ActiveSync Server

[setect one... [+] [setect One... [x] [setectone.. v] [Exchange2003 [~

Device Connection Schedule

Select One.. |~

Policy Suite(s)

CAS M Include organization contact

E Include administrators

Subject

Policy Changes

Message

Beginning August 1st, you will be required to change your
password every 28 days. You will receive reminders 1 week
prior to the password ejpiration dates.

Search Group E-mail

The administrator can search the Group E-mail log by date, subject, or text in the message body. Results of
the search are displayed in a list. Double-clicking on an email in the list reveals the message body and a list
of users who failed to receive the email.

1. To search group email, select Organization. From the drop-down menu, select Organization
Control > Group E-mailing.
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2. Select Search Group E-mails from the left panel.

Organization Management

Send Group E-mail

Group E-mailing > Search Group E-mail

Group E-mail Search

Select a Range of Dates

4 result(s) found

<< Back to Selection

071192012 to [07192012

Text in Subject Line

Text in Message Body

L |

Time (GMT)

Subject

07/19/2012 1:48 PM
07/19/2012 1:47 PM
07/19/2012 1:47 PM
07/19/2012 1:42PM

Monthly Server Maintenar]

Monthly Server

admin@dc03.net

Monthly Server Maintenar]

Policy Changes

admin@dc03.net
admin@dc03.net

dc03.net

Double-click e-mails to see body and failed recipient(s)
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Other Organization
Administration Options

Several of the options in the dashboard’s Organization view are not documented in this guide. Information on
these topics can be found by clicking the link provided below.

Organization Configuration Guide

e Policy Management

e Administrative Servers

System Administration Guide

e OpenlD Provider

Compliance Manager Guide

e Compliance Manager
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zen_mobile_organization_config.pdf
zen_mobile_organization_config.pdf
file:///C:/Sourcesafe%20Notifycorp/HELP%20(help.notify.net)/TechDocs/ZENworks/Server/Admin/zen_mobile_system_admin.pdf
zen_mobile_compliance_manager.pdf

Reporting

The Reporting view provides statistical reports regarding devices, data usage, compliance rules, and
administrator roles.

The reports are as follows:

Device Reports Compliance Reports
e Data Usage by DeviceSAKey e Access Restriction Violations
e Devices hy Liability e Device Platform Restrictions by User
e Devices by Network Type e  Exceptions by User
e Device by OS Version and Model e Resource Restrictions by User
e Device by OS Version and Platform e User by Exceptions
e Devices by Platform Administrative Roles Reports
e Devices by Platform and Model e Organization Administrators
e Devices by Policy Suite e Organization Roles
User Reports e System Administrators
e Data Usage by User e System Roles
e Users by Carrier App Reports
e Users by Ownership e  App Assignment
e Users by Expiration Date e  App Statistics
iOS Resource Reports e  App Assigned to Users

e Resource by Assignment

e Resource By Expiration Date
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Using the Reports

Sort Report Columns. Most reports are initially sorted by user email address (or administrator/role) within
each category mentioned in the report title. You can, however, click other column headings to change the
order of the users within each main category.

By clicking multiple column headings you can create a nested sort. For example: Device Platform (the main
category), sorted by Carrier Name (first sorting category), sorted by Phone Number (second sorting category).

Reports » Device Reports > Devices by Platform

Devices by Platform

Name | Email Address Domain Phone Number Device Model Carrier Name Ownership Liability
¥ Android
ajones +4083132503 DROID3 Amena Company Corporate
ElackBerry

htcsupersonic

¥ ios
jwitmer ex(7 Unknown iPad 3 None Company Corporate
vhunt 4083901331 iPhone 45 Amena Company Corporate
gslick 14085264666 iPhone 3G5 MNone Company Caorporate

» Unknown Device

Windows Mobile

Rearrange Report Columns. The columns can be rearranged by clicking and dragging a column heading to
a new position. Column width can be adjusted by clicking and dragging a column’s left dividing line at the
header position.

Eeparts > Device Reports » Devices by Platfars

Devices by Platform

Marme [ Emall Address Darmaln [ Pl Hurmsber [ Daewtoe Model [ Carrier Mame | Cramerthip Lh‘hilﬂql Liz bility
.'l" Andnaid
ajones +4083132503 CROID3 Amena Coarmpany Corporate
BlackBerry

NECEUPE oM

¥ 05
fwitmaer 7 Uniknsigm Pad 3 B Carmpany Corparate
vhunt SB35 3 Phone 45 Amena Company Corparate
gslick 14065284666 Fhone 365 Mo Cormpany Corporate

¥ Uniknowm Device

Wind ows Molile

Export Report Data. Export data from the report to a comma separated values (CSV) or Excel (XLS) file.
Choose the Export Format, then click the Export Report button to save the current report to a file.

|csv
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Sample Reports

Sample Device/User Reports

Information included in most Device and User reports:

e User Name ¢ Device Model e AS Version
e Email Address e  Carrier Name e Policy Suite
e Domain e  Ownership e Device Connection Schedule
e Phone Number e Liability e Activation Date
e Device Platform e OS Version
Reports = Device Reports = Devices by Network Type
Devices by Network Type
MName | Email Address | Domain Phone Number Device Platform Device Model Carrier Name Ownership
¥ ATET
jwitmer ex(7 Unknown 05 iPad 3 Mone Company
ntanner 14085284666 05 iPhone 3GS Mone Company
¥ Sprint
dmatthews 40835901331 i0s iPhane 45 Amena Company
& Unknown
¥ Verizon Wireless
Data Usage by DeviceSAKey
Time Period I ActiveSync Data Traffic (KB) Device App Data Traffic (KB) | A
¥ Last 5 Minutes
0.000 0.000
¥ Last 10 Minutes
0.000 0.000
¥ Last30 Minutes
0.000 0.000
¥ Last1 Hour
0.000 0.000
¥ Last2 Hours
0.000 0.000
¥ Last4 Hours
0.000 0.000
¥ Last8 Hours
0.000 63.079
=
¥ Last1 Day
0.000 63.079
¥ Last2 Days
0.000 63.079
¥ Last4 Days
0.000 63.079 =
v

DataDisplay: ® ke O me Oace

Export Format |~ i 1 Ré
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Sample iOS Resource Report

Information included in iOS Resource reports:

e Resource Name

o User Name

e Domain

e Expiration Dates

Resource by Assignment
Resource Name l Userame Domain I Assignment Expiration Date User Expiration Date Resource Expiration Date Resource |4 |
¥ CalDAV
¥ Zimbra - Date 11/20/2012 (UTQ)
jwitmer ex10
¥ Zimbra- Interval 1
jwitmer ex10
jwitmer ex10 11/15/2012 (UTQ)
¥ Email
¥ EXO03 -IN-Date 11/15/2012 (UTQ)
jwitmer ex10 11/15/2012 (UTC)
¥ EX03-IN-Interval 1
jwitmer ex10 11/15/2012 (UTQ)
¥ EX03-0UT Tl
jwitmer ex10 11/15/2012 (UTCQ)
¥ Exchange
¥ Exchange 2007 - Date 11/15/2012 (UTQ)
jwitmer ex10 11/15/2012 (UTC)
¥ Exchange 2007 - Interv 1
jwitmer ex10 11/15/2012 (UTQ)
¥ LDAP
¥ Exchange 2010 - Date 11/15/2012 (UTQ)
Sample Compliance Report
Information included in Compliance reports:
e User Name e Domain
e Device (platform) e Policy Suite
Access Restriction Violations
User Name / Access Restriction Violation Device Domain
¥ acostello ex07 acostellg
No violations
¥ acostello2 ex07 acostellg
No violations
¥ acrown i0S ex07 tim
ActiveSync connection violation
Liability violation
¥ acrown i0S ex07 tim
Liability violation
¥ jwitmer i0S ex07 Robin
ActiveSync connection violation
¥ pvaidyal MotoDROIDBIONICS ex07 tim
No violations
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Sample Administrative Roles Report

Information included in Administrative Roles reports:

e Administrator Name
e Administrative Role Name

e Permissions

Organization Roles

Export Format jv] | Export Report |

Name Permission A
ActiveSync Servers Full Access
Administrative LDAP Servers Full Access
Custom Columns Full Access
Device Connection Schedules Full Access
Policy Suites Full Access
User and Device Reporting Read Only Access
System Management Full Access
¥ Support Admin n
Activity Monitor and Alerts Read Only Access
¥ Smart Devices and Users &
Add User Full Access
¥ Administration
Clear Device Enrollment Full Access
Clear Passcode Full Access
Disable Device Full Access
Full Wipe Full Access
Lock Device Full Access
Selective Wipe Full Access
Send Welcome Letter Full Access
Show Recovery Password None
Wipe Storage Card Full Access
¥ Device Compliance
Clear ActiveSync Authorization Failures Full Access
Clear SIM Card Removed Or Changed Violation Full Access
Clear ZENworks Mobile Management Authorization Failures Full Access V)
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Sample App Reports

Information included in the App Assignment report:

e Name e  Carrier Name e Policy Suite

e Email Address e  Ownership e Device Connection Schedule
e Domain e Liability e Activation Date

e Phone Number e OS Version

e Device Model e AS Version

App Assignment

Name Email Address Domain Phone Number Device Model Carrier Name Ownership Liability

¥ Android
v AIM
None
¥ Info Week
None
¥ TouchDown
None
¥ i0s
¥ Doc Scan-Scanner to Scan PDF
None
¥ Skype for iPhone
None
¥ World Clock-Time Zones

acrown ex07 +13303984898 iPhone 45 Personal Individual

Information included in the App Statistics report:

e Name e Bundle ID
¢ Download Count e App Store ID
e Download Limit e Package Name
e Version ¢ Available Redemption Codes
e VPP e Available Licenses
App Statistics
Name Download Count Download Limit Version VPP Bundle ID
¥ Android
AlM 0 <Unlimited> 52 N/A 0
Info Week 0 <Unlimited> 7.8.1 N/A 0
TouchDown 0 <Unlimited> 8.1.00012 N/A 0
¥ ios
Doc Scan - Scanner to Scan PDF, Pri. 0 <Unlimited> 84 No com.ifunplay.DocScan 453!
Skype for iPhone 0 <Unlimited:= 4.17.3 No com.skype.skype 304
UPS Mobile 0 <Unlimited> 241 No com.ups.m.iphone 336!
World Clock-Time Zones 0 <Unlimited> 1.65 No com.timeanddate.worldclock 403
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Information included in the App Assigned to Users report:

° Name .

Required
e Version e Rejection Reason
e Status e Last Attempted Install
Apps Assigned to Users
Name Version Status Required Rejection Reason Last Attempted Install
¥ acrown
¥ i0S

World Clock-Time Zones 1.65 Not Installed via MDM No
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