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About this Guide

This guide is a tutorial, designed to walk you through the details of the common tasks you would
perform with Novell® ZENworks® for Desktops 3.2 in a software testing lab before you install it
in a production environment.

The guide is a work in progress: As units of the guide are written, they are previewed on the
ZENworks Cool Solutions Web site ((http://www.novell.com/coolsolutions/zenworks/features/
a_labguide zw.html)) When each of the units is finalized, it is moved to the Novell
Documentation Web site to become part of the ZENworks documentation set (http://
www.novell.com/documentation/lg/zdfs/index.html). The finalized units currently include:

* “Setting Up a ZfD 3.2 Lab Environment” on page 11
* “Managing the Complete Workstation Life Cycle” on page 63

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™_etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About this Guide 9


(http://www.novell.com/coolsolutions/zenworks/features/a_labguide_zw.html)
http://www.novell.com/documentation/lg/zdfs/index.html

10 ZENworks for Desktops 3.2 Lab Guide



Setting Up a ZfD 3.2 Lab Environment

This unit of the ZENworks® for Desktops (ZfD) 3.2 Lab Guide focuses on installing and setting
up the product on a server and workstation so that you can competently test it in a lab environment.
Included in this unit are the following sections:

¢ Chapter 1, “Windows 2000 Server Setup,” on page 13
¢ Chapter 2, “Installing ZENworks for Desktops 3.2,” on page 49

2

¢ Chapter 3, “Setting Up a Windows 2000 Professional Workstation for Desktop Management,
on page 57

Setting Up a ZfD 3.2 Lab Environment 11
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1

Introduction

Windows 2000 Server Setup

This section of the ZENworks® for Desktops (ZfD) 3.2 Lab Guide contains the following sections:
¢ “Introduction” on page 13
¢ “Installing and Configuring Windows 2000 Server” on page 14
+ “Setting Up Active Directory” on page 16
¢ “Installing and Configuring DHCP” on page 19
+ “Installing Novell eDirectory 8.61” on page 25
+ “Installing Novell Account Management” on page 36
+ “Configuring Novell Account Management” on page 43

+ “Testing the Novell Account Management Configuration” on page 47

ZfD 3.2 requires either a NetWare® or Windows* server. The section details how to install
Windows 2000 Server; configure DHCP, DNS, and Active Directory*; install Novell®
eDirectory™; and synchronize Active Directory with eDirectory using Novell Account
Management.

ZfD 3.2 does not require Active Directory. The configuration detailed here provides one way to
create transparent access between eDirectory and Windows 2000 resources without redundantly
managing multiple user accounts.

Because the objective of this Lab Guide is to create a working server as a basis for examining ZfD
3.2, this section does not explore all features of Novell eDirectory and Novell Account
Management. Before you work through the steps of this section, you may be concerned with other
considerations, including:

+ “Permanence of This Setup” on page 13
+ “Dependencies” on page 14

+ “Requirements” on page 14

Permanence of This Setup

This lab requires you to build and configure a Windows 2000 Server for use with ZfD 3.2. When
you complete this lab, we recommend that you use some form of imaging software to create a
restorable image of this server. This will facilitate a review of the ZfD-specific portions of the lab
without the need to reconfigure the server completely.
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Dependencies

This lab requires working knowledge of basic Windows 2000 Server tasks, including installation
and setup, disk partitioning, user administration, and Windows networking fundamentals. It also
assumes some basic knowledge of Novell eDirectory. Object naming conventions used for
eDirectory and Active Directory objects are all in x.500 format, which reads backwards compared
to the standard file system object naming.

Requirements

Hardware Requirements: The following minimum hardware configuration is required.
¢ Pentium* 500 processor
¢ 256 MB RAM
+ 10 GB disk space

+ Network interface card

Subsequent labs will require one or more Windows workstations.

Software Requirements: The following minimum software configuration is required.
+ Windows 2000 Server installation media

¢ An Internet connection for downloading Microsoft* and Novell service packs and other
resources

* Novell eDirectory 8.51 installation media and NICI license

¢ Novell Account Management installation media

Installing and Configuring Windows 2000 Server

Install Windows 2000 Server to your selected server hardware, using the following specifications
for the first boot:

Specification Setting
Primary partition size 1992 MB
Primary partition format FAT (for easier Windows 2000 repairs)

Use the following specifications for the second boot:

Specification Setting

Regional Settings Standard

Name Whatever you choose
Organization Digital Airlines
Product Key According to your CD
License Mode Per seat
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Specification Setting
Computer Name DA-02
Administrator Password novell

Components

Network Settings

Domain

Workgroup

Default components; remove IIS (Internet INformation Services)

NOTE: Future updates of the Lab Guide may require a Web server.
In that eventinstructions for the installation of the Apache Web Server
or IIS will be explained as needed.

Custom. Change your TCP/IP settings as follows:
+ |IP address = 10.0.0.202

¢ Subnet mask = 255.255.255.0

¢ Default gateway = 10.0.0.11

+ Preferred DNS server = 10.0.0.202

+ Alternate DNS server = 137.65.1.1

No

Workgroup

Internet Protocol {TCP/IP) Properties

General |

‘f'ou can get |P zettings assigned automatically if your network, supports
this capability. Otherwise, vou need to ask vour netwark. administrator for
the appropriate |P settings.

" Obtain an IP address automatically

—* Use the following IP address:

1P address: 0. 0 .0 202
Subnet maszk: I 285,285 285 0
Default gateway: .0 .0 .1

| Obtain DS server address automatically

—* Use the following DMS server addresses:

Freferred DMS server:

Alternate DMS server:

137 .65 .1 1

.00 o202

Advanced... |

oK I Cancel |

Use the following steps to complete the server configuration:

1 Reboot the server and log in as Administrator.

2 Create a large extended partition and logical drive, formatted as NTFS > assign the drive letter

D..

3 Open Internet Explorer > configure it to use your Internet connection.

4 In Internet Explorer, click Tools > Windows Update.

On the Microsoft Windows Update home page, click the link for Product Updates and allow
your system to detect which updates are needed. Apply as many updates as possible.
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Repeat the Windows Update process through the multiple updates and reboots until your
server has at least Windows 2000 Service Pack 2 and all the critical updates applied. You
might also consider updating to the latest version of Internet Explorer.

5 Download the following support files from the Novell Support Connection® Web site (http://
support.novell.com).

¢+ W2KINSTI1.EXE from TID 10064212 (http://support.novell.com/cgi-bin/search/
searchtid.cgi?/10064212.htm)

+  AMW2KP2.EXE from TID 2959979 (http://support.novell.com/cgi-bin/search/
searchtid.cgi?/2959979.htm)

Setting Up Active Directory

Use the following steps to set up Active Directory on your Windows 2000 Server:

1 From the Windows Control Panel, click Administrative Tools > Configure Your Server. This
tool may already be open.

2 In the left menu, click Active Directory.

3 In the right pane, scroll to the bottom > click Start the Active Directory Wizard.

* nginﬁgure Yozl?rcxs)ewer

new dormain tree, of new forest.

Important
You need a partition formatted with the version of NTFS used in
YWindows 2000 to host Active Directory.

Caution
Be sure you are familiar with Active Directory and how it will affect this
server before you proceed.

Learn rore about Active Directory and domain controllers to
determine whether you need to set up Active Directory.

@ Start the Active Directory wizard

After you finish with the wizard, your server will restart and the
Configure Server screen will appear. Return to the Active Directory
screen to manage your computer and user accounts.

L«

4 On the Welcome page of the Active Directory Wizard, click Next.

5 On the Domain Controller Type page, accept the default option of Domain Controller for a
New Domain > click Next.
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Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want thiz server to have,

Do you want this gerver to become a domain controller for & new domain or an
additional domain controller for an existing domain?

& Diomain controller for & new domairs

Select thiz option ta create a new child domain, new domain tree, or new farest.
This server will become the first domain contraller in the news domain.

" additional domain controller for an existing domain
@ Proceeding with this option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encrypted data, such as EFS-enciypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mest » I Cancel |

6 On the Create Tree or Child Domain page, select Create a New Domain Tree > click Next.
7 On the Create or Join Forest page, select Create a New Forest of Domain Trees > click Next.

8 Onthe New Domain Name page, type DA- Domai n. Di gi t al Ai rl i nes. comin the Full
DNS Name for New Domain field > click Next.

Active Directory Installation Wizard x|

New Domain Name /
Specify a name for the new domain,

Type the full DNS name for the new domain.

If your organization already haz a DNS domain name registered with an Intermet naming
autharity, you can uze that name.

Full DMS name for new domain:

< Back I Mest » I Cancel |

9 On the NetBIOS Domain Name page, confirm that the pre-filled name is DA-Domain > click
Next.

10 On the Database and Log Locations page, change the default paths for Database Location and
Log Location to D:\WINNT\NTDS > click Next.
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Active Directory Installation Wizard x|

Datab and Log Locati /
Specify the locations of the Active Directory databaze and log.

For best performance and recoverability, store the database and the log on separate
hard digks.

‘where do you want to store the Active Directory database?

Databaze location:

Browse... |

‘where do you want to store the Active Directory log?

Log location:

LoWWIMMTAMTDS Browse... |

< Back I Mest » I Cancel |

11 On the Shared System Volume page, change the default value for Folder Location to
DAWINNTASYSVOL > click Next.

12 On the Configure DNS page, select Yes, install and configure DNS on this computer > click
Next.

13 On the Permissions page, select Permissions Compatible with Pre-Windows 2000 Servers >
click Next.

Active Directory Installation Wizard x|

Permissions /
Select default permissions for uzer and group objects.

Some server programs, such as Windows NT Remate Access Service, read information
stored on domain controllers.

& Permizsions compatible with pre-wWindows 2000 servers

Select this option if you run server programs on prewindows 2000 servers or on
Windows 2000 servers that are members of prewindows 2000 domains.

@ Anonymous users can read information on this domain.

" Permissions compatible only with ‘Windows 2000 servers

Select this option if you run zerver programs only on ‘Windows 2000 servers that are
members of Windows 2000 domainz. Only authenticated users can read information
o this domair.

< Back I Mest » I Cancel |

14 On the Directory Services Restore Mode Administrator Password page, type hovel | for
your Administrator password > click Next.

15 In the Summary page, review your settings > click Next to display the Configuring Active
Directory dialog box.
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Configuring Active Directory...

The wizard iz configuring Active Directory. Thiz process can take several
minutes or considerably longer, depending on the options you have selected.

Starting...

If prompted during the configuration, insert the Windows 2000 Server CD.

Server CD' into your CO-ROM drive [E:] and then click

% Cancel |

*Y'ou can alzo click OF. if you want files to be copied
from an alternate location, such as a floppy disk or a
netwark server.

@ Fleaze inzert the Compact Dizc labeled “Windows 2000

16 Onthe Completing the Active Directory Installation Wizard page, click Finish > Restart Now.
When your server reboots, Active Directory will be installed and ready.

Installing and Configuring DHCP

Use the following steps to install and configure DHCP on your Windows 2000 Server:
1 Log in to your Windows 2000 server as Administrator.

2 [fthe Windows 2000 Configure Your Server window displays after login, uncheck the Show
This Screen at Startup check box.

3 From the Windows desktop, click Start > Settings > Control Panel > Add/Remove Programs.

4 In the Add/Remove Programs window, click Add/Remove Windows Components.
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emove Programs =] B3
Currently installed programs: Sork by:l Mame - I

From yaour Change/Remove

_3‘3“ Dell Opentanage Client Instrumentation Size 10,7MEB
e Internet Explorer Error Reporting Size: 15.5MB
% Intervideo WinDyD Size +4.43MEB
e Microsoft Internet Explorer 5.5 SP1 Size 15.5MB
ﬁ Microsoft Windows Critical Update Motification

E ORINOCO Client Manager Size: 736KE

ﬁ ‘Windows 2000 Application Compatibility Update

ﬁ ‘Windows 2000 Hotfix (Pre-5P3) [See Q293826 for more

information]

ﬁ ‘Windows 2000 Hotfix (Pre-5P3) [See Q300972 for more
information]

i wiLuces Size FEOKE

=
Close |

5 On the Windows Components page of the Windows Components Wizard, select Networking
Services without changing the check box status > click Details.

Windows Components Wizard B3

Windows Components
“Y'ou can add or remove components of ‘Windows 2000,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be ingtalled. To zee what's included in a component, click
Details.

LComponents:
O Eﬂ M anagement and Monitoring Tools 71 ME ;I
[] & Messag 2EME

O3y 0.1 MB
[ J® R ernnte Installation S ervices 17 MR LI

Description:  Containg a wariety of specialized, network-related services and protocols.

Total disk space required: 0.9ME
Space available on digk: 718.3 MB

< Back | Mest » | Cancel |

6 In the Networking Services dialog box, check Dynamic Host Configuration Protocol (DHCP)
> click OK.
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Metworking Services B3

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking Services:

JE.: Diynamic Ho nfiguration Protocol [DHCF]

O COM Internet Services Prosy 0O0ME =
O Domain Mame System [DNS] 1.3ME

0.0 MB

ntermet Authentication Service 0.0 MB
05 Admiszion Contral Service 0.0 MB
imple TCPAP Services 0.1 ME
O Site Server ILS Services 1.7 ME LI

Description:  Sets up a DHCP zerver that automatically assigns temporary P

addreszes to client computers on the zame network.
Detailz... |

Cancel |

09 MB
717.3MB

Total disk space required:
Space available on digk:

.

7 When the Windows Component Wizard displays again, click Next.
8 In the Windows Component Wizard, click Finish.
9 In the Add/Remove Programs window, click Close.

10 From the Windows desktop, click Start > Settings > Control Panel > Administrative Tools >
DHCP.

11 In the DHCP window, right-click da-02 [10.0.0.202] > select New Scope.

J Action  Wiew |J s o= |

mXER 2|2

Tree | da-02 [10.0.0,202]

@ Add a Scope

L"cope is a range of IP addresses
signed to cormputers requesting a
namic IP address, You must create
d configure a scope before dynarnic
addresses can be assigned.

Display Statistics, ..

I IEN

Mew Multicast Scope. ..

Reconcile All Scopes. ..

Define User Classes. ..
Define Yendor Classes. ..
Set Predefined Options. . add a new scope, on the Action

Enu, click New Scope,

All Tasks

r maore information about setting up
DHCP server, see online Help,

-

Wigw

Delete
Refresh

Properties

Help

|Create a new scope | |

12 On the Welcome page of the New Scope Wizard, click Next.
13 On the Scope Name page, type LabScope in the Name field > click Next.
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New Scope Wizard B3

Scope Name -
“Y'ou have to provide an identifying scope name. Y'ou also have the option of
providing a description.

Type a name and description for thiz scope. This information helps you quickly identify
how the scope iz to be uzed on your network.

Mame: ILabS cope

Description: IThis scope is for the Digitaldilines lab segment.

< Back I Mest » I Cancel

14 On the IP Address Range page, fill in the fields:
Start IP Address: 10. 0. 0. 50.
End IP Address: 255. 255. 255. 0

New Scope Wizard B3

IP Address Range -
“Y'ou define the scope address range by identifving a set of consecutive |P
addreszes.

Enter the range of addresses that the scope distibutes.
Start IP address: | 10. 0 . 0 . G0

EndIP address; | 10 . 0 . 0 100

A zubnet mask defines how many bitz of an [P address to use for the network /subnet
1Dz and how many bits to uge for the host [D. You can specify the subnet maszk by
length or az an IP address.

Length: 24 =

Subnet mask: I 285285285 0

< Back Cancel

15 Click Next.
16 On the Add Exclusions page, click Next.
17 On the Lease Duration page, click Next.
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New Scope Wizard

Lease Duration
The leaze duration specifies how long a client can use an |P address from this
sCope.

S

Lease durations should typically be equal to the average time the computer iz

connected to the same physical network. For mobile network.s that congist mainly of

portable computers or dial-up clients, shorter lease durations can be useful
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer leaze durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Lirnited bo:

Days: Hours: Minutes:

Fa P AF 3

< Back I Mest » I

Cancel |

18 On the Configure DHCP Options page, select Yes, I Want to Configure These Options Now

> click Next.

19 On the Router (Default Gateway) page, type your router address (if you have one) in the IP

Address field > click Add > click Next.

New Scope Wizard

Router [Default Gateway]
“Y'ou can specify the routers, or default gateways, to be distibuted by thiz scope.

S

To add an IP address for a router used by clients, enter the address below.

IP address:

Bemove

[rown

I

< Back I Mest » I

Cancel |

20 In the Domain Name and DNS Servers window, fill in the fields:

Parent Domain: di gital airlines.com

IP Address: 10. 0. 0. 202
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New Scope Wizard B3

Domain Hame and DNS Servers —
The Domain Mame System [DMS] maps and tranglates domain names used by

clients on your network.

*f'ou can specify the parent domain you want the client computers on wour network to use for
DMS name resolution.

Parent domair: | digitalaitines. com
To configure scope clients to uze DMS zervers on pour network, enter the IP addresses for those
IEIVENS.

Server name: IP address:

Fieszolve |

< Back | Mest » | Cancel |

21 Click Add > if you have an external DNS server, enter its IP address > click Next.
22 On the WINS Servers page, click Next.

23 On the Activate Scope page, select Yes, I Want to Activate This Scope Now > click Next.

New Scope Wizard B3
Activate Scope T
Clients can obtain address leazes only if a scope is activated.

Do you want to activate this scope now?

@ Hes | want to activate this scope nowe

= Na, | will active this scope later

< Back I Mest » I Cancel |

24 [n the Completing the New Scope Wizard window, click Finish.
25 In the left pane of the DHCP window, right-click the DHCP server name > click Authorize.
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8 pHCP 1H[=] 3

| acion vew || & = |[E@| X @R[ 2] 2@

Tree I da-02.da-domain. digitalairiines.com [10.0.0,202]
[ oHcp e
E‘@m Display Statistics. .. Authorize the DHCP Server
D Scope

LB Serve  New Scope...

Mew Supsrscope. .. P server must be authorized in the Active Directory before

assign IP addresses, Authorization is & security precaution
nsures that only authorized DHCP servers run on your
Reconcile All Scopes. .. rk.

Mew Multicast Scope. ..

Authorize

hiorize this DHCP server, on the Action menu, click
Define User Classes. .. ize,

Define Yendor Classes...
Set Predefined Options. .. rization may take a few moments to complete. For a status
y B either press FS, or on the Action menu, click Refresh,

All Tasks

-

View ore information about setting up & DHCP server, see online

Delete
Refresh

Properties

A | Help

|Auth0rize this server in the directory

26 Close the DHCP configuration utility.

Installing Novell eDirectory 8.61
Installing Novell NDS eDirectory on the ZENworks Windows 2000 server for this Lab Guide
requires the following parts:
+ “Install Novell Client 4.83” on page 25
+ “Install Novell eDirectory 8.61” on page 27

Although Microsoft* Active Directory is not required for ZENworks services, many Windows
server environments use Active Directory, or its close predecessor Windows NT Domain Services,
to better manage Windows server security.

For more seamless integration between ZENworks services and Windows Networking, it helps to
synchronize accounts between Microsoft Active Directory and Novell eDirectory by using Novell
Account Management. Novell Account Management can be set up quickly, and it provides bi-
directional account synchronization—including password synchronization— between the two
directory services.

Install Novell Client 4.83

Use the following steps to set up the Novell Client version 4.83:
1 Create a folder called D:\INSTALL on your Windows 2000 server.

2 Download the Novell Client 4.83 from the Novell Software Downloads Web site (http://
download.novell.com). The file to download is named WNT483E.EXE.

3 Extract WNT483E.EXE to D:\INSTALL.
4 Run SETUPNW.EXE from D:\INSTALL\WINNT\[386.
5 On the Software License Agreement page, click Yes.

6 In the Novell Client Installation dialog box, select Custom Installation > click Next.
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7 Novell Client Installation

Novell.

Select an installation option.

" Topical Installation  Mavell Client for Windows will be autamatically installed and canfigured.
The current protocols are detected or default protocols are used
[recommended for mozt computers].

MHaowvell Client for Windows and selected components will be installed and
configured [for spstem administrators or advanced users only.

For updated infarmation not available in the documentation, view the Feadme file.  Yiew Headmel

Mest > I Cancel |

7 In the drop-down box that lists the components to install, enable the ZENworks Application
Launcher only > click Next.

Novell Client Installation |

Novell.

Select the components vou wish ta install

- ; - Dezcription
Hovell Clignt for wWindows [Fequired) =l = . .
[ Mavell Distributed Erint S ervices The ZEMwarks Application Launcher installz

applications on secure workstations.
] Movell Target Service Sgent

[C] Mavel \workstation M anager

| _'ILI BestoreDefauIlsl
< Back I Mest > I Cancel

8 In the Protocol Preference dialog box, select IP Only and enable the Remove IPX if Present
> click Next.
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Protocol Preference

Novell.

Select a nel protocal option for the client to uge.

vV Bemove IFX if present
I with |P5 Compatibility
[allows P applications to run on an [P only network)
P and IP%
Py

< Back I Mest » I Cancel

9 In the Login Authenticator dialog box, click Next.

Login Authenticator B3

Novell.

To establish an ND'S connection during login, select NDS. To establish a bindery
conhection,select Bindery.

' Bindery [Netware 3.1)

< Back I Mest » I Cancel |

10 In the last Novell Client Installation box, click Finish.
11 In the Installation Complete dialog box, click reboot.

12 After your server reboots and comes to the Login banner screen, press Ctrl-Alt-Del > select
the Workstation Only check box > enter Admi ni st rat or for Username > enter novel |
for Password > click OK to log in.

Install Novell eDirectory 8.61

Use the following steps to install Novell eDirectory on the Windows 2000 server.
1 Insert the Novell eDirectory 8.61 CD. Autorun will start the Novell eDirectory setup.
2 In the Choose Setup Language dialog box, click English > OK.

Choose Setup Language ﬂ
Select the language for this installation from
the choices below
_
IEninsh j

Cancel |

Windows 2000 Server Setup 27



3 On the Novell eDirectory 8.6 Installation page, select all three options: Install Novell
Directory Services, SLP Directory Agent, Install ConsoleOne options > click Install.

Novell.

NDS™ eDirecto ry 8.6 insTaLLATION

In the list below, select the
NDS™ eDirectory 8.6
product options you need
and then press the "Install"
button

X Install Novell Directory Services

X SLP Directory Agent

Rélnstall ConsoleOneé Install... | Cancel |Quickstart...

4 In the Novell NICI Server for Windows Installation window, click Next.
5 In the License Agreement window, click Accept.

6 In the NICI Server License Install window, enter the path to your NICI license (.nfk) file >
click Next.

L¥ NICI Server License Install : . ] 3]

Inzert the license \ cryptography diskette
or enter the path to the license directon.

Novell.

@ O Install license Diskette, A:License
9 @ Specify path to license file
EJ |F:IIicensesINWSISDD?GSHT.nﬂ( | E

D

Ifyou choose to install a trial licenze encrypted data will be
unusable after upgrading to an official license.

| < Badk || Next = | | Cancel | | Help

7 In the Installation Complete window, click Close.
8 In the NDS® eDirectory Product Installation window, click Next.
9 In the License Agreement window, click Accept.

10 In the Languages window, click Next.
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11 In the Location window, change the Installation Path field to D: \ Novel | \ NDS > click Next.

¥ Location _ . [ 3]

MDS eDirectony will be installed at the following location

Novell.

| @ Installation P ath

DN owellND S || B

| < Back || Next = | | Cancel | | Help

12 In the Create Destination Location window, click Yes.

13 In the NDS Install window, select Create a New NDS Tree > click Next.

¥ NDS Install M= 3

Selact your desired ND'S installation type:

Novell.

O Install Directony Senices into an existing NDS tree

@ reate a new NDS tree

=i

Create a new ND'S tree if this is the first ND'S tree or if this server
requires a separate ND'S tree. The resources available on the new
tree will not be awvailable to users logged in to a different tree.

| < Back || Next = | | Cancel | | Help

14 In the second NDS Install window, fill in the fields:
Tree Name:

DA Tree
New Server Object Context:
DA- 02- NDS. Servers. | ST. Cor p. DA
Admin Name:
Admi n
Admin Context:
DA
Password:

novel |
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¥ NDS Install ] 3]

Enter ND'S information to create a new tree.

Novell. ~NDS Informati

Tree Hame

[Da_TREE |

Mew senrer object context (e.g. thisSenerNDS. Hovell) ?

|DA—D2-NDS.Servers.IST.Corp.DA |

inistrator Inform ati

Admin Name |Admin |
Admin Contesxt |DA | @
Fazanord |a—a—a—a—a—a—a— |
Retype Pasanord |a—a—a—a—a—a—a— |
| < Badk || Mext = | | Cancel | | Help |

When you have finished filling out the fields, click Next.

15 In the Novell Certificate Server window, accept the default options > click Next.

¥ Novell Certificate Server 2.02 Objects . [ 3]

Specify the Organizational Certificat tharity ND'S object name.
Specify the server cerificate name. Specify the filename to export the
trusted root to.

[¥] Create an Organizational Centificat tharit,

Mame: |DA_TREE Organizational CA |

Create server cerificates

Name: [S5L Cerificate |

I:‘ Export the trusted root cerificate

Filename: | |

| < Back " | | Cancel | | Help |

16 In the Certificate Authority Installation informational dialog box, click OK.

x|

This senrer will host the Cerdificate Authority for this tree. The
Cerificate Authority iz required for security operations and must be
operational when other senrers are being installed orwhen
certificates are being generated.

ertificate Authority Installation

Mote: If mare than one senrer is being installed at this time, the first
senrer to complete the installation process will host the Cerificate

Authority.
N

17 Inthe LDAP Configuration window, change the Clear Text Port to 388 > change the SSL Port
to 635 > click Next.
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¥ LDAP Configuration _{olx]

~LDAF Forts

The following default LDAFP parts are in use. If wou would like to change
N ove " the port for Nowvell's LDAP service, please enter it below. If this is an
d upgrade from MD'S and the LDAP senvice is running, wou don't need
" to modify the part.

Clear Text Port (388
S5L Port 535

—Enable Clear Text C ication with LDAP

Wrarning! Selecting this option poses a security risk becauze it allows
LDAF clients to use pted i to send data (includi
pasanords) to the LDAP senverin clear text form.

D Allow Clear Text Pasanords

| < Back || Next = | | Cancel | | Help |

The default TCP/IP ports will cause the Novell LDAP server to conflict with Active Directory.
18 In the ConsoleOne® 1.3.3 Install window, click Next.
19 In the ConsoleOne 1.3.3 License Agreement window, click Accept.
20 In the Next window, leave all language options unchecked > click Next.

21 In the Location window, change the default installation path to
D:\NOVELL\CONSOLEONE\1.2 > click Next.

This ltem will be installed at the following location
Novell.

Installation P ath

Chnovellconsoleaneyl.2 | =

| < Back || Nesxt = | | Cancel | | Help |

This step conserves space on the C: drive and ensures a smooth ZfD installation.

22 In the ConsoleOne Components window, leave all the default components selected > click
Next.
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onsoleOne Components

Fleasze select the components to install

Novell
E MDS ImporExpart Snapin 593 MB ||
E Index Manager Snapin G2 MB
[¥] PKI Snapin 3.37 MB

[¥] LDAP Snapin 892 MB
E MT Directony Integration Snapin TG MB
[¥] SLPDA Snapin 1.041 MB

[#] WiAN Manager Snapin 113 ME |,

D

LDAP Snapin for ConsoleOne | Select All
Clear All

| < Back || Mext = | Cancel

23 In the Jinfonet - License Agreement window, select I Do Accept the Terms of this License
Agreement > click Next.

24 [n the Summary window, click Finish to initiate the ConsoleOne install Progress window.

¥ summary ME B
Froducts to be installed
Novell () ConsoleOne 1.2d 3841 MB
(=) Reporting Snapin 4,59 ME
() DIRXML Snapin 2 .56 ME|
@ MDS ImporExpart Snapin 5.92 MB
=} Index Manager Snapin B2 MB|
& g P
() PKI Snapin 3.37 MB
) LDAP Snapin 02 M
@ MT Directony Integration Snapin TG WB|
() SLPDA Snapin 1.01 M
@ Java Remaote Console Snapin 2.45 MB|
(=) WiaN Manager Snapin 1.3 M

| < Back || Finish

25 In the Installation Complete window, click Close.

26 In the Choose Setup Language dialog box, click OK.

Choose Setup Language E

Select the language for this installation from
e | the choices below.

0K I Cancel |

27 In the Welcome page, click Next.
28 In the Software License Agreement page, click Yes.
29 On the Setup Type page, select Directory from the list of options > click Next.
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Setup Type E

Click the type of Setup you prefer, then click Mext.

r— Description
SLP Directory Agent runs with MDS support. DA and SLP
zcope properties are managed through MDS, and multiple
Dz may be created to service a zingle SLF scope.

< Back I Mest » I Cancel |

30 Inthe SLP Directory Agent for NT Installation dialog box, make sure that the Tree drop-down
box shows DA_TREE. Click the expand tree button (+ symbol) next to [Root] and wait for
the Novell Login dialog box to be displayed.

J SLP Directory Agent for NT Installation B3

|Da_TREE =] uristed |

Cancel |
Context:

Help |

Create |

Current Configuration:

31 Inthe Novell Login dialog box, click the Advanced button > enter the following values > click
OK:

Username:
Admi n
Password:
novel |
Tree:

DA Tree

Context:

DA
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¥ Novell Login

for Windows*

Novell Client o
at N

Usermame: Iadmin

Password: I ***** 4
NDS |Script I Dial-upl

Tree: IDA_TF!EE j Trees |
LContext: IDA j Contexts |
Server I j Servers |

QK I Cancel | Advanced <<|

32 When login completes, select the Servers.IST.Corp.DA container.
NOTE: Notation for directory services typically specifies the lowest-level container first.

33 Click Create > rename the new agent SLP Di rect ory Agent > click OK.

J SLP Directory Agent for NT Installation B3

|Da_TREE =] uristed |
Cancel |
Cortext:

E--@ [Fioot] Help |

El-gfy DA
EDE Corp
=7 15T
EDE Servers Crzaiz |

SLP Directary Agent

Current Configuration:

34 In the SLP Directory Agent confimation dialog box, click OK.

SLP Directory Agent E

SLP DA For MT installation has been successfully completed,
A new DA Object, with default settings, has been created in the directory.,
Ta modify the D& object, you will need to use Consaole One.

35 On the Start Copying Files page, click Next.
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Start Copying Files B3

Setup has enough information to start copying the program files.
If you want to review or change any settings, click Back. [f you
are zatisfied with the settings, click Mext to begin copying files.

Current Settings:

Diirectory Installation. ;I

- SLP Directory Agent runs with MDS support.

- D& and SLP scope properties are managed by MDS.

- Multiple Dés may be created to service a single SLP
sCope.

i o

Cancel |

36 On the Setup Complete page, click Finish.

37 Most eDirectory installations do not require a reboot. However, if you are prompted to reboot,
click OK > proceed to reboot.

If you are prompted only to Close, then you do not need to reboot. After clicking Close, click
the Windows Start menu > Shut Down > Log off Administrator.

38 In the Novell Login dialog box, click Advanced.

¥ Novell Login

Novell Client

Usemame: Iadmin

Password: I

NDS |Script I Dial-upl

Tree:  |DA_TREE = = ®=gRSA

LContext: IDA

Server I

0K I Cancel | Advanced R

39 In the NDS tab's Tree field, type DA_TREE.

40 In the Context field, type DA.

41 In the Username field, type Admi n.

42 In the Password field, type novel | > click OK.

43 L ocate the DANOVELL\NDS\NDSIMON.INI file and change its properties to disable the
Read Only setting.

44 Use Notepad to open D:\NOVELL\NDS\NDSIMON.INI.

45 Find the line that starts with #ht t pport and remove the leading # symbol > change the port
from 80 to 90 > save the file.
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This step changes the NDS iMonitor Facility Web server to use port 90 so that the Microsoft
IIS Web server can continue using port 80.

Installing Novell Account Management

36

Use the following steps to install Novell Account Management:

1

7
8

9
10
11

From the Windows desktop, double-click the ConsoleOne icon.

€

Console0ne

In ConsoleOne, browse the DA TREE to select the DA organization container. Create a new
Organizational Unit called ADforest below the DA organization > close ConsoleOne.

Insert the Novell Account Management CD into your Windows 2000 Server's CD drive.
Autorun will start the Novell Account Management setup.

From the Choose Setup Language window, select English > click OK.

In the Novell Account Management for Windows 2000 splash window, enable both the
Synchronize Active Directory with eDirectory and the Install ConsoleOne options > click the
Install button.

In the list below, select the
product options you need
and then press the "Install"
button

X Synchronize Active Directory with eDirectory

Ifélnstall ConsoleOne

Re-installing ConsoleOne is necessary to ensure that the Account Management snap-ins are
installed.

The Novell Client will update if necessary, and the ConsoleOne install will start. Repeat Step
18 through Step 36 in “Install Novell eDirectory 8.61” on page 27.

In the Installation Complete window, click Close.

In the Account Management for Windows 2000 Product Installation Welcome window, click
Next.

In the License Agreement window, click Accept.
In the Summary window, click Next.

If shutting down eDirectory takes more than two minutes, the eDirectory service may have
encountered a shutdown problem. In this case, refer to Novell Support TID 10064212 (http:/
/support.novell.com/servlet/tidfinder/10064212) at the Novell Support Web site (http://
support.novell.com).
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12 In the Driver Installation Complete dialog box, click Continue.

river Installation complete.

The ditXML driver has been successfully installed. Please clidk
continue to procead with installing Account Management for
Wfind owes 2000,

Continue

13 When the Account Management Welcome dialog box is displayed, click Next.

Account Management for Windows 2000 Setup B3

Welcome to the InstallShield Wizard for Account
Management for Windows 2000

The InzstallShield® wWizard will install Account Management
for Windows 2000 on your computer. To continue, click
Mest.

< Back Cancel |

14 In the Account Management Start Copying Files dialog box, click Next.

Account Management for Windows 2000 Setup

Start Copying Files L e
Fieview settings before copying files. (

Setup has enough information to start copying the program files. 1f you want to review or
change any settings, click Back. |If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

The following product(z] will be inztalled: ;I
Account banagement for Windows 2000

4 o

IrnztallShield

< Back Cancel |

15 On the Welcome page of the Account Management for Windows 2000 Wizard, click Next.
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_‘f&JAccount Management for Windows 2000 Wizard E I

[EETETETTTTTETEYETEY
F TRCRERTACERar LY Welcome to the Account Management
for Windows 2000 Wizard
Thiz wizard will guide you thr_ough the: inztallation of the
ACTIVE Account Management for Windows 2000 product.
DIRECTOR
SYNC

To continue, click Next.

Novell.

Powered hy NDS

Cancel |

16 On the Synchronize Directories page, ensure that the Active Directory Domain field specifies
DA-Domain > click Next.

_‘f&JAccount Management for Windows 2000 Wizard E I

Synchronize Directories
Select an Active Directory domain to be synchronized with the eDirectory tree shown,

eDirectory Tree:

% D&_TREE

Active Directory Domair:

< Back I Mest » I Cancel |

17 In the Domains in eDirectory window, select Yes, This Domain Is the First Domain in the
Forest To Be Synchronized with eDirectory > click Next.
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_‘f&JAccount Management for Windows 2000 Wizard E I

Domaing in eDirectory
Active Directory domaing are contained in a forest object in Movell eDirectory.

|z thiz domain the first domain in the Active Directory forest to be synchronized with
eDirecton?

& Hes this domain is the first domain in the forest to be synchronized with eDirecton.

Chooze thiz option if this is the first domain in the forest to be synchronized with
elirectory.  The wizard will guide vou in creating a forest object to reprezent the
Active Directory forest in eDirectory.

= Na, there are other domains in the forest that are synchronized with eDirectory.

Chooze thiz option if there are other domains in the forest that are already
synchronized with eDirectory. The wizard will try to locate the forest object in
eDirectory that reprezents the Active Directory forest to which this domain belongs.

< Back I Mest » I Cancel |

18 In the Create DirXML Driver page's Name field, type Addri ver set > for the Context,

type Adf or est . DA > click Next.

_‘f&JAccount Management for Windows 2000 Wizard E I

Create DirXML Driver
Specify the Di<kL driver set where the Active Directory driver will be created.

Dir<ML Driver Set

M ame:

Context: ADfarest.da il

To create the Dit<tL driver, click Nest.

@ An existing DML Driver Set can be selected by clicking the context browser
buttan.

< Back I Mest » I Cancel |

19 On the DirXML Driver Privileges page, click the Add button > browse to find the user

Admin.DA > click OK > click Next.

DA_TREE [}

Select object:

=49 Da_TREE
E;% da

. @-78 ADforest

3

-2 corp

€7 Secuity

Context:  Admin.da

oK I Cancel
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20 In the Forest Location page's Context field, type ADf or est . DA > click Next.

_‘f&JAccount Management for Windows 2000 Wizard E

Forest Location
Chooze a location for the forest object.

Forest object name:

IDA-D omain

Enter the context where the forest object will be created in eDirectorny.

LContext: IADforest.da il

< Back Cancel |

21 In the New User Location page's Context field, type Adf or est . DA > click Next.

_‘f&JAccount Management for Windows 2000 Wizard E

Mew User Location
‘wihen a user iz created in Active Directory, Dit<ML will create an associated user in
elirectary.

Enter the context where new users will be created in eDirectory.

LContext:

< Back I Mest » I Cancel |

22 On the Search for Users to Associate page, select No, Don't Search for User Associations >
click Next.
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_‘f&JAccount Management for Windows 2000 Wizard E

Search for Users to Associate
The wizard can search eDirectory and Active Directory for ugers to associate.

Do you want the wizard to search for ugers to azsociate?

" Yes, search eDirectory and Active Directory for users to associate.

Chooze thiz option to have the wizard search for uzers to azzociate. The wizard will
guide you in zelecting eDirectory containers to search and choosing properties to
baze the search on.

& Mo, don't search for user associations.

Chooze thiz option to have the wizard skip the search. The wizard will provide a
dialog for you to associate ugers manually.

< Back I Mest » I Cancel |

23 On the Users with No Association page, click Next.

24 On the Summary page, click Next.

25 After the synchronization completes, click Finish.

26 In the Password Synchronization Setup dialog box, fill in the fields:
Name: ADPWdSync
Context: ADf or est . DA.

Password Synchronization Setup B3

Fleaze enter the name and context for the Password Synchronization Object to
create in eDirectory.

Name:  [ADPwdSynd

Context: IADforest.da il

oK I Cancel |

27 Click OK.

28 In the Context field of the next Password Synchronization Setup dialog box, type DA > click
OK.

Password Synchronization Setup B3

Password synchronization requires a trustee assignment in order to work
corectly. Choose a container to zet the trustee azzsignment on. For additional
infarmation, click Mare Information.

Contest: Ida

Mare Infarmation |

oK | Cancel
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29 In the Pwdsync dialog box, click Yes.

30 I[n the Domains Available for Synchronization field of the Add Domain Provider, click DA-
Domain > click OK.

31 In the Pwdsync dialog box, click Yes.

Pwdsync [ <]

Password synchronization requires a filker to be installed on each domain controller in the domain, Do you want ko

& install the Filker on the domain contraller(s) now?

MOTE: The filker can be installed later from the Control Panel - Password Synchronization applet.

fes Mo |

32 In the Password Filters on DA-Domain dialog box, click the DA-02 list item > click Setup.

Password Filters on DA-DOMAIN [ %]

Domain Controller: Statusz:

Mot inztalled

Setup | Bemove | Cancel

Cloze

33 In the PwdSync window, click OK.
34 In the Password Filters on DA-Domain window, click Close.
35 In the final Account Management for Windows 2000 Setup window, click Finish.

36 Follow the steps for Novell TID 2959979 (http://support.novell.com/servlet/tidfinder/
2959979) at the Novell Support Web site (http://support.novell.com).

37 In ConsoleOne, open the DA _Tree and browse to find the .DA-Domain-
Driver.ADdriverset. ADforest. DA object > right-click the DA-Domain-Driver object > click
Properties from the pop-up menu.

38 In the Properties of DA-Domain-Driver window, activate the DirXML-Driver Configuration
page and the Driver Parameters-DA-02-NDS sub-page > set the Polling Interval field to 1 >
click OK.

This will make AD and eDirectory synchronize very quickly.

Properties of DA-DOMAIN-Driver E

DirXML + | Memberships | MOS Rights = | Cther | Rights to Files and Faiders |
Driver Configurstion
Drriver Module | Driver Ohject Passward | Startup Cption | Driver Parameters DriverF{ EE
DA-02-MDS

Active Directory Driver
Driver Settings

Palling Interval {min.) |1

Page Options... | Cancel Help

42 ZENworks for Desktops 3.2 Lab Guide


http://support.novell.com/servlet/tidfinder/2959979

39 Close ConsoleOne.
40 On the Windows Desktop, right-click the My Network Places icon and select Properties.

41 In the Network and Dial-up Connections window, right-click any network connection icon >
select Properties.

%] Network and Dial-up Connections [_ (O] x|
J File Edit View Favorites Tools Advanced Help

J q=EBack - = - | @Search [ Folders @History ||¥ LE »
JAddress I Metwork and Dial-up Connections j @GU

(I 2, -

k Make Mew l Disable
Network and Dial- Connection Status
up Connections Create Shortout

Delete
Orinoco MNOMAD i Rename
Type: LAN Connection Connect...
Status: Enabled LI
Q‘ Displays the properties of the selected connection, 4

42 In the Properties dialog box, select the Novell Workstation Manager component and click
Uninstall. Confirm the Uninstall by clicking Yes. Repeat the process for the Novell
Distributed Print Services > click OK to close the Properties window.

Orinoco Properties ﬂ E
General | Sharingl

Connect using:

I BY ORNOCO PC Card (5 volt]

Components checked are uzed by thiz connection:

Y -

ovell Distributed Print Services

File and Frinter Sharing for Microsoft Metworks —
T Interriet Protocol [TCRAF i
«| | B
Install... | Uningtall | Froperties |
r— Description

Movell ‘Workstation Manager allows administrators to configure
and manage workstations uzing MDS.

™ Show icon in taskbar when connected

()8 | Cancel |

43 Click the Start menu > Shut Down > Restart > OK.

Configuring Novell Account Management

Use the following steps to configure Novell Account Management:
1 Login as .Admin.DA.
2 Close the Password windows.

3 Launch ConsoleOne from the Windows desktop.
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€

ConsoleCne

In the next steps, you will create three Active Directory Organizational Units (OUs) and map
them to existing containers.

4 Browse to .DA-Domain.DA-Domain.ADforest.DA > right-click the DA-Domain domain
object > click New > click Organizational Unit from the pop-up menu.

& My world g Builtin
E|§ NDS %8 Computers
=4 DA_TREE 3 Dornain Controllers
E &2 DA 8 FaoreignSecurityPrincip
: 8 Users
-4 DA-Domain
:Q_j D
User
Group

Oroganizational Unit

Add Users
Properties
Wiews 4
Set As Root

5 In the Create an Active Directory Organizational Unit window, type DA in the Name field >
change the Default User Creation Context to DA by using the browse button > click OK.

Ereate an Active Directory Organizational Unit

Hame IDA

Description: I
Default User Creation Context:

IDA

[ Create a corresponding Organizational Unit in eDirectary

Ok | Cancell

6 Locate the newly created .DA.DA-Domain.DA- Domain.ADforest. DA organizational unit,
right-click it > click New > click Organizational Unit from the pop-up menu.

If you find that the New option is not available, you may need to stop and re-start the NDS
Server service in the services Control Panel applet. At time of publication, the author is
unaware of an appropriate fix for this issue.
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£ My world
=& NDS
-8 DA_TREE
-2 DA
-8 ADforest
-G ADdriverset
=55 ADPwdSync
-4 DA-Domain
=35 DA-DOMAIN
-8 Builtin
8 Computers
=10

By User
“E Delete Ohject Group
i -

Rename

0 zational Unit
Move

- Security Add Users
Properties

Wiews 4
Set As Root

7 In the Create an Active Directory Organizational Unit window, type Cor p in the Name field
> change the Default User Creation Context to Corp.DA by using the browse button > click
OK.

Ereate an Active Directory Organizational Unit

Hame ICorp

Description: I

Default User Creation Context:

ICorp.DA

[ Create a corresponding Organizational Unit in eDirectary

Ok | Cancell

8 Right-click the newly created .Corp.DA.DA-Domain.DA-Domain.ADforest. DA
organizational unit > click New > click Organizational Unit from the pop-up menu.

9 In the Create an Active Directory Organizational Unit window, type | ST in the Name field >
change the Default User Creation Context to IST.Corp.DA by using the browse button > click
OK.

In the next set of steps, you will create three new Active Directory OUs and automatically
create new eDirectory OUs to which the AD OUs will map.

10 Right-click the .DA.DA-Domain.DA-Domain.ADforest.DA object > click New > click
Organizational Unit from the pop-up menu.
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£ My world
=& NDS
-8 DA_TREE
-2 DA
-8 ADforest
s-GIEF ADdriverset
#-§§ ADPwdSyne
-4 DA-Domain
=35 DA-DOMAIN
-8 Builtin
°l§ Camputers

D‘g User
B Dolste Object  Group
=-°8 Corp---p@ Rename Organizational Unit
w.oggr Mo
- Security Add Users

Properties
Wiews 4
Set As Root

11 In the Create an Active Directory Organizational Unit window, type Ai r por t S in the Name
field and change the Default User Creation Context to DA by using the browse button >
enable Create a Corresponding Organizational Unit in eDirectory > click OK.

Ereate an Active Directory Organizational Unit

Hame lAirpons

Description: I

Default User Creation Context:

[¥ Create a corresponding Organizational Unit in eDirectary

cara |

12 Right-click the .Airports.DA.DA-Domain.DA-Domain.ADforest. DA object > click New >

click Organizational Unit from the pop-up menu.

13 In the Create an Active Directory Organizational Unit window, type AMin the Name field and
change the Default User Creation Context to Airports.DA by using the browse button. Enable
the Create a Corresponding Organizational Unit in eDirectory option > click OK.

Ereate an Active Directory Organizational Unit

Hame lAM

Description: I

Default User Creation Context:

iAirports.DA j

[¥ Create a corresponding Organizational Unit in eDirectary

cara |

14 Right-click the . AM.Airports.DA.DA-Domain.DA-Domain.ADforest.DA object > click New

> click Organizational Unit from the pop-up menu.
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15 Type ATL in the Name field and change the Default User Creation Context to
AM.Airports.DA by using the browse button. Enable the Create a Corresponding
Organizational Unit in eDirectory option > click OK.

Ereate an Active Directory Organizational Unit

Mame lATLI

Description: I

Default User Creation Context:

iAM.Airpons.DA j

[¥ Create a corresponding Organizational Unit in eDirectary

cuen |

Testing the Novell Account Management Configuration

Your eDirectory Tree should have the container structure shown here. If so, you can try a few
things to test your Novell Account Management implementation.

& My warld
=-4p NDS
-4 DA_TREE
-2 DA
-2 ADforest
E; ADdriverset
#-§§ ADPwdSyne
=% DA-Dormain
o2 Da-DoMAIN
-8 Builtin
-8 Computers
5“8 DA
| =78 Airports
78 ATL
-8 Carp
-8 Dornain Controllers
°l§ FareignSecurityPrincipals
-7 Users
=78 Airports
-2 A
LS AT
=78 Carp
G578 15T
=718 Servers

=[5 Security

Use the following steps as a guide in your testing:

1 Click Start > Settings > Control Panel > Administrative Tools > Active Directory Users and
Computers.

2 In the Active Directory Users and Computers window, browse to the .ATL.AM.Airports.DA
container.

3 Create a user called Philip Marlowe in the ATL.AM.Airports.DA organizational unit.
4 Use ConsoleOne to verify that the user was created in the corresponding eDirectory context.

8 Use eDirectory to change the user phone number, then verify it in the Active Directory user
admin tool.
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With the user accounts synchronizing properly, you are ready to proceed to Chapter 2, “Installing
ZENworks for Desktops 3.2,” on page 49.
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Installing ZENworks for Desktops 3.2

This section of the ZENworks® for Desktops (ZfD) 3.2 Lab Guide contains the following sections:
¢ “Introduction” on page 49
¢ “Installing ConsoleOne 1.3” on page 50
+ “Installing ZENworks for Desktops 3.2” on page 50

¢ “Post-installation Procedures” on page 55

Introduction

This document details the process for installing ZfD 3.2 using Digital Airlines as an example case
study. Although Digital Airlines is a simple, one-server tree, this setup shows all the steps of a
custom install.

Some steps, such as those involving installing Inventory or Automatic Workstation Import
services, are not fully explained in this section of the Lab Guide. Subsequent sections will cover
those topics in more detail. Before you begin the installation, you may be concerned with other
considerations, including:

¢ “Permanence of This Setup” on page 49
+ “Dependencies” on page 49

+ “Requirements” on page 49

Permanence of This Setup

This process makes permanent schema changes to eDirectory™. It also creates several NDS®
objects in the tree.

Dependencies

This setup assumes that you are using a server built according to the instructions in Chapter 1,
“Windows 2000 Server Setup,” on page 13. The server is a Windows* 2000 server running Active
Directory* and Novell® Account Management for Windows 2000.

Requirements

You will need the three ZfD 3.2 CDs: Program, Companion, and Client. You will also need to have
a Windows 2000 server running eDirectory. If you are installing the Preboot services, you will
need the Preboot Services CD.
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Installing ConsoleOne 1.3

Although your server already has ConsoleOne® 1.2d installed, ZfD 3.2 requires ConsoleOne 1.3
in order to properly use all of the program snap-ins.

Use the following steps to install ConsoleOne:
1 Log into eDirectory using the following credentials:
¢  Tree name: DA Tree
¢ Username: Admin
¢ User Context: DA
¢ Password: novell
From the ZfD 3.2 Companion CD, find the ConsoleOne folder and run C1.EXE.
In the WinZip Self-Extractor [C1.EXE] window, click Setup.
In the ConsoleOne 1.3 Install window, click Next.
In the ConsoleOne 1.3 License Agreement window, click Accept.

At the Location screen, ensure that the path is D:\NOVELL\CONSOLEONE\1.2.

o A WON

or

Ifyou are installing to a NetWare® server instead of a Windows 2000 server, specify your path
as \SERVERNAME\SYS\PUBLIC\MGMT\CONSOLEONE\1.2.

7 Log on to your server as Administrator.

8 In the ConsoleOne Components window, click Next.

9 In the Jinfonet — License Agreement window, click Next.
10 At the Summary screen, click Finish.

11 Ifyoureceive a prompt asking how to handle overwriting newer files, select Never Overwrite
Newer Files > click OK.

12 After the installation, an Installation Complete message appears. Click Close.

Installing ZENworks for Desktops 3.2
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Use the following steps to install ZfD 3.2:

1 Remove the Windows share from your server’s C:ANOVELL folder > share D:\NOVELL as
SYS:.

If you do not change the share to the same folder as your eDirectory root folder
(D:\NOVELL), your ZENworks installation will fail.

2 Insert the ZfD 3.2 Program CD into the CD drive of your Windows 2000 server. Autorun will
start the WinSetup installer.

3 In the ZENworks for Desktops — WinSetup window, click English > Install ZENworks.
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3 Z2ENworks for Desktops - WinSetup

Novell.

| ZENworks™ for Desktops

* English Select this option to install in English

& Www.novell.com
-

Exit

4 In the Warning dialog box, read the message carefully > click Yes.

E‘%Warning

“ou are about to install an ENGLISH-ONLY version of ZENwoks for
Desdops: wersion 3.2

This non-localized wersion owenwrites other language versions of
ZEMwnos for Deddops already installed on your senver. If yvou install

thiz version, your localized version will be lost.

Do you want to continue?®

| fi'es | | Na |

Currently, ZfD 3.2 is slated for localization in English, French, and German only.

5 In the Novell Product Installation window, click Next.

6 In the License Agreement window, click Accept.

7 In the Install Prerequisites window, click Accept.

8 In the ZENworks Install Types Window, select the Custom option > click Next to display the
ZENworks Install Types window.

¥ ZENworks Install Types.

MNovell

Pleaze select the install type

= B3

O Typical

O Product

@ Custom

D

"Custom" lets ywou select individual Zf0 components (Imaging, PXE, Automatic Wodstation
Import, tstation Man t, testation | tony, Remote Man t Tools,
Application Management, arthe Sybase databaze) for installation on a senver or senrers.
“ou ¢an also install specific parts of the selected ZfD p te: files, schema ext

or MDS abjects.

| < Back

|| Mext = | Cancel

Selecting the Custom option ensures that all setup options will be presented during setup.

9 In the ZENworks Components screen, ensure that all options are selected, including the

Sybase option > click Next.
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¥ Components

Fleasze select the components to install
Movell

;:-’ E Application Management

E Automatic Wadetation Impart

E Remote Management Tools

E WMradetation Inventony

E WMadetation Management
E Sybaze

E Imaging

D

This zelection will install Imaging and associated files to the selected | Select All
Senens).
Clear All

| < Back || Mext = | Cancel

The Sybase* option installs the Sybase database for the Inventory Server. For information
about using Oracle*, see Configuring the Inventory Database for Oracle on a Windows NT/
2000 Server in Workstation Inventory in ZENworks for Desktops 3.2 Deployment Guide.

10 In the ZENworks Part Selection screen, ensure that all options are selected > click Next.

If you do not have the CD for ZfD 3.2 Preboot Services, disable the PXE Support option.

¥ ZENworks Part Selection

Novell Selectthe pars you want to install, clearthe pars you do not want to install.

Ef [#] Files

E Schema Extensions
[¥] NDS Objects

E PXE Support (requires CD )

| < Back || Mext = | Cancel

11 In the ZENworks List of Trees window, select the DA_TREE option > click Next.
12 In the ZENworks List of Servers window, select the DA-02-NDS server > click Next.
13 In the Inventory Database Server Selection screen, select the DA-02-NDS server > click Next.

14 In the Inventory Database Volume Selection window, select the SYS option > click Next.

IMPORTANT: Important: Never use SYS in a production environment.
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Zﬂ:ﬁlnventory Database Yolume Selection

Select 3 volume on which to install the inventory databaze. Please awoid "S%'S" for disk space

Novell
redsons.
E ’ () NETLOGON
® 5vs
) svsvoL

| < Back || Mext = | Cancel

15 A pop-up notice will warn you that the server will load some components (the Sybase SQL
server) during install. Click OK to proceed.

16 At the Languages window, click Next.

17 In the Automatic Workstation Import Management window, select Import/Removal > click
Next.

Z;;}::Znutomatic Workstation Import Management

Selact the ImporRemaowval role for each senrer.
Novell

'E' ’ DA-0z-NDS Import/ Remaoval W "

None

Import
Removal

Import f Remowal

| < Back || Mext = | Cancel

18 In the Inventory Server Roles window, leave the default inventory role of Standalone > click
Next.

This server will not take part in multi-site inventory roll-up.

19 In the ScanDir Volume window, select the SYS volume > click Next.

IMPORTANT: Do not use SYS in a production system.

The specified share is used to store .STR files. Store files temporarily hold workstation
inventory data before it is stored in the database.
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¥ ScanDir Yolume
Selectthe volume where the sir files are to be written :
Movell
o
Ef DA-DZ-NDS S -
| < Back || Mext = | | Cancel | | Help |

20 In the Site ID for Database window, enter 002 in the SiteID field and DAZ2site for Site Name
> click Next.

The Site ID is a three-digit number unique to this inventory server. The Site Name is a unique
name for the site.

¥ site ID for Database
Enter unique Site ID forthe database:
MNovell
B SitelD : [ooz] |
F Site Name : [pazsite |
| < Badk || Mext = | | Cancel | | Help |

21 In the Site ID for Database warning screen, click OK.
22 [n the Summary window, click Finish and the file copy will begin.
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Z;I:ZSummary

Products to be installed
MNovell

i) Shared Files 4.15 M|

B (=) Application Managemant 20,08 MB
E ’ @ Automatic Wadetation Impart 1.0 MB
k:) Remote Management Tools 9.39 MB

— | wiotkstation Inventory 24,25 ME

@ Wokstation Management 46.95 MB|

() sybase 1414 M

(=) Imaging 24,49 ME

| < Back || Finizh | Cancel

23 When you see the ZfD 3.2 Preboot Services window, remove the ZfD 3.2 Program CD and
insert the Preboot Services CD > click OK. (This step occurs only if you selected to install
PXE Support in Step 10 on page 52.)

24 When you see the ZfD 3.2 Installation window, remove the ZfD 3.2 Preboot Services CD and
replace it with the Program CD > click OK.

25 Ifyou receive a prompt asking how to handle overwriting newer files, click Never Overwrite
Newer Files.

26 After the installation, an install log will appear in Notepad. Review the log for errors > click
Close.

IMPORTANT: Do not reboot the server yet. Proceed to the next section.

Post-installation Procedures

1 Start ConsoleOne and browse the DA_Tree to locate the .IST.Corp.DA container.

Remember, the NDS naming convention is similar to the DNS naming conventions—it reads
backwards.

2 Create the following organizational unit containers below IST: Apps, Images, Policies, and
Workstations.

3 Move the application objects from the .Servers.IST.Corp.DA container to the
.Apps.IST.Corp.DA container. This is most easily done by selecting all the application objects
as a group > right-clicking them > clicking Move from the shortcut menu.

4 When you have completed these post-installation procedures, restart your Windows 2000
server.

After youreboot and log in, ZfD 3.2 Pre-Boot Services will automatically self-configure. That
final process completes the installation of ZfD 3.2.
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Introduction

Setting Up a Windows 2000 Professional
Workstation for Desktop Management

This section of the ZENworks® for Desktops (ZfD) 3.2 Lab Guide contains the following sections:
¢ “Introduction” on page 57
+ “Installing Windows 2000 Professional” on page 58
+ “Installing the Novell Client and ZENworks Agents” on page 59

The procedures throughout the ZfD portion of the ZENworks Lab Guide primarily affect
workstation machines. Because Windows* 2000 Professional represents the most modern and
widely deployed desktop operating system, and because of its inherent management complexities,
the ZENworks Lab Guide primarily addresses management for this platform.

This short section of the Lab Guide outlines the basic setup steps for creating a Windows 2000
Professional workstation and installing the Novell® Client™ with the correct ZENworks for
Desktops management agents. Although there are automated methods for deploying the Novell
Client, they are not covered in this section.

Before you begin the installation, you may be concerned with other considerations, including:
+ “Permanence of This Setup” on page 57
* “Dependencies” on page 57

* “Requirements” on page 57

Permanence of This Setup

Dependencies

Requirements

This script requires you to configure a Windows 2000 Professional workstation. After completing
this script, we recommend that you proceed to Chapter 4, “Manual Workstation Imaging,” on page
65 in order to create a restorable image of this workstation.

This script requires working knowledge of basic Windows 2000 Professional tasks, including
installation and setup, disk partitioning, and Windows networking fundamentals.

This section contains the following information:

To perform the steps in this script, you will need the following hardware and software:
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Hardware: For acceptable performance in a lab, you will need at least the following hardware
configuration:

+ Pentium* 300
¢ 128 MB RAM
+ 4 GB disk space

+ Network interface card
Subsequent scripts require one or more Windows workstations similar to this configuration.

Software:
* Windows 2000 Professional installation media

+ Novell Client 4.8 installation media available at the Novell Software Downloads Web site
(http://download.novell.com)

¢ The Novell ZENworks for Desktops 3.2 Program CD

You will also need Internet access to download various service updates.

Installing Windows 2000 Professional

1 Install Windows 2000 Professional to your workstation hardware, using the following
specifications for the first boot:

Specification Setting

Primary partition size 2047 MB

Primary partition format FAT (for easier Windows 2000 repairs)

Use the following specifications for the second boot:

Specification

Setting

Regional Settings
Name

Organization

Product Key

Computer Name
Administrator Name
Administrator Password
Components

Network Settings
Domain

Workgroup

Standard

Whatever you choose
Digital Airlines
According to your CD
DA-ClientBase
Administrator

novell

Default components
Typical

No

Workgroup
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Use the following specifications for the third boot:

Specification Setting
Users of This Select the Users Must Enter a User Name and Password to Use this
Computer Computer option

2 After completing the install, log in as Administrator.

3 Create a 2048 MB extended partition and logical drive, formatted as NTFS > assign the drive
letter D:.

By creating a D: partition of the limited size specified in this step, you will have better luck
re-imaging this workstation to different hard disks if you choose to use some imaging offering
other than Novell ZENworks Imaging.

4 Open Internet Explorer and configure it to use your Internet connection.
5 In Internet Explorer, click the Tools menu > Windows Update.

6 On the Microsoft Windows Update home page, click the link for Product Updates and allow
your system to detect what updates are needed. Apply as many updates as possible.

Repeat the Windows Update process through the multiple updates and reboots until your
workstation has at least Windows 2000 Service Pack 2 and all the critical updates applied.
Consider also updating to the latest version of Internet Explorer.

Installing the Novell Client and ZENworks Agents
1 Start the Novell Client install. This task may vary, depending on the media from which you
will be installing.

2 Atthe Software License Agreement first install window, select Yes to accept the client license
agreement.

3 At the first Novell Client Installation window, select the Custom Installation option > click

Next.
EENDVEII Client Installation [ %]

Novell.

Select an installation option.

" Typical Installation  Mowvell Client for Windows NT /2000 will be automatically installed and
configured. The current protocols are detected or default protocols are
uzed [recommended for most computers).

Movell Client for Windows MT /2000 and selected components will be
inztalled and configured [for spstem administrators or advanced users
anly).

For updated infarmation not available in the documentation, view the Readme file.  Wiew Headmel

Mest » I Cancel |

4 In the components window, ensure that the following component options are selected > click
Next:

+ Novell Client for Windows 2000
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+ Novell Workstation Manager

¢ ZENworks Application Launcher NT Service
¢+ Remote Management

¢+ ZENworks Imaging Service

Novell.

Select the components you wizh to install.

[ Mowell Target Service Agent ;I [;TC”DUG" -
- lows your computer bo acoess resources
Movel “Workstation Manager 4 p

on the network.
ZEMworks Application Launcher MT Servi
Femote management
ZEMworks Imaging Service

‘l | 5 s Bestore Defaults |
< Back I Mest » I Cancel |

Novell Workstation Manager is the primary management agent used by ZfD. It gives the
workstation an identity in the Directory and processes ZENworks policies from the directory.
(Never run this agent on a Novell Account Management server.)

ZENworks Application Launcher NT Service assists at installing desktop applications to
Windows NT* workstations where the local user has no rights to perform software
installations.

Remote Management provides an interface for remote control and diagnostics utilities.

ZENworks Imaging Service performs Windows tasks for workstations that have recently been
restored from a disk image. These tasks include such things as changing SIDs or NETBIOS
names.

5 In the Protocol Preference window, switch to IP Only > click Next.

Select a protocaol option for the client to use.

% |V Remove IP¥ if present
P with |P Compatibility

[allows [P applications to run on an [P only network)
P and IP%
Py

< Back I Mest » I Cancel |

6 In the Login Authenticator window, select the NDS option > click next.
7 In the Workstation Manager window, leave the Tree field blank > click Next.
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10
11
12

13

The tree specified here becomes the “trusted” tree for the Windows 2000 workstation.

Workstations are only manageable from the trusted tree. By leaving this field blank, the first

tree into which the workstation authenticates will be automatically trusted.

Workstation Manager [ %]

Novell.

Specify the tree uzed by Workstation Manager:

Tree: I

< Back I Mest » I Cancel

At the final window, click Finish.

At the reboot prompt, do not reboot. Click Close.

IMPORTANT: Do not reboot. Proceed to apply the ZENworks for Desktops 3.2 client service pack.

Insert the ZfD 3.2 Companion CD into your workstation’s CD drive.
From the CD, run \CLIENT\PRODUCTS\WINNT\I386\SETUPSP.EXE.

After the Client Support Pack updates your ZENworks management agents, reboot your
workstation.

Test the Novell Client by logging in using the following credentials:
¢  Tree Name: DA Tree

¢ Username: Admin

¢ User Context: DA

¢ Password: novell

A successful login confirms your workstation build is ready for management by Z{D.
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Managing the Complete Workstation Life Cycle

This unit of the ZENworks® for Desktops (ZfD) 3.2 Lab Guide focuses on maintaining
workstation hardware and software. Included in this unit are the following sections:

¢ Chapter 4, “Manual Workstation Imaging,” on page 65
¢ Chapter 5, “Automatic Workstation Import,” on page 71

¢ Chapter 6, “Remote Management,” on page 81

*

Chapter 7, “Single-Site Inventory Collection,” on page 87

*

Chapter 8, “A Tool for the Help Desk: The ZENworks Workstation Browser,” on page 101

*

Chapter 9, “Applying Windows 2000 Group Policies to Workstations,” on page 105

*

Chapter 10, “Automated Workstation Imaging,” on page 107
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Manual Workstation Imaging

This section of the ZENworks® 3.2 Lab Guide contains the following sections:
+ “Introduction” on page 65
¢ “Creating ZENworks Imaging Media” on page 66
¢ “Creating a Workstation Image” on page 67
+ “Restoring a Workstation Image” on page 68

* “Troubleshooting and Strategies” on page 69

Introduction

The following procedures cover how to manually create a workstation disk image with ZENworks
Imaging. By following these procedures, you will ensure that the work you performed in “Setting
Up a ZfD 3.2 Lab Environment” on page 11 can be quickly restored for use with various
subsequent exercises, or in the event of an accidental misconfiguration of your workstation.

This procedure is not intended to show all features of ZENworks Imaging. To understand how to
automate ZENworks Imaging for Windows workstations, including how to implement ZENworks
Preboot Services, the Lab Guide will include a lengthier section titled "Automated ZENworks
Imaging" as a complement to this section.

Permanence of This Setup

The steps will add a large ZENworks image file to your server's D: drive.

Dependencies

This procedure is intended to immediately follow completion of all steps in “Setting Up a ZfD 3.2
Lab Environment” on page 11.

Requirements
To perform the steps in this script, you will need:

Hardware:
+ A floppy disk drive for your server and workstation
or

¢ A CD burner (preferred for speed)

Software: If you are using a CD burner, you need Adaptec* Easy CD Creator, or similar software.
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Creating ZENworks Imaging Media

Option A: Creating a ZENworks Imaging CD

66

Creating a ZENworks Imaging CD is the preferred method for manually performing ZENworks
Imaging tasks. Bootable CDs are significantly faster to use than booting from a floppy disk, and
easier to manage.

To use this option, your workstation must be capable of booting from CD.
1 On a machine with a CD burner, insert the ZfD 3.2 Program CD.
2 Copy the following files from CD to a local hard drive on the CD burner machine:
\path\PUBLIC\ZENWORKS\IMAGING\BOOTCD.ISO
\path\PUBLIC\ZENWORKS\IMAGING\SETTINGS.ISO

3 Use Adaptec Easy CD Creator (or similar software) to burn a CD session from the
BOOTCD.ISO CD image. Set the software to leave the CD open after burning BOOTCD.ISO
as a session. Do not close Easy CD Creator.

4 Use Notepad to open the SETTINGS.TXT file.

.,J settings.txt - Notepad =] E3
File Edit Format Help

# ZENworks Imaging settings.txt
# denotes a comment

| v

#PROMPT should be set to YES if wou want to configure warious parameters
#PROMPT=YES

#PARTITIONSIZE should be set to the Tinux partition size in ME, to he
#created on install
PARTITIOMSIZE=LS

#IPADDR should be set to the desired ip address of the machine.
#If using DHCP, remowve or comment out this Tine.
#IPADDR=137.65.138.128

#CATEWAY 15 the router address for this machine.
#If using DHCP, remowve or comment out this Tine.
#GATEWAY=137.65,139, 254

#WETMASK s this machine's subnet mask.
#If using DHCP, remowve or comment out this Tine.
#METMASK=255,255,252.0

#ONSDOMAINSUFFIx domain suffix Tist.

#Use a space to separate entries.

#If using DHCP, remowve or comment out this Tine.
#DNSDOMATIMNSUFFIX=

#ONSHAMESERVER s a Tist of name serwvers to search for dns Tookups.

#Use a space to separate entries.

#If using DHCP, remowve or comment out this Tine.

#DNSMAMESERVER= b

R s the address of the server running ZEnworks Image Server
DR=10.0.0. 202

#PRO-YADD
RO

R

|

5 Find the line starting with PROXYADDR= and change it to read PROXYADDR=10.0.0.202
> save the SETTINGS.TXT file.

6 Add the modified SETTINGS.TXT file to the still-open CD in the burner by dragging it into
Adaptec Easy CD Creator's CD layout.

7 Re-burn the CD with the added SETTINGS.TXT file. Set the software to close the CD session
and the CD.

After creating a workstation image, you can use this same technique for adding the image file
to a CD to make self-contained bootable media from which you can restore the ZENworks
Imaging workstation image.
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8 Close Adaptec Easy CD Creator.

Option B: Creating ZENworks Imaging Floppy Disks

Using floppy disks is slower than using a CD because you must swap each of the three diskettes.
However, this method works with even with older workstations that do not have CD drives.

1 Obtain three floppy diskettes.
2 Switch to your Windows* 2000 Server and start ConsoleOne®.

3 In ConsoleOne, click Tools > ZENworks Utilities > Imaging > Create or Modify Boot
Diskette.

4 In the ZENworks Imaging Boot Disk Creator window, change the Imaging Proxy Server
Address option to Use IP Address. Type 10. 0. 0. 202 for the IP address.

'L" ZENworks Imaging Boot Disk Creator

File Help

The following zettings will be saved to the Boot Disks you create:

[ Prampt for Configuration when boating from diskettes Creste Boot Disk 1.
[~ Eeboot manually Create Boot Disk 2... |

ZEMworks Partition Size [MB): |1 5
X X Create Boot Disk 3. |
—workstation [P Setting:

' Use DHCP Add Linus Drivers... |
' Use the following static address information:
P dddress: 0.0 .0 .0 EreateLanguageDisk..|
Hetmast 9 .0.0.0 Creste Utiy Disk._ |

[Fateway: o . o0 .0 .0
Create F<E Disk.. |
DHS....
— Workstation Linug Driver Clase |
™ Load &dditional Linus drivers. Prompt for drivers diskette, if

drivers are unavailable on third disk.

r— |maging Proxy Server Addre:
" Use DMS Name: I
& Use P Address: 0 . 0 . 0 . HE

[~ Prompt for Language/Country Diskette

Language/Cauntry: I Erglish j

5 Insert your first floppy disk into the disk drive > click Create Boot Disk 1.
6 Repeat for disk two and disk three.

7 Click Close.

8 Close ConsoleOne.

Creating a Workstation Image

1 On your Windows 2000 Server, create an IMAGES folder at the root of the D: drive.
2 Switch to your Windows 2000 Professional workstation.

3 Reboot your Windows 2000 Professional Workstation with your ZENworks Imaging boot
media.

4 At the Novell ZENworks Imaging v3.2 text screen's boot prompt, type manual .
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This screen will default to Auto if you press Enter or wait too long before typing.
At the bash# prompt, type
I MG MP 10.0.0.202 //DA-02/D: /1 mages/ WKpr 0. znyg

This command will tell the ZENworks Imaging Engine (IMG) to make (M) an image on the
proxy (P) at address 10.0.0.2 in the server's (DA-02) D:AIMAGES folder. For other command
line options, consult the ZENworks for Desktops 3.2 documentation at the Novell®
documentation Web site (http://www.novell.com/documentation.)

If your workstation screen goes blank, it is a screen saver function of the Linux* kernel. Press
any key to turn on the screen again.

After the Imaging job completes, you will return to the bash# prompt. Eject the CD or floppy
disk > type r eboot > press Enter.

Restoring a Workstation Image

68

1

Either switch to another workstation of similar hardware, or swap your current workstation
hard disk.

If you switch to another machine, use a machine as close to the same hardware as the original
machine you imaged. Windows 2000 Professional can adapt to hardware modifications
relatively well, but still requires reboots when the hardware is significantly different.

If you swap hard drives (often easy with laptop machines) automatic hardware detection
should not be necessary after the image is restored.

Boot your workstation hardware with your ZENworks Imaging boot media.

At the Novell ZENworks Imaging v3.2 text screen's boot: prompt, type Manual .
This screen will default to Auto if you press Enter or wait too long before typing.
At the bash# prompt, enter

I MG RP 10.0.0.202 //DA-02/D: /1 mages/ W2Kpr 0. zng

This command will tell the ZENworks Imaging Engine (IMG) to restore (R) an image from
the proxy (P) at address 10.0.0.2 in the server's (DA-02) D:\IMAGES folder.

If your workstation screen goes blank, it is a screen saver function of the Linux kernel. Press
any key to turn on the screen again.

After the Imaging job completes, you will return to the bash# prompt. Eject the CD or floppy
disk > type r eboot > press Enter.

After your machine reboots, perform a Login to Local Workstation Only as Administrator.
Hardware detection may need to complete and prompt for a reboot.

On your newly restored workstation, log in to your DA_Tree eDirectory tree as .Admin.DA.

A successful login confirms your workstation image's success.
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Troubleshooting and Strategies

Optimizing Disk Space
The following is a list of a few suggested paths and data types to delete from your file system
before imaging in order to make your ZENworks Imaging files smaller.
Temp Folders
¢ CA\TEMP
¢ C:\WINNT\TEMP
¢+ C:\DOCUMENTS AND SETTINGS\USERNAME\LOCAL SETTINGS\TEMP

Clear IE Cache

In the Control Panel, open the Internet Options applet and delete the temporary internet files.

Clear Service Pack Files
¢ CA\WINNT\Suninstall windows_update_folder
¢ C:\PROGRAM FILES\UNINSTALL INFORMATION

Unneeded Applications

Delete applications such as Solitaire, Pinball, and so forth.

Network Cards Support

Most NICs work out of the box with ZENworks Imaging. The Novell ZENworks for Desktops 3.2
Documentation site (http://www.novell.com/documentation) includes a list of supported NICs. If
your NIC is not natively supported, you may need to obtain a Linux driver for your NIC and
specify that NIC when creating your ZENworks Imaging boot media. Further information on this
process is available in the online documentation.

The ZENworks Lab Guide was tested specifically using Xircom* XCEM 10/100 and Intel*
EtherLink 10/100 NICs.
Setting Up a Separate Imaging Server

If you want to Image your ZENworks for Desktops 3.2/Windows 2000 Server system, install
another server into a separate eDirectory™ tree. The ZENworks Imaging server can run on
NetWare®, Windows* NT*, or Windows 2000.

Manual Workstation Imaging 69


http://www.novell.com/documentation
http://www.novell.com/documentation

70 ZENworks for Desktops 3.2 Lab Guide



Automatic Workstation Import

This section of the ZENworks® 3.2 Lab Guide contains the following sections:
+ “Introduction” on page 71
+ “Setting Up the Automatic Workstation Import Debug Screen” on page 72
+ “Setting Up the Import Server Policy” on page 74
+ “Testing the AWI Server Policy” on page 76
* “Setting Up the zenwsimport DNS Record” on page 76
* “Testing the zenwsimport DNS Record” on page 78

+ “Troubleshooting Tips” on page 79

Introduction

This lab shows how to import workstations to eDirectory™ using Automatic Workstation Import.
Having workstations in the directory is essential in order to use many other ZENworks features,
such as workstation inventory, remote management, enterprise imaging, and workstation
configuration.

When completed, this process enables any workstation with the ZENworks for Desktops (ZfD) 3.2
client to be automatically imported to the DA_Tree eDirectory tree.

Permanence of This Setup

Changes made with this lab are easily reversible. The policy you create, as well as any imported
workstations, can be deleted.

Dependencies

This lab is intended to be performed on the base DA 02 server, following completion of Chapter
2, “Installing ZENworks for Desktops 3.2,” on page 49.

Specifically, this process assumes that your server has had a Custom installation of ZfD 3.2, with
the Automatic Workstation Import option selected and the role defined as Import/Removal.

You will also need to have a basic understanding of IP and DNS services.

Requirements
To perform the steps in this lab, you will need:

Hardware:
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+ The DA 02 server, configured according to the instructions in Chapter 2, “Installing
ZENworks for Desktops 3.2,” on page 49.

¢ One Windows* 2000 Professional or Windows NT* Workstation configured to use DHCP and
the Novell® Client™ (version 4.8 with Service Pack 3).

Software:

The ZENworks for Desktops 3.2 Companion CD, which includes the Novell Client software.

Setting Up the Automatic Workstation Import Debug Screen

72

Enabling the debug screens for Automatic Workstation Import greatly assists in troubleshooting
because you can see errors as they occur instead of referring to the Import server's log files.

1 On your Windows 2000 Server, click the Start menu > Run.

2 In the Open field, type not epad D: \ Novel | \ zenwor ks\ Aut oWS\ zenwsi np. r eg
> click OK.

3 Inthe zenwsimp.reg Notepad window, locate the zenwsimportCmdLine line. At the end of the
line, add - DI ogl evel =3 after the text -Dlogfilelevel=2 as shown in the illustration below.
Save the file as zenwsimphigh.reg and close Notepad.

Do not save the file with a .TXT extension.

.,J zenwsimphigh.reg - Notepad [_ (O] x|
File Edit Format Help

REGEDIT4 ;I
[HKEY_LOCAL_MACHIMEMSOFTWARENNOwe] TNZENwor ks AUt owsImport]
"zenwsimportCmdLine"="-plogfile=c:i\\zenwsimp. Tog -Dlogfilelevel=2 -Dloglevel=3"
"zenwsremovalCmdLine"="-plogfile=c:\\zenwsrem. log -Dlogfilelevel=2"

| |_’|_/I

4 Click the Start menu > Run.

5 Inthe Open field, typec: \ Novel | \ zenwor ks\ Aut oW5\ zenwsi nphi gh. r eg>click
OK.

6 At the Registry Editor window, click Yes to merge the file with your registry.

7 At the Registry Editor informational window, click OK.
The new registry setting will cause verbose logging of AWI information to the AWI screen.
Next, you need to enable the AWI service screen to display.

8 On your Windows 2000 Server, click the Start menu > Settings > Control Panel >
Administrative Tools > Services.

9 At the bottom of Services window, double-click the ZENworks Workstation Import service.
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| action  yiew |J<--b |@|J y oW I m

Tree I Mame  # | Description | Status | Startu;;l

By sorvices (Local) || B3z SMOR Started  Autom:
S winz2sl Started  Autome
%Windows Installer Installs, ... Manual
%Windows Management Instru,..  Provides,., Started Automsz
%Windows Management Instru,..  Provides,., Started Manual
%Windows Tirne Setsthe ... Started Aukome
%Workstation Provides...  Started Aukome
%World ‘Wide Web Publishing Se... Provides..., Started Automsz
% Tdwor] tion Irnpork Started
%ZENworks ‘Warkstation Remaval Started Autome—
| | »

10 In the ZENworks Workstation Import Properties (Local Computer) window, enable Allow

Service to Interact with Desktop > click OK.

ZENworks Workstation Import Properties {Local Computer) HE

General LogOn | Hecoveryl Dependenciesl
Log on az

& Local System account

v llow zervice to interact with deskiop

" This account: I

Browse... |

Bazzword: I

Lonfirm password; I

“f'ou can enable or disable thiz service for the hardware profiles listed below:

Hardware Frafile | Service |
Undocked Profile Enabled
Enctle | Disable |
QK I Cancel | Apply |

11 In the Services window, select the ZENworks Workstation Import service > click the Actions

menu > click Restart Service.

The Workstation Import Service window will appear so you can track workstation import

events as they happen

ovellzenwor

Aug 8, 26801 8:53:58 PM Receiving regu
Aug 8, 2801 8:53:58 PM Servicing reques

12 Close the Services window.
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Setting Up the Import Server Policy

74

1 Start ConsoleOne® and select the Policies.IST.Corp.DA container > click File > New > Policy
Package.

2 In the Policy Package Wizard window, select Server Package > click Next.

Policy Package Wizard E

Choose a policy package to create ar madify. The palicies

cantained in the selected policy package are displayed in the
Nove" palicy list.
Policy Packages: Folicies:
5 “j Container Package £ zeninvRollUpPolicy
‘B Server Package M Imaging Server Policy
?é Q Service Location Package | |[%3 Workstation Import

=] YWorkstation Packaoe

\’ Description

Server Package - is an MDS object that contains a caollection
of palicies relating to servers. This palicy package can he
associated only with servers, server groups, and container
ohjects.

k) " User Package B Wiorkstation Remaoval

| Mext = I Cancel | | Help |

3 Name the package Server Package > click Next > Finish.
4 Right-click the Server Package > click Properties.

5 On the General page, check the Workstation Import check box > click Properties.

Properties of Server Package B3

Policies + ' Associations | NDS Rights v | Gther | Rightsto Files and Folders | DirshL |
General

Server Policies:

| Enabled | Palicy | Schedule |
Il

zeninvRollUpPalicy

Page Options... | QK | Cancel | Apply | Help |

6 On the Containers tab, click Add > select the . Workstations.IST.Corp.DA container.

This step grants rights to the Import service so it can create workstations in our target location.

To import to multiple containers, you can list a single container above the target containers
instead of listing all containers.
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Properties of Server Package:Workstation Import B3

Containers | Platorms | Limits | MDS Rights + | Other | Rights to Files and Falders | DirxhL |
Containers

Containers or parent containers where rights are needed to create workstations

Workstation containers:

.Corp.DA

Add... Remove | Remave All... |

Page Options... | QK | Cancel | Apply | Help |

7 Click the Platforms-General tab > the Location sub-tab.

Properties of Server Package:Workstation Import

Cortsiners | Platforms + ' Limits | MDS Rights + | Gther | Rights to Files and Folders | DirxhL |
General

Lacation | Naming' Groups'

[ Allow importing of workstations
Create workstation objects in:

|Se|ected Container j

Fath:

I‘u’\forkstations.IST.Corp.DA
Description:

Selected Container

Warkstation will be created in the container specified in the Path field. The Path field is an absolute DS
nath.

Page Options... | QK | Cancel | Apply Help

8 Enable the Allow Importing of Workstations check box.

9 In the drop-down menu for Create Workstation Objects In, click Selected Container.

10 In the Path field, browse to the .Workstations.IST.Corp.DA container.

11 Click the Naming sub-tab > select MAC Address > click Remove so the Workstation Name

field reads simply "Computer" > click OK.

Properties of Server Package:Workstation Import B3

Cortsiners | Platforms + ' Limits | MDS Rights + | Gther | Rights to Files and Folders | DirxhL |
General

Location Maming | Groups'

Workstation name:

|Computer

Add name field and place them in order:

4 4] s |

Description:
Computer
The Windows computer name far a Win95/98 ar a WinhT works

Remove

Page Options... | QK Cancel Apply Help
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12 In the Properties of Server Package dialog box, click the Associations tab > click Add >
browse the tree and select the DA-02 server > click OK.

Properties of Server Package B3

Policies v | Associations | NDS Rights v | Gther | Rightsto Files and Folders | DirshL |
Azzociations

Associations:

8 DA-0Z-NDS.Se

Fropertties... | Add... Remave... |

Page Options... | QK | Cancel | Apply | Help |

You are now ready to test your Workstation Import server and your policy.

Testing the AWI Server Policy

Close ConsoleOne.
Switch to the workstation and log in to eDirectory as .Admin.DA.
On your workstation, click the Start menu > Run.

In the Run window's Open field, type wsr eg32 > click OK.

g Hh O N =

After about 15 seconds (for timeout purposes) > use Notepad to open the C:A\WSREG32.LOG
file > view the message in the text file:

WSREG-v3.0 While contacting the Wrk Station Inport Service, an error -
1 was encountered, and error description <Wnsock connect() failed.> was
reported.

This error results from the Workstation Registration agent not knowing which host is the
Import server. You will also notice that the Import Server screen shows no change to indicate
a registration request.

6 On your workstation, click Start > Run.
7 In the Run window's Open field, type wsr eg32 / s=10. 0. 0. 202 > click OK.

The Import Server screen on your Windows 2000 server should show the successful
workstation import.

8 Open the C:\WSREG32.LOG file again and notice the difference.

9 On your ZENworks Server, open ConsoleOne and select the . Workstations.IST.Corp.DA
container to view your newly imported workstation.

This confirms that your import policy works. Next, you need to ensure that all workstations
can contact the Automatic Workstation Import server.

Setting Up the zenwsimport DNS Record

76

Enabling workstations to contact the Import Server is the key to successful workstation import.
There are several methods to do this: the command line used in Step 7 on page 76 can be
automatically pushed to the workstation using the ZENworks Application Launcher; the hostname
zenwsimport can be made available either by way of DNS or a hosts file; or the ZENworks
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Application Launcher can be used to set a registry value. For the Lab Guide, we will use DNS to
quickly enable locating the Workstation Import Server.

By default, the ZFD 3 workstation registration agent looks for the import service running on the
server with a hostname of zenwsimport. To use DNS, the workstation must be able to ping the
service at zenwsimport. Therefore, you must create an entry in DNS, or put zenwsimport in each
workstation's HOSTS table.

1

2
3
4

11

Switch to your ZENworks server.
Click the Start menu > Settings > Control Panel > Administrative Tools > DNS.
In the DNS window, double-click the DA-02 server object in the left-most pane.

Right-click the Forward Lookup Zones folder > click New Zone from the pop-up menu.

J'J%,‘ Console  Window  Help |;|i|l|
Action  iew |J<:= » | Em BB 2 |
Mame | Type

@ da-domain, digitalaitlines.com  Active Direc

D |i View 3

Mew Window from Here

Refresh
Expork List, ..

Hel
= | |

In the New Zone Wizard Welcome screen, click Next.
In the Zone Type window, select the Standard primary option > click Next.

In the Zone Name window's Name field, type Di gi t al Ai rl i nes. com > click Next.

New Zone Wizard [ %]

Zone Name Q
‘what do you want to name the new zone? .

Tupe the name of the zone [for example, “example. microsoft. com."):

MName: Digitalirines. cor|

< Back I Mest » I Cancel |

In the Zone File window, accept the default Create a New File With This File Name option >
click Next.

In the Completing the New Zone Wizard window, click Finish.

In the DNS window, double-click the Forward Lookup Zones server object in the left-most
pane so it expands to reveal your new DigitalAirlines.com zone.

Right-click the DigitalAirlines.com zone > click New Host.
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12 In the New Host window's Name field, type zenwsi nport . In the IP Address field, type
10. 0. 0. 202 > click Add Host > click Done.

New Host ﬂ E

Location:

Idigitalairlines.com

Mame [uzes parent domain name if blank]:

Izenwsimporﬂ

IP address:
im0 .0 202

[" LCreate associated painter [PTR] record

Add Host I Cancel

13 Close the DNS utility.

Testing the zenwsimport DNS Record

Switch to your ZENworks workstation.
Click the Start menu > Run.
In the Run menu's Open field, type CVD > click OK.

WO N =

In the command prompt window, enter i pconfi g /renew.
This step is intended to flush the DNS cache on your Windows 2000 Professional workstation.

8§ In the command prompt window, enter Pl NG zenwsi nport .

-]

Inspect the ping results to ensure a successful ping test.

MWINNT System32hcmd.exe
Microsoft Windows 2888 [Version 5.88.21951]
{C> Copyright 1985-2808 Microsoft Corp.
C:x>ping zenwsimport
Pinging zenwsimport.DigitalAirlines.com [18.8.8.282]1 with 32 bhytes of data:

Reply from 18.8.8.2082: time{1@mz TTL=128
H time{iBms TTL=128
2 time<18ms TTL=128

Reply from 10.0.8.202: hytes=32 time<1Bms TTL=-128

Ping statistics for 18.8.8.282:
Packet Sent = 4, Received = 4, Lost = 8 (8x
Approximate round trip times in milli-seconds:
Minimum = Bms. Maximum = @mz,. Average = Bns

Gz

If your ping is not successful, troubleshoot DNS and DHCP to find the error. For more
information, see “Troubleshooting Tips™ on page 79.

By deploying the zenwsimport DNS record, you have enabled all workstations served by this DNS
server to use ZENworks Automatic Workstation Import.
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Troubleshooting Tips

¢ The most common mistake people make in setting up Automatic Workstation Import is that
they forget to test-ping zenwsimport. If the node cannot resolve zenwsimport, the workstation
manager cannot contact the AWI service.

+ If you are using DHCP, make sure the DHCP server provides the workstations with a DNS
zone. If you are using static addressing, the zone must be configured at each machine. If the
workstation does not have an assigned local zone, it cannot use your zenwsimport DNS
record.

+ Make sure the service is running on the server by going to Control Panel > Administrative
Tools > Services, and ensuring that the ZENworks Workstation Import service is started. (On
NetWare®, use the java -show command.)

¢ Enabling the server debug screens as shown in “Setting Up a ZfD 3.2 Lab Environment” on
page 11 allows the monitoring of AWI activity. On NetWare, this is enabled by adding some
options to the SYS:System\ZENWSIMP.NCF file, specifically on the java load line. There
are four switches in all:

+ -Dlogfile=sys:zenworks\zenwsimp.log provides the path and file name that will be used
for logging messages to a file.

+ -Dlogfilelevel=2 pertains to logging to a file on the server (the file specified in the first
switch above). It can range from 0 to 3, where 0 does not log anything and 3 is the most
verbose of the message sets.

+ -Dloglevel=0 pertains to logging to the server console. Like the first switch, it can also
range from 0 to 3, where 0 does not log anything and 3 is the most verbose of the message
sets.

¢ -ns works in conjunction with the third switch above. When -ns is not included, all
messages go to the main console screen of NetWare, which is usually not a desirable
place for debugging messages to go. When this switch is included, the debugging
messages will go to their own screen. (Access the screen through Ctrl+Esc or Alt+Esc.)

+ By default, logging of messages goes to a server file named ZENWSIMP.LOG in the
SYS:ZENWORKS directory. Logging to the console is disabled by default (logging is not
done in either the main NetWare console or a separate screen).

+ The workstation also has an informational log at C:\WSREG32.LOG.
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Remote Management

This section of the ZENworks® 3.2 Lab Guide contains the following sections:
+ “Introduction” on page 81
+ “Creating the Workstation Remote Management Policy” on page 81

+ “Remotely Controlling a Workstation” on page 85

Introduction

This quick procedure takes you through setting up the remote management policy for the
workstation; later we'll cover the related policy that affects users. After creating the policy, you
will control a remote workstation from your server, and investigate the remote diagnostics tool.

Permanence of This Setup

This procedure will create a workstation policy in the DA_Tree eDirectory tree.

Dependencies

This procedure assumes that you have completed Chapter 5, “Automatic Workstation Import,” on
page 71, because remotely managing a workstation requires a corresponding workstation object in
eDirectory™.

Requirements
To perform the steps in this lab, you will need:

Hardware (Minimum):
* A ZENworks workstation imported into eDirectory.

+ A Windows* machine from which to run ConsoleOne®. If you have a ZENworks for
Desktops server set up according to Chapter 2, “Installing ZENworks for Desktops 3.2,” on
page 49 your server will work excellently.

Creating the Workstation Remote Management Policy

In order to enable remote control, you must have the ZENworks Remote Management agent
installed at the workstation; the workstation must have been imported to eDirectory; and you must
have a Remote Management Policy that permits remote control. Also, the user attempting to
remotely manage the workstation must have rights to manage the workstation.

1 Open ConsoleOne and browse to select the .Policies.IST.Corp.DA container.
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2 Click the File menu > New > Policy Package.

3 From the Policy Package Wizard window, select Workstation Package > click Next.

Policy Package Wizard E

Choose a policy package to create ar madify. The palicies
cantained in the selected policy package are displayed in the

Novell. | st

Policy Packages: Folicies:
% “) Container Package EE eduled Action Policy
M Server Package 95 Caomputer Printer
&
?é Vq Service Location Package | |52 NT Client Configuration
k) 8 Cornputer Extensible Pc
a Restrict Login

: ‘ﬁ ] B2 ar rliant Canfinpiration
> i 5
\’ Description
Workstation Package - is an NDS object that contains a
callection of palicies relating to warkstations. This policy
package can be associated only with workstations,
warkstation groups, and container ohjects.

| Mext = I Cancel | | Help |

4 Use the default name Workstation Package > click Next.
5 At the summary screen, enable the Define Additional Properties check box > click Finish.

6 In the Properties of Workstation Package window, enable the check box for Remote Control
Policy > click Properties.

Properties of Workstation Package [ %]

Policies + ' Associations | NDS Rights v | Gther | Rightsto Files and Folders | DirshL |
General

Workstation Policies:

Enabled Folicy Schedule
g= Remate Control Palicy

[ @ ‘Warkstation Imaging Policy [HiA

Froperties... Reset.. | Add... | |

Default Package Schedule
Run Daily: MTUWThF start at 05:00PM duration 6 hour{s) 59 minuteds)

Edit... |
Page Options... | QK | Cancel | Apply | Help |

7 On the Remote Management tab, click the Control sub-tab.
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Properties of Workstation Package:Remote Control Policy [ %]

Remote Management | NDS Rights v | Gther | Rightsto Files and Folders | DirshL |
Remote Management

Usethese settings for Remote Management aperations:
General Cantral | View' File Transfer | Remote Execute
[¥ Enable Remote Contral

[ Prarnpt user for permission to remate contral

[ Give user audible signal when remote controlled

o—

[ ive user visible signal when remate controlled

F

[ Allow blanking user's screen

[ Allow locking user's keyboard and mouse

Page Options... | QK | Cancel Apply Help

8 Enable the Enable Remote Control check box.
9 Disable the Prompt User for Permission to Remote Control check box.
10 Disable the Give User Visible Signal When Remote Controlled check box.

By eliminating the prompt for permission to remote control, and the visible signal when
remote controlled, you effectively make this policy enable remote control in "stealth" mode.

11 Enable the Allow Blanking User's Screen check box.
This will also enable the Allow Locking User's Keyboard and Mouse option.
12 Click the View sub-tab.
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Properties of Workstation Package:Remote Control Policy [ %]

Remote Management | NDS Rights v | Gther | Rightsto Files and Folders | DirshL |
Remote Management

Usethese settings for Remote Management aperations:
General' Control View | File Transfer | Remote Execute
[¥ Enable Remote View

[ Prarnpt user for permission to remaote view

[ Give user audible signal when remote viewed

o—

[ ive user visible signal when remaote viewed

o—

Page Options... | QK Cancel Apply Help

13 Enable the Enable Remote View check box.

14 Disable the Prompt User for Permission to Remote View check box.

15 Disable the Give User Visible Signal When Remote Viewed check box.

16 Click OK to save your policy settings.

17 In the Properties of Workstation Package window, click the Associations tab.

18 On the Associations tab, click the Add button.

19 Browse to select the . Workstations.IST.Corp.DigitalAirlines container > click OK.

Properties of Workstation Package [ %]

Policies v | Associations | NDS Rights v | Gther | Rightsto Files and Folders | DirshL |
Azzociations

Associations:

5.I5T.Corp.DA

Froperties... | Add... Remave... |

Page Options... | QK | Cancel | Apply | Help |

20 Click OK to save your changes as the new Workstation Package policy package.
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Remotely Controlling a Workstation

1 Locate a workstation that you have imported into the .Workstations.IST.Corp.DA container.
2 Right-click the workstation > click Actions > click Remote Control.

} Femate Contral - HOMESOD Workstations IST.Corp. DAT0.0.0.51:1 T 61 0 [T 0 P

2 ¥ 8]

Harmehao Tetaly} Headline  Grouptize
zettings.reg  Make Yo,

e N
[z j A oy Lock Keyboard/Mouse e=
i Blank Screen e

Data International  SOEPmojar  *winlSDiss. .. ) Star't Menu o=
Travel Ch... Switch Active App e

! Reboot o=
.—5 .ﬁ! A @ System Key Pass Thru J
1= 4 Navigate S

A A A A A A A A

|

Metwork koo plzh.. SOEProRe... Help s
Minimize S
= Maximize S
| 2 3 E Close (End Session) S
L4 \ J
thaeger liensesztst  cen_updzip  Adobe
Home Acrobat 4

o

FRecycle Bin Resume™3... Eviteme.tst  Application
Explorer

™

il

Current Shortcut to zettings. bt
Projects Wwtings

] B 8]

[ I'-ilrirar Sonnf Ban Muick Heoan

3 When the remote desktop screen displays, maximize the screen and interact with the desktop.
Some ideas for working with Remote Control:

¢ Open an application or file.
¢ Close a running task.
¢ Open the Start menu
¢ Browse the file system.
¢ Log the user off the remote workstation
¢ Shut down the workstation
¢+ Try Remote Control before the user logs in.
4 Close the Remote Control window.
5 Right-click the same workstation > Actions > Remote View.

Notice that this allows you to see the remote machine's screen, but does not allow you to affect
the machine's keyboard or mouse. Because ZENworks for Desktops integrates with

eDirectory, permissions can be controlled to allow different users different levels of access to
manage. For more information on Remote Management access control, refer to the ZENworks
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online documentation on the Novell® Documentation Web site (http://www.novell.com/
documentation).

6 Close the Remote View window.

7 Right-click the same workstation > Actions > Diagnostics.

Workstation Diagnostics [HOMES00.Workstations.IST.Corp.DA]

File Edit Wiew Help

% Diagnostics 1 | Systern Variable Walue

) ThiF CUNINDOWSITEMP

58 Operating System TEMP CWMINDCWWSITEMP
FROMPT %o
winhootdir CUMINDOWS
COMSPEC CUNINDOWSWSOMMAND. COM
PATH COANOVELLWCLIEMT32,CWVINDOWS, CONINDOWSWC OMMAND
MWLANGUAGE  [EMGLISH

=i YWIN3Z Processes CMDLINE W

windir CUNINDOYWS

=85 Metwork

----- M5 Netware Connection

----- 3 novell Client
----- =2 Wetwork Drives

----- Metwork Open Files =

4 » 4 | 2l

IAdmin: Admin. DA Tree: DA_TREE

The Diagnostics tool is a non-intrusive method for snooping out the basic system settings on
a workstation in order to better diagnose workstation problems. All information viewed
through the diagnostics tool is "live" data; that is, it comes directly from the workstation, not
from an inventory database.
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Introduction

Single-Site Inventory Collection

This section of the ZENworks® 3.2 Lab Guide contains the following sections:
¢ “Introduction” on page 87
¢ “Creating the Workstation Inventory Policy” on page 90
¢ “Collecting Inventory for a Workstation” on page 92
+ “Exploring a Workstation’s Inventory Information” on page 93
+ “Reporting and Exporting the Inventory Information” on page 94

+ “Troubleshooting” on page 98

This section takes you through the setup procedure for implementing ZENworks for Desktops
(ZfD) Inventory for a single site. When completed, the ZfD system will automatically collect
hardware and software inventory for imported ZfD workstations.

A subsequent Lab Guide section called "Multi-Site Inventory Collection" will cover how to enable
site-to-site inventory data transfer, also known as "inventory roll-up."

Permanence of This Setup

Dependencies

Requirements

This procedure makes significant configuration changes to the ZENworks components on your
server. All changes to eDirectory™ are easily reversible. However, removing inventoried
workstations from the Sybase* database may require a little more effort.

This procedure is intended to be performed on the base ZfD server for Digital Airlines, according
to the procedures outlined in “Setting Up a ZfD 3.2 Lab Environment” on page 11.

You must also have completed the steps in Chapter 5, “Automatic Workstation Import,” on page
71.

To perform the steps in this lab, you will need:
¢ The DA-02 Windows 2000 Server with ZfD

In particular, you must have installed ZfD with the Sybase database server option (not a
default install setting), and have the ZENworks Inventory server configured as a standalone
server
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+ At least one workstation imported to eDirectory

Connecting the Inventory Server to the Database

Every ZENworks inventory server must be connected to a storage database (either Sybase* or
Oracle*) in order to store and retrieve inventory data. To make this happen, you must create a
Service Location Policy Package before starting your inventory server.

1 Start at your DA-02 Windows 2000 Server > log in to eDirectory as Admin.
2 Start ConsoleOne®.

3 Browse to and select the .Policies.IST.Corp.DA container.
4 Right-click the Policies container > click New > click Policy Package.

5 In the Policy Package Wizard window, select Service Location Package > click Next.

Policy Package Wizard

Choose a policy package to create ar madify. The palicies

cantained in the selected policy package are displayed in the
Noven palicy list.
Policy Packages: Folicies:
2 “3 Container Package §% SMTF Host

S‘;’é "J Server Package ri ZEMwaorks Database
2 - [ I T e et | || SMMP Trap Targets
Py
cﬂ. a =] YWorkstation Packaoe
‘..\\52_\

Description

Service Location Package - is an MDS object that contains a
callection of policies relating to services. This palicy package
can be associated only with container objects.

| Mext = I Cancel | | Help |

6 Keep the name Service Location Package > click Next.

Policy Package Wizard E

Policy Package Mame:

N 0V8 El |Service Location Package

2

B =

Container:
[oicies 15T com DA ‘EE:l
= Back | Cancel | Finisti | Help |
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7 Enable the Define Additional Properties check box > click Finish.

8 In the Properties of Service Location Package window, enable the check box for ZENworks
Database > click the Properties button.

Properties of Service Location Package [ %]

Policies ' Associations | NDS Rights v | Cther | Rihts ta Files and Faiders |
General

Service Location Policies:

Enabled Folicy Schedule
N b4 SMTP Host IR
[ @ SMMP Trap Targets s

ki ZENworks Database

Froperties... | Reset.. |

Page Options... | QK | Cancel | Apply | Help |

9 In the Properties of Service Location Package:ZENworks Database dialog box, click the
directory browser button > browse to the .Servers.IST.Corp.DigitalAirlines container > select
ZfD3InventoryDatabase > click OK > click OK.

Properties of Service Location Package:ZENworks Database [ %]

ZFD Database ' Application Managemert | ZFS Database | NDS Rights + |

ZFD Database DM: lZfDSInventoryDatabase.Servers.IST.Corp.DA

Page Options... | QK | Cancel | Apply | Help |

10 In the Properties of Service Location Package window, click the Associations tab > Add.

11 Browse and select the .Servers.IST.Corp.Digital Airlines container > click OK to return to the
Properties of Service Location Package window.

Properties of Service Location Package

Pdicies | Associations | NDS Rights + | Other | Rights to Files and Folders |
Azzocistions

Associations:

Froperies... | Add... Remaove

Page Options... (0]34 | Cancel | Apply |_|_-

12 In the Properties of Service Location Package window, click OK to save the changes to the
policy package.

13 Restart the ZENworks Inventory service.
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13a On the DA-02 Windows 2000 Server, start the Services Control Panel applet > select the
ZENworks Inventory Service > click Action > Restart.

13b If you are using NetWare®: At the NetWare server command prompt, enter Zf Dst op >
wait for all services to stop > enter Zf Dst art .

Creating the Workstation Inventory Policy

Now that the Inventory Server is ready to receive and store workstation inventory, you can quickly
enable workstations to start scanning and sending their inventory data to the server by using a
Workstation Policy Package.

NOTE: You may have already created a Workstation Policy Package and associated it to your workstation's
container in Chapter 6, “Remote Management,” on page 81. If so, open the existing Workstation Policy
Package's properties, and skip to Step 5.

1 Right-click the Policies.IST.Corp.DA container > click New > click Policy Package.
In the Policy Package Wizard window, select Workstation Package > click Next.
Keep the name Workstation Package > click Next.

Select Define Additional Properties > click Finish.

a A WO N

In the Properties of Workstation Package window, click the Policies tab > select Windows NT/
2000.

Enable the check box for Workstation Inventory > click the Properties button.

Properties of Workstation Package [ %]

Policies + | Associations | NDS Rigkts ~ | Gther | Rights to Files and Folders |

General

v \WINNT-2000_ [IYRmRS Policies:
Win95-95 | -
...... ) Folicy Schedule

[ _% Computer Extensible Palicies Folicy not enahled
[ ﬁ MT Client Configuration Folicy not enahled
[ 5,2 MT Computer Printer Folicy not enahled
[ "51, MT Computer System Policies Folicy not enahled
[ & MT RAS Configuration Folicy not enahbled
] B Remate Contral Palicy INIA
C @ Restrict Lagin i,
[ Windows 2000 Group Palicy Folicy not enahled
[ M Wiorkstation Imaging Folicy INIA,

# \iorkstation Inventory Default Schedule

Froperties... Reset.. | Add... | |

Default Package Schedule
Run Daily: MTUWThF start at 05:00PM duration 6 hour{s) 59 minuteds)

Edit... |
Page Options... | QK I Cancel | Apply | Help |

7 In the Properties of Workstation Package: Workstation Inventory dialog box, browse to select
your ZENworks Inventory Service object. It should be located in the
.Servers.IST.Corp.Digital Airlines container.

8 Enable the Enable Software Scan check box > click OK.
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Properties of Workstation Package:Workstation Inventory [ %]

Workstation Inventory Policy | Policy Schedule | NDS Rights + | Cther | Rights to Files and Faiders |
‘Workstation Inventory Policy

Inventory Service

Select or type the DM of the Inventory Service which the workstation is attached to.

DA-02-NDS_ZenlnvService Servers IST.Corp. DA Browse I

Software Scanning

Custamize the list of software packages to be scanned an the workstation:

Custom Scan Editar... |

Page Options... | QK | Cancel | Apply | Help |

9 In the Properties of Workstation Package window, click the Associations tab > click the Add

button.

10 Browse to select the . Workstations.IST.Corp.DigitalAirlines container > click OK.

NOTE: If you created your Workstation Package in a previous section of the Lab Guide, you may have

already made this association.

Properties of Workstation Package [ %]

Paolicies - | Associations | MNDS Rights | Cither | Right= to Files and Folders |
Aszociations

Associations:

Froperties... | Add... Remave... |

Page Options... | QK | Cancel | Apply | Help |

11 Click OK to save the changes to the Workstation Package policy.
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Collecting Inventory for a Workstation

To expedite the process of collecting inventory, we will now force a workstation to run collect its
inventory and send it to the server. This process usually occurs automatically as a low-priority
thread on all workstations according to the policy schedule.

1 Double-click the Novell Desktop Management icon from the Windows* desktop system tray.
(That's the set of icons in the task bar near the clock. The icon looks like a calendar with a
pencil and a half a clock. In the graphic below, the Novell Desktop Management icon is
second from left.)

NHEGLEE  sozem

2 In the Scheduler - Novell Desktop Management window, you should see your Inventory
policy among any other policies you have enabled. If you do not see your policy, click the
Refresh button and your policy should then appear.

## Scheduler - Novell Desktop Management EHE
Novell.
Action | Mext Run | Last Run | Currently B
% MaL Workstation Azzociatio... ) Scheduler Service Startup  9/4/2001 3:53:05 Ak Yes
§ 04442000 £:10:00 P 9/4/2001 6:11:20 PM ez
%W’orkstation RegistrationsSy...  User Login 94472001 9:52:06 Ak Mo
al | ]

Add... | Eemove | Eroperties... I [jzable | Frum Mav |
Fiefrezh | Cloze |

3 Select the Workstation Inventory: Workstation Policy action.

Observe the value in Next Run column. This indicates when the policy will activate and
inventory will next occur. The schedule shown reflects a randomly selected time within the

default package's schedule.

Now observe the value in Last Run column. This indicates when the policy has most recently
occurred. It will probably indicate Never Been Run Before.

4 Click Run Now to force the policy to occur now. The Currently Running status will change to
Yes.

5 When it switches to No again, proceed to “Exploring a Workstation’s Inventory Information”
on page 93. This may take several minutes, because inventory is scheduled as a low-priority
CPU thread and we chose to inventory software as well as hardware.

NOTE: If you run the workstation import and inventory process on multiple workstations, you will gain
more value from the next two sections.
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Exploring a Workstation’s Inventory Information

1 In ConsoleOne, locate and select the .Servers.IST.Corp.DA container > click the Tools menu

> Configure DB.
Eonfigure ZENworks Database [ =]
Choose a ZENworks Database Ohject: IZfDSInventoryDatabase.SeNers.IST.Corp.DA.DA_TREE Ll Browse

Ok | Cancel | Help |

2 [f your ZENworks Database object does not automatically show up in the drop-down box,
browse to select it > click OK > click OK.

NOTE: Because ZfD 3.2 supports multiple site servers within the enterprise, you must select the specific
inventory server from which you wish to work.

3 Locate and select the . Workstations.IST.Corp.DA container.

4 Locate and select a workstation object in the Workstations container. Right-click the
workstation > select Actions > click Inventory.

The resulting Workstation Inventory window shows the inventory for the specific workstation
you selected to view.

« Workstation Inventory [DA-01.Workstations.IST.Corp.DA] Scan Time:Sep 5, 2001 11:03:12 ... M=l E3

File Edit Wiew Help
a Inventary Information ;I Components § Walues
Chemistry Lithium-ion
=-&3 HardwarefSaftware Inventary Desigh Capacity 2700 rmivatt-hours
- Design Yaltage 14400 Millivalts
®-% General install Date 2101703721
Manufacturer Compag
¥ Software Mame High Capacity Smart
Serial Mumhber A94E451E0FOD
-8 Hardware
- 2 Mouse
----- G2 Kevboard
[+ @) Display
..... & BIOS
----- i Processor
----- =3 Modern
----- & Power Supply
..... m Mernary
-5 Disk =l |
Battery. Hardware ‘ Tree: DA_TREE

5 Explore the Workstation Inventory interface. Specific sections to examine include Hardware
and Software, but the other sections can also provide very useful information such as network
connection information and DMA and IRQ usage information.

When you have finished exploring this interface, close the window and proceed to “Reporting and
Exporting the Inventory Information” on page 94.
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Reporting and Exporting the Inventory Information

Z1fD 3.2 ships with a set of pre-made reports for both Workstation Inventory and information on
the ZENworks Application Launcher. Because there are many pre-made reports, this section will
explore the interface, but it will not cover these reports extensively. After exploring the pre-made
reports, this section explores how ZENworks inventory data can be exported to comma-separated
value (CSV) format for use with any generic reporting tool, such as Crystal Reports.

1 In ConsoleOne, click Tools > ZENworks Reporting.

2 From the Reports window, select Workstation Inventory Lists > Workstation Software
Listing. In the Software Name field, enter Microsoft Exchange%. Leave the Software Version
and Database Site Name fields at the default of %, which is a wildcard character to ensure we
do not further narrow the scope of the report.

Available Reports:

=4 Workstation Inventory Lists | Generates a list of all the waorkstations with the
------ # Software Summary Listing specified Software Mame and Software Version
------ # ‘Workstation BIOS Listing and the total number of such workstations.

------ # ‘Workstation Memaory Listing

------ # ‘Workstation Network Adapter Listing

------ # ‘Workstation Operating Systern Listing

------ # ‘Workstation Processor Listing

------ # ‘Workstation Processor Speed Listing
1

4|

Selection Criteria

Software Mame |Microsoﬂ Exchange%

Software Version |%

Database Site Name |%

Mote: Wildcards are allowed

Run Selected Report I Close | Help |

3 To finish, click Run Selected Report.
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\l'iew Report: Listsoftware [ =]

File Wiew Help

oz « | ul Gl

WorkStation Software Listing

095082001

SOFTWARE  Microsoft Exchange

VERSION 5.4 NUMBER WITH THIS VERSION

10:28:41 Ad

CONTEXT Wiorkstations. IST.Corp.DA SITENAME  DAZsite

[~

WORKSTATION

Da-01

DaA-ACCTGL

DaA-ACCTG2

DA-CLIENTBARE

DA-HRL

REVERENDTED

VERSION 6.0 NUMBER WITH THIS VERSION

CONTEXT Wiorkstations. IST.Corp.DA SITENAME  DAZsite

WORKSTATION

Da-01

3

Fage 1 of 1

4 After viewing the report, click File > Export Report.

5 In the Export Report window's File Name field, type c: \ sof t war er eport > enable the

HTML option > click OK.
File name:
oK
|c:150ﬂwarerep0r1.html ;_'I —
Cancel |
Help |
Expoart as:
Tt
& HTML
" PDF
(o SDF (Standard Data Format)
SDF Delimiter: I

6 Close the View Report:ListSoftware window.
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7 Use a Web browser to open the C:\SOFTWAREREPORT.HTML file that you exported.

HTML is one of four formats to which you can export the pre-made Zenworks Inventory

reports.
¢ Text
¢ HTML

¢+ PDF, which uses the Adobe* Portable Document Format

¢+ SDF (Standard Data Format) uses delimited text file format, which is importable to
various applications. (For example, by exporting to SDF, and then changing the file
extension to CSV, you can open the report with Microsoft* Excel)

For many, the pre-made ZENworks Inventory reports may not cover exactly the data outputs
needed. Custom reports can be made with various utilities, such as Crystal Decisions' Crystal
Reports. To ease the pain of creating ODBC and SQL database queries, Novell® provides an
export tool for use with ZfD inventory.

1 In ConsoleOne, click Tools > Data Export.
2 In the Inventory Database Export window, select Create a New Database Query > click Next.

3 Inthe Database Fields screen, browse to select Workstation > Hardware > Memory > Physical
Memory > Physical Memory Size > click the single right-arrow button to move this item to
the Selected Fields list > click Next.

Inventory Database Export (10.0.0.202) - Database Fields [ %]

Database Fields

N gve " Selectthe database fields you would like to expart
Database fields: Selected fields:
ire =l Physical Memory.Phys
IsE
hoard
20 BIOS

play Adapter
{em 4 |
5

cessor 43 |

nary

Physical Memary 44 |

i Physical Memaony

Wirtual Memaory hd

A JT I T
FPhysical Memary.Physical Memary Size Selected: Yes
= Back | Mext = Cancel | | Help |

4 Click Edit Query > change the equal button (_=¢| ) to not equal (jl ) > OK.

This query ensures that all workstations will be exported, because ZENworks does not
currently support the 68000 processor.
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Find in: | Ea |

[v| Search entire database Clear

Include entries where .. { Processor.Processor Family Mot Equal To 63000 Cancel

Help

didd

=l End 3|

¥ ProcessorProcessaor Family e |

To run the export, the Export Wizard requires a query filter of some sort. We will set up a
query to include all workstations.

5 At the Defined Query window, review your query > click Next > click Next > click Finish.

Inventory Database Export (10.0.0.202) - Define Query [ %]

Defined Query
N Ove " Define the guery to perform on the selected database

Edit Gluery...

Sites:

Find in: Entire Database |

Guery ta perform:

Guery: Include entries where ... { Processor. Processor
Farmily Mot Equal To 68000 )|

= Back | Mext = Cancel | | Help |

6 Inthe Data Export to CSV window, type ¢: \ MyExpor t . csv in the File Name field > click
Export.

Make sure you remember to type C:\ in front of the default CSV name.

E@pata Export to Cs¥ [x]
File name:

|c:1MyExp0r1.csv

_& |
Cancel |

7 Start Notepad > open C:\MYEXPORT.CSV to see the results of the export.

In its raw form, this export example could be used to determine which workstations have
sufficient memory to run specific applications, or a new operating system. By slightly
restructuring the query portion of this procedure, you could use this tool to show only
workstations that need a memory upgrade, and so forth.
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.,J myexport.csy - Notepad !E[ E

File Edit Format Help

workstation_DM, Physical Memory_Physical Memory size(kb) 4]
"Da-01.workstations. IST.Corp.DA", 196608
"REVEREMDTED.workstations.IST.Corp. DA", 98304
"DA-CLIEMTBASE.Workstations. IST.Corp. DA", 196608

"DA-ACCTGL.workstations. IST.Corp. DA, 196608
"DA-ACCTGZ . workstations. IST.Corp. DA", 196608
"DA-HRL.workstations. IST.Corp.Da", 196608

[
Examples
The following graphics are examples of the inventory information you can view.
(E:]
256
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160
Memory 125
=
B4 —
Ballmlim 1 C
30 0 I i A
— L —
= B o g g X
4 [ [ o T O
= ] 5] 4 = & =
E i og o i
4 £ 5 W
] ] i i
124
Workstation Hame
Workstation_DH Phydcal Memory_Physical Memory Size{kb) Workstation_.CH MB
DA-CLIEMTBASE Workstations 15T .Comp DA 32768 DACLENTBASE 3z
DA-ACCTE Workstations 15T Comp DA 43152 DA-ACCTG 43
D01 Wiork stations ST Corp DA B5536 D1A-01 B4
RE WERE MDTE D.Wiotk stations IST. Corp DA, 98304 REVERENDTED 98
DA-ACCTG2 Workstations 15T Comp.DA 196608 DA-ACCTG2 192
DaA-HR1 Workstations |ST.Com D&, 196608 D&AHR1 192
Troubleshooting

Server Log Files and Screens

The ZENworks inventory server logs various processes to screen and file. The server logs errors
to a text file in the following folder:

\da-01\sys\public\zenworks\wminv\logs\invserverlog.txt\zenworksinvservice

The log entries can also be accessed by opening the ZENworks Inventory Server object.
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Properties of DA-01-NDS_ZenInvService E

Invertory Service Chject | Status Report » | MNDS Rights - | Cither | Right= to Files and Folders |
Server Status

Server Status History:

Time of Log Source Message Type Message
August 15, 2001 7:54:29 | |Service Manager Errar 610: Database Location ...
July 31, 2001 1 g _JSerice Manager  IEror Al e Locatian ...

Del:ails [ %]

Time of Log: July 31, 2001 1:16:55 PM PDTI
Source: Service Manager
Message Type: Errar

Message: 610 Database Location Policy is not configured.

Close |

Export... |
Page Options... | I Cancel | | Help |

The server screens are helpful for viewing information in real time.

+ On Windows servers, simply double-click the ZENworks Inventory Server icon in the
Windows system tray. This screen info is also logged to
\WINNT\TEMP\CONSOLELOG.TXT.

+ On NetWare, switch the server to ZENworks Inventory screen by pressing Alt-Esc a few
times. The server screen is named the same as all the other Java* screens.

If you want to reliably switch to the inventory screen, try the java -show command at the server
prompt. This will show you all the available Java processes and their corresponding process
number. Note the number for the inventory process, and then use Alt-Esc to switch through the
available screens. The inventory process number will show up in the upper right corner of the
screen as you switch through them.

NOTE: If you add the -sn"ZENworks Inventory Server" parameter to the Java command line in the workstation
inventory NCF file, the screen will use the name you provide (inside the quotes) instead of the generic Java
screen name. (Note that there is no space between -sn and the opening quote.)

Workstation Log Files

The workstation maintains inventory log files in the ZENERRORS.TXT file, found in the
Windows Temp folder (for example, C:\WINNT\TEMP). The inventory scanner uses this folder
for other files as well, such as the inventory history file (HIST.INI) used for calculating inventory
deltas before sending data to the server.

Locating the Database

ZENworks Inventory will not work until a Database Location Policy has been properly configured
(see “Connecting the Inventory Server to the Database” on page 88.)

A properly functioning inventory server should display the message "Connecting to Database"
after starting, and it should soon display the message "Connected to Database."
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Introduction

A Tool for the Help Desk: The ZENworks
Workstation Browser

This section of Unit 2, Managing the Complete Workstation Life Cycle in the ZENworks® 3.2 Lab
Guide contains the following sections:

+ “Introduction” on page 101

+ “Installing and Using the ZENworks Workstation Browser 3.0” on page 101

The Novell® Cool Solutions Web site provides a diverse array of helpful tools, enhancements and
tips. The ZENworks Workstation Browser has been a popular tool for providing support staff a
quick access to ZENworks workstation management features without using ConsoleOne®. This
procedure demonstrates how to install and use the ZENworks Workstation Browser.

Permanence of This Setup

Dependencies

Requirements

This procedure adds a single a new executable utility to your ZENworks for Desktops Windows*
2000 Server. This procedure makes no changes to the DA_TREE NDS eDirectory tree, or the
workstations you access with the ZENworks Workstation Browser.

This procedure assumes that you have completed sections 5, 6, and 7, because you will be
accessing imported ZENworks workstations, remotely controlling them, and accessing their
inventory information.

To perform the steps in this script, you will need the zenwsbrowser30zfd3setup.zip file from the
Novell Cool Solutions Web site (http://www.novell.com/coolsolutions/zenworks/
downloadables.html#browser).

Installing and Using the ZENworks Workstation Browser 3.0

1 On your ZENworks for Desktops Windows 2000 Server, extract the ZENworks Workstation
Browser download, and start the extracted file ZENWSBrowser30ZfDsetup.exe.

2 In the license agreement window, click Yes > Next > Finish.
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ZEN Workstation Browser 3.0 for ZfD 3.0 Installation Assistant [ %]

Fleaze read the following licence agreement. Please
uze page down to show the whole agreement text.

ZEM ‘workstation Browser ;I
Disclaimer

Thiz program iz provided free of charge and are not supported by
Movell or Movell Congulting. Use these tools at your own rigk.

If you have any comments, problems, wishes etc. please feel free
ta e-mail to hdopp@naovell.com

I
Do you agree to all the conditions of the licence agreement? The
acceptance of the agreement iz a requirement for the installation. [f you
click on "Mo" the installation will be canceled.

< Back | Yes Mo | Help |

3 In the ZEN for Desktops 3 Directory field, enter \DA-01\Sys\ConsoleOne\1.2 > OK.

| ZEN Workstation Browser 3.0 for 2fD 3.0 Installation Assistant [ ]
| Flease specify your name, the compary, and if shown
the zerial number, for which you like to register this
product,
Mame:
LCompary: Diigital Airlines

< Back | Mest » I Cancel | Help |

4 After the installation is complete, close the readme.txt Notepad window.
5 Close the Novell Consulting window (opened by the install process).
6 Click the Start menu > Programs > Novell Consulting > ZEN Workstation Browser 3.0.

7 Use the browser window to open the . Workstations.IST.Corp.IST container > Double-click
the container to show your list of imported workstations.
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E:I‘ ZENworks Workstation Browser 3.0 for 2D3 [_ (D] =]

% MNDS Tree: IDA_TFIEE ZID Inventory Server: I
(@ [Root] —ZEN Specific. ————————— ~MNDS General ————————————
B g 0=D4 Fing “workstation Agent | “Workstation ND'S Infa |

g OU=ADforest

g Ol=Airports Femate Control wWorkstation MDS Inventory |
=" 0U=Corp
=78 0U=I1ST Remate Wiew IP Ping |
; OU=Apps
OU=lmages File: Tranzfer Fiemote wakellp |
OU=Policies
OU=Servers Remaote Execute
OU=warkstations — General Administration:

Diagnostics Change Start Cantext

:‘E} Inventary
-l REVEREMDTED

|
I
I
I
i, DA Chat | Giato Start Contest
I
I
I

Irwentany ey Create Desktop Shortcut

I
I
Save/Clear Start Cortert |
I
I

Search Workstation Dbject

& wiorkstations |

r— 3rd Party

Fiun 3rd party program | Config 3rd party program |

About | Help | ok |

8 From the list of workstations, select a workstation object for which the physical workstation
is powered on and connected to the network > click Remote Control.

9 After the Remote Control window opens, test it > close it.

10 At the top of the ZENworks Workstation Browser window, click the ZfD Inventory Server
selection button. (The button looks like the front face of a satellite dish.)

ZENWSBrowser: ZFD3 Inventory Server Dialog E
=|5T.0U=Carp.0=D4 Use
Savedlse |

Cancel

d

11 Inthe ZENWSBrowser: ZfD3 Inventory Server Dialog window, select your inventory server
from the list > click Save/Use.

12 From the list of workstations, select a workstation object for which the physical workstation
is powered on and connected to the network > click Inventory.

13 Inspect the Inventory for the workstation > close the Inventory window.

Explore other features of the ZENworks Workstation Browser as you like.
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9 Applying Windows 2000 Group Policies to
Workstations

[This section is under construction.]
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Introduction

Automated Workstation Imaging

This section of the ZENworks® for Desktops (ZfD) 3.2 Lab Guide includes the following
subsections:

¢ “Updating to the Current Imaging Engine” on page 108

+ “Enabling a Workstation for ZENworks Imaging” on page 108

¢ “Creating a Simple Workstation Image Object” on page 112

+ “Deploying a ZENworks Base Image to a Workstation” on page 113

¢ “Creating ZENworks Add-On Images” on page 116

+ “Deploying a ZENworks Add-On Image to a Workstation” on page 123
¢ “Setting Up Workstation Policies for Imaging” on page 126

ZfD Imaging is an extremely flexible method for deploying workstation operating systems and
modifying existing operating systems. The information in this section covers the enabling of a
workstation for ZfD imaging, creating a workstation image, and then deploying that image. More
advanced imaging topics are also included.

Permanence of This Setup

Dependencies

Requirements

Throughout this procedure, you will create and modify several objects within the directory. You
will also create and modify several very large file system objects. All changes you make can be
deleted or reversed, with one exception: if you modify your DHCP server for ZENworks for
Desktops Preboot Services, you make a permanent attribute change to the default options of the
Microsoft* DHCP server.

This procedure requires you to have previously performed the tasks included in Chapter 4,
“Manual Workstation Imaging,” on page 65. Additionally, the procedures in this part of the Lab
Guide require that your imaging engine uses the code released on November 21, 2001. This release
is described in “Updating to the Current Imaging Engine” on page 108.

To perform the steps in this script, you will need the following equipment:

* A ZENworks for Desktops 3.2 server, configured according to the information provided in
Chapter 1, “Windows 2000 Server Setup,” on page 13 in Chapter 2, “Installing ZENworks for
Desktops 3.2,” on page 49.
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+ At least one workstation configured according to information provided in Chapter 3, “Setting
Up a Windows 2000 Professional Workstation for Desktop Management,” on page 57.

Updating to the Current Imaging Engine

On November 21,2001, Novell's ZENworks Imaging development team published important new
breakthroughs for ZENworks imaging. Among the work published, the developers included a
significant code revision that is required to complete this lab.

If you have already updated the imaging engine in order to complete the procedure in Chapter 4,
“Manual Workstation Imaging,” on page 65, you do not need to update the imaging engine as
described in the steps below.

1 Download the ZENworks Imaging update file that accompanies the Cool Solutions article
Windows XP Imaging and IDE Performance Enhancements (http://www.novell.com/
coolsolutions/zenworks/assets/zfd-3.20.1.zip).

2 Extract the update file and copy the extracted contents to your server's
D:ANOVELL\PUBLIC\ZENWORKS\IMAGING folder, putting the files in the correct
subfolders according to the Readme file.

Enabling a Workstation for ZENworks Imaging

There are two methods for automating ZENworks Imaging at the workstation.

+ Imaging Option A . This is the traditional, out-of-the-box ZENworks for Desktops method
of installing a ZENworks Imaging Partition, sometimes referred to as "the Linux partition," to
the workstation hard drive. For more information, see “Imaging Option A: Installing the
ZENworks Imaging Partition” on page 108.

+ Imaging Option B. This method uses an add-on product, ZENworks for Desktops 3.2
Preboot Services. For more information, see “Imaging Option B: Using ZENworks for
Desktops 3.2 Preboot Services” on page 109.

If you have installed ZENworks for Desktops 3.2 Preboot Services, we recommend that you
skip Option A and perform the steps in Option B instead.

Imaging Option A: Installing the ZENworks Imaging Partition
If you have a PXE-ready workstation, it is strongly advised that you skip this option and use
“Imaging Option B: Using ZENworks for Desktops 3.2 Preboot Services” on page 109.

WARNING: This procedure will destroy all partition data on your workstation hard drive. Do not perform these
steps on a production workstation, or on any workstation that may have the only copy of important data. Ensure
that you have manually created an image of this workstation following the procedure described in Chapter 4,
“Manual Workstation Imaging,” on page 65.

Use the following steps to create a ZENworks Imaging partition:
1 Select a workstation for ZENworks Imaging.

The closer this hardware is to matching the hardware from which you created your previous
workstation image, the better success you will have with the restored image. Windows* 2000
can usually automatically accommodate minor differences in hardware.
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Imaging Option B:

If your ZENworks Imaging boot media was not created from the November 21, 2001 Cool
Solutions imaging update, then re-create your ZENworks Imaging boot media. For more
information, see “Creating ZENworks Imaging Media” on page 66.

Reboot your workstation with your ZENworks Imaging boot media.
Enter i nst al | at the boot prompt of the ZENworks Imaging version 3.2 text screen.
This command wipes the hard disk of all non-system partitions.

If you are using floppy diskettes as your media, follow the prompts for each floppy disk as
needed.

When prompted to press any key to reboot, remove the ZENworks Imaging media and shut
down your workstation.

Using ZENworks for Desktops 3.2 Preboot Services

If you have already completed Option A, you can skip Option B. Proceed to “Creating a Simple
Workstation Image Object” on page 112.

Ensure that your server and workstations are on an isolated network segment before you use these
steps for imaging a workstation.

1

N~ o a b

Select a workstation with PXE capabilities.

The closer this hardware is to matching the hardware from which you created your previous
workstation image, the better success you will have with the restored image. Windows 2000
can usually automatically accommodate minor differences in hardware.

Boot the workstation and start its BIOS setup program.

The method for entering the BIOS setup program varies per equipment manufacturer and
machine model.

In the workstation’s BIOS Setup program, set the workstation to use PXE > save your new
BIOS settings > exit.

This will also vary from machine model to machine model. It may be phrased “Enable
Network Boot” or may be in the workstation boot order, such as floppy, CD, Hard Disk,
Ethernet.

Power off your workstation.
Switch to your ZENworks for Desktops Windows 2000 server.
Click the Start menu > Settings > Control Panel > Administrative Tools > DHCP.

Open the LabScope DHCP scope and select Configure Options.
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8 pHCP 1H[=] 3

| action  view |J<:= -D|||@|Je§3

Tree I Scope Options
@ DHCP Option Mame | Wendor | alue
= @ da-02[10.0.0,202] e&DDS Riouter Skandard 10.0.0.11
ED Scope [10.0.0.0] LabScope g&ﬂﬂs DNS Servers Standard 10.0.0.202

-{[3) Address Paal #7015 DNS Domain Mame Standard Digitaldirline
() Address Leases
{8l Reservations

B e e Configure Options. ..
Wiew 4

Refresh
Expork List, ..

—_ | i
Configure scope options Help— | |

8 In the Scope Options list, try to find Option 060. If you can find the option, skip to “Creating
a Simple Workstation Image Object” on page 112.

or

Because Option 060 is not standard on Windows 2000, you may need to add it from the
command line. To do so, continue with Step 9.

9 Close the DHCP management console.
10 Open a Windows 2000 command line session (that is, start CMD.EXE).
11 At the Windows Command prompt, enter net sh.
The command prompt will be displayed as net sh>.
12 At the netsh prompt, enter dhcp server.

13 At the dhep server prompt, enter add opti ondef 60 Cl assID STRING 0
PXECQ i ent .

WINNT' System32\cmd.exe

Microsoft Windows 2888 [Version 5.88.21951]
{C> Copyright 1985-2808 Microsoft Corp.

C:s>netsh
netzh>dhcp server
dhcp server>add optiondef 68 ClassID STRING 8@ PHEClient

Command completed successfully.
dhcp serveriguit

C:sexit

14 At the dhcp server prompt, enter qui t > exit.

15 From the DHCP management console, click to open the LabScope DHCP scope > right-click
Scope Options > click Configure Options.
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8 pHCP 1H[=] 3

J Action  Wiew |J = o= | 2 |J g&
Tree I Scope Options
@ OHCP Cption Marne | vendor | value
= da-02[10.0.0.202] 003 Router Standard 10,0.0,11
—J.{Z7] Scope [10,0.0.0] LabScope g&ﬂﬂs DNS Servers Standard 10.0.0.202

Address Pool g&ﬂls DMS Domain Mame Standard Digitalairling
{{D Address Leases
[ Reservations

{5 server Options

Wigw 3

Refresh

Expork List, ..
T |
Hel
Configure scope options ED— |

16 Sclect DHCP option 060 ClassID > click OK.

Scope Options ﬂ E

General | Advanced I

Available Dptions | Description AI
[ 049 % Window System Display Array of 5%
[ 0B4 MIS+ Domain Marne The name o—
[ 065 NIS+ Servers Alistof P a -
| | »
—Data entry
String walue:
FiE Client

QK I Cancel | Lpply |

Option 060 should now appear as a one of the Scope Options in your list.

IS[=] E3

0 pHCp

J Action  Wiew |J¢' -’||>< ||§|Jg§
Tree I Scope Options
@ DHCP Option Mame | Wendor | alue
= da-02[10.0.0.202] 003 Router Standard 10,0.0,11
-] Scope [10.0.0.0] LabScope | | £ 006 DNS Servers Standard 10,0,0,202

Standard Digitalairline
PREClient

Address Pool
@ Address Leases
CE Reservations
@ Scope Options

Skandard

17 Close the DHCP console.
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Creating a Simple Workstation Image Object

Use the following steps to create a simple Workstation Image object.
1 On your ZENworks for Desktops Windows 2000 Server, start ConsoleOne®.
2 [n ConsoleOne, browse to the .Images.IST.Corp.DA container.

3 Right-click the .Images.IST.Corp.DA container > click New > Object > Workstation Image >
OK.

New Object [ %]

Create object in:
®8 DEMO_TREE/mages.|ST.Corp.DigitalAirlines ok

Class:

Template |
i Toaster

{3 User

wolume

T3 WANMANLAN Area

2 Wiorkstation

Cancel

Help

i)

%R winrkstation Group =
b WWorkstation Image ;I

4 In the New Workstation Image window’s Name field, enter Windows 2000 Pro > enable the
Define Additional Properties check box > click OK.

ENew Workstation Image [ %]

Mame: I‘u’\findows 2000 Pra

Cancel |
[v Define additional properties Help |
-

5 In the Properties of Windows 2000 Pro window, click the browse button at the far right of the
Base Image File field.
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Properties of Windows 2000 Professional [ %]

Image Files | General | MDS Rights - | Cither | Right= to Files and Folders |
Image Files

& Use standard imaging

 Use scripted imaging

Base Image File:

Add-on Image Files:

Use File Set:|1

™ Delete the ZEMworks Imaging Partition, if it exists, when bringing down the base image

Page Cptions... | | Cancel | | Help

6 In the Image File Location Window, browse to find your server (DA-
02.Servers.IST.Corp.DA) in the Server field.

7 In the Path field, type D: \ i mages\ w2kpr o. zng.

Image File Location [ %]

Browse for the ZEMwarks Imaging server that you want to use and then specify the full path to the image file an that server:

Server. [DA-02-NDS Servers 15T Carp.DA

Fath: |d:1images‘tw2kpr0.zmg :_'I

QK Cancel Help |

NOTE: Make sure that this path is valid. Open the D:\IMAGES folder and verify the filename. This image
file was created in Chapter 4, “Manual Workstation Imaging,” on page 65.

8 Click OK > OK.

Deploying a ZENworks Base Image to a Workstation

Use the following steps to deploy a ZENworks base image to a workstation.

1 On your ZENworks for Desktops Windows 2000 Server, in ConsoleOne, browse to the
.Workstations.IST.Corp.DA container.

2 Double-click the workstation object that corresponds to the physical workstation for which
you enabled automatic ZENworks Imaging in “Updating to the Current Imaging Engine” on
page 108.

3 In the Properties window for the workstation object, click the ZENworks Imaging tab > click
the Configuration page.

4 Sclect Put an Image on this Workstation on Next Boot > select Use this Image Instead of the
Effective Policy Image or Multicast Session check box > browse to and select the Workstation
Image object called Windows 2000 Pro.Images.IST.Corp.DA > click OK.
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Properties of DA-HR 1 [ %]

ZEHworks Imaging ~ ’ ZEMwarks - | hemberships | Security Equal Ta Me | Metwork Address | Uszer History | R{ EE
Configuration

r Take an image of this warkstation on next boot

' B

[7 Use Compression

=
o
o

¥ Putanimage on this workstation on next boot

i Use this image, instead of the effective policy image or multicast session:

Page Options... | QK | Cancel | Apply | Help |

WARNING: The attributes you have just set on the workstation object will destroy all data on the
workstation at its next reboot. The image that you selected will restore a working operating system on the
workstation.

5 Reboot the target workstation and allow the workstation image to restore. After the
workstation has been restored with a working operating system, proceed to Step 6.

6 On your ZENworks for Desktops Windows 2000 Server, in ConsoleOne, browse to the
.Workstations.IST.Corp.DA container.

7 Double-click the workstation object that corresponds to the physical workstation that you just
re-imaged > click the ZENworks Imaging tab > click the Configuration page.

Properties of DA-HR 1 [ %]

ZEHworks Imaging ~ ’ ZEMwarks - | hemberships | Security Equal Ta Me | Metwork Address | Uszer History | R{ EE
Configuration

r Take an image of this warkstation on next boot

| &

[7 Use Compression

=

r

r

r Put an image on this workstation on next hoot |

= Use this image, instead of the effective policy image or multicast session:
I‘u’\findows 2000 Prodmages. |ST.Corp. DA

Page Options... | QK Cancel Apply Help
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Note that the Put an Image on this Workstation on Next Boot check box was automatically
disabled by the ZENworks Imaging process.

Troubleshooting

This troubleshooting section includes the following information:
¢ “General Troubleshooting” on page 115
+ “PXE Troubleshooting” on page 115

+ “Imaging Partition Troubleshooting” on page 116

General Troubleshooting

Your workstation must have an identity in the ZENworks Image Safe Data (ZISD) store (boot
sector 6 on your hard drive). Use the following steps to check the ZISD data:

1 Boot the workstation from your imaging media.
2 At the boot prompt, enter the following command:
manual
3 At the bash# prompt, enter the following command:
imgi z
4 Verify that the ZISD data is present and correct.

ZISD information is populated by the Novell® Client™ ZENworks Imaging Service component.
If you do not have the Imaging Service installed on your workstation, imaging by workstation
name will fail.

If a blue screen appears on Windows 2000 or Windows NT after rebooting from an image, your
image may have been created from workstation hardware that is significantly different from the
workstation hardware to which you restored the image.

The Windows NT Hardware Abstraction Layer (HAL) makes the Windows NT* and Windows
2000 operating systems not portable between unlike hardware systems. This is not just a problem
with using imaging software—the same problem would result from moving a physical hard drive
from one system to another.

PXE Troubleshooting

Try booting from your imaging media and using the Auto option at the boot menu. If imaging fails,
then follow the steps in “Imaging Partition Troubleshooting” on page 116.

If imaging works, it is likely that your PXE implementation has a problem. Try the following
strategies to investigate the problem:

+ From the Start menu, click Programs > PXE > Monitor PXE Services > Stop All Services >
Start All Services.

+ Make sure that DHCP is running.
+ Make sure that Option 060 is properly added and is being served on your DHCP scope.

+ Make sure that your workstation is attempting to boot from network via PXE.

Automated Workstation Imaging 115



¢ Check the physical workstation ZISD identification. The following message may be displayed
if your physical workstation’s ZISD identification does not match the workstation object you
are assigning to re-image:

No extended information avail abl e

Imaging Partition Troubleshooting

Make sure your ZENworks Imaging media specifies the correct address for your server
(10.0.0.202) in the SETTINGS.TXT file.

Creating ZENworks Add-On Images

Add-on images are a powerful but little-understood tool within the ZENworks Imaging arsenal.
Add-on images do not re-create the partitions on your workstation, but they add data to existing
partitions.

To further their potency, add-on images can also change registry settings on an existing
workstation operating system.

Add-on images are a powerful pre-boot alternative to using traditional ZENworks Application
Launcher (NAL) methods for making workstation changes.

In this section, you will create an add-on image file for adding ConsoleOne to a local workstation.
Because there is a Windows Registry setting to indicate the local path to the ConsoleOne
executable, you will also export and manually edit a registry file to accompany the ConsoleOne
application data.

This section includes the following information:
* “Preparing the Windows Registry” on page 116
¢ “Building an Add-On Image for the C Drive” on page 118
* “Creating an eDirectory Object for the C Drive Add-on Image” on page 121
¢ “Building an Add-On Image for the D Drive” on page 122

Preparing the Windows Registry
The following steps will help you to get the Registry files in order.

1 Start REGEDIT.EXE.

2 Seclect the following Registry Key:
HKEY LOCAL MACHINE\SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSI
ON\APP PATHS\CONSOLEONE.EXE.
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& Reqgistry Editor

Registry  Edit  Wiew FEavorites Help

My Computer A | | MName Type | Drata
{10 HKEY _CLASSES_ROOT (Default) REG_SZ diinovelliconsoleonel 1. 2ibintConsoleCne exe
{2 HKEY_CURRENT_USER DisplayName REG_SZ consolel
-0 HKEY_LOCAL_MACHINE [R¥]Majorversion REG_DWORD 0x00000001 (1)
Sg ;':;DWARE MinorVersion REG_DWORD 000000002 (2)
(2 SECURITY Path REG_SZ diinovelliconsoleonel 1.2
HD SOFTWARE Revision REG_DWORD 000000004 (4}
#-{1 Alps

{21 ATI Technologies

{1 Classes

{1 cClients

{1 InstalledOptions

{3 INTEL

{1 Intel Corporation

{1 Interviden

=2 Microsoft

D Active Setup

EID Windows

E| D Currentiersion
-2 AdminDebug
D App Management

-
3 1| |

4]
|My ComputertHEEY _LOCAL_MACHINEVSOFTWARE \MicrosoftiWwindows\CurrentersiontApp PathsiConsoleOne, exe

sl

3 Click the Registry menu > click Export Registry File.
4 Save the file to your Desktop as CIPATHD.REG.

Export Registry File HE

Save jn: I m Desktop j

r-A My Documents
= My Computer
5E My Metwork Places

File name: I:Z‘I athD. REG j Save
=l

[ s |
Cancel |

Save as ype: IHegistration Filez

Export range
Al
' Selected branch

IH KEY_LOCAL_MACHIMENSOFTWARE \Microsoftwindows\Currentyersion’\App Pathg\ConzoleOne.

5 Close the REGEDIT utility.

NOTE: You now have a registry file from a workstation that had ConsoleOne installed to the D drive. This
means that the registry will specify that ConsoleOne is on drive D.

You will now edit the file to specify drive C instead, and save the file with a new name.
6 On your Windows desktop, right-click the CIPATHD.REG file > click Edit.

7 In the CIPATHD.REG - Notepad window, change all D:\ references to C:\. There should be
two such references.
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& C1pathD.REG - Notepad [_ (O] x|
File Edit Format Help
windows Registry Editor version 5.00

[HKEY_LOCAL_MACHINENSOFTWARE M crosoftiywindowsh\Currentversionhapp PathshConsoleone. exe]
"Path"="d:\novel T\ \consoleonass1. 2"

E="d:"NnovelTyhNconsoleoneyh1. 28s\binvwConsoleone. exe"
"DisplaynName"="consolel"

"Majorversion"=dword: 00000001
"minorversion"=dword: 00000002
"Revision"=dword: 00000004

Kl ¥

8 Save the file to the Desktop as CIPATHC.REG > close the CIPATHC.REG file > close
Notepad.

You now have two .REG files on the desktop. The CIPATHC.REG file references the C drive as
the path to ConsoleOne. The CIPATHD.REG file references the D drive as the path to
ConsoleOne. Keep both files on the desktop as you build the add-on images.

Building an Add-On Image for the C Drive

Use the following steps to build add-on images:

1 On the ZENworks for Desktops 3.2 Windows 2000 server, start ConsoleOne > click the Tools
menu > ZENworks Utilities > Imaging > Image Explorer.

2 From the Image Explorer, click to open the Untitled object > click the Partition 1 object > click
the Create Folder button.

&° Image - ZENworks Image Explorer

M=l B3
File Edit ¥iew Image Tools Help
O H k@ %
[
There are no items to dizsplay
KN o
Create a new directory atthe selected location I_IWI— b

3 In the Create Directory dialog box, type Novel | > click OK.

Create Directory E

Diirectory Mame:
INoveII

()8 I Cancel |

4 Sclect the new Novell folder > click the Add Folder button.
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&° Image - ZENworks Image Explorer !E[E
File Edit ¥iew Image Tools Help

O H ok BE % i

E- S Untitled Hame I
== Partition 1 ] ]
R el There are no items to display

KN 2
Add a directory to the current image LI S

5 In the Browse for Folder dialog box, browse to and select D:\NOVELL\CONSOLEONE >
click OK.

Browse for Folder EHE

Pick wour directory:

E---::‘fj Desktop
-2y My Documents
EI@ My Computer
= Local Disk (C:)
EQ Data (D)

| v

-] zenworks
-] WINNT
]-@ Compact Disc (E:)

A2 B Blebiicrk Plares LI

[8]4 I Cancel |

NOTE: You now have the ConsoleOne files in the add-on image. You will now add a registry file to make
ConsoleOne work on drive C when pushed from this add-on image.

6 From the ZENworks Image Explorer Image menu, click Add Registry File.
7 Browse to the desktop > select the CIPATHC.REG files > click Add.

Add Files To Image

Look in: I :__*fj Desktop

r-A My Documents
= My Computer

File name: IE‘I pathC.REG Add

Files of type: | Registy Files (*reg) | Cancel |

NOTE: Now that the image is ready to be pushed to a workstation’s C drive, you are ready to make one
other change to the image for further flexibility. If you push this image to a workstation’s D drive (instead

of C) the registry file would be incorrect. Therefore, this file should be excluded when pushing the add-on
to the D drive.

ZENworks Imaging makes this an easy task by using “file sets.” File sets give you the ability to push an
image file using a file set number, and exclude specific files based on that file set number. In the next step,
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you will exclude the registry file from file set 2. Subsequently, if you were to push this add-on image to
any partition other than the C drive, you would use file set 2, which excludes the registry file.

8 From the ZENworks Image Explorer, select the \PROGRAM
FILES\ZENWORKS\IMAGING folder > right-click the CIPATHC.REG file > select File
Sets > Exclude from Set 2.

IS[=] E3

& ConsoleOne.zmg - ZENworks Image Explorer
File Edit Yiew Image Tools Help
DEHE 3|,
E@ D:imagesiConsoleOne, zmg
El-=2 Partition 1

There are no items to dizsplay

M-[_] consoleone

Edit...

Delete Del Exclude from Set 1
Undelete Exclude from Set 2

Exclude from Set 3
Extractj N Exclude From Set 4
Properties

Exclude from Set 5
Exclude from Set 6
Exclude from Set 7
Exclude from Set 8
Exclude from Set 9
Exclude from Set 10

—

4

Include this file or directory in file set 2

NOTE: This exclusion could also be performed at the specific file level. However, in the case at hand,
excluding the whole folder structure where the registry file has been placed makes more sense. You will
leverage this exclusion from file set 2 in “Scripted Imaging” on page 130.

9 In the Image — ZENworks Image Explorer window, click the Save button > save the Image as
DAIMAGES\CITEMP.ZMG.
&° Image - ZENworks Image Explorer !E[ E
File Edit ¥iew Image Tools Help
O HE|ck @ %
E@ Untitled | | Mame | o
EQ REave|y [ Certd anager. bt
E‘D Horvell D cobraCerthd anager. st —
ED Consolelne [ ConsoleOre.exe
ED 1.2 D Conzole0ne. policy
D Conzole0neD oz exe
D CopyPal.exe
[ DClient.di
D desktop.exe
5 1 [ desktop.ini
g +| | desktop3.exe -
« | _F' < | _F'
Save the active image file l_ LI b
NOTE: Add-on images are not compressed by default. Depending on your bandwidth and CPU speed,
compression may give a significant performance boost. Low-powered CPUs may be slow with high
compression and compression becomes much less important with greater bandwidth.
10 From the Tools menu, click QuickCompress > browse to specify CITEMP.ZMG as your

Image File to Compress > type ConsoleOne.zmg in the Save Compressed Image As field >
enable the Optimize for Space option > click Compress.

11 In the Save Compressed Image As field, type consol eone. zny.

12 Click Optimized for Space > click Compress.
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QuickCompress [ %]

Image File to Compress:

ID:\Images\E‘I Temp.zmg Browse... |

Save Compressed Image As:

IEonsoleD ne.zmg Browse... |

Compreszion Level
" Optimized for Speed

" Balanced [recommended)

' Optimized for Space

LCompress I Cancel |

13 When the image finishes compressing, close the ZENworks Image Explorer.

14 Delete the CITEMP.ZMG file. (Do not delete the CONSOLEONE.ZMG image file.)

Creating an eDirectory Object for the C Drive Add-on Image

Use the following steps to create a Novell eDirectory™ object for the add-on image:
1 From ConsoleOne, browse to the .Images.IST.Corp.DA container.
2 Right-click the .Images.IST.Corp.DA container > click New > Object > Workstation Image >

OK.
Create object in:
®8 DEMO_TREE/mages.|ST.Corp.DigitalAirlines ok

Cancel
Template
i Toaster
{3 User
wolume
T3 WANMANLAN Area
2 Wiorkstation
%R winrkstation Group =
b WWorkstation Image ;I

il

Help

3 In the New Workstation Image dialog box Name field, type ConsoleOne C > select Define
Additional Properties > click OK.

IENew Workstation Image [ %]

Mame: |ConsoIeOne_C

Cancel |
[v Define additional properties Help |

r

4 In the Properties of ConsoleOne C dialog box, click the Add button.
5 In the Image File Location dialog box, browse to select the DA-02 server for the Server field.
6 In the Path field, type D: \ i mages\ Consol eOne. zng > click OK.
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Image File Location [ %]

Browse for the ZEMwarks Imaging server that you want to use and then specify the full path to the image file an that server:

Server: |DA—D2-NDS.Servers.IST.Corp.DA :_'l

Fath: |D:Iimages‘tConsoleOne.zmg :_'l

QK Cancel Help |

NOTE: The image object specifies which file set to use with the add-on image. This feature allows you
to represent a single image file as several different image objects using different file sets. In the case of
the image you are using, the C1PATHC.REG registry file is flagged to be excluded from File Set 2. You
will leave this image object set to use File Set 1, so the .REG file will be included.

7 Click OK to close the Properties of ConsoleOne C image object.

Properties of ConsoleOne_C [ %]

Image Files | General | NDS Rights + | Other | Rights to Files and Folders | DirxL |
Image Files

& Use standard imaging

 Use scripted imaging

Base Image File:

Add-on Image Files:

(DA-02-MDE) DihimagesiConsoleOne zmy

| Add... | Modify... I Remove

Use File Set:ll

™ Delete the ZEMworks Imaging Partition, if it exists, when bringing down the base image

Page Options... | QK Cancel Apply Help

Building an Add-On Image for the D Drive

So far, you have created an add-on image file for putting ConsoleOne on a workstation’s C drive
and updated a relevant registry key. You also created an image object in the directory. As part of
your tasks, you prepared the ConsoleOne image file for use on any partition by excluding the
registry file changes from File Set 2.

However, if you were to put the ConsoleOne image into a partition other than the C drive, you
would not get the appropriate registry changes integrated so that the target workstation recognizes
where its local installation of ConsoleOne can be found.

The following steps are to create an add-on image file for handling the registry when you put the
CONSOLEONE.ZMG image into a D drive.

Imaging registry changes are integrated by the ZENworks Imaging Service, a ZENworks agent
installed with the Novell Client (Client32™). The ZENworks Imaging Service only integrates
registry changes found on the Windows system drive (usually C:\), so you need to create a separate
add-on image from the main CONSOLEONE.ZMG file. You will then script the images as
explained in “Scripted Imaging” on page 130.
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1 Start the ZENworks Image Explorer again. (ConsoleOne > Tools > ZENworks Utilities >
Imaging > Image Explorer.)

This will provide you with a new, empty image to work on.
2 In the Image — ZENworks Image Explorer window, click the Image menu > Add Registry File.

3 In the Add Files To Image window, browse to the desktop and select the CIPATHD.REG file
> click OK.

Add Files To Image EHE
Look in: I :__*fj Desktop |‘j( Ed-

r-A My Documents

= My Computer

{2 1y Netwark Places
A | C1pathc RES
‘C1pathD.REG

File name: IE‘I pathD REG Add

Files of type: | Registy Files (*reg) | Cancel |

4 Click the File menu > Save As > enter D:\IMAGES\C1PATHD.ZMG for the filename > click
Save.

5 Close the ZENworks Image Explorer.

NOTE: Because you will use this image file with scripted imaging, you do not need to create a
Workstation Image object to represent it in the directory.

6 Delete the two .REG files from the server desktop.

Deploying a ZENworks Add-On Image to a Workstation

Use the following steps to deploy the ZENworks add-on image (one you previously created) to a
workstation:

1 On your ZENworks for Desktops Windows 2000 Server, in ConsoleOne, browse to the
container . Workstations.IST.Corp.DA.

2 Double-click the workstation object that corresponds to the physical workstation for which
you enabled automatic ZENworks Imaging in “Updating to the Current Imaging Engine” on
page 108.

3 In the Properties window for the workstation object, click the ZENworks Imaging tab > click
the Configuration page > select the Put an Image on this Workstation on Next Boot check box
> select the Use this Image Instead of the Effective Policy Image or Multicast Session check
box > browse to and select the .ConsoleOne C.Images.IST.Corp.DA workstation image
object > click OK.
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Properties of DA-HR1 [ %]

ZEHworks Imaging ~ ’ ZEMwarks - | hemberships | Security Equal Ta Me | Metwork Address | Uszer History | R{ EE
Configuration

r Take an image of this warkstation on next boot

| B
[7 Use Compression
IS
-
-
¥ Putan image an this wirkstation on next boot
i Use this image, instead of the effective policy image or multicast session:

Page Options... | QK | Cancel | Apply | Help |

NOTE: The attributes you have just set on the workstation object not destroy the data on the workstation
at its next reboot. Add-on images merely inject new data into an existing disk partition.

4 Reboot the target workstation and allow the workstation image to restore. After the image
process completes, proceed to Step 5.

5 After the workstation reboots into Windows, log in as .Admin.DA and inspect the C: drive to
confirm that CANOVELL contains the new ConsoleOne data.

6 Use REGEDIT.EXE to verify the entries in the HKLM > Software > Windows >
CurrentVersion >AppPaths > ConsoleOne.exe key.

Combining a Workstation Base Image and an Add-On Image

Use the following steps to combine a workstation base image and an add-on image:
1 On your ZENworks for Desktops Windows 2000 Server, start ConsoleOne.
2 In ConsoleOne, browse to the .Images.IST.Corp.DA container.
3 Right-click the .Images.IST.Corp.DA container > click New > Object > Workstation Image >

OK.
Create object in:
*§ DEMO_TREEAmages. |ST.Corp Digitalairines OK |
s Cancel |
Template |
) Toaster Help |
@ User —
wolume
T3 WANMANLAN Area
2 Wiorkstation
%R winrkstation Group

Ll

b WWorkstation Image
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4 In the Name field of the New Workstation Image dialog box, type W2Kpr oConsol eOne >
select the Define Additional Properties check box > click OK.

IENew Workstation Image [ %]

Mame: I‘u’VEKproConsoleOne

Cancel

[v Define additional properties Help
-

il

5 In the Properties of W2KproConsoleOne window, click the browse button at the far right of
the Base Image File field.

6 In the Server field of the Image File Location dialog box, browse to find your server (DA-
02.Servers.IST.Corp.DA) > type D: \ | mages\ w2kpr 0. zng in the Path field > click OK.

Image File Location [ %]

Browse for the ZEMwarks Imaging server that you want to use and then specify the full path to the image file an that server:

Server. [DA-02-NDS Servers 15T Carp.DA

Fath: |d:1images‘tw2kpr0.zmg :_'I

QK | Cancel | Help |

7 In the Properties of W2KproConsoleOne page, click Add.

8 In the Server field of the Image File Location dialog box, browse to and select the DA-02
server > in the Path field, type D: \ i mages\ Consol eOne. zng > click OK.

Image File Location [ %]

Browse for the ZEMwarks Imaging server that you want to use and then specify the full path to the image file an that server:

Server: |DA—D2-NDS.Servers.IST.Corp.DA :_'l

Fath: |D:Iimages‘tConsoleOne.zmg :_'l

QK | Cancel | Help |

This image object now combines a base image and an add-on image for use in a single
imaging session.

9 Click OK to close the Properties of W2KproConsoleOne window.
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Properties of W2KproConsoleDne [ %]

Image Files | General | NDS Rights + | Other | Rights to Files and Folders | DirxL |
Image Files

& Use standard imaging
 Use scripted imaging
Base Image File:

|(DA-02-NDS) diimagesw2kpro.zmg :_'I
Add-on Image Files:

(DA-D2-MDE) diimag onsoledne zmg

| | Add... Modify... Remove

Use File Set:|1

" Delete the ZEMworks Imaging Partition, if it exists, when bringing down the base image

Page Options... | QK Cancel Apply Help

Setting Up Workstation Policies for Imaging

Use the following steps to set up workstation policies for imaging:
1 In ConsoleOne, browse to the .Policies.IST.Corp.DA container.

NOTE: You may have already created a Workstation Policy Package and associated it to your
workstation's container in Chapter 6, “Remote Management,” on page 81, or in Chapter 7, “Single-Site
Inventory Collection,” on page 87. If so, open the existing Workstation Policy Package’s properties and
skip to Step 5.

2 Right-click the Policies.IST.Corp.DA container and select New > Policy Package.
3 In the Policy Package Wizard, select Workstation Package > click Next.

4 Keep the name Workstation Package > click Next > enable the Display Details After Creation
check box > click Finish.

5 In the Properties of Workstation Package page, select Workstation Imaging Policy > click
Properties.
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Properties of Workstation Package E

Policies + ' Associations | NDS Rights + | Cther | Rights ta Files and Faiders |
General

Workstation Policies:

Enabled | Palicy Schedule

v EE Remate Control Policy A,

Reset... | Add... | REmye:. |

Default Package Schedule
Run Daily: MTUWThF start at 05:00PM duration 6 hour{s) 59 minuteds)

Edit... |
Page Options... | QK | Cancel | Apply | Help |

6 In the Properties of Workstation Package: Workstation Imaging Policy page, click the Image
Selection tab > Add.

7 In the Use This Image field of the New Image Selection Rule dialog box, select the Windows

2000 Pro image object > in the When the Following Conditions are Met fields, select Hard
Drive Size > less than (<) > 2048 > click OK.

Use this Image:
I‘u’\findows 2000 Prodmages. |ST.Corp DA
when the following conditions are met:
Harddrivesize || |< x| [zoas | =l
CPU o -

— t - -
e Jcantains = [ |
Metwark Jcantains = [ =]
Sound card -
Hard drive controller |conta|ns —I I I —I
MAC address Jcantains = [ |
IP Address — -
Hard drive size |conta|ns LI I

Rule Description:

Hard drive size = 2048 MB

QK | Cancel | Help |

This rule in the imaging policy will cause the Windows 2000 Pro image object to be restored
on any system with less than a 2 GB hard drive. See “Image Selection Policy Tips” on page
129 for information on how to effectively use the other hardware criteria options.

8 In the Properties of Workstation Package: Workstation Imaging Policy page, click the Image
Selection tab > Add.

9 In the Use This Image field of the New Image Selection Rule dialog box, select the
W2KproConsoleOne image object > in the When the Following Conditions are Met fields,
select Hard Drive Size > greater than or equal to (>=) > 2048 > click OK.
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ENew Image Selection Rule [ =]

Use this Image:

IW2KproC0nSOIeOne.Images.IST.Corp.DA :_'I
when the following conditions are met:

|Hard drive size x| == x| |z048 | =l
[eF0 =l fomane = | =
[eF0 =l fomane = | =
[eF0 =l fomane = | =
[eF0 =l fomane = | =
[eF0 =l fomane = |

Rule Description:

Hard drive size == 2048 MB

[o]'4 Cancel | Help |

The rules you have created will now select a simple base image for workstations with smaller
hard drives, and a base image plus an add-on image for workstations with larger hard drives.

Properties of Workstation Package:Workstation Imaging Policy

General v | Image Selection ~ ' NDS Rights v | Gther | Rights to Files and Folders | DirshL |
Rules

Image selection rules will be applied in the order they appear here:

Rule Image
Hard drive size = 2048 WMB Windows 2000 Pro.lmages. |ST.Corp DA
Hard drive size == 2048 MB W2kproConsoleOne.lmages. |ST.Corp DA

Page Options... | QK | Cancel | Apply | Help |

10 Click OK to save the changes to the imaging policy.

11 In the Properties of Workstation Package page, click the Associations tab. Ensure that the
.Workstations.IST.Corp.DA container is listed. If it is not, add it to the list > click OK to save
the changes to the Workstation Package.

NOTE: Because the Image Selection policy is part of a workstation package, it will only affect
workstations that have previously been imported. Automatic imaging for non-imported workstations is
covered in “Scripted Imaging” on page 130.

12 Use ConsoleOne to browse to the container . Workstations.IST.Corp.DA.

13 Double-click the workstation object that corresponds to the physical workstation for which
you enabled automatic ZENworks Imaging in “Updating to the Current Imaging Engine” on
page 108.

14 In the Properties page of the workstation object, click the ZENworks Imaging—Configuration
tab > enable the Put an Image on this Workstation on Next Boot check box > disable the Use
this Image Instead of the Effective Policy Image or Multicast Session check box > click OK.
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Properties of DA-HR1 [ %]

ZEHworks Imaging ~ ’ ZEMwearks - | hemberships | Security Equal Ta Me | Metwork Address | User History | R{ EE
Configuration

r Take an image of this warkstation on next boot
Ve e EnE &St
| Bl

7 Use Compression

® CpiimizeforSneed
S Ealaroed
S Cptimize o S haEce
¥ Putanimage an this wirkstation on next boot

r Use this image, instead of the effective policy image or multicast session:
|ConsoIeOne_C.Images.IST.Corp.DA :_'l

Page Options... |

Cancel | Apply | Help |

NOTE: The attributes you have just set for the Workstation object will re-image the workstation according
to the effective Workstation Policy Package for this workstation.

15 Reboot your target workstation and allow the imaging session to complete > log in and verify
that the workstation contains the correct data set from the image object selected by policy.

Image Selection Policy Tips

Most environments will have many workstation types that require different base images. To
effectively use Image Selection policies, you will need to use criteria other than hard drive size.

The ZENworks Imaging Engine is responsible for identifying system hardware during the image
selection process, so for an image to be selected, such as on CPU and sound card types, you must
specify these in your policy the same way that the Imaging Engine detects them.

Fortunately, there is an easy way to find out what the Imaging Engine detects on each platform. By
booting from your ZENworks Imaging media and entering manual mode, you can enter the i g

i h command (I for information, H for hardware) to see the exact details of what the ZENworks
Imaging Engine detects.

Another helpful command for the ZENworks Imaging Engine is the previously-mentioned i g i
z command (z for ZENworks Image Safe Data (ZISD), which is the workstation ID stamped to
the hard disk). This information can help you to troubleshoot a workstation that is not picking up
the correct policy.

The ZISD information can be cleared with the ZISCLEAR.EXE DOS utility, or through a
Windows registry key (HKLM > SOFTWARE > Novell > ZENworks > ZISWIN Clear=1). More
information on this process is available in Troubleshooting Workstation Imaging in the
Workstation Imaging section of the 7Troubleshooting guide.
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Scripted Imaging

Use the following steps to automatically perform workstation imaging.

1 From ConsoleOne on your ZENworks for Desktops Windows 2000 Server, browse to the
.Images.IST.Corp.DA container.

2 Right-click the .Images.IST.Corp.DA container > New > Object >Workstation Image > OK.

Create objectin:

*§ DEMO_TREEAmages. |ST.Corp Digitalairines OK |
s Cancel |
Template -

i Toaster Help |
@ User —
wolume

T WANMAN:LAN Area

2 Wiorkstation
%R winrkstation Group

o
b WWorkstation Image ;I

3 In the Name field of the New Workstation Image dialog box, type Scri pt ed W ndows
2000 Pr o > select Define Additional Properties > click OK.

EHew workstation Image [ %]

Mame: |Scripted Windows 2000 Pro

Cancel |
[v LCiefine additional proparties Help |

N Create anntheriarketatinm rHane

4 In the Properties of Scripted Windows 2000 Pro dialog box, select Use Scripted Imaging >
enter the following lines of text into the image script field.

The following lines delete all partitions:

inmg pdl

img pd2

img pd3

i mg pd4

The following lines create a 2 gigabyte DOS partition (C:) and set it active:
img pcl FAT16 2040

img pal

The following line creates a second partition (D:) to fill the drive and formats it to use the
FAT32 file system:

img pc2 FAT32

The following line inserts the Windows 200 Pro base image data as an add-on into the C:
partition:

img rp 10.0.0.202 //da-02/d:/images/ WKpro. zng al:pl
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The following line inserts the ConsoleOne image data into D: using file set 2, which excludes
the ConsoleOne registry settings for use with the C: drive:

img rp 10.0.0.202 //da-02/d:/inmages/ Consol eOne. zng al: p2 s2

The following line inserts the ClpathD image file to C:, where the ZENworks Imaging
Service client component can integrate the ConsoleOne registry settings to recognize
ConsoleOne on drive D:

img rp 10.0.0.202 //da-02/d:/images/ Clpat hD.zng al: pl
8 Verify the script you have entered for accuracy > click OK.

Properties of Scripted Windows 2000 Pro [ %]

General | NDS Rights + | Gther | Rights to Files and Folders | DirxhL |

 Use standard imaging
& Lse scripted imaging
img pdl
img pd2
img pd3
img pdd

img pcl FATLE 2040
img pal

img pc2 FAT3Z
img rp 10.0.0.208 //da-02/d:/images/WzKpro.zmg al:pl
img rp 10.0.0.202 //da-02/d:/images/Consolelne.zong al:ipd s2

img rp 10.0.0.202 //da-02Z/d:/images/ClpathD. zng

Page Options... | Cancel Help

Troubleshooting

Imaging scripts are intended to execute with a minimum of feedback at the target workstation. This
makes it challenging to root out errors in your scripts. When creating imaging scripts, it can be
extremely helpful to insert pauses between tasks by adding these lines:

echo Press Enter
read ans

Longer scripts may have issues executing because of a bug in the original proxy server code that
fails to send the long script to the target workstation. The result is that the Imaging Engine
prematurely finishes, without executing any commands and displaying a cheery “Operation
Successful” message. (That message is a lie. Don’t believe it.) At the time of this publication,
Novell is releasing a fix in file ZD32NWB.EXE on the Novell Support Web site (http://
support.novell.com/cgi-bin/search/searchtid.cgi?/2961527.htm).

NTEFS partitions are a different challenge. Microsoft has three versions, all supported by
ZENworks. Because Microsoft frequently changes the NTFS version and sub-version code,
Novell only pre-formats NTFS partitions. To make an NTFS partition that you create with the IMG
command work properly, you would need to image a valid NTFS partition and insert it as an add-
on image to a partition created by the ZENworks Imaging engine.
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Example Script

The first line of the script pre-formats a 4 GB NTFS partition:

I MG PC2 NTFS 4096

The second line of the script injects NTFS information into NTFS partition:
I MG RP 10.0.0.202 //DA-02/D: /1 mages/ NTFSi nage. zng al: p2

Until the NTFS formatting information is put into a pre-formatted NTFS partition, the NTFS
partition will not accept any other file system data.

For more information on using commands in image scripts, refer to the ZENworks for Desktops
3.2 online documentation (http://www.novell.com/documentation/lg/zdfs/index.html).

Using the Server Policy for Imaging

The ZENworks Server Policy Package has several settings for helping to customize your
ZENworks Imaging environment. The server’s Imaging policy can assign static IP addresses to re-
imaged workstations, and assign Windows networking parameters such as Workgroup name or the
prefix for the unique workstation name.

Although most elements of the Imaging policy are helpful and benign, be careful of the Image
Selection Criteria. This looks the same as the Image Selection Criteria we used within the
Workstation Policy Package, but it has one key difference: when enabled, the server-based Image
Selection policy enforces its rules on every unregistered workstation that connects to the server. In
this case, “unregistered workstations” includes workstations that have been imported into the
directory but do not have the ZENworks Imaging Service client agent installed.

This can be devastating if you have PXE enabled on unregistered workstations and a server policy
that forces a re-image on loosely-defined criteria. Therefore, as a rule, never enable the server
Image Selection Criteria on a production network segment unless you fully understand exactly
what you are doing.

The server-based Image Selection Criteria is the perfect tool for your workstation build lab, which
of course should be on its own isolated segment. Using the Server policy, you could hook up a
number of workstations, and set a server policy to invoke a multicast session, a complex scripted
image, or various combined image types.

Use the following steps to set up the server policy for imaging:
1 Inn ConsoleOne, browse to the .Policies.IST.Corp.DA container.

2 Right-click the Server Package object > click Properties. (This object was created in Chapter
5, “Automatic Workstation Import,” on page 71.

3 In the Properties of Server Package window, enable the Workstation Imaging Policy check
box > click Properties.

4 In the Properties of Server Package:Imaging Server Policy window, double-click the Image-
safe Data tab > select Windows Networking.

132 ZENworks for Desktops 3.2 Lab Guide


http://www.novell.com/documentation/lg/zdfs/index.html
http://www.novell.com/documentation/lg/zdfs/index.html

Properties of Server Package:Imaging Server Policy0004 E

General v| Image Selection

: Image-safe Data ECurity | MDS Rights | Cther | Right= to Files and Folders K EE

| IP Assignment Log

IP Configuration

Computer Mame Prefix

" Make the computer a member of the following workaroup:

Page Options... | I Cancel | | Help |

5 On the Image-safe Data — Windows Networking tab, type DA- for the Computer Name Prefix
> select the Make the Computer a Member of the Following Workgroup check box > enter
WORKGROUP  for the workgroup name.

Properties of Server Package:Imaging Server Policy [ %]
General » | Image Selection | Image-gafe Data ~ | Security | MDS Rights - | Cither | Right= to Files and Folders K EE
‘Wincowes Metworking
Computer Mame Prefix |DA—

[V Make the computer a memhber of the following workaroup:

[WORKGROUP

Page Options... | I Cancel | | Help |

The settings you have made will now only affect workstations that don’t already have their
ZISD information. Workstations with ZISD information will keep their workstation
NETBIOS name and workstation object ID.

6 Click the Image Selection tab > click Add.

7 In the New Image Selection Rule window, browse to select the Scripted Windows 2000 Pro
image from the Images.IST.Corp.DA container > set the When the Following Conditions are
Met parameters to Hard Drive Size > 0 > click OK.

Use this Image:
|Scripted Windows 2000 Pro.lmages. |ST.Corp. DA
when the following conditions are met:
|Hard drive size LI |> LI |D | LI
|CPU LI |contains LI | | LI
|CPU LI |contains LI | | LI
|CPU LI |contains LI | | LI
|CPU LI |contains LI | | LI
|CPU LI |contains LI |
Rule Description:
Hard drive size = 0 MB

QK Cancel Help
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10

11
12

Troubleshooting

WARNING: These rules will cause all ZENworks Imaging-enabled workstations served by your Lab
Scope segment to re-image at their next reboot. Proceed with extreme caution!

Click OK > OK to save all the changes to your Server Package.

Reboot the ZENworks Imaging-enabled workstation that you want to re-image. Allow the
workstation to complete its re-imaging process.

NOTE: Because we have set up an Image Selection Rule in the Server Package, we do not need to set
the workstation object to re-image. This will happen automatically for workstations, imported or not.

After the workstation re-images, log as Admin.DA and inspect the system.
+  Make sure that the NTFS partition was created, and that it contains the ConsoleOne data.

¢ Open REGEDIT.EXE and check to see that the ConsoleOne.exe registry key
(HKLM\Software\Windows\CurrentVersion\AppPaths\ConsoleOne.exe) is set to your
D: drive.

Start ConsoleOne from your workstation.

Remove the image selection criteria from the Server Package’s Workstation Imaging policy.

Properties of Server Package:Imaging Server Policy [ %]

General » | Image Selection | Image-safe Data + | Security | MDS Rights - | Cither | Right= to Files and Folders{ EE
Rules

Image selection rules will be applied in the order they appear here:

Rule Image

Hard drive size = 0 MB Scripted Windows 2000 Pro.lmanes.|ST.Corp.DA

Add... Froperties

r Force down a base image to a warkstation, even if it matches the last base image used for that workstation

Page Options... | | Cancel | | Help |

NOTE: By removing all image selection criteria from the server policy, you eliminate additional boot time
for PXE-enabled workstations. When criteria exist in the server policy, PXE must boot the imaging engine
in order to read the rules, even if the rules effectively exclude the specific workstation that is booting. This
only applies to the server policy, and indicates yet another reason why the Imaging Server Policy’s Image
Selection Rules should be used only on isolated, special-use segments.

If your workstation does not re-image from the server policy and you want it to, it may be because
the workstation has been registered by the ZENworks Imaging Service, and therefore is protected
as a managed workstation. That means you’ll need to clear the ZENworks Image Safe Data on the
hard disk. A fast way to do this is to create a DOS bootable floppy, put ZISCLEAR.EXE on it, and
run ZISCLEAR.EXE from a DOS boot. ZISCLEAR can be obtained from the Novell Support Web
site (http://support.novell.com/cgi-bin/search/searchtid.cgi?/2957610.htm).
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