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About This Guide

This ZENworks Command Line Utilities Reference includes information to help you use Micro Focus
ZENworks utilities such as zman, zac, and zeninfocollect.

The information in this guide is organized as follows:

+ Chapter 1, “ZENworks Command Line Utilities,” on page 7
¢ Chapter 2, “ZENworks Diagnostic Center,” on page 207
+ Chapter 3, “Troubleshooting ZENworks Command Line Utilities,” on page 211
+ Chapter 5, “Guidelines for Working with Zman,” on page 219
Audience

This guide is intended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks Configuration Management is supported by other documentation (in both PDF and HTML
formats) that you can use to learn about and implement the product. For additional documentation,
see the ZENworks documentation Web site.

About This Guide
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ZENworks Command Line Utilities

The following sections give information on the Micro Focus ZENworks command line utilities:

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support for Windows Primary Server.

¢+ “zman(1)” on page 8

+ “zeninfocollect(1)” on page 145

+ “zac for Windows(1)” on page 147
¢ “zac for Linux(1)” on page 169

+ “zac for Macintosh(1)” on page 200

ZENworks Command Line Utilities
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zman(1)

Name

zman - The command line interface to manage Micro Focus ZENworks products, including Asset
Management, Configuration Management, Endpoint Security Management, and Full Disk
Encryption.

Description

The zman command line interface provides quick access to most ZENworks management operations.
By utilizing zman commands in scripts, you can automate many ZENworks management tasks.

The following sections provide information about all of the commands provided for the ZENworks
products. The commands apply to all products, with the following exceptions:

+ ZENworks Asset Management commands: Apply only to ZENworks Asset Management.

*

ZENworks Bundle commands: Apply only to ZENworks Configuration Management.

*

ZENworks Imaging commands: Apply only to ZENworks Configuration Management.

*

ZENworks Endpoint Security Management commands: Apply only to ZENworks Endpoint
Security Management.

*

ZENworks Full Disk Encryption commands: Apply only to ZENworks Full Disk Encryption.

Syntax

zman <cat egory>-<conmmand> [-options] [argunents]

In general, zman commands have both a short form and a long form. The long form is assembled in
the form category-action. For example, the command r egi strati on- | i st lists all registrations in
a registration folder. There are many commands, but most of them are easy to remember because
they are grouped under categories (workstation, server, bundle, policy, administrator, registration,
etc) and most actions (list, create, modify, delete) to perform on them are common.

The abbreviated form of each command uses one letter from each word in the long form. In this
manner, admni n- 1 i st is shortened to al . There are some exceptions to this rule to maintain the
uniqueness of the short names. For example, bc is the short form of bundl e- cr eat e, and bcp is
the short form of bundl e- copy.

A command takes options and arguments. Options can be specified anywhere in the command.
Arguments are dependent on position.

Options

Options are of two types: switches and flagged options. Both have a short and long form. The short
form is preceded by a single hyphen and the long form is preceded by two hypens. For example, -n
and --namefilter are the short and long forms of a flagged option used to filter the display of results
by name for the bundle-list command.

ZENworks Command Line Utilities
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Switch: A parameter that does not take any value. Its presence alone conveys the meaning. For
example, specifying the -recursive switch in bundl e- | i st indicates that the contents of the
subfolders should also be displayed.

Flagged Option: This parameter is used to set a value for an option. The value is given followed by a
space or equals sign after the short or long flag of the option.Example: zman bundl e-li st -
nanefilter "bundl e*" -r

Arguments

Arguments for a command are usually ordered in the same way as the command itself. For example,
for server - add- bundl e, the server is named first and the bundle second.

Guide to Usage

This section contains a guide to general command formatting and conventions.

Administrators

Every action in zman is governed by the access limitations of the administrator. The initial
Administrator account created during the initial installation has rights to all objects. Additional
administrator accounts you create are granted read-only rights by default. These accounts must
be explicitly granted rights to any objects they are to manage.

Help

The zman command line interface provides help at several levels. Pipeline the help through the
operating system's native nor e command for scrollable output.

+ At the highest level, lists all the categories of commands available in zman and the global
options for the commands.

Example: znman

+ At the all category level, lists all the commands available in zman organized by categories
(workstation, server, bundle, policy, etc.).

Example: zman -h
+ For each category, lists the commands available specific to that category.
Example: zman policy /?

+ At each command level, gives usage, detailed help, and examples for a particular
command.

Example: zman policy-list --help
+ -h, and--hel p are the various help options available.
Folders

If no folder is specified for commands that take a folder argument, the command targets the
root folder. To specify a folder path, list each folder from the root separated by a forward slash
(/). For example, if you have a folder named f ol der 1 in the root, containing a subfolder
named subf ol der 1, you would reference this folder as f ol der 1/ subf ol der 1. Each
specified folder must already exist.

ZENworks Command Line Utilities
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Mandatory and Optional arguments

Arguments enclosed inside parentheses ( ) are mandatory and those enclosed by square
brackets [ ] are optional.

Ellipsis (...)

An ellipsis indicates that a command accepts multiple entries of the last argument type. The
arguments must be separated by space or commas, depending on the command. For example:

zman server-add-bundl e [options] (server) (bundle) [...]

The ellipsis indicates that ser ver - add- bundl e can accept multiple bundles. In the command
level help, the multiple entry argument help is given as [ (bundl e) (bundl e). ..
(bundl e)] for more clarity.

All commands that have multiple entries of the last argument also have the -f | - - f ol der
option. This option is convenient if all the entries of the argument are under the same folder.
The path of the entries are calculated relative to this folder path. For example:

zman server-add-bundl e serverl bundl ef ol der/ bundl el bundl ef ol der/
bundl e2

can also be given as:

zman server-add-bundl e server bundl el bundl e2 --fol der bundl ef ol der

Path of the ZENworks Objects

If the argument required is the path of a ZENworks object, the path must be specified relative to
the root folder of that object separated by a forward slash (/), unless it is specified in the
command help to enter the absolute path. For example:

zman server-add-bundl e serverfol der/server bundl ef ol der/ bundl el
where the absolute paths of the arguments are:

/ devi ces/ servers/ serverfol der/server and/ bundl es/ bundl ef ol der/ bundl el

Exporting Objects to a File

You can use the zman commands such as bundl e- export-to-file, policy-export-to-
file,andsettings-export-to-filetoexportbundles, policies, and settings definitions
respectively to a specified file in the XML format. The file is created with the specified name and
file extension. If the file extension is not specified, the . xml extension is added by default. You
can use these files to create bundles, policies, and settings.

zman Service

You can now run zman as a service. Running zman as a service enables you to execute zman
commands in service mode, which reduces the execution time for the commands.

The zman service commands are grouped within the shell category and are as follows:

+ “zman shell-start-as-service (ssas) [options]” on page 10
+ “zman shel | -stop-service (sss)” on page 11
+ “zman shell-status (ssts)” on page 11

zman shel |l -start-as-service (ssas) [options]

Starts the zman service.

ZENworks Command Line Utilities
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Accepts the following options:

-s or --servicePort: Specify the port for the zman server to run. The default port is 2020

Zman

shel | - st op-service (sss)

Stops the zman service.

Zman

shel | -status (ssts)

Displays the zman service status.

To run zman commands as a service, you must do the following:

+ Before starting the zman service, run the zman admi n- st or e- credenti al (asc) command
to save the credentials. The zman service uses the saved credentials to run the zman commands
in service mode.

+ If you choose to run any zman command that requires file paths in service mode, you must
specify the complete file path instead of the relative file path. By default, the working directory
is initialized to the location where the zman service is started.

+ If you are running zman as a service, ensure that the service is restarted after completing
system update on the server.

The following zman commands run as separate processes even when the zman service is up and

running:

zman shel | - st op-servi ce(sss)

zman adni n- creat e(ac)

zman adni n-store-credential (asc)

zman certificate-authority-export(cae)
zman certificate-authority-inport(cai)

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support for Windows Primary Server.

List of Commands

+ “Asset Management Commands” on page 13

+ “Audit Settings Commands” on page 14

+ “Administrator Commands” on page 15

+ “Assignments Commands” on page 17

+ “Batch Command” on page 18

+ “Bundle Commands” on page 19

+ “Bundle Settings Commands” on page 34

+ “Certificate Authority Commands” on page 36

¢ “Credential Commands” on page 37

+ “Contents Commands” on page 38

+ “Database Commands” on page 39

+ “Deployment Commands” on page 40

ZENworks Command Line Utilities 11
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+ “Discovery Commands” on page 41

+ “Dynamic Group Commands” on page 42

+ “Endpoint Security Management Commands” on page 43
+ “Full Disk Encryption Commands” on page 45
+ “Feature Commands” on page 47

+ “Hotlist Command” on page 47

+ “Intel AMT Commands” on page 48

+ “Imaging Command” on page 49

+ “Inventory Commands” on page 50

+ “License Commands” on page 51

+ “Location Commands” on page 52

+ “Message Commands” on page 56

+ “Network Environment Commands” on page 57
+ “Mobile Device Commands” on page 60

+ “Object Commands” on page 66

+ “Primary Server Commands” on page 67

+ “Policy Commands” on page 67

+ “Policy Settings Commands” on page 75

+ “Patch Commands” on page 76

+ “Query Commands” on page 76

+ “Queue Commands” on page 77

+ “Registration Commands” on page 79

+ “Role Commands” on page 82

+ “Ruleset Commands” on page 84

+ “Satellite Server Commands” on page 90

+ “Server Commands” on page 97

+ “Settings Commands” on page 110

+ “Security Commands” on page 112

+ “Subscription Commands” on page 113

+ “System Update/Product Recognition Update Commands” on page 116
+ “User Commands” on page 120

+ “Workstation Commands” on page 129

+ “Global Options” on page 138

+ “Security” on page 139

+ “Files” on page 140

+ “Exit Codes” on page 140

+ “ZeUS Commands” on page 143
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Asset Management Commands

These commands are used to load purchase record files and refresh the compliance engine. They
apply only to ZENworks Asset Management.

+ “asset-managenent -i nport-contract|amc (-f|--fileNane=Filepath)” on
page 13

+ “asset - managenent - | oad- pur chase-record (am pr)” on page 13

+ “asset - managenent - ref resh- conpl i ance-data (anrcd)” on page 13

I[Sangeeta: Added new amic command for 11.2 RC1- edit complete]

asset - managenent -i nport-contract|anmic (-f|--fileNanme=Fil epath)

Imports a contract to a file. The command queues the import task to be processed by the
loader. The loader then loads the contracts from the file.

The command is asynchronous, which means that zman returns immediately and does not wait
for the import to be complete. This is because the command might run for a long time. You can
check the progress of the import by viewing the log file created by the command.

Accepts the following option:
-f, --filename=[File path]: Specify the full path of the comma-separated (. csv or . t xt) file to
be imported.
asset - managenent - | oad- pur chase-record (amn pr)

Loads a purchase record file. The Purchase Record Loader looks for the purchase record file to
load on the primary server in the folder ZENWORKS_HOME/ t enp/ Pur chaseRecor dl nport/
upl oaded. If you have not yet used the Purchase Record Loader from ZENworks Control Center,
you need to create this folder.

This command is asynchronous, which means zman returns immediately and does not wait for
the command to complete. This is because the command may run for a long time. You can
check the status of this process from ZENworks Control Center.

asset - managenent -ref resh-conpl i ance-data (anrcd)
Runs the software compliance engine to refresh the software license compliance data.

This command is asynchronous, which means zman returns immediately and does not wait for
the command to complete. This is because the command may run for a long time. You can
check the status of this process from ZENworks Control Center.

ZENworks Command Line Utilities 13
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Audit Settings Commands

These commands are used to import and export audit configuration details. Audit commands begin
with audi t - in the long form, or with the letter a in the short form. The following commands accept
the option flags listed in the Global Options section. In addition, they accept individual options as
listed with each command.

+ “audit-settings-export-to-file|asetf [-s|--source=source device or
device folder path] [-a|--auditEventStatus=Event status] [-t]--
type=Type] [-e|--effective] (XM file path) [<settings nane>
<settings nane>... <settings nane>]” on page 14

e “audit-settings-inmport-fromfile (asiff)[options] (XM file path)
[destination device or device folder path][...]"” on page 14

I[Prem: Bug 867816: Inputs provided by Asif]

audi t-settings-export-to-file|asetf [-s|--source=source device or device
folder path] [-a]--auditEventStatus=Event status] [-t]|--type=Type] [-¢|--
effective] (XM file path) [<settings name> <settings nane>... <settings
nane>|

Exports change and agent audit event settings to an XML file for a zone, device folder or device
level.

-s, --source=<source device or device fol der path>:Path of the device or device
folder relative to / Devi ces from which settings have to be exported. If not specified, settings
will be exported from the Management Zone level.

-a, --auditEvent Status=<Event st atus>:Event status enabl ed, di sabl edorall.
Defaultisal I .

-t, --type=<Type>: The event type can be Agent Event s, ChangeEvent s or al | . The default
valueisal | .

-e, --effective:If specified, the effective settings will be retrieved, else only the settings
defined or overridden at the source path will be retrieved.

(XM fil e path):Thefile into which the settings data will be stored in XML format. If the file
does not exist a new file is created.

[settings nanme][...]:Names of the settings to be exported. If not specified, all settings
will be exported. If specified, the effective settings will be retrieved, else, only the settings
defined or overridden at the source path will be retrieved.

audit-settings-inport-fromfile (asiff)[options] (XMLfile path) [destination device or
device folder path]|...]

Imports change and agent audit event settings from an XML file, for a zone, device folder or
device level.

(XML file path): XML file containing exported settings information. Use audit-settings-
export-to-file (asetf) to export settings information into an XML file.

[destination device or device folder path][...]:Path of the device or device
folder relative to / Devi ces on which settings have to be set. If not specified, settings will be
set at the Management Zone level.

ZENworks Command Line Utilities

£20Z 1snbny 8T (ua) sAsoop



Administrator Commands

These commands are used to create and manage administrator accounts. Administrator commands
begin with adm n- in the long form or the letter a in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.
+ “adm n-cl ear-credential (acc)” on page 15
+« “adm n-create (ac) <administrator or user> [options]” on page 15
¢ “adm n-del ete (ad) <ZENworks administrator nane> [...]” on page 15
¢ “admin-list (al) [options]” on page 16

e “admin-list-roles (alr) <ZENworks adnini strator name> [options]” on
page 16

¢ “adm n-renanme (ar) <ZENworks adm ni strator nane> (new nane)” on
page 16

¢ “adm n-rights-del ete (ard) <ZENworks admi nistrator nane> [options]
[obj ect path]” on page 16

¢ “admin-rights-info (ari) <ZENworks adm ni strator name> [ obj ect pat h]
[options]” on page 16

e “adm n-rights-set (ars) <ZENworks adm ni strator name> [rights
category] [object path] [...] [options]” on page 16

+ “adm n-store-credential (asc) <ZENworks adm ni strator nane>" on

page 17

adm n-cl ear-credential (acc)
Clears the ZENworks username and password stored by using the adni n- st or e- cr edent i al
command. It is always safer and is a good practice to delete the stored credentials after you are
finished executing the commands.

adm n-create (ac) <adm nistrator or user> [options]
Creates a ZENworks administrator account.
(administrator or user) - Name of the administrator or full path of a user in a user source.

Accepts the following options:

-f, --fullname=[full name] - Full name of the ZENworks administrator.

-a, --assign-same-rights - Gives the new administrator the same rights as the administrator who
executes this command.

The command prompts for the password of the administrator, to avoid entering the password in
clear text. If the administrator account is based on a user, it uses the same credentials defined in
the user source so the command does not prompt for the password.

adm n-del ete (ad) <ZENworks admi ni strator name> [...]
Deletes a ZENworks administrator account.

(ZENworks administrator name) [...] - Name of the ZENworks administrator. The wildcard * can
be used in the object names if it is enclosed in quotation marks. Exercise caution while using
wildcards for deleting objects.

ZENworks Command Line Utilities 15
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adm n-list (al) [options]
Lists all ZENworks administrator accounts.
Accepts the following options:

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
admn-list-roles (alr) <ZENworks admi ni strator nane> [options]

Lists roles assigned to a ZENworks administrator account.

Accepts the following option:

-l, --longnames - Displays names for the rights. By default, the abbreviated form of the rights

name is displayed.

adm n-renane (ar) <ZENworks adm ni strator name> (new nane)

Renames a ZENworks administrator account.
adm n-rights-del ete (ard) <ZENworks admini strator name> [options] [object
pat h]

Deletes rights assigned to a ZENworks administrator account.

[object path] [...] - Full path of the ZENworks object, starting with a forward slash (/).

Accepts the following option:

-c, --category=[rights category] - Name of the category within which the rights are grouped. To
see the list of categories, run zman admi n-ri ghts-set --help | nore.

adm n-rights-info (ari) <ZENworks admi nistrator nanme> [object path]
[ opti ons]

Displays rights assigned to a ZENworks administrator account.
[object path] [...] - Full path of the ZENworks object, starting with a forward slash (/).

Accepts the following options:

-c, --category=[rights category] - Name of the category within which the rights are grouped. To
see the list of categories, run zman admni n-ri ghts-set --help | nore.

-e, --effective - Displays the effective rights of the administrator. Effective rights include rights
inherited from roles assigned to the administrator. If this option is not specified, rights
assigned directly to the administrator are displayed.

-1, --longnames - Displays names for the rights. By default, the abbreviated form of the rights
name is displayed.

NOTE: This command lists the rights assigned to the administrator account. However, to list the
rights for an administrator group account, the object path should not be included in the
command.

adm n-rights-set (ars) <ZENworks adm nistrator nane> [rights category]
[object path] [...] [options]

Allows or denies rights for a ZENworks administrator account.

ZENworks Command Line Utilities
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[rights category] - Name of the category under which the rights are grouped. To see the list of
categories, run zman admin-rights-set --help | nore.

[object path] [...] - Full path of the ZENworks object, starting with forward slash (/), on which
the rights should be enforced. To view the root folders of the allowed object types for which
rights can be assigned within each rights category, run zman admi n-ri ghts-nodify --
help | nore.

Accepts the following options:

-a, --allow=[right][...] - A comma-separated list of long or short names of the rights to be
allowed. To view the rights for each category, run zman adm n-ri ghts-set --help |
nor e.

-A, --allow-all - Allows all rights of the Rights category.

-d, --deny=[right][...] - A comma-separated list of long or short names of the rights to be denied.
To view the rights of each category, run zman adm n-rights-set --help | nore.

-D, --deny-all - Denies all rights of the Rights category.

-f, --folder=[folder name] - Full path of a folder. If specified, the path of the objects is
determined relative to this folder. This can be used to specify multiple objects under the same
folder.

-H, --help - Displays detailed help about the categories of rights available, and the long and
short form of rights names within each category. If a category name is specified, help is
provided for that category.

adm n-store-credential (asc) <ZENworks admi nistrator nane>

Stores the ZENworks username and password for use with every command so credentials need
not be entered for every command. The credentials are stored on the home directory of the
logged-in user and are used only for that logged-in user. In Linux, ensure that the user has a
home directory. If you share the same machine login with other ZENworks administrators, you
must clear your credentials by using the admi n- cl ear - cr edent i al command after you are
finished executing commands.

Assignments Commands

These commands are used to compute assignments for all devices in the zone. Assignment
commands begin with assi gnnent s- in the long form, or with the letter a in the short form.

All of the commands below accept the option flags listed in the Global Options section.

+ “assi gnnment s- conmput e- ef f ecti ve-assi gnments (area)” on page 17
+ “assi gnment s- bundl e- st at us-reconpute (absr)” on page 17

assi gnnent s- conmput e- ef f ecti ve-assi gnnents (area)

Performs effective assighnment computation for all managed devices in the zone.

assi gnnent s- bundl e- st at us-reconput e (absr)

Computes the bundle assignments status for all managed devices in the zone.

ZENworks Command Line Utilities 17
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Batch Command

The batch command is a utility command used to execute a list of zman commands from a text file.
The commands are executed faster because logging into ZENworks is done only once and not for
every command. Batch commands begin with bat ch- in the long form, or with the letter b in the
short form.

This command accepts the option flags listed in the Global Options section. In addition, it accepts
individual options as listed with the command.

+ “patch-execute (bex) (file path) [...] [options]” on page 18

bat ch-execute (bex) (file path) [...] [options]

Executes zman commands from text files in a batch (not to be confused with Windows batch
files).

(file path) [...] - The path of the text files containing zman commands to be executed. Lines
starting with #, rem REM ; and// are considered as comments, and are not processed. For a
sample file, refer to Bat chExecut eConmands. t xt located in:

On Windows: %ZENSERVER_HOMVE% M cr o
Focus\ Zenwor ks\ shar e\ znan\ sanpl es\ bat ch

On Linux: / opt / m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bat ch

Accepts the following option:

-e, --exit-on-failure - Stops executing the commands and exits if a command fails partially or
totally. A command is said to partially fail for commands that take multiple arguments when
the processing of one or more of the arguments was not successful. For example, for
bundl e- del et e, the command is said to partially fail if one of the arguments could not be

found or deleted. By default, the commands in the file are executed continuously without
checking for failure.

Examples:
+ To execute zman commands in multiple files:
zman bex c:\filetxt c:\filetxt
The files are executed in the order of input.
+ To execute zman commands in multiple files but exit when a command fails:
zman bex /home/userl/filel /home/userl/file2 -e

The files are executed in the order of input.

ZENworks Command Line Utilities
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Bundle Commands

These commands are used to create, modify and manage bundles. Bundle commands begin with
bundl e- in the long form, or with the letter b in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command. These commands apply only to
ZENworks Configuration Management.

+ “bundl e- add- acti ons (baa) (bundle path) (action XM. file) [...]
[options]” on page 20

+ “pundl e-assign (ba) (device or user type) (bundle or bundle group)
(device or user object path) [...] [options]” on page 21

+ “pundl e-copy (bcp) (bundle path) (bundle nane) [destination fol der
path] [options]” on page 22

+ “pundl e-create (bc) (bundle nane) (bundle XML file) [parent fol der]
[options]” on page 23

+ “pbundl e-del ete (bd) (bundle object path) [...][options]” on page 24

+ “pundl e-del et e-version (bdv) (bundle path) [bundle version nunber]
[options]” on page 24

+ “pbundl e-di sable (bdl) (bundle path) [...] [options]” on page 24
¢ “pbundl e-enabl e (bel) (bundle path) [...] [options]” on page 24

+ “pundl e-export-actions (bea) (bundle path) (XM. file path) (action
set type) [action's positions] [...]” on page 25

+ “pbundl e-export-to-file (betf) (bundle path) (XM file path) [version
of the bundle][-c|--export-content]” on page 25

+ “pbundl e-fol der-create (bfc) (folder nane) [parent folder] [options]”
on page 25

¢ “pbundl e-group-add (bga) (bundle group path) (bundle path) [...]
[options]” on page 26

+ “bundl e- group-create (bgc) (group nanme) [parent folder] [options]”
on page 26

+ “bundl e- group- mrenbers (bgm (bundle group path) [options]” on
page 26

+ “bundl e- group-renove (bgr) (bundle group path) (bundle path) [...]
[options]” on page 26

¢ “bundl e-i ncrement-version (biv) (bundle path) [...] [options]” on
page 26

+ “bundl e-list (bl) [options] [folder]” on page 26

+ “bundl e-list-actions (bla) (bundle path) [action set type]” on
page 27

+ “bundl e- i st-assignnents (blas) (bundle or bundle group) [options]”
on page 27

+ “bundl e-list-groups (blg) (bundle path) [options]” on page 27
¢ “bundl e-list-version (blv) (bundle path)” on page 27
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“bundl e- nove (bnv) (bundl e object path) [destination fol der path]”
on page 27

“bundl e-renove-actions (bra) (bundle path) (action set type)
[action's positions] [...]" on page 28

“bundl e-renane (br) (bundl e object path) (new nane) [options]” on
page 28

“bundl e-rel ocate-actions (brla) (bundle path) (action set type)
(Target action set type) [<action's positions> <action's
positions>,...,<action's positions>]" on page 28

“bundl e-reorder-actions (broa) (bundle path) (action set type)
(current position) (new position)” on page 29

“bundl e- sandbox- create (bsc) (bundle path) [version of the bundl €]
[options]” on page 29

“bundl e- sandbox- publ i sh (bsp) (bundle path) [options]” on page 29

“bundl e- sandbox- publ i sh-t o- newbundl e (bsptn) (original bundle path)
(new bundl e nane) [parent folder] [options]” on page 30

“pund| e- sandbox-revert (bsr) (bundle path)” on page 31

“bundl e- unassi gn (bua) (device or user type) (bundle or bundle
group) (device or user object path) [...] [options]” on page 31

“bundl e- updat e- assi gnnent (bupa) (device or user type) (bundle or
bundl e group) (device or user object path) [...] [options]” on
page 31

“bundl e- vi ew- advanced- depl oynent - st at us (bvads) (bundl e path)
[options]” on page 32

“bundl e- vi ew assi gnnment - schedul e (bvas) (device or user type)
(bundl e or bundl e group) (device or user object path)” on page 33
“bundl e-vi ew- sunmary-totals (bvst) (bundle path) [options]” on
page 33

“l'i nux-export-actions (lea) (Action Type) (Action XM. File path)
(Content Files location Path) [options]” on page 34

“bundl e- appdat a- cal cul ati on (bac) (bundle path or bundle GU D)
[...]” on page 34

bundl e- add- acti ons (baa) (bundle path) (action XM. file) [...] [options]

Adds actions to a bundle.

(action XML file) [...] - The XML files that contain information for actions to be added. The
actions are grouped under one of these action sets: Distribution, Install, Launch, Verify,
Uninstall, Terminate. The XML file contains an Act i onSet element that contains information of
actions to be added for an action set. Multiple XML files can be given as input to add actions to
different action sets of the bundle. The XML files can be created by exporting actions of an
existing bundle using the bundl e- export - act i ons command.

Accepts the following option:
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-a, --actioninfo=[content and dependency for actions] - XML file containing content and bundle
dependency information for actions that have file content or dependency on another bundle.
For example, forI nstal |l Ml Acti on, the MSI file to be installed is the file content.
Install Bundl e Acti on takes another bundle as dependency so this data also needs to
be specified for proper functioning of these actions. For the XML format template, refer to
Acti onl nf o. xnl located in:

On Windows: %ZENSERVER _HOVE% M cr o
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ bundl es

On Linux:/ opt / mi cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es

NOTE: If you choose the action set type as Uninstall, the following options are not supported for
Linux bundles and Linux Patch bundles: DaysBeforeUninstallWhenNotUsed,
DisplayUninstallMessage, IgnoreUninstallAfterUnassociation, IgnoreChainedDependencies, and
AllowToCancelUninstall.

bundl e-assign (ba) (device or user type) (bundle or bundle group) (device
or user object path) [...] [options]

Assigns a bundle or bundle group to one or more device or user objects.
(device or user type) - Valid values are devi ce, server,wor kst ati on, and user.

(device or user object path) [...] - The path of the device or user objects relative to the root
folder of the device or user type specified.

Accepts the following options:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

-1, --icon-location=[application location XML file] - XML file that contains the locations to place
the icon for the bundle application. For the XML file format, refer to | conLocat i on. xmi
located in:

On Windows:%ZENSERVER HOVE% mi cr o
focus\ zenwor ks\ shar e\ znman\ sanpl es\ bundl es

On Linux:/ opt / m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es

-d, --distribution-schedule=[distribution schedule XML file] - XML file that contains the
distribution schedule.

-, --launch-schedule=[launch schedule XML file] - XML file that contains the launch schedule.

-a, --availability-schedule=[availability schedule XML file] - XML file that contains the availability
schedule. For the schedule XML file templates, refer to the XML files located in:

On Windows: %ZENSERVER_HOVE% M cr o Focus\ Zenwor ks\ shar e\ zman\ sanpl es\
schedul es

On Linux:/ opt / mi cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ schedul es

-i, --install-immediately - Installs the bundle immediately after distribution. To use this option,
you must also specify the Distribution schedule. The Distribution schedule can be specified by
using the --distribution-schedule, --distribute-now, or --distribute-on-device-refresh option.

-L, --launch-immediately - Launches the bundle immediately after installation. To use this
option, you must also specify the Distribution schedule. The Distribution schedule can be
specified by using the --distribution-schedule, --distribute-now, or --distribute-on-device-
refresh option.
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-n, --distribute-now - Sets the distribution schedule to distribute the bundle immediately. If this
option is specified, the --distribution-schedule and --distribute-on-device-refresh options are
ignored. The --distribute-now, --distribute-on-device-refresh, and --distribution-schedule
options are mutually exclusive and are used to set the distribution schedule. The --distribute-
now option is considered first, followed by --distribute-on-device-refresh and --distribution-
schedule.

-r, --distribute-on-device-refresh - Sets the distribution schedule to distribute the bundle on
device refresh. If this option is specified, the --distribution-schedule option is ignored.

-s, --launch-on-device-refresh - Sets the launch schedule to launch the bundle on device refresh.
If this option is specified, the --launch-schedule option is ignored.

-w, --wakeup-device-on-distribution - Wakes up the device by using Wake-On-LAN if it is shut
down while distributing the bundle. To use this option, you must also specify the Distribution
schedule. The Distribution schedule can be specified by using the --distribution-schedule, --
distribute-now, or --distribute-on-device-refresh option.

-B, --broadcast=[Broadcast address][...] - A comma-separated list of addresses used to broadcast
the Wake-On-LAN magic packets. This option is used only if you choose to wake up the device
by using Wake-On-LAN. A valid IP address is a valid value.

-S, --server=[Path of the Primary or Proxy Server objects relative to/ Devi ces][...] -A
comma-separated list of Primary or Proxy Server objects used to wake up the device. This
option is used only if you choose to wake up the device by using Wake-On-LAN.

-C, --retries=[Number of retries] - Number of times the Wake-On-LAN magic packets are sent to
the device(s). This option is used only if you choose to wake up the device by using Wake-On-
LAN. The value must be between 0 and 5. The default value is 1.

-T, --timeout=[Time interval between retries] - The time interval between two retries. This
option is used only if you choose to wake up the device by using Wake-On-LAN. The value
must be between 2 and 10 (in minutes). The default value is 2.

-N, --app-installation-now-schedule - Sets the app installation schedule to install the bundle
immediately. If this option is specified, the -app-installation-schedule option is ignored.

-M —app-installation-schedule=<app installation schedule XML file> - A XML file includes the
installation schedule. For more information on the schedule template, see:

On Windows: %ZENSERVER _HOVE% M cr o
Focus\ ZENwor ks\ shar e\ zman\ sanpl es\ schedul es

On Linux: / opt / m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ schedul e
-c, --conflicts=[bundle conflict resolution order] - Determines how bundle conflicts are resolved.

Valid values are userprecedence or 1, deviceprecedence or 2. For userprecedence, user-
associated bundles are applied first, followed by device-associated bundles. For
deviceprecedence, device-associated bundles are applied first, followed by user-associated
bundles. If this option is not specified, userprecedence is taken as the default value.

bundl e- copy (bcp) (bundl e path) (bundle nanme) [destination folder path]
[ opti ons]

Copies a bundle to a desired destination folder.

Accepts the following options:

-d, --desc=[description] - Description for the bundle.

-i, --icon-file=[bundle icon file] - The path of the image file containing the image that should be
used as the bundle icon. If this option is not specified, the contents of the subfolders are not
listed.
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Examples:

To create a copy of the source bundle in the destination folder:

zman bcp bundl el bundl e2 bundl ef ol der

To create a copy of the source bundle in the root folder /Bundles:

zman bcp bundl el bundl e2 /

To create a copy of the source bundle in the same folder as source bundle:

zman bcp bundl el bundl e2

bundl e-create (bc) (bundle nane) (bundle XM. file) [parent folder]
[ opti ons]

Creates a new bundle.

(bundle XML file) - XML file containing exported bundle information. Use bundl e- export -
to-file (betf)toexportan existing bundle's information into an XML file. If you want to
reuse files, template XML files can be created from bundles that were created through
ZENworks Control Center. For a sample XML file, refer to W ndowsMSI Bundl e. xm located in/
opt/ m crof ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es on a Linux server or
Installation_directory:\M croFocus\Zenwor ks\ shar e\ zman\ sanpl es\ bundl| es
on a Windows server.

Accepts the following options:

-d, --desc=[description] - Description for the bundle.

-a, --actioninfo=[content and dependency for actions] - XML file containing content and bundle
dependency information for actions that have file content or dependency on another bundle.
For example, forI nstal |l Ml Acti on, the MSI file to be installed is the file content.
Install Bundl e Action takes another bundle as a dependency. This data also needs to
be specified for proper functioning of these actions. For the XML format template, refer to
Actionl nfo. xnl located in/ opt/ m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/
bundl es on a Linuxserveror|nstallation_directory:\Mcro
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ bundl es on a Windows server.

-i, --icon-file=[bundle icon file] - The path of the image file containing the image that should be
used as the bundle icon.

-s, --create-as-sandbox=[create as sandbox] - Creates the bundle as a sandbox.

-X, --actions-as-in-xml - Creates default actions for the new bundle as found in the template XML
file. For example if you delete Verify Install default action (for the Verify action type) from the
bundle and export the bundle information into an XML file, all default actions found in the
XML file excluding the Verify Install default action will be created for the new bundle. If you
do not specify this option, a bundle will be created with all the default actions including the
Verify Install default action which is not found in the XML file.

-n, --create-with-new-guid - Creates the policy object with the new GUID. If the option is not
specified, it will validate the policy objects for imported GUID in the policy XML file. If the
imported GUID does not exists, a new GUID will be created, else the imported GUID will be
retained.

I[Radha Devaraj; added the above command for the user comment 19892; Inputs: Sudhir Avula;
16/01/13; Radha, remember to update the 11.2.4 Utils guide with this new option, generate the
Man page and check it into the engineering build.]

ZENworks Command Line Utilities 23

€20z 1snbny 8T (ua) sAsaop



NOTE: If you choose the action set type as Uninstall, the following options are not supported for
Linux bundles and Linux Patch bundles: DaysBeforeUninstallWhenNotUsed,
DisplayUninstallMessage, IgnoreUninstallAfterUnassociation, IgnoreChainedDependencies, and
AllowToCancelUninstall.

bundl e-del ete (bd) (bundl e object path) [...][options]
Deletes one or more bundle objects.

(bundle object path) [...] - The path of the bundle objects (bundle, bundle folder or bundle
group) relative to / Bundl es. The wildcard * can be used in the object names if it is enclosed in
guotation marks. Exercise caution while using wildcards for deleting objects.

Accepts the following options:

-r, --recursive - Deletes objects inside a folder recursively.

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e- del et e-versi on (bdv) (bundl e path) [bundl e version nunber] [options]

Deletes one or more versions of the bundle.

[bundle version number] [...] - Version of the bundle to delete.

Accepts the following option:

-a --all - Deletes all the older versions of the bundle.

-p, --previous - Deletes all the versions of the bundle older than the specified version.
Examples:

To delete the version 5 of the bundle, zenbundle:

zman bdv zenbundl e 5

To delete all the versions of the bundle, zenbundle:

zman bdv zenbundl e -a

To delete all the versions of the bundle, zenbundle, that are older than the version 3:

zman bdv zenbundl e version -p 3

bundl e-di sable (bdl) (bundle path) [...] [options]
Disables bundles.

Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e-enabl e (bel) (bundle path) [...] [options]

Enables bundles.
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Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e- export-actions (bea) (bundle path) (XM file path) (action set type)
[action's positions] [...]
Exports the actions added to a bundle's action set to a file. The file can be used as input to the
bundl e- add- acti ons command.

(action set type) - The type of the action set. If this option is specified, the actions for only this
action set are listed. Valid values are | nst al I , Launch, Veri fy, Uni nstal |, Term nat e,
and Pr eboot .

NOTE: The Terminate action set is not supported for Linux bundles and Linux Patch bundles.

[action's positions] [...] - A comma-separated list of position of actions in the action set. The first
action is at position 1. Use the bundl e- | i st - act i ons command to see the position of a
particular action in an action set. This is optional, but if it is not specified, all the actions in the
specified action set are exported.

bundl e-export-to-file (betf) (bundle path) (XM. file path) [version of the
bundl e][-c]| --export-content]

Exports a bundle's information (in XML format) to a file and also exports bundle icon to the
<parent folder of bundle xml>/Icon/image.ext file. The XML file is to be used as input for
creating bundles.

(XML file path) - The complete path of the XML file to which the bundle’s information is to be
exported.

[version of the bundle] - Version of the bundle to be exported. If this option is not specified, the
published version of the bundle is considered. To export a sandbox version of the bundle,
specify sandbox.

[-c|--export-content] - Exports the content of the bundle to a sub directory within the directory
containing the XML file to which the bundle’s information is exported. If the option is not
specified, the bundle content is not exported.

Examples:

To export the sandbox version of a bundle named zenbundle to an xml file named
bundl e. xm :

zman betf bundl ef ol der/ zenbundl e C:.\ bundl es\ bundl e. xnl sandbox
To export the version 3 of a bundle named zenbundle to an xml file named bundl e. xm :
zman betf bundl ef ol der/ zenbundl e C:.\ bundl es\ bundl e. xnl 3

To export the version 5 of a bundle named zenbundle to an xml file named bundl e. xm and
export the bundle’s content to the C: \ bundl es\ bundl e_cont ent directory:

zman betf bundl ef ol der/zenbundl e C:\bundl es\bundle.xm 5 -c

bundl e-fol der-create (bfc) (folder nane) [parent folder] [options]

Creates a new folder for containing bundles.
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Accepts the following option:
--desc=[description] - Description for the folder.

bundl e- group- add (bga) (bundle group path) (bundle path) [...] [options]
Adds bundles to a bundle group.
Accepts the following option:
-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is

specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e- group-create (bgc) (group nane) [parent folder] [options]
Creates a bundle group and adds members to it.
Accepts the following options:
--desc=[description] - Description for the group.

-m, --members=[bundle path][...] - The path of the bundles relative to / Bundl es.

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e- group- nenbers (bgm (bundl e group path) [options]
Lists members of a bundle group.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

bundl e- group-renmove (bgr) (bundl e group path) (bundle path) [...] [options]

Removes bundles from a bundle group.

Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e-i ncrement -version (biv) (bundle path) [...] [options]

Increments the version of bundles. This command is applicable for versions prior to ZENworks
11 SP 1. In ZENworks 11 SP 1or higher, this command is replaced by the bundl e- sandbox-
publ i sh (bsp) command

Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

bundl e-list (bl) [options] [folder]
Lists bundles objects.

Accepts the following options:
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-1, --recursive - Lists results recursively including subfolders. If this option is not specified, the
contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

bundl e-list-actions (bla) (bundle path) [action set type]

Lists actions added to a bundle.

[action set type] - The type of the action set. If this option is specified, the actions for only this
action set are listed. Valid values are | nst al I, Launch, Veri fy, Uni nstal |, Terni nat e,
and Pr eboot .

NOTE: The Terminate action set is not supported for Linux bundles and Linux Patch bundles.

bundl e-li st-assignnents (blas) (bundle or bundle group) [options]
Lists the device and user assignments for a bundle.
Accepts the following options:

-t, --typefilter=[assignment type] - Filters on the assignment type. Valid values are devi ce and
user.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

bundl e-l'i st-groups (blg) (bundle path) [options]
Lists the bundle groups of which the given bundle is a member.
Accepts the following options:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
Examples:
To list all the bundle groups that bundlel belongs to with five results displayed at a time:

zman bl g bundl ef ol der/bundlel -s 5

bundl e-list-version (blv) (bundl e path)
Lists all the versions of the bundle.
Examples:
To list all the versions of the bundle, zenbundle:

zman bl v zenbundl e

bundl e-nove (brv) (bundl e object path) [destination fol der path]
Moves a bundle object to a different folder.

(bundle object path): Path of the bundle object (bundle, bundle folder or bundle group) relative
to /Bundles

[destination folder path] Path of the bundle folder to which the bundle object is to be moved
relative to /Bundles.
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bundl e-renove-actions (bra) (bundle path) (action set type) [action's
positions] [...]

Removes actions from a bundle.

(action set type) - The type of the action set that contains the action. Valid values are I nst al |,
Launch, Veri fy, Uni nstal |, Ter m nat e, and Pr eboot .

NOTE: The Terminate action set is not supported for Linux bundles and Linux Patch bundles.

[action's positions] [...] - A comma-separated list of position of actions in the action set. The first
action is at position 1. Use the bundl e- | i st - acti ons command to see the position of a
particular action in an action set. This is optional, but if it is not specified, all the actions in the
specified action set are removed.

bundl e-rename (br) (bundl e object path) (new nane) [options]

Renames a bundle object.

(bundle object path): Path of the bundle object (bundle, bundle folder or bundle group) relative
to /Bundles.

(new name): New name to be given to the bundle object.

-p, --publish =[publish] - If this option is specified and the display name of the bundle is edited,
the bundle is immediately published. However, if the current display name of the bundle is
different from the existing bundle name or if a sandbox already exists for the bundle,
specifying this option will have no effect.

bundl e-rel ocate-actions (brla) (bundle path) (action set type) (Target
action set type) [<action's positions> <action's positions> ...,<action's
posi tions>]

1119.11.2018: Prema: Inputs provided by Shashikanth and Somesh Dhal: Update 4] Relocates
actions from the Source action set type to the Target action set type of a bundle.

(bundl e pat h) - path of the bundle, relative to / Bundl es

(action set type) - Type of action set that contains the source action. Valid values are
I nstal |, Launch, Verify, Uni nstal |, Ter m nat e and Pr eboot .

[Target action set type]-Type of action set that contains the target action. Valid values
arel nstall,Launch, Verify, Uni nstal |, Ter m nat e and Pr eboot .

[action's positions]- Acomma separated list of the position of each action in the action
set. The first action is at position 1. Use bundle-list-actions command to identify the position
of a particular action in the action set. This is optional and if not specified, all the actions in
the specified action set are relocated.

Examples:

To relocate all actions from the Launch action set to the Install action set of a bundle: zman
brla bundl ef ol der/ bundl el Launch I|nstall

To relocate the first three actions from the Install action set to the Launch action set of a
bundle: zman brla bundlel Install Launch 1,2,3

NOTE: The Ter m nat e action set is not supported for Linux bundles and Linux Patch bundles.
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bundl e-reorder-actions (broa) (bundle path) (action set type) (current
position) (new position)

Reorders actions in the action set of a bundle.

(action set type) - The type of the action set that contains the action. Valid values are
I nstall,Launch, Verify,Uninstall, Term nate, and Preboot .

(current position) - The current position of the action in the action set. The first action is
at position 1.

(new posi tion) - The new position to which the action is to be moved. The first action is at
position 1.

NOTE: The Terminate action set is not supported for Linux bundles and Linux Patch bundles.

bundl e- sandbox- create (bsc) (bundl e path) [version of the bundle] [options]

Creates a sandbox from an existing version of a bundle
[version of the bundle] - Specify the version of the bundle to be used for creating the sandbox.

Accepts the following option:

-f, --force =[force] - Overwrites any existing sandbox.
Example:
To create a sandbox from the version 2 of a bundle, zenbundle:

zman bsc zenbundl e2

bundl e- sandbox- publ i sh (bsp) (bundl e path) [options]
Publishes a sandbox to create a published version.
Accepts the following options:
-f, --force =[force] - If a primary bundle has dependent child bundles with the sandbox only
version, you must specify this option to publish the changes made both to the primary and

the dependent bundles. If you do not specify this option, the publish of the primary bundle
also fails.

-c, --allChild =[all children] - If a primary bundle has dependent child bundles with the sandbox
version, you can specify this option to publish the changes made both to the primary and the
dependent child bundles.

-i, --incAllParent =[increment all parents] - If a primary bundle has parent bundles, you can
specify this option to increment the version of the parent bundle to apply the newly
published changes made to the primary bundle to the devices that are assigned to the parent
bundles.

-p, --forceParent =[force parent] - If a primary bundle has parent bundles and you choose to
increment the version of the parent bundle, then you must specify this option to publish any
of the parent bundles which already have a sandbox version.

Examples:
To publish the sandbox version of a bundle, zenbundle:

zman bsp zenbundl e
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To publish the sandbox version of a bundle named zenbundlel along with all its dependent
bundles:

zman bsp zenbundlel -f -c

bundl e- sandbox- publ i sh-t o- newbundl e (bsptn) (original bundle path) (new
bundl e nane) [parent folder] [options]

Publishes a sandbox to a new bundle.

Accepts the following option:
-s, --createAsSandbox =[create as sandbox] - Create the bundle as a sandbox.

-g, --groups - Adds the newly created bundle to all the groups which the primary bundle is
member of.

-d, --deviceAssignments - Copies all the device assignments from the primary bundle to the new
bundle.

-u, --userAssignments - Copies all the user assignments from the primary bundle to the new
bundle.

-f, --force =[force] - If a primary bundle has dependent child bundles with the sandbox only
version, you must specify this option to publish the changes made both to the primary and
the dependent bundles. If you do not specify this option, the publish of the primary bundle
also fails.

-c, --allChild =[all children] - If a primary bundle has dependent child bundles with the sandbox
version, you can specify this option to publish the changes made both to the primary and the
dependent child bundles.

-i, --incAllParent =[increment all parents] - If a primary bundle has parent bundles, you can
specify this option to increment the version of the parent bundle to apply the newly
published changes made to the primary bundle to the devices that are assigned to the parent
bundles.

-p, --forceParent =[force parent] - If a primary bundle has parent bundles and you choose to
increment the version of the parent bundle, then you must specify this option to publish any
of the parent bundles which already have a sandbox version.

-n, --depsToNewFolder =[publish depends bundles to new folder] -Path of the bundle folder in
which the dependent bundles are published as new bundles. This folder should not contain
any of the dependent bundles selected to be published because the new bundle is published
with the same name as the original dependent bundle.

Examples:

To publish the sandbox version of a bundle named zenbundlel as a new bundle named
zenbundle2:

zman bsptn zenbundl el zenbundl e2 /Bundl es/ Fol der 1

To publish the sandbox version of a bundle named zenbundlel as a new bundle named
zenbundle2 and publish the dependent bundles of zenbundlel as new bundles:

zman bsptn zenbundl el zenbundl e2 /Bundl es/ Fol der1 --depsToNewFol der =/
Bundl es/ Fol der 2
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bundl e- sandbox-revert (bsr) (bundle path)
Deletes the sandbox and reverts to the latest version of the bundle.

Example:

To delete the sandbox of a bundle, zenbundle and revert to the latest version of the bundle:

zman bsr zenbundl e

bundl e- unassi gn (bua) (device or user type) (bundle or bundl e group)
(device or user object path) [...] [options]

Unassigns a bundle or bundle group from one or more device or user objects.

(device or user type) - Valid values are devi ce, server,wor kst ati on, and user.

(device or user object path) [...] - The path of the device or user objects relative to the root
folder of the device or user type specified.

Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is

specified, the path of the bundle objects is determined relative to this folder. This can be used

to specify multiple bundle objects under the same folder.
bundl e- updat e- assi gnnent (bupa) (device or user type) (bundle or bundle
group) (device or user object path) [...] [options]
Updates the assignment between a bundle or bundle group and device or user objects.
(device or user type) - Valid values are devi ce, server, wor kst ati on, and user.

(device or user object path) [...] - The path of the device or user objects relative to the root
folder of the device or user type specified.

Accepts the following options:

-f, --folder=[device or user folder] - The path of the device or user folder relative to the
respective root folder. If this option is specified, the path of the device or user objects is

determined relative to this folder. This can be used to specify multiple device or user objects

with the same folder.

-1, --icon-location=[application location XML file] - XML file that contains the locations to place
the icon for the bundle application. For the XML file format, refer to | conLocat i on. xmni
located in / opt / i cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es on a Linux

serverorlnstallation_directory:\Mcro
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ bundl es on a Windows server.

-d, --distribution-schedule=[distribution schedule XML or NoSchedul €] - XML file that contains

the distribution schedule or NoSchedul e if the schedule must be removed.

-, --launch-schedule=[launch schedule XML file or NoSchedul €] - XML file that contains the

launch schedule or NoSchedul e if the schedule must be removed.
-a, --availability-schedule=[availability schedule XML file or NoSchedul e] - XML file that

contains the availability schedule or NoSchedul e if the schedule must be removed. For the

schedule XML file templates, refer to the XML files located in / opt / mi cr of ocus/
zenwor ks/ shar e/ zman/ sanpl es/ schedul es on a Linux server or
Installation_directory:\Mcro Focus\Zenwor ks\ shar e\ znan\ sanpl es\
schedul es on a Windows server.
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-i, --install-immediately=[yes or no] - Install the bundle immediately after distribution, or
remove the same option set during bundle assignment. Valid values are t r ue or yes, and
fal se orno.

-L, --launch-immediately=[yes or no] - Launch the bundle immediately after installation, or
remove the same option set during bundle assignment. Valid values aret r ue or yes, and
fal se orno.

-n, --distribute-now=[yes or no] - Sets the distribution schedule to distribute the bundle
immediately. If this option is specified, the --distribution-schedule and --distribute-on-device-
refresh options are ignored. The --distribute-now, --distribute-on-device-refresh, and --
distribution-schedule options are mutually exclusive and are used to set the distribution
schedule. The --distribute-now option is considered first, followed by --distribute-on-device-
refresh and --distribution-schedule.

-r, --distribute-on-device-refresh=[yes or no] - Sets the distribution schedule to distribute the
bundle on device refresh, or removes the same option set during bundle assignment. Valid
values aretrue oryes, and f al se or no. If this option has the value t r ue or yes, the --
distribution-schedule option is ignored and any previously set distribution schedule is
overwritten.

-s, --launch-on-device-refresh=[yes or no] - Sets the launch schedule to launch the bundle on
device refresh. If this option is specified, the --launch-schedule option is ignored.

-w, --wakeup-device-on-distribution=[yes or no] - Wakes up the device by using Wake-On-LAN if
it is shut down while distributing the bundle, or removes the same option set during bundle
assignment. Valid values aret r ue or yes, and f al se or no.

-B, --broadcast=[Broadcast address][...] - Acomma-separated list of addresses used to broadcast
the Wake-On-LAN magic packets. This option is used only if you choose to wake up the device
by using Wake-On-LAN. A valid IP address is a valid value.

-S, --server=[Path of the Primary or Proxy Server objects relative to / Devi ces] [...] - A comma-
separated list of Primary or Proxy Server objects used to wake up the device. This option is
used only if you choose to wake up the device by using Wake-On-LAN.

-C, --retries=[Number of retries] - Number of times the Wake-On-LAN magic packets are sent to
the devices. This option is used only if you choose to wake up the device by using Wake-On-
LAN. The value must be between 0 and 5. The default value is 1.

-T, --timeout=[Time interval between retries] - The time interval between two retries. This
option is used only if you choose to wake up the device by using Wake-On-LAN. The value
must be between 2 and 10 (in minutes). The default value is 2.

-M --app-installation-schedule=<app installation schedule XML file> - A XML file includes the
installation schedule.

-c, --conflicts=[bundle conflict resolution order] - Determines how bundle conflicts are resolved.

Valid values are userprecedence or 1, deviceprecedence or 2. For userprecedence, user-
associated bundles are applied first, followed by device-associated bundles. For
deviceprecedence, device-associated bundles are applied first, followed by user-associated
bundles. If this option is not specified, userprecedence is taken as the default value.

bundl e- vi ew- advanced- depl oynent - st at us (bvads) (bundl e path) [options]

Displays advanced deployment status of a bundle.

Accepts the following options:

-d, --device=[device path] - Displays the deployment status only for the specified device. The
path of the device is relative to / Devi ces.
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-u, --user=[user path] - Displays the deployment status only for the specified user. The path of
the user is relative to / User s. If device is also specified, status details for the specified user
logged into the specified device are displayed.

-n, --namefilter=[target device name] - Filters on the name of the device. Displays options
matching the specified filter. The wildcards * and ? can be used if they are enclosed in
quotations.

--statusfilter=[status type][...] - Filters on the status of Bundle Distribution and Install Events.
Valid values are S, F, and P (Success, Failure, and Pending). A comma-separated list of status
types can be given.

-t, --typefilter=[target device or user type][...] - Filters on the type of the target. Valid values are
server,wor kst ati on, and user. A comma-separated list of target type can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
-v, --version [ val ue]
Following are the valid values:

+ published: Use this option to display number of non-test devices on which the bundle is
deployed.

+ sandbox: Use this option to display the number of test device on which the sandbox
version of the bundle is deployed.

¢ [version-of -the-object]: Useaversion number to get the status of the related
bundle version.

The default value is published.
-c, --status-calculation [ val ue]

+ consolidated: Use this option to display the total number of devices on which this bundle is
deployed.

+ version: Use this option to display the status of specific version.
The default value is version.
bundl e- vi ew assi gnrent - schedul e (bvas) (device or user type) (bundle or
bundl e group) (device or user object path)
Displays the deployment schedules for a bundle assigned to a device or user object.
(device or user type) - Valid values are devi ce, server, wor kst at i on, and user.
(device or user object path) [...] - The path of the device or user objects relative to which the
bundle group is assigned.
bundl e-vi ew- summary-totals (bvst) (bundle path) [options]
Displays a summary of the deployment status of a particular bundle.
Accepts the following options:
-v, --version [ val ue]
Following are the valid values:

+ published: Use this option to display number of non-test devices on which the bundle is
deployed.

+ sandbox: Use this option to display the number of test device on which the sandbox
version of the bundle is deployed.
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+ [version-of -the-object]: Useaversion number to get the status of the related
bundle version.

The default value is published.
-c, --status-calculation [ val ue]

+ consolidated: Use this option to display the total number of devices on which this bundle is
deployed.

+ version: Use this option to display the status of specific version.
The default value is version.
|'i nux-export-actions (lea) (Action Type) (Action XM. File path) (Content
Files location Path) [options]
Creates an XML file to export package metadata. Use the baa command to add the exported

content to the server.

(Action Type) - Specify the action for which you want to create the XML file. The supported
action types arel nstall RPMand Di stri bute RPM

(Action XML File path) - Location of the generated Action Definition XML file.
(Content Files location Path) - Location of the RPM content files on the local machine.

Accepts the following option:
-t, --target - Specify a valid linux distribution target for packages.

bundl e- appdat a- cal cul ati on (bac) (bundle path or bundle GUD) [...]

Queues a loader action that will calculate and cache application data for bundles, and waits
until the action is fully executed. The cached data will be used to prepare web service responses
and enhance performance.

NOTE: The zman bac command is applicable only for Patch Policies within ZENworks Patch
Management.

Bundle Settings Commands

These commands are used to set and modify bundle settings. Settings commands begin with
settings- inthe long form, or with the letter s in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “pundl e-settings-copy (bscp) (source bundle or bundle fol der path)
(destination bundle or bundle folder path) [...] [options]” on
page 35

+ “pundl e-settings-export-to-file (bsetf) [options] (XM file path)
[settings nane] [...]” on page 35

+ “pundl e-settings-revert (bsrt) (source bundle or bundl e fol der path)
(settings nane) [...]” on page 35

+ “pbundl e-settings-set (bss) (XM. file path) [destination bundle or
bundl e folder path] [...]” on page 35
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bundl e-settings-copy (bscp) (source bundle or bundle fol der path)
(destination bundle or bundle folder path) [...] [options]

Copies settings.

(source bundle or bundle folder path) - The path of the bundle or bundle folder relative to /
Bundl es from which settings have to be copied.

(destination bundle or bundle folder path) [...] - The path of the bundles or bundle folders
relative to / Bundl es to which settings must be copied.

Accepts the following option:

-n, --names=[settings name][...] - Names of the settings to be copied from the source path. If
this option is not specified, all settings defined at the source path are copied.

bundl e-settings-export-to-file (bsetf) [options] (XM file path) [settings
nane] [...]

Exports settings data (in XML format) to a file. The XML file is to be used as input for creating or
modifying settings.

(XML file path) - The file into which the settings data is stored in XML format. If the file does not
exist, a new file is created.

[settings name] [...] - Names of the settings to be exported. If this option is not specified, all
settings are exported.

Accepts the following options:
-s, --source=[source bundle or bundle folder path] - The path of the bundle or bundle folder

relative to / Bundl es from which settings must be exported. If this option is not specified,
settings are exported from the Zone.

-e, —-effective - If specified, the effective settings are retrieved; otherwise, only the settings
defined or overridden at the source path are retrieved.

bundl e-settings-revert (bsrt) (source bundle or bundle fol der path)
(settings name) [...]
Reverts the settings to that of the parent folder.
(source bundle or bundle folder path) - The path of the bundle or bundle folder relative to /
Bundl es, whose settings must be reverted.
bundl e-settings-set (bss) (XM file path) [destination bundle or bundle
folder path] [...]
Sets settings at various levels.

(XML file path) - XML file containing exported settings information. Use set ti ngs- export -
to-file(setf)toexportsettings information into a XML file.

Accepts the following options:

[settings name] [...] - Names of the settings to be exported. If this option is not specified, all
settings are exported.

-f, --force - Forces all children (subfolders and individual bundles) to inherit these settings.
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(zml file path): XML file containing exported settings information. Use bundle-setting-export-to-
file (bsetf) to export settings information into a XML file.

(Destination bundle or bundle folder path): Path of the bundle or bundle folder relative to /
Bundle on which settings have to be set. If not specified, settings will be set at the
Management Zone level.

Certificate Authority Commands

These commands are used to manage the certificate authority role of ZENworks servers. Certificate
authority commands begin with certi fi cat e- aut hori ty- in the long form, or with the letters
cain the short form.

e “(certificate-authority-export/cae) (file path) [options]” on
page 36

e “certificate-authority-inport (certificate-authority-inport/cai)
(file path)” on page 36

e “certificate-authority-rol e-disable (card)” on page 36
+ “certificate-authority-rol e-enable (care)” on page 36
e “certificate-authority-server (certificate-authority-server/cas)” on
page 36
(certificate-authority-export/cae) (file path) [options]

Exports the key-pair credentials of the zone certificate authority to a file, and optionally disables
the Certificate Authority role of the local server.

Accepts the following option:
-d, --disable-CA-role - Removes the Certificate Authority role of the local server.

certificate-authority-import (certificate-authority-inmport/cai) (file
pat h)

Imports the key-pair credentials of the zone certificate authority from a file and enables the
Certificate Authority role on the local server.

certificate-authority-rol e-disable (card)

Disables the Certificate Authority role on the local server.

certificate-authority-rol e-enable (care)

Enables the Certificate Authority role on the local server.

certificate-authority-server (certificate-authority-server/cas)
Displays the server that has the Certificate Authority role.
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Credential Commands

These commands are used to manage the credentials needed for certain ZENworks actions and tasks
that require authentication to resources. Credential commands begin with cr edent i al s- in the
long form, or with the letters cr in the short form.

+ “credential s-create (crc) (credential Nane) [folder]) (--userNane)
[--userPassword] [--desc]” on page 37
+ “credential s-delete (crd) (credential Path)” on page 37

+ “credentials-folder-create (crf) (folder nane) [parent fol der]
[options]” on page 37

e “credentials-list (crl) [folder]” on page 37

+ “credential s-nmove (crm (credential nane) [destination folder path]”
on page 37

+ “credential s-rename (crr) (credential Path) (newcredential Path)” on
page 37

+ “credential s-update (cru) (-u| --userNanme=usernane) |[--
user Passwor d=password] [-d | --desc=description]” on page 37

credentials-create (crc) (credential Nane) [folder]) (--userNanme) [--
user Password] [--desc]

Creates credentials.
Accepts the following options:
-u, [--userName=username] - The user name to access the resource.
[--userPassword=Password] - The password used to access the resource.
-d, --desc - A description of the credential.

credential s-delete (crd) (credential Path)

Deletes credentials.

credential s-folder-create (crf) (folder name) [parent folder] [options]
Creates a new folder for containing credentials.

Accepts the following option:
--desc=[description] - Description for the folder.

credentials-list (crl) [fol der]

Lists credentials.

credential s-move (crm (credential nane) [destination folder path]

Moves a credential.

credential s-renane (crr) (credential Path) (newcredenti al Path)

Renames credentials.

credential s-update (cru) (-u| --userName=usernane) |[--
user Passwor d=password] [-d | --desc=description]

Creates credentials.

ZENworks Command Line Utilities 37

€20z 1snbny 8T (ua) sAsaop



38

Accepts the following options:

-u, --user - The username to access the resource.
--password - The password used to access the resource.
-d, --desc - A description of the credential.

Contents Commands

The zman contents commands enable you to debug content-related issues easily without having to
run complex queries in the database.

+ “content-create-pending-entry (ccpe) (serverGJ D/ path)” on page 38
e “content-trigger-cleanup (ctc)” on page 38

+ “content-aco-nanmes (can) (contentGU D) (-s| --scrollsize)” on
page 38

+ “content-nanes-for-aco (cnfa) (ACOPath) (-d | --display-alias) (-v |
--version) (-s | --scrollsize)” on page 38

content -create-pending-entry (ccpe) (serverGJ D path)
Creates a pending entry for missing content in the database, for a given server GUID or path.
Accepts the following arguments:

(serverGUID/path): Specify the server GUID or path for which you want to create pending
entries.

Example: zman ccpe ce979ba8949c19fd4a2fe50aaad98470
Where ce979ba8949c19fd4a2fe50aaad98470 is the server GUID.

content-trigger-cleanup (ctc)

Triggers the content cleanup action, which removes unreferenced content from the database.

content-aco-nanes (can) (contentGU D) (-s| --scrollsize)

Retrieves the Assignable Content Object (ACO) names for a given content GUID.

Bundles, Policies and System update objects are referred as ACO.

Accepts the following arguments:

(Content GUID): Specify the content GUID.

(-s, --scrollsize): Maximum number of results to be displayed at a time.
content-names-for-aco (cnfa) (ACOPath) (-d | --display-alias) (-v | --
version) (-s | --scrollsize)

Retrieves the content GUIDs for the specified ACO path.

Accepts the following arguments:

(ACOPath): Specify the ACO path for Bundles, Policies or System Update.

(-d | --display-alias): Specify this argument to display the alias of the ACO.

(-v | --version): Specify a non-negative version number of the ACO. Valid values are sandbox
and the actual version of the object. If the version is not specified, then the published or
standalone sandbox version is considered.

(-s, --scrollsize): Maximum number of results to be displayed at a time.
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Example 1: To view the content GUID and the name of a specified version of the ACO object,
use:

zman cnfa /Bundl es/bundlel -v 1
Where Bundlel is the name and 1 is the version number of the bundle.

Example 2: To view the content GUID and the name of the sandbox version of the ACO object,
use:

zman cnfa /Bundl es/ bundl el -v sandbox
Where Bundlel is the name and sandbox is the version of the bundle.

Example 3: To view the content GUID and the name of the published/standalone sandbox
version of the ACO,

use

zman cnfa /Policies/policyl

NOTE: If the version is not specified, then the highest version of the object will be displayed.

Database Commands

These commands are used to manage the embedded PostgreSQL database. Database commands
begin with dat abase- in the long form, or with the letter d in the short form.

NOTE: ![Prem: Bug767936: Valid for all releases. Inputs provided by Beena/Shaun] These commands
cannot be used to manage an external PostgreSQL database.

+ “dat abase-get-credential s-audit (dgca) and dat abase-get-credentials
(dgc)” on page 39

+ “dat abase-get-credential s-anti mal ware (dgcam” on page 39
+ “dat abase- get -credenti al s- superuser (dgcs)” on page 39
+ “dat abase- backup (db)” on page 39

dat abase-get-credential s-audit (dgca) and dat abase-get-credentials (dgc)

1[6.4.2014: Prema: Bug 867816] Retrieves the credentials used to connect to the Audit
Embedded PostgreSQL database and Embedded PostgreSQL database.

dat abase-get - credenti al s-anti mal ware (dgcam

1[6.4.2014: Prema: Bug 867816] Retrieves the credentials used to connect to the Antimalware
Embedded PostgreSQL database.

dat abase- get - credenti al s- superuser (dgcs)

1[6.4.2014: Prema: Bug 867816] Retrieves the super user credentials used to connect to the
Embedded PostgreSQL database.

dat abase- backup (db)

Backs up the embedded PostgreSQL database or the network locations where the database files
are backed up.
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Deployment Commands

These commands are used to perform deployment tasks. Deployment commands begin with
depl oynent - in the long form, or with the letters dp in the short form.

+ “depl oynment -t ask-abort (dpta) (deployment task name) [...]" on
page 40

+ “depl oynent -t ask-create (dptc) (deploynent task nane) (user
credential file) [IP address/DNS nane] [...] [options]” on page 40

+ “depl oynent -t ask-del ete (dptd) (deploynment task name) [...]” on
page 41

+ “deploynment-task-list (dptl) [options]” on page 41

”

+ “depl oynment -t ask-run-now (dptrn) (deploynent task nane) [...]” on

page 41

depl oynent -t ask-abort (dpta) (deploynent task name) [...]
Aborts the deployment task.

depl oynent -t ask-create (dptc) (depl oyment task nanme) (user credential file)
[I P address/DNS nane] [...] [options]

Creates a deployment task to deploy the ZENworks Agent to devices by using the IP address or
DNS name.

(user credential file) - The path of the file containing the credentials to connect to the device.
Each line in the file should have a username and password separated by a space. For example,
administrator password.

Accepts the following options:

-f, --file=[IP address file][...] - A comma-separated list of file paths containing the IP addresses or
DNS names of devices to which the ZENworks Agent should be deployed. The file can contain
a list of IP addresses or DNS names of devices in comma-separated-value (CSV) format, or one
IP address or DNS name on each line.

-s, --schedule=[launch schedule XML file] - XML file that contains the launch schedule. For the
schedule XML file templates, refer to the XML files located in / opt / mi cr of ocus/
zenwor ks/ shar e/ zman/ sanpl es/ schedul eson a Linux server or
Installation_directory:\Mcro Focus\Zenwor ks\ shar e\ zman\ sanpl es\
schedul es on a Windows server. If the schedule file or the - - r un- nowoption is not
specified, the task is not scheduled to run.

-1, --run-now - Schedules the deployment task to run immediately after creation.

-b, --reboot=[Reboot option] - Indicates when the device must be rebooted after deploying the
agent. Valid values are i medi at e and manual .

-d, --desc=[description] - Description for the deployment task.

-p, --proxy=[Windows Proxy] - The path of a Windows device relative to / Devi ces. In order to
deploy management agents to Microsoft Windows devices from a Linux Primary Server, a
managed device running Microsoft Windows is needed. Ignore this option if you are running
the deployment task from a Windows Primary Server.

-t, --timeout=[Time out] - The number of seconds you want the Primary Server to wait for a
response from the Windows Proxy.

-k, --key=[Registration key] - Registration key for registering the device.
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depl oynent -t ask-del ete (dptd) (deploynent task name) [...]
Deletes the deployment task.

depl oynent-task-list (dptl) [options]
Lists the deployment tasks and the status.

Accepts the following options:

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotations marks.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

depl oynent -t ask-run-now (dptrn) (deploynent task nane) [...]

Schedules the specified deployment task to run immediately. The task should have the
credentials saved in the data store.

Discovery Commands

These commands are used to view device discovery-related information. Discovery commands begin
with di scover y- in the long form, or with the letter d in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “di scovery-vi ew di scovered-devi ces (dvdd) [options]” on page 41
+ “di scovery-task-list (dtl) [options]” on page 42
+ “di scovery-task-run-now (dtrn) (discovery task name)” on page 42

di scovery-vi ewdi scovered-devi ces (dvdd) [options]
Lists the discovered devices.

Accepts the following options:

-n, --nameFilter=[filter string] - Displays the devices matching the specified filter. The wildcard *
can be used if it is enclosed in quotations.

-t, --typefilter=[type filter] - Displays options matching the specified type. Valid values are
server,workstation, printer,network,thinclient,other,unknown, and
depl oyabl e. If this option is not specified, all types of devices are displayed.

-0, --osfilter=[operating system] - Displays devices having the specified OS installed. Valid values
are ot her,wi n9x, wi nnt, wi nce, wi n2k, wi n2k3, wi nxp, nw6, nwé_5, nwoes, suse,
sles,nl d,rh_es,andrh_as. If this option is not specified, all devices are displayed.

-m, --management-status=[management status] - Displays devices having the specified status.
Valid values are di scover ed, i nvent ori ed, managed, andr et i r ed. If this option is not
specified, all types of devices are displayed regardless of their status.

--modefilter=[discovery mode] - Displays the devices discovered by using the specific discovery
mode. Valid values are | P, LDAP, csvi npor t, ZENwor ks- mi gr ati on, and ZAM
m gr at i on. If this option is not specified, all devices are displayed.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
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di scovery-task-list (dtl) [options]
Lists the discovery tasks and the status.

Accepts the following options:

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

di scovery-task-run-now (dtrn) (discovery task name)

Executes the specified discovery task immediately.

Dynamic Group Commands

These commands are used to view dynamic groups, group members, and to refresh a group.
Dynamic group commands begin with dynani c- gr oup- in the long form, or with the letters dg in
the short form.

¢ “dynam c-group-list (dgl) (device type) [folder] [-n]|--
namefilter=filter string] [-s|--scrollsize=scroll size] [-r]|--
recursive] [-c|--count]” on page 42

+ “dynam c-group-nenbers (dgm (device type) (dynam c group nane)
[path of the dynam c group folder] [-s|--scrollsize=scroll size]” on
page 42

+ “dynam c-group-refresh (dgr) (device type) [(dynam c group name)
(dynamic group nanme)... (dynamic group nanme)] [-f]|--fol der=folder
nane including path of the dynam c group folder] [-a|--all]” on
page 43

+ “dynam c- group-vi ewquery (dgvq) (path of the dynami c group fol der)”
on page 43

dynani c-group-list (dgl) (device type) [folder] [-n|--nanefilter=filter
string] [-s|--scrollsize=scroll size] [-r|--recursive] [-c|--count]

Lists the dynamic groups.

Accepts the following options:

(device type) - Valid values are ser ver and wor kst ati on.

[folder] - Lists the content of the specified folder. If it is not specified, the content of the root
folder is displayed.

[-n|--namefilter=filter string] - Displays the results matching the specified name. The wildcards
* and ? can be used if they are enclosed in quotation marks.

[-s|--scrollsize=scroll size] - Number of results to be displayed at a time.

[-r|--recursive] - Lists the results recursively, including subfolders. If it is not specified, the
contents of subfolders are not listed.

[-c|--count] - Displays the count of the results.

dynani c- gr oup- nenbers (dgn) (device type) (dynam c group name) [path of the
dynanic group folder] [-s|--scrollsize=scroll size]

Lists the members of the specified dynamic group.
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Accepts the following options:

(device type) - Valid values are ser ver and wor kst ati on.
(dynamic group name) - Name of the dynamic group.

[path of the dynamic group folder] - The path of the dynamic group. You can specify either the

complete path or the relative path of the root folder.
[-s|--scrollsize=scroll size] - Number of results to be displayed at a time.

dynani c-group-refresh (dgr) (device type) [(dynami c group nane) (dynam c

group nane)... (dynamic group name)] [-f]|--folder=folder nane including
path of the dynanic group folder] [-a]--all]

Recalculates the membership in the dynamic group based on the criteria established for the

group.
Accepts the following options:

(device type) - Valid values are ser ver and wor kst ati on.
(dynamic group name) - Name of the dynamic group. You can list multiple groups.

[-f|--folder=folder name including path of the dynamic group folder] - Dynamic group folder’s

name, including its full path.
[-a|--all] - Refresh all existing dynamic groups.
dynanmi c- group- vi ew- query (dgvqg) (path of the dynam c group fol der)
Lists the filters for the specified dynamic group.

(path of the dynamic group folder) - Path of the dynamic group. You can either specify the
complete path or the relative path of the root folder

Endpoint Security Management Commands

These commands are used to import and export security policies and to export a Management
Zone's security policy encryption key (KMK). They apply only to ZENworks Endpoint Security
Management.

All of the commands below accept the option flags listed in the Global Options section, with the

exception that the esnpol i cy-export-to-fil eandesnpolicy-inport commands cannot be

run remotely and therefore do not accept the - - host option.

+ “esnpolicy-export-to-file (epetf) (policy path) (XM policy file
path)” on page 43

+ “esnpol i cy-export-knk-to-file (epektf) (policy encryption key file

path)” on page 44

+ “esnpolicy-inport (epi) (policy nane) (policy encryption key file
path) (XM. policy file path) [parent folder]” on page 44

+ “esnpol i cy-purge-effective-policies (epep) [(device path)(device
path)...(device path)] [-Db|--begin-date=yyyy-Mitdd HH mm ss] [-
e| end- dat e=yyyy=MVt dd HH: mm ss] [-u|--unregisteredDevices]” on
page 45

esmpol i cy-export-to-file (epetf) (policy path) (XM policy file path)

Exports a security policy's information to an encrypted XML policy file. The XML policy file can

be used to import the policy to the same Management Zone or a different Management Zone.
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NOTE: To import a policy, you must also supply the zone’s security policy encryption key (KMK)
so that the encrypted XML policy file can be decrypted. Use the esnpol i cy- export - kik-
t o-fil e command to create the key file.

(policy path) - The path (including the filename) of the policy object relative to the Policies root
folder. For example, FWbol i cy1 or ESMpol i ci es/ DEpol i cy4.

(XML policy file path) - The path (including the filename) where you want to save the XML policy
file. If you specify a filename only, the file is saved to the current directory. For example,
firewal | policy.xm orc:\firewallpolicy.xmn.

Examples:
zman epetf FWPolicyl c:\FWolicyl. xm
zman epetf ESMool i ci es/ DEpol i cy4 DEpolicy4. xm

esmpol i cy-export-knk-to-file (epektf) (policy encryption key file path)

Exports the Management Zone's security policy encryption key (KMK) to a file. The key file is
required to decrypt an XML policy file (that was exported from a policy in the zone) when
importing the policy with the esnpol i cy-inmport command.

(policy encryption key file path) - The path (including filename) where you want to save the
security policy encryption key (KMK) file. If you specify a filename only, the file is saved to the
current directory. Use any supported filename for the file. The extension is not important; you
can use any extension or no extension. For example, KMK. t xt , key. xm , KMK, and
decryption.fil e areall valid filenames.

Examples:
zman epektf c:\key. txt
zman epektf EncryptionKey. xm

esmpolicy-inmport (epi) (policy nane) (policy encryption key file path) (XM
policy file path) [parent folder]

Imports a security policy from an encrypted XML file created by the esnpol i cy- export -t o-
fil e command.

(policy name) - The name to assign to the policy object.

(policy encryption key file path) - The full path (including filename) of the security policy
encryption key (KMK) file for the Management Zone from which the policy was exported. This
file is required to decrypt the encrypted XML file. If the key file is in the current directory,
specify the filename only.

(XML policy file path) - The full path (including filename) of the encrypted XML policy file. If the
file is in the current directory, specify the filename only.

[parent folder] - The Policies folder in which to create the policy object. If you want to create the
object in the root folder, ignore this option.

Examples:
zman epi FWPolicy c:\key.txt c:\FWolicy.xn
zman epi DEPolicy key.txt encryptionpolicy.xm esnpolicies/encryption
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esmpol i cy-purge-effective-policies (epep) [(device path)(device
path)...(device path)] [-b|--begin-date=yyyy-M#dd HH nm ss] [-e|end-
dat e=yyyy=MMt dd HH: mm ss] [-u|--unregisteredDevices]
Purges effective policy report records from the ZENworks database. The following options can
be used to target report records for specific devices or for specific time periods.

[(device path) (device path) ... (device path)]: To purge the effective policy report records for
specific devices, specify the full path for each device. Ignore this option to purge reports for all
devices.

This command accepts the following options:

[-b|--begin-date=yyyy-MM-dd HH:mm:ss]: To purge effective policy report records starting with
a specific date, specify the begin date. All records with a timestamp on or after the begin date
are purged. Use this option with the end- dat e option to designate a specific time period.

[-e|--end-date=yyyy=MM-dd HH:mm:ss]: To purge effective policy report records up to a
specific date, specify the end date. All records with a timestamp on or before the end date are
purged. Use this option with the begi n- dat e option to designate a specific time period.

[-u|--unregisteredDevices]: Purge effective policy report records for devices that are no longer
registered in the zone but that still have report data in the ZENworks database.

Examples:
zman epep / Devi ces/ Wr kst ati ons/ devi cel

zman epep /Devi ces/ Wrkstations/devicel -b "2010-10-10 10: 10: 10" -e
"2010-12- 31 24:00: 00"

zman epep -u

Full Disk Encryption Commands

These commands apply only to ZENworks Full Disk Encryption. In addition to the parameters listed
below, the commands accept the option flags listed in the Global Options section.

+ “fdepolicy-export-to-file (fpetf) (policy path) (XM policy file
path)” on page 46
+ “fdepolicy-inport (fpi) (policy nane) (policy encryption key file
path) (XM. policy file path) [parent folder]” on page 46
+ “fdepolicy-export-knk-to-file (fpektf) (policy encryption key file
path)” on page 47
fdepolicy-purge-eri (fpe) [(device path)(device path)...(device path)] [-
b| - - begi n-dat e=yyyy- Mt dd HH: nm ss] |- e| end- dat e=yyyy=Mvt dd HH. mm ss] |-
u| - - unregi st er edDevi ces]

Purges emergency recovery information (ERI) records from the ZENworks database. The
following options can be used to target records for specific devices or for specific time periods.

[(device path) (device path)... (device path)]: To purge the ERI records for specific devices,
specify the full path for each device. Ignore this option to purge records for all devices.

[-b]|--begin-date=yyyy-MM-dd HH:mm:ss]: To purge ERI records starting with a specific date,
specify the begin date. All records with a timestamp on or after the begin date are purged. Use
this option with the end- dat e option to designate a specific time period.

ZENworks Command Line Utilities 45

€20z 1snbny 8T (ua) sAsaop



46

[-e|--end-date=yyyy=MM-dd HH:mm:ss]: To purge ERI records up to a specific date, specify the
end date. All records with a timestamp on or before the end date are purged. Use this option
with the begi n- dat e option to designate a specific time period.

[-u]--unregisteredDevices]: Purge ERI records for devices that are no longer registered in the
zone but that still have ERI records in the ZENworks database.

Examples:
zman fpe /Devi ces/ Wr kst ati ons/devi cel

zman fpe /Devi ces/ Wrkstations/devicel -b "2010-10-10 10: 10: 10" -e
"2010-12- 31 24:00: 00"

zman fpe -u

fdepolicy-export-to-file (fpetf) (policy path) (XM policy file path)

Exports a full disk encryption policy's information to an encrypted XML policy file. The XML
policy file can be used to import the policy to the same Management Zone or a different
Management Zone.

NOTE: To import a policy, you must also supply the zone’s full disk encryption policy encryption
key (KMK) so that the encrypted XML policy file can be decrypted. Use the f depol i cy-
export-knk-to-fil e command to create the key file.

(policy path) - The path (including the filename) of the policy object relative to the Policies root
folder. For example, FDEpol i ci es/ FDEpol i cy4.

(XML policy file path) - The path (including the filename) where you want to save the XML policy
file. If you specify a filename only, the file is saved to the current directory. For example,
FDEpol i cy. xm .

Example:
zman fpetf FDEPolicyl c:\FDEpolicyl. xm

fdepolicy-inmport (fpi) (policy nane) (policy encryption key file path) (XM
policy file path) [parent folder]

Imports a full disk encryption policy from an encrypted XML file created by the f depol i cy-
export-to-filecommand.

(policy name) - The name to assign to the policy object.

(policy encryption key file path) - The full path (including filename) of the full disk encryption
policy encryption key (KMK) file for the Management Zone from which the policy was exported.
This file is required to decrypt the encrypted XML file. If the key file is in the current directory,
specify the filename only.

(XML policy file path) - The full path (including filename) of the encrypted XML policy file. If the
file is in the current directory, specify the filename only.

[parent folder] - The Policies folder in which to create the policy object. If you want to create the
object in the root folder, ignore this option.

Example:

zman fpi FDEPolicy c:\key.txt c:\FDEpolicy.xn
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fdepol i cy-export-knk-to-file (fpektf) (policy encryption key file path)

Exports the Management Zone’s full disk encryption policy encryption key (KMK) to a file. The
key file is required to decrypt an XML policy file (that was exported from a policy in the zone)
when importing the policy with the f depol i cy-i nport command.

(policy encryption key file path) - The path (including filename) where you want to save the full
disk encryption policy encryption key (KMK) file. If you specify a filename only, the file is saved
to the current directory. Use any supported filename for the file. The extension is not
important; you can use any extension or no extension. For example, KMK. t xt , key. xm , KMK,
and decryption. fil e areall valid filenames.

Examples:
zman fpektf c:\key.txt
zman fpektf EncryptionKey. xm

Feature Commands

These commands are used to enable specific features in ZENworks. In addition to the parameters
listed below, the commands accept the option flags listed in the Global Options section.

+ “feature-enabl e-platformipados (fepi)...[options]” on page 47

feature-enabl e-platformipados (fepi)...[options]
This command enables the iPadOS platform in the zone. On enabling this platform:

+ All existing iPad devices with iOS 13 or a later version, move from the iOS dynamic group to
the iPadOS dynamic group. Any existing assignments that were applied to the moved
devices as part of the iOS dynamic group, will no longer be applicable. You need to
manually re-create these assignments for the iPadOS dynamic group.

+ iPadOS devices will no longer be part of the existing enrollment rules that were applied to
iOS devices. You need to re-create these enrollment rules for iPadOS devices.

Hotlist Command

This command is used to view the list of devices that have unacknowledged warnings or errors. The
Hot | i st command begins with hot | i st - in the long form, or with the letter hl in the short form.

In addition, it accepts individual options as listed with the command.
e “hotlist-view (hlv) [options]” on page 47
hotlist-view (hlv) [options]
Lists devices that have unacknowledged warnings or errors.
Accepts the following options:

-c, --count - Displays only the count of the hotlist items.

-t, --type=[error type] - Filters on the error type of hotlist items. Valid values are
Nonconpl i ant, Cri tical, and War ni ng.

-0, --operator=[comparison operator] - If specified, this operator is used in error-count-based
filtering. Valid values are >, >=, =, <, and <=. Enclose the operators in double quotation marks
so that > and < are not considered by the system as redirection operators.
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-e, --errorcount=[erorr count] - Filter by the count of the error type specified. If the comparison
operator is not specified, the >= is used by default. If error type is not specified, the count is
taken as the sum of noncompliant, critical and warning errors.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time. Warning or errors can
be acknowledged by using the nessages- acknow edge command. When all warnings or
errors for a device are acknowledged the messages no longer appear on the hotlist.

Example: To view devices in hotlist that have more than 5 critical errors:
zman hlv --type critical --operator ">" --error-count 5

Intel AMT Commands

These commands are used to perform Preprovisioning, Provisioning, and Management operations
on the Intel AMT devices. The Intel AMT commands begin with i ant - in the long form, or with the
letter i in the short form.

The supported iAMT versions in ZENworks are 3, 4, 5, and 6.

e “lam-root-certificate-hash (irch)” on page 48

e “lam-create-ngntcert (icnc) [options]” on page 48

+ “lam -create-csr (icc) (isCA) (type) [options]” on page 48

e “lamt-clear-nmgntcert (idnct)” on page 49

+ “lanmt-cacert-inport (icai) [isclear] [options]” on page 49
iant-root-certificate-hash (irch)

Prints the ZENworks Root Certificate hash.

iamt-create-nmgntcert (icnct) [options]

Creates or imports the Intel AMT Provisioning or Management Certificate in the . DERformat on
every Primary Server that is used as an iAMT Provisioning or Management Server.

Accepts the following options if you are importing an external certificate:

-p, --certpath - Specify the path of the Intel AMT Provisioning / Management Certificate that is
signed by the External CA. The certificate should be in the . DER format

For example, to import an external certificate, run the following command:

zman icnt --certpath C\Certificate. DER

ianmt-create-csr (icc) (isCA) (type) [options]

Creates the Certificate Request for the Intel AMT Provisioning / Management Server or the AMT
device in an External CA environment.

isCA - The valid values are Tr ue or Fal se. If true, the Certificate Request generates the
certificate for the Intel AMT Management Zone.

Type - Valid values are ngmt or devi ce. The Certificate Request is created for the Management
Zone or for specific devices in the Management Zone.

Accepts the following options:

-c, --country=[country name] - Specify the name of the country.
-s, --state=[state name] - Specify the name of the state.
-0, --organization=[organization name] - Specify the name of the organization.
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-u, --orgunit=[Organization Unit] - Specify the organization unit.
-n, --commonname=[Common name] - Specify the common name of the certificate.

-d, --destination-folder=[Destination Folder]: Specify the path of the destination folder where
you want to copy the Certificate Signing Request file.

iamt-clear-mgntcert (idnt)
Clears the Intel AMT Provisioning / Management Certificate.
ianmt-cacert-inport (icai) [isclear] [options]
Imports the External CA or its subordinate CA on the server.
[isclear] - The valid values are Tr ue or Fal se. If true, the imported External CA or its
subordinate CA is deleted.

Accepts the following options if you are importing an External CA or its subordinate CA:
-i, --inform - Specifies whether the certificate format is PEM or DER.

-p, --cacertpath - Specifies the certificate path.

Imaging Command

This commands is used to perform Imaging operations. Imaging commands begin with i magi ng- in
the long form, or with the letteri in the short form.

+ “I magi ng- appl y- assi gned- i magi ng- bundl e (i aai b) (device type) (device
nane)” on page 49
i magi ng- appl y- assi gned-i magi ng- bundl e (i aaib) (device type) (device nane)

Applies the latest preboot bundle that is directly assigned to the selected device. If there are no
direct assignments available, this command applies the first preboot bundle that belongs to the
inherited assignments of the selected device. The bundle is applied next time when the device
checks for preboot work.![Radha Devaraj; Jan 30th, 2015; phrase wrapped this para for 1132;
Applicable from 1132 FRU1 onwards; Included this paragraph; Inputs: Mrinalini]

Accepts the following options:

(Device type) - Valid values are ser ver and wor kst ati on.
(Device name) - Name of the server or workstation object.

For example, to apply the assigned Imaging bundle to a server with the name serverl, run the
following command:

zman iaaib server serverl
If the device object is located within a folder, use the following command:
iaaib (Device type) (folder/path of device)/(Device nane)

where f ol der/ path of devi ce is the relative path of the device within the Wr kst ati on
or Server folder.

If you have multiple workstations in a directory, and the name of the workstations is prepended
by common alphanumeric characters (for example, dev091, dev092,...dev099), use the
following command from a Linux server to simultaneously apply the assigned imaging bundle
on multiple devices:
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zman iaaib workstation fol derx/dev{09{1,2,3,4,5,6,7,9}}
The bundle is applied to devices dev091, dev092, and so on.

Inventory Commands

These commands are used to initiate scans and send an inventory data collection form to the
managed devices. Inventory commands begin with i nvent or y- in the long form, or with the letter
i inthe short form.

* “inventory-collection-w zard-run-now (i cwn) (device object path)
[...] [options]” on page 50

+ “(inventory-scan-now i sn) (<device object path> <device object
pat h>. .. <device object path>) [options]” on page 50

* “inventory-export-1|ocal products|ielp (pathnanme)” on page 50
* “inventory-inport-|ocal products|iilp (pathnanme) [dokbmerge]” on
page 51
I[Sangeeta: 11.2 RC1 - Updated iilp and ielp commands - reviewer Rekha - edit complete]
i nventory-col |l ection-w zard-run-now (i cwn) (device object path) [...]
[ opti ons]
Sends the inventory data collection form to one or more devices.
Accepts the following option:
-f, --folder=[device folder] - The path of the device folder relative to / Devi ces. If this option is

specified, the path of the device objects is determined relative to this folder. This option can
be used to specify multiple device objects under the same folder.

(i nvent ory-scan-now i sn) (<devi ce object path> <devi ce object
pat h>. .. <devi ce object path>) [options]

Initiates an inventory scan of one or more devices.

Accepts the following option:

-f, --folder=[device folder] - The path of the device folder relative to / Devi ces. If this option is
specified, the path of the device objects is determined relative to this folder. This option can
be used to specify multiple device objects under the same folder.

i nvent ory-export-|ocal products]|ielp (pathnane)

Exports the administrator-defined local products and product fingerprints. Only administrators
with CDLP rights can export the local products.

To export product data:
zman ielp {pathnane}.
Example:

To export all administrator-defined local products from ZENworks Configuration Management
toafilein./out put/| pexports.txt:

zman ielp ./output/l pexports.txt.
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i nventory-inport-local products|iilp (pathnanme) [dokbrerge]
Imports the administrator-defined local products and product fingerprints. Only administrators
with CDLP rights can import the local products.
dokbmerge - To trigger KB merge after importing local product(s).
To import product data:
zman iilp {pathnane} [-U (Adm nistrator)] [-P (password)].
Example:

To import administrator-defined local products to ZENworks Configuration Management from a
filein./out put/I pi mports. txt:

zman iilp ./output/Ipinports.txt -U Administrator -P novell

License Commands

These commands are used to activate your ZENworks server or to display licensing information.
License commands begin with | i cense- in the long form, or with the letter | in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “license-activate (la) (product nanme) (license key)” on page 51

+ “l'icense-deactivate (I d) (product nane)” on page 51

e “license-info (li)” on page 51

+ “license-refresh (lIr)” on page 51

+ “l'i cense-show active-conponents (lsac)” on page 51

+ “license-generate-userdata-report (lgur)” on page 52

+ “license-download-userdata-report (ldur)” on page 52

i cense-activate (la) (product name) (license key)

Activates the ZENworks products (Asset Inventory for Linux, ZENworks Configuration
Management, ZENworks Asset Management, ZENworks Full Disk Encryption, ZENworks
Endpoint Security Management) or the ZENworks Suite.

|'i cense-deactivate (1d) (product nane)

Deactivates the ZENworks products. Only the product name is needed as an argument.
license-info (li)

Displays the licensing information.
l'icense-refresh (Ir)

Forces the system to refresh the stored license cache, which is normally updated once per day.
Use this command to update the cache at any time, such as when an evaluation license might
expire and the cache doesn’t yet reflect that.

|'i cense-show active-conponents (I sac)

Lists the current license states of all known ZENworks Configuration Management components
and DataModel plug-ins (two separate lists).
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| i cense-generat e-userdata-report (Igur)

Generates the user data and creates a ZIP file that includes a CSV file with user data.

license-download-userdata-report (Idur)

Downloads the user data file that was generated by running the Igur command.

Location Commands

These commands are used to view and manage locations. A location consists of one or more
network environments. When the ZENworks Agent determines that its current environment
matches a network environment associated with a location, the agent enforces any security policies
and closest server rules assigned to the location.

Location commands begin with | ocat i on- in the long form, or with the letter | in the short form.
All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “l ocation-assi gn-device-folder (ladf) (Device Folder or Device
Obj ect Path) [<Location Object> <Location Chject>...<Location
object>] [-a|--allLocations]” on page 53

+ “l ocation-audit-upload (lau) (location nane) (state)” on page 53

+ “location-create (lc) (location nane) [-d|--desc=<description>]
[network environnent nane] [...]” on page 53

+ “location-delete (ldel) (location nane) [...]"” on page 54

+ “l ocation-del ete-all-network-assignnents (Il dana) (location nane)” on
page 54

+ “l ocati on-del et e- net wor k- assi gnnents (I dna) (location nanme) [network
environnment nanme] [...]” on page 54

e “location-list (Il) [options]” on page 54

+ “l ocation-list-network-assignments (llna) (location name)” on
page 54

e “location-list-relationships (lIlrel) (location nane) [-c count]” on
page 55

+ “l ocation-network-assign (Ina) (location nane) (network environnent
nane) [...]” on page 55

+ “location-renane (lrn) (old nane) (new name)” on page 55

+ “l ocation-response-reconpute|lrr [<Device Fol der or Device bject
Pat h> <Devi ce Fol der or Device Cbject Path>...<Device Fol der or
Device hject Path>] [-f|--forceReconmpute]” on page 55

e “location-throttle (It) (location nane) (throttle rate)” on page 55
+ “l ocation-unknown-throttle (lut) (throttle rate)” on page 55

+ “location preferred protocol communication | |ppc <location nane>
[options]” on page 55
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| ocati on-assi gn-device-fol der (ladf) (Device Folder or Device Chject Path)
[ <Locati on Object> <Location Cbject>...<Location object>] [-a]--
al | Locat i ons]

118.7.2019: Prem: Bug 1139205] Assigns a location to a particular device folder or device object.
(Device Folder or Device Object Path) - Complete path of the device folder or device object.
[Location Object] [...] - Name of the location object.
-a, --allLocations - Specify this parameter to assign all the locations and network environments
to the device folder or device object.

| ocation-audit-upload (lau) (location nane) (state)

116.4.2014: Prema: Bug 867816: Inputs provided by Anand Navale] Configures the audit data
upload for a specified location.

(location name) - The name of the location.
(state) - Select the state:

+ 1 to enable devices in the associated location to upload audit event data to any Satellite
Server (Collection role) or Primary Server.

+ 2 to disable devices in the associated location from uploading audit event data to any
Satellite Server (Collection role) or Primary Server.
| ocation-create (lc) (location name) [-d|--desc=<description>] [network
environnent nane] [...]
Creates a location and (optionally) assigns network environments to the location.
(location name) - The name you want assigned to the new location.

[network environment name] - The name of an existing network environment that you want to
assign to the location. You can add multiple network environments. Adding network
environments during creation of a location is optional. You can use the | ocat i on- nwenv-
assi gn command to add network environments after creation.

[network environment name] - The name of an existing network environment that you want to
assign to the location. You can add multiple network environments. Adding network
environments during creation of a location is optional. You can use the | ocat i on- nwenv-
assi gh command to add network environments after creation.

Accepts the following options:

-d |--desc=description: Specify a description for the location.

-t | -- downloadThrottle=Download Throttle rate: Specify a download throttle rate.
-u | -- uploadThrottle=Upload Throttle rate Specify an upload throttle rate.

-a | -- auditUpload=Audit upload data Specify O to enable or 1 to disable the audit upload
data.

-e | -- Preferred protocol for communication Based on your preferred protocol for
communication, specify either IPv4 or IPv6.

Specify IPv4 if you want the devices in this location to try communicating with the servers using
IPv4 URLs first before attempting IPv6 URLs.

Specify IPv6 if you want the devices in this location to try communicating with the servers using
IPv6 URLs first before attempting IPv4 URLs.

C | -- cifsServer=CIFS Server: Specify a CIFS server that allows you to provide share access.

ZENworks Command Line Utilities 53

€20z 1snbny 8T (ua) sAsaop



54

-i | --proxyAddress=IPv4 HTTP Proxy Address Specify an IPv4 proxy address.

-p | --proxyPort= IPv4 HTTP Proxy Port: Specify the port number on which the proxy server
should listen.

-r | --proxyCidr=IPv4 HTTP Proxy CIDR: Specify the range of IPv4 address using CIDR notation.

-X | --ipv6ProxyAddress=IPv6 HTTP Proxy Address Specify an IPv6 proxy address

-y —ipv6ProxyPort=IPv6 HTTP Proxy Port: Specify the port number on which the proxy server
should listen.

-z | -- ipv6ProxyCidr=IPv6 HTTP Proxy CIDR: Specify the range of IPv6 address using CIDR
notation.

I[Chetan: Updated as part of Bl4, please update Ic and Ippc in zac for windows, Linux and
Macintosh sections]
| ocation-delete (ldel) (location nane) [...]
Deletes locations.
(location name) - The name of the location you want to delete. You can specify one or more
location names.
| ocation-del ete-all - network-assignments (Idana) (location nane)
Removes all network environments from a location.
(location name) - The name of the location from which you want to remove all assigned
network environments.
| ocati on-del et e- net wor k- assi gnnents (ldna) (location name) [network
environnent nane] [...]
Removes specific network environments from a location.

(location name) - The name of the location from which you want to remove network
environments.

[network environment name] - The name of the network environment that you want to
remove. You can remove multiple network environments.

location-list (I1) [options]
Lists locations.
Accepts the following options:
-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
| ocation-list-network-assignments (ll1na) (location nane)
Lists the network environments assigned to a location.
(location name) - The name of the location whose network environments you want to view.
Accepts the following options:

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
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| ocation-list-relationships (llrel) (location name) [-c count]

Lists the ZENworks objects such as policies and bundles that are associated with the specified
location.

(location name) - The name of the location whose ZENworks objects you want to view.

Accepts the following option:
-c, --count - Displays the count of the results.

| ocati on-network-assign (Ina) (location nane) (network environnent nane)
[...]
Adds network environments to a location.
(location name) - The name of the location to which you want to assign network environments.
[network environment name] - The name of an existing network environment that you want to
add to the location. You can add multiple network environments.
| ocation-rename (lrn) (old nane) (new nane)
Renames a location.
(old name) - The name of the location that you want to rename.

(new name) - The new name for the location.

| ocati on-response-reconpute|lrr [<Device Fol der or Device (bject Path>
<Devi ce Fol der or Device (nject Path>...<Device Folder or Device Object
Path>] [-f]|--forceReconpute]

1121.04.2014: Prema: included this command based on inputs provided by Raghu Ravella.
Pending techincal and editorial review] Requests the server to recompute the location
configuration response so that the requesting devices can obtain the latest changes.

[Device Folder or Device Object Path][...]: Specify the path of a device folder or device object.

-f, --forceRecompute: Force recompute all the location configuration responses.

| ocation-throttle (It) (location nane) (throttle rate)

Sets the bandwidth throttle rate to be used for distributing content to devices identified with
the specified location. To maximize performance of your ZENworks Servers and network
system, high bandwidth environments can use one set of throttle rates and low bandwidth
environments can use a different set of throttle rates. The throttle rate can be overridden in a
bundle so that high-priority patch and bundle content can be deployed quickly.

(location name) - The name of the location for which you want to define the bandwidth throttle
rate.

(throttle rate) - The maximum bandwidth rate in kilobits per second (kbps).

| ocati on-unknown-throttle (lut) (throttle rate)

Sets the bandwidth throttle rate to be used for distributing content to devices identified with
the Unknown location.

(throttle rate) - The maximum bandwidth rate in kilobits per second (kbps).

| ocation preferred protocol communication | |ppc <location nane> [options]
Edits an existing location.

<l ocati on nane>: Specify a name for the location.

ZENworks Command Line Utilities 55

€20z 1snbny 8T (ua) sAsaop



56

Accepts the following options:

IPv4: Specify IPv4 if you want the devices in this location to try communicating with the servers
using IPv4 URLs first before attempting IPv6 URLs.

IPv6: Specify IPv6 if you want the devices in this location to try communicating with the servers
using IPv6 URLs first before attempting IPv4 URLs.

Message Commands

These commands are used to view and manage messages. Message commands begin with
message- in the long form, or with the letter min the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “(nmessages- acknowl edge| ma) [object path] [options]” on page 56

+ “(nmessages-del ete| nd) [object path] [options]” on page 56

+ “nessages-view (mv) [options] [object path]” on page 57

(messages-acknow edge| ma) [object path] [options]
Acknowledges messages associated with a ZENworks managed device, bundle, or policy.

[object path] - Full path of the object that has messages associated with it. The object can be a
server, workstation, bundle, or policy.

Accepts the following options:

-b, --begin-date=[ nessage | ogged date] - Messageslogged on and after this date
are acknowledged. The format for the date is YYYY-MM-DD.

-e, --end-date=[message | ogged dat e] - Messages logged on and before this date are
acknowledged. The format for the date is YYYY-MM-DD.

-a, --all -Acknowledges all messages logged for the object. If an object is not specified, all
the logged messages are acknowledged.

-1, --loglD=[log id][...] -Acomma-separated list of log IDs of the messages to be
acknowledged. You can obtain the log IDs by using the nessages- vi ewcommand.

-L, --loglD-file=[file path] -The path of the file containing message log IDs. Each
line in the file should contain a message log ID. Use this option instead of the - -1 0g-1 D
option to input the log IDs.
(messages-del ete| nd) [object path] [options]
Deletes messages associated with a ZENworks managed device.

[ obj ect pat h] - Full path of the object that has messages associated with it. The object can
be a server, workstation, bundle, or policy.

Accepts the following options:

-b, --begin-date=[ message | ogged dat e] - Messages logged on and after this date are
deleted. The format for the date is YYYY-MM-DD.
-e, --end-date=[ message | ogged date] -Messageslogged on and before this date are

deleted. The format for the date is YYYY-MM-DD.
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-1, --loglD=[log ID[...] - Acomma-separated list of log IDs of the messages to be
deleted. You can obtain the log IDs by using the messages- vi ewcommand.

-L, --loglD-file=[file path] -The path of the file containing the message log IDs. Each
line in the file should contain a message log ID. Use this option instead of the - -1 0g-1 D
option to input the log IDs.
messages-vi ew (nv) [options] [object path]

Lists messages associated with a ZENworks managed device, bundle, or policy.

-S, --severity=[severity [ ...] -Filtersonthe message severity. Valid values are
critical,warning,andinfo.
-t, --type=[nessage type] -Filterson the source of message. Valid values are ser ver

and cl i ent. Filtering on server lists messages generated by the ZENworks server and
filtering on cl i ent lists messages generated by the ZENworks Agent on that device.

-D, --date-condition=[date condition] -Filters messages based on a date range.
Valid values are bef or e, si nce, and bet ween. Use the --begin-date and --end-date options
to specify the dates. If date condition is used and no date is specified, the current date is
taken by default.

-b, --begin-date=[ nessage | ogged dat e] - The date on which the message was
logged. The format for the date is YYYY-MM-DD. This option is to be used in conjunction with
the date condition option. If date condition is not specified, messages logged before this date
are displayed.

-e, --end-date=[nessage | ogged date] - The date on which the message was logged.
The format for the date is YYYY-MM-DD. This option is to be specified when bet ween is
specified as the value for the date condition option.

-a, --acknow edged - Filters on acknowledged messages.

-n, --not-acknow edged - Filters on messages that are not acknowledged.

-m --nessagefilter=[localized nessage] - Filters on the localized message.

-C, --count - Displays only the count of the messages.

-0, --sort-order=[sort order] -Sortsthe messages based on date, severity, and
acknowledged.

-A, --asc - Specifies the direction of sorted listing. The default is descending order.

-d, --detail ed-Returns more information about the messages.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

Network Environment Commands

These commands are used to view and manage network environments. Network environments
consist of services (gateways, DNS servers, DHCP servers, and so forth) that identify the
environment.

Network environments are the building blocks for locations. When the ZENworks Agent determines
that its current environment matches a network environment assigned to a location, the agent
enforces any security policies and closest server rules assigned to the location.
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Network environment commands begin with net wor k- envi r onment - in the long form, or with
the letters ne in the short form. All of the commands below accept the flags listed in the Global
Options section. In addition, they accept individual options as listed with each command.

+ “net wor k- envi ronment - audi t - upl oad (neau) (network environnent nane)

(state)” on page 58

“net wor k- envi ronnment -create (nec) (network environment nane) [-d|--
desc=<description>] [network environment XM. file]” on page 58

“net wor k- envi ronment - del et e (ned) (network environnent nane) [...]
on page 59

“net wor k- envi ronment - export-to-file (neetf) (network environnment
name) (XM. file path)” on page 59

“networ k-environment-list (nel) [options]” on page 59

“networ k-environment-list-relationships (nelr) (network environment
name) [-cr count]” on page 59

“net wor k- envi ronment -renane (ner) (old nane) (new nane)” on page 59

“networ k-environment-throttle (net) (network environment name)
(throttle rate)” on page 59

“(net wor k- preferred-protocol -comuni cati on | neppc) (network
envi ronnent nane) [options]” on page 60

net wor k- envi ronment - audi t - upl oad (neau) (network environment nanme) (state)

1[6.4.2014: Prema: Bug 867816: Inputs provided by Anand Navale] Configures the audit data
upload setting for a specified network environment.

(network environment name) - The name of the network environment.
(state) - Select the state:

+ 0 torevert to the audit data upload settings configured for the location associated with the
device.

+ 1 to enable devices in the associated network environment to upload audit event data to
any Satellite Server (Collection role) or Primary Server.

+ 2 to disable devices in the associated network environment, from uploading audit event
data to any Satellite Server (Collection role) or Primary Server.

net wor k- envi ronnent -create (nec) (network environnent nane) [-d|--
desc=<description>] [network environment XM file]

Creates a network environment from the information contained in the specified XML file.
(network environment name) - The name you want assigned to the new network environment.
-d, --desc=<description> - A description for the network environment.

[network environment XML file] - The pathname of the XML file containing the information
needed to create the network environment. If you don’t already have an XML file, use the
net wor k- envi ronnment - export-to-fil e command to export the information for an
existing network environment. You can then use the XML file as a template for creating new
network environment files.
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net wor k- envi ronment - del ete (ned) (network environment name) [...]
Deletes a network environment.
(network environment name) - The name of the network environment you want to delete. You
can specify one or more names.
net wor k- envi ronment - export-to-file (neetf) (network environnent nane) (XM
file path)
Exports a network environment’s information to an XML-formatted file.

The networ k- envi ronnent - cr eat e command requires network environment information
to be input through an XML-formatted file. You can use this file as a template, modifying it as
necessary to include the information you want used when creating a new network
environment.

(network environment name) - The name of the network environment whose information you
want to export to the file.

(XML file path) - The file path and name for the export file.

net wor k- environnent-list (nel) [options]
Lists network environments.

Accepts the following options:

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

net wor k- environment-list-relationships (nelr) (network environnent nane)
[-cr count]

Lists the ZENworks objects such as policies and bundles that are associated with the specified
network environment.

(network environment name) - The name of the network environment whose ZENworks objects
you want to view.

Accepts the following option:
-c, --count - Displays the count of the results.

net wor k- envi ronnent -renanme (ner) (old nane) (new nane)

Renames a network environment.

(old name) - The name of the network environment that you want to rename.

(new name) - The new name for the network environment.
networ k- environnment-throttle (net) (network environnent name) (throttle
rate)

Sets the bandwidth throttle rate for distributing content to devices located in a specific network
environment. To maximize performance of your ZENworks Servers and network system, high
bandwidth environments can use one set of throttle rates and low bandwidth environments can
use a different set of throttle rates. The throttle rate can be overridden in a bundle so that high-
priority patch and bundle content can be deployed quickly.
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(network environment name) - The name of the network environment for which you want to
define the bandwidth throttle rate.

(throttle rate) - The maximum bandwidth rate in kilobits per second (kbps).
(net wor k- pref erred-protocol -conmmuni cation | neppc) (network environment
name) [options]

Creates a network environment

<network environment name>: Specify a name for the network environment.

Accepts the following options:

IPv4: Specify IPv4 if you want the devices in this network environment to try communicating
with the servers using IPv4 URLs first before attempting IPv6 URLs.

IPv6: Specify IPv6 if you want the devices in this network environment to try communicating
with the servers using IPv6 URLs first before attempting IPv4 URLs.

Mobile Device Commands

These commands are used to manage mobile devices. Mobile device commands begin with
nmobi | e- in the long form, or with the letter min the short form.

+ “nobi | e-copy-rel ationships (ncr) (nobile device path) (nobile object

path) [...] [options]” on page 61

* “mobil e-fol der-create (nfc) (nobile object path) [...] [options]” on
page 62

+ “nobi | e-group-create (ngc) (group nane) [parent folder] [options]”
on page 62

+ “nobi | e-nove (mmv) (nobile object path) [destination folder path]”
on page 62

+ “nobil e-renane (nr) (nobile object path) (new nane)” on page 63

+ “nobile-delete (mdl) (nobile object path) [...] [options]” on
page 63

+ “nobi | e-group-add (nmga) (nobile group path) (nobile path) [...]
[options]” on page 63

e “mobile-list (mM) [folder] [options]” on page 63

+ “nobi | e-group-nmenbers (ngnm) (nobile group path) [options]” on
page 63

+ “nobi |l e-group-renove (ngr) (nobile group path) (nobile path) [...]
[options]” on page 64

+ “nobile-list-groups (mg) (nobile path) [options]” on page 64

+ “nobi | e-add-policy (map) (nobile object path) (policy or policy
group) [...] [options]” on page 64

+ “nobi |l e-renove-policy (nrp) (nobile object path) (policy or policy
group) [...] [options]” on page 64

e “nobile-list-policies (mMp) (nobile object path) [options]” on
page 64
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*

“mobi | e-reorder-policies (nrop) (nobile object path) (current
position) (new position)” on page 65

“mobi | e-view al |l -policies-status (nvaps) (nobile path) [options]” on
page 65

“mobi | e-set-as-test (msat) (nobile object path)” on page 65
“mobi | e- set -as-nontest (nsan) (nobile object path)” on page 65

“mobil e-refresh (mrf) (nobile object path) [...] [options]” on
page 65

“mobi | e-activationl ockbypass-export-to-file (nal betf) [file-nanme]”
on page 65

“mobi | e-frpaccount-export-to-file|nfetf (ZIP file path)” on page 66
“mobi | e-frpaccount - purge-records| nfpr” on page 66

nobi | e-copy-rel ationships (ntr) (nobile device path) (mobile object path)

[..

.] [options]

Copies relationships from a source mobile device to target mobile devices. Mobile relationships
include bundle assighnments, policy assignments and group memberships.

Accepts the following options:

-1, --relationship-type: Relationship types to copy. Valid values include bundles, policies and
groups. The bundles option copies all the associated bundle assignments of the source mobile
device to the target mobile devices. The policies option copies all the associated policy
assignments of the source device to the target devices. The groups option adds target devices
as members of the groups to which the source device belongs.

-a, --assignment-options: Assignment options. Valid values include assign-to-group-members,
assign-to-folder-members and assign-to-folder-members-recursively. The assign-to-group-
members option, copies the assignments from the source to members of the target groups. The
assign-to-folder-members option copies assignments from the source to devices inside the
target folder. The assign-to-folder-members-recursively option copies the assignments from the
source to devices within the target folders and their sub folders. if a value is not specified, the
assignments are made to the target folders or groups directly.

-c, --conflict-resolution: Conflict resolution options for existing assignments. Valid values include
delete-existing-assignments and replace-existing-assignments. The delete-existing-assignments
option deletes all the existing assignments of the target devices. The replace-existing-
assignments option replaces the existing assignments of the target devices with the selected
assignments. If a value is not specified, the existing assignments on the target devices are
retained.

-g, --group-membership: Group Memberships options for the target object type Groups and
Folders. Valid values include add-folder-members-recursively and delete-existing-group-
membership. The add-folder-members-recursively option adds devices inside the target folders
and their sub folders as members of the groups to which the source device belongs. The delete-
existing-group-membership option deletes the existing group memberships of the target
devices. If the targets have groups, then all the members of the groups are added to the
selected group. If the targets have folders, then, by default, all the devices in that folder are
added to the selected group, non-recursively.
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-p, --export-path: The complete path of the file to which the Copy Relationships results need to
be exported, in CSV format. You can specify a file path along with a file name that has the . csv
extension. If the path is not specified, the CSV file will be exported to the default path (Linux: /
var/ opt/ m crof ocus/ zenwor ks/ t np; Windows: %zenwor ks_hone% wor k\ t np).

-f, --continue-on-failure: This option is not mandatory. If this option is specified, the Copy
Relationships operation will continue even when a failure is encountered. If this option is not
specified, the Copy Relationships operation will terminate when a failure is encountered.

For example:
To copy all the relationships of the source mobile device to multiple mobile types:

zman nobi | e-copy-rel ati onshi ps nobi | ef ol der/ sourcenobile --
rel ati onshi p-type=bundl es, pol i ci es, groups nobi | ef ol der/ nobi |l e
nobi | ef ol der/ mobi | ef ol der 1 nobi | ef ol der/ nobi | egr oup

To copy the policy assignments of a source mobile device to mobile devices within target mobile
folders, recursively:

zman ncr nobi | ef ol der/ sourcenobile --relationship-type=policies
nmobi | ef ol der1 nobi | ef ol der 2 - assi gnnent - opt i ons=assi gn-t o-f ol der -
nenbers-recursively

To replace conflicted bundle assignments of target mobile devices while copying the
assignments from a source mobile device:

zman ncr nobi | ef ol der/ sourcenobi |l e -r=bundl es nobi | ef ol der/ nobil el -
conflict-resol ution=repl ace-exi sting-assi gnments

To add mobile devices of target mobile groups to groups of the source mobile device:
zman ncr nobi | ef ol der/ sourcenobi |l e -r=groups nobil egroup

To add mobile devices of target mobile groups to groups of the source mobile device, with the
Continue on failure option and the Export as CSV option (to C. \tenp\ fol der) specified:

zman ncr nobi | ef ol der/ sour cenpbi | e -r=groups nobil egroup -f -p=C.\tenm\

nmobi | e-fol der-create (nfc) (nmobile object path) [...] [options]
Creates a new folder for mobile devices.

Accepts the following option:
--desc=[description] - Description for the folder.

nobi | e-group-create (ngc) (group nane) [parent folder] [options]
Creates a mobile group and adds members to it.
Accepts the following options:
--desc=[description] - Description for the group.
-m, --members=[mobile path][...] - The path of the mobile devices relative to / Devi ces/

Mobi | e Devi ces.

-f, --folder=[mobile folder] - The path of a mobile device folder relative to / Devi ces/ Mobi | e
Devi ces. If this option is specified, the path of the mobile device objects is determined
relative to this folder. This can be used to specify multiple mobile device objects under the
same folder.

nmobi | e-move (mmv) (nobil e object path) [destination fol der path]

Moves a mobile device object to a different folder.
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nmobi | e-renane (nr) (nobile object path) (new nane)

Renames a mobile device object.

nobi | e-delete (ndl) (nobile object path) [...] [options]
Deletes one or more mobile device objects.

(mobile object path) [...] - The path of the mobile device objects (mobile device, mobile device
folder or mobile device group) relative to / Devi ces/ Mobi | e Devi ces. The wildcard * can be
used in the object names if it is enclosed in quotations. Exercise caution while using wildcards
for deleting objects.

Accepts the following options:

-r, --recursive - Deletes objects inside a folder recursively.

-f, --folder=[mobile folder] - The path of a mobile device folder relative to / Devi ces/ Mobi | e
Devi ces. If this option is specified, the path of the mobile device objects is determined
relative to this folder. This can be used to specify multiple mobile device objects under the
same folder.

nobi | e- group-add (nmga) (mobile group path) (mobile path) [...] [options]

Adds mobile devices to a mobile device group.

Accepts the following option:

-f, --folder=[mobile folder] - The path of a mobile device folder relative to / Devi ces/ Mobi | e
Devi ces. If this option is specified, the path of the mobile device objects is determined
relative to this folder. This can be used to specify multiple mobile device objects under the
same folder.

nmobile-list (m) [folder] [options]

Lists mobile device objects.

Accepts the following options:

-1, --recursive - Lists results recursively including subfolders. If this option is not specified, the

contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-t, --typefilter=[type filter][...] - Displays results matching the comma-separated list of object
types specified. Valid values are devi ce, group, and f ol der.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

-f, --flagfilter=[flag filter][...] - Displays results matching the comma-separated list of flags
specified. Valid valuesareretired, notretired, test, and non-test.

nobi | e- gr oup- menbers (ngnm) (nobile group path) [options]
Lists members of a mobile device group or a dynamic mobile device group.

Accepts the following option:

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
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nmobi | e- group-renove (ngr) (nobile group path) (mobile path) [...] [options]

Removes mobile devices from a mobile device group.

Accepts the following option:

-f, --folder=[mobile folder] - The path of a mobile device folder relative to / Devi ces/ Mobi | e
Devi ces. If this option is specified, the path of the mobile device objects is determined
relative to this folder. This can be used to specify multiple mobile device objects under the
same folder.

nmobi l e-list-groups (mg) (nobile path) [options]
Lists groups of which the given mobile device is a member.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

nobi | e- add- pol i cy (map) (nobile object path) (policy or policy group) [...]
[ opti ons]

Assigns policies to a mobile device object.

Accepts the following options:

-c, --conflicts=[policy conflict resolution order] - Determines how policy conflicts are resolved.
Valid values are user | ast or 1, devi cel ast or 2, devi ceonl y or 3, useronl y or 4. For
user | ast, device-associated policies are applied first, followed by user-associated policies.
For devi cel ast, user-associated policies are applied first, followed by device-associated
policies. For devi ceonl y, user-associated policies are ignored. For user onl y, device-
associated policies are ignored. If this option is not specified, user | ast is taken as the
default value.

-e, --enforce-now - Enforces the policy immediately on all assigned devices.

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

nobi | e-renove-policy (nrp) (nobile object path) (policy or policy group)
[...] [options]
Removes policies assigned to a mobile device object.

Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

nmobi l e-list-policies (mp) (nobile object path) [options]
Lists policies assigned to a mobile device object.
Accepts the following options:
-a, --all - Lists both effective and non-effective policies.

-e, --effective - Lists only effective policies.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
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nobi | e-reorder-policies (nrop) (nobile object path) (current position) (new
posi tion)

Changes the order of policies assigned to a mobile device. Use the nobi | e-1 i st - pol i ci es
command to get the order of assigned policies.
nmobi | e-viewal | -policies-status (mvaps) (nobile path) [options]
Displays the advanced deployment status of policies assigned to a mobile.
Accepts the following options:

--statusfilter=[status type][...] - Filters on the status of Policy Apply Event. Valid values are S, F,
and P (Success, Failure, and Pending). A comma-separated list of status types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
nobi | e-set-as-test (nsat) (nobile object path)

Sets a mobile device as a test device.

Example:

To set mobiledevicel as a test device:

zman nsat nobil edevi cel

nmobi | e- set-as-nontest (nsan) (nobile object path)
Sets a mobile device as a non-test device.
Example:
To set mobiledevicel as a non-test device:

zman nsan nobi | edevi cel

nmobi l e-refresh (nrf) (nobile object path) [...] [options]
Refreshes the mobile devices.
Accepts the following options:

-f, --folder=[mobile folder] - The path of a mobile device folder relative to / Devi ces/ Mobi | e
Devi ces. If this option is specified, the path of the mobile device objects is determined relative
to this folder. This can be used to specify multiple mobile devices under the same folder.![Vijay:
29/10/15: Added the following options as per bug# 952341: inputs by Sri Hari and Raghu.K, in
11.4.1 release]

--not i f y=<minutes> - Time in minutes to notify all devices.

- - expi r e=<minutes> - Time in minutes for expiry after creation of the quick task. Specify 0 to
expire immediately.

- - expi renever - The quick task never expires in the Primary Server.

nobi | e-acti vati onl ockbypass-export-to-file (malbetf) [file-nang]
Exports the activation lock bypass codes of all supervised iOS devices in the zone to a ZIP file.

[file-name] Specify a file name for the ZIP file in which the bypass codes should be saved. This is
an optional field.

After executing the command, you will be prompted for a password.
The ZIP file will be saved in the current command prompt directory.

Only super admins have rights to execute the command.
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Example: nal betf | ock_code
In this example, the generated ZIP file will be saved with the name lock_code. The file name is
an optional field. After executing the command, you will be prompted for the password.

nmobi | e-frpaccount -export-to-file|nfetf (ZIP file path)

Exports the Factory Reset Protection (FRP) details, which is the corporate account details of
users who are authorized to provision devices after a hard factory reset, to CSV files and
consolidates these files to create a ZIP archive file.

(ZIP file path) Specify the complete path where the ZIP archive that contains the CSV files,
should be saved.

Example:
zman nfetf C \frpbackup\frpaccounts.zip
Exports the CSV files containing FRP details and create a ZIP archive file named frpaccounts.zip
in the path C:\frpbackup.
nmobi | e- fr paccount - pur ge- recor ds| nf pr

Purges Factory Reset Protection (FRP) details of all the deleted devices from the ZENworks
database.

Object Commands

These are utility or convenience commands to operate on ZENworks objects. Object commands
begin with obj ect - in the long form, or with the letter 0 in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.
+ “object-get-GU D (ogg) (object path)” on page 66
+ “obj ect-get-name (ogn) (ZENworks GUI D)” on page 66
+ “object-get-path (ogp) (ZENworks GU D)” on page 66
obj ect-get- QU D (ogg) (object path)
Gets the GUID of a ZENworks object.
(object path) - Full path of the ZENworks object, starting with a forward slash (/).
obj ect - get-name (ogn) (ZENworks GUI D)
Gets the name of a ZENworks object.

(ZENworks GUID) - The ZENworks GUID of the object, consisting of 32 characters.

obj ect-get-path (ogp) (ZENworks GUI D)
Gets the path of a ZENworks object, given the GUID.
(ZENworks GUID) - The ZENworks GUID of the object, consisting of 32 characters.
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Primary Server Commands

I[Updated by Prema, for 11.3 onwards. Harinath has provided the inputs. Editorial review is
complete] These commands are used to manage content on the Primary Server. Primary Server
commands begin with pri mary-server-.

+ “primary-server-replicate-content (psrc) (bundle path | policy path)” on page 67

+ “primary-server-cleanup-content (pscc) (bundle) (bundle path | policy path)” on page 67

primary-server-replicate-content (psrc) (bundle path | policy path)
Replicates the content for the specified bundle or policy on the Primary Server.
Examples:
To replicate the content of a bundle to the current server: zman psrc /Bundl e/ bundl el

To replicate the content of a policy to the current server: zman psrc /Policy/policyl

primary-server-cleanup-content (pscc) (bundle) (bundle path | policy path)
Cleans up the content for the specified bundle/policy on the Primary Server.
Examples:
To clean up the content of a bundle from the current server: zman pscc /Bundl e/ bundl el

To clean up the content of a policy from the current server: zman psrc /Policy/policyl

Policy Commands

These commands are used to create, modify and manage policies. Policy commands begin with
pol i cy- inthe long form, or with the letter p in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “policy-assign (pa) (device or user type) (policy or policy group)
(device or user object path) [...] [options]” on page 68

* “policy-create (pc) (policy nane) (policy XM file) [parent folder]
[options]” on page 69

+ “policy-copy (pcp) (policy path) (policy nane) [parent folder]
[options]” on page 69

* “policy-delete (pd) (policy object path) [...] [options]” on page 69
¢ “policy-disable (pdl) (policy path) [...] [options]” on page 69

+ “policy-del ete-version (pdv) (policy path) [version of the policy to
be del eted] [options]” on page 70

+ “policy-enable (pel) (policy path) [...] [options]” on page 70
* “policy-export-to-file (petf) (policy path) (XM file path) [version
of the policy] [-c|--export-content]” on page 70

+ “policy-folder-create (pfc) (folder nane) [parent folder] [options]”
on page 71

¢ “policy-group-add (pga) (policy group path) (policy path) [...]
[options]” on page 71
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“pol i cy-group-create (pgc) (group nane) [parent folder] [options]”
on page 71

“pol i cy-group-nenbers (pgm (policy group path) [options]” on
page 71

“pol i cy-group-renmove (pgr) (policy group path) (policy path) [...]
[options]” on page 71

“policy-list (pl) [options] [folder]” on page 71

“policy-list-assignnments (plas) (policy or policy group) [options]”
on page 72

“policy-list-groups (plg) (policy path) [options]” on page 72
“policy-list-version (plv) (policy path)” on page 72

“policy-nmove (pnv) (policy object path) [destination fol der path]”
on page 72

“pol i cy- sandbox-create (psc) (policy path) [version of the policy]
[options]” on page 72

“pol i cy-sandbox- publish (psp) (policy path)” on page 72

“pol i cy- sandbox- publ i sh-to-newpolicy (psptn) (policy path) (policy
nane) [parent folder] [options]” on page 72

“pol i cy-sandbox-revert (psr) (policy path)” on page 73
“policy-renane (pr) (policy object path) (new nane) [options]” on
page 73

“pol i cy-unassign (pua) (device or user type) (policy or policy
group) (device or user object path) [...] [options]” on page 73
“pol i cy-vi ew advanced- depl oynent - st at us (pvads) (policy path)
[options]” on page 73

“pol i cy-view summary-totals (pvst) (policy path) [options]” on
page 74

policy-assign (pa) (device or user type) (policy or policy group) (device
or user object path) [...] [options]

Assigns a policy or policy group to one or more device or user objects.
(device or user type) - Valid values are devi ce, server,wor kst ati on, and user.

(device or user object path) [...] - The path of the device or user objects relative to the root
folder of the device or user type specified.

Accepts the following options:

-c, --conflicts=[policy conflict resolution order] - Determine how policy conflicts are resolved.
Valid values are user | ast or 1, devi cel ast or 2, devi ceonl y or 3, useronl y or 4. For
user| ast, device-associated policies are applied first followed by user-associated policies.
For devi cel ast, user-associated policies are applied first followed by device-associated
policies. For devi ceonl y, user-associated policies are ignored. For user onl y, device-
associated policies are ignored. If this option is not specified, user | ast is taken as the
default value.
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-e, --enforce-now - Enforces the policy immediately on all assigned devices.

-f, --folder=[device or user folder] - The path of the device or user folder relative to the
respective root folder. If this option is specified, the path of the device or user objects is
determined relative to this folder. This can be used to specify multiple device or user objects
under the same folder.

policy-create (pc) (policy name) (policy XM. file) [parent folder]
[ opti ons]
Creates a policy.
(policy XML file) - XML file containing exported policy information. Use pol i cy- export -t o-

fil e (petf) to export a policy's information into a XML file. If you want to reuse files, template
XML files can be created from policies created through ZENworks Control Center.

Accepts the following options:

-d, --desc=[description] - Description for the policy.

-a, --actioninfo=[file content for policy] - XML file containing information about file content to
be associated and packaged with the policy. For example, the driver file to be installed for a
Printer policy is the file content. For the XML format template, refer to Act i onl nf 0. xnl
located in/ opt / m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ pol i ci es on a Linux
serveror|nstallation_directory:\Mcro Focus\Zenwor ks\ shar e\ zman\
sanpl es\ pol i ci es on a Windows server.

-s, --create-as-sandbox=[create as sandbox] - Creates the policy as a sandbox.

-n, --create-with-new-grid - Creates the policy object with the new GUID. If the option is not
specified, it will validate the policy objects for imported GUID in the policy XML file. If the
imported GUID does not exist, a new GUID will be created, else the imported GUID will be
retained.

policy-copy (pcp) (policy path) (policy nanme) [parent folder] [options]

Copies a policy.

Accepts the following option:

-d, --desc=[description] - Description for the policy.

policy-delete (pd) (policy object path) [...] [options]
Deletes one or more policy objects.

(policy object path) [...] - The path of the policy objects (policy, policy folder or policy group)
relative to/ Pol i ci es. The wildcard * can be used in the object names if it is enclosed in
guotations. Exercise caution while using wildcards for deleting objects.

Accepts the following options:

-r, --recursive - Deletes objects inside a folder recursively.

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

policy-disable (pdl) (policy path) [...] [options]

Disables policies.
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Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

policy-del ete-version (pdv) (policy path) [version of the policy to be
del eted] [options]

Deletes one or more versions of the policy.

Examples:

To delete the version 3 of the policy, zenpolicy:

zman pdv zenpolicy 3

To delete all the versions of the policy, zenpolicy:

zman pdv zenpolicy -a

To delete all the versions of the policy, zenpolicy, that are older than the specified version:

zman pdv zenpolicy version -p

policy-enable (pel) (policy path) [...] [options]

Enables policies.
Accepts the following option:
-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is

specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

policy-export-to-file (petf) (policy path) (XM file path) [version of the
policy] [-c|--export-content]

I[Sangeeta - Added new for 11.2 RC1 - edit complete] Exports a policy's information (in XML
format) to a file. The XML file is to be used as input for creating policies.

(XML file path) - The complete path of the XML file to which the policy information is to be
exported.

[Version of the policy] - Version of the policy to be exported. If the version is not specified, the
published version of the policy is exported. To export a sandbox version of the policy, specify
sandbox.

[-c|--export-content] - Exports the content of the policy to a subdirectory within the directory
containing the XML file to which the policy’s information is exported. If the option is not
specified, the policy content is not exported.

Examples:

To export the sandbox version of a policy named zenpolicy to an XML file named pol i cy. xm :

zman petf policyfolder/zenpolicy C\policies\policy.xm sandbox
To export version 3 of a policy named zenpolicy to an XML file named pol i cy. xn :
zman petf policyfol der/zenpolicy C\policies\policy.xm 3

To export version 5 of a policy named zenpolicy to an XML file named pol i cy. xm and export
the policy’s content to the C. \ pol i ci es\:

zman petf policyfolder/zenpolicy C\policies\policy.xm 5 -c
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policy-folder-create (pfc) (folder nane) [parent folder] [options]
Creates a new folder for containing policies.

Accepts the following option:

--desc=[description] - Description for the folder.

policy-group-add (pga) (policy group path) (policy path) [...] [options]

Adds policies to a policy group.

Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

policy-group-create (pgc) (group name) [parent folder] [options]

Creates a policy group and adds members to it.

Accepts the following options:

--desc=[description] - Description for the group.

-m, --members=[policy path][...] - The path of the policies relative to / Pol i ci es.

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

policy-group-nenbers (pgm (policy group path) [options]
Lists members of a policy group.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

policy-group-renmove (pgr) (policy group path) (policy path) [...] [options]

Removes policies from a policy group.

Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

policy-list (pl) [options] [folder]
Lists policy objects.
Accepts the following options:

-1, --recursive - Lists results recursively including subfolders. If this option is not specified, the
contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
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policy-list-assignnents (plas) (policy or policy group) [options]
Lists the device and user assignments for a policy.
Accepts the following options:

-t, --typefilter=[assignment type] - Filters on the assignment type. Valid values are devi ce and
user.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
policy-list-groups (plg) (policy path) [options]

Lists groups where the given policy is a member.

Accepts the following option:

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
policy-list-version (plv) (policy path)

Lists all the versions of the policy.

Examples:

To list all the versions of the policy, zenpolicy:

zman plv zenpolicy

policy-nove (pmv) (policy object path) [destination fol der path]

Moves a policy object to a different folder.

pol i cy-sandbox-create (psc) (policy path) [version of the policy] [options]

Create a sandbox from an existing version of a policy
[version of the policy] - Specify the version of the policy to be used for creating the sandbox.

Accepts the following option:

-f, --force =[force] - Overwrite any existing sandbox.
Example:
To create a sandbox from the version 2 of a policy, zenpolicy:

zman psc zenpolicy 2

pol i cy- sandbox- publish (psp) (policy path)

Publish a sandbox to create a published version of the policy.

Example:

To publish the sandbox of a policy, zenpolicy

zman psp zenpolicy
pol i cy- sandbox- publ i sh-to-newpolicy (psptn) (policy path) (policy nane)
[ parent folder] [options]

Publishes sandbox version of a policy to a new policy.

(policy path) - The path of the policy object relative to the policies root folder, / Pol i ci es.

(policy name) - Name of the new policy to be created.
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[parent folder] - Folder in which the new policy is to be created. If not specified, the policy is
created in the root folder.

Accepts the following options:

-s, --createAsSandbox =[create as sandbox] - Creates the policy as a sandbox.

-g, --groups - Adds the newly created policy to all the groups which the source policy is a
member of.

-d, --deviceAssignments - Copies all the device assignments from the source policy to the new
policy created.

-u, --userAssignments - Copies all the user assignments from the source policy to the new policy
created.

Example:
To publish the sandbox version of a policy to a new policy.

zman psptn policyl policy2 /Policies/Folderl

policy-sandbox-revert (psr) (policy path)

Deletes the sandbox and reverts to the latest published version of the policy.
Example:
To delete the sandbox and revert to the latest published version of the policy:

zman psr zenpolicy

policy-rename (pr) (policy object path) (new nane) [options]

Renames a policy object.

-p, --publish =[publish] - If this option is specified and the display name of the bundle is edited,
the bundle is immediately published. However, if the current display name of the bundle is
different from the existing bundle name or if a sandbox already exists for the bundle,
specifying this option will have no effect.

pol i cy-unassi gn (pua) (device or user type) (policy or policy group)
(device or user object path) [...] [options]

Unassigns a policy or policy group from one or more device or user objects.
(device or user type) - Valid values are devi ce, server, wor kst at i on, and user.

(device or user object path) [...] - The path of the device or user objects relative to the root
folder of the device or user type specified.

Accepts the following option:

-f, --folder=[device or user folder] - The path of the device or user folder relative to the
respective root folder. If this option is specified, the path of the device or user objects is
determined relative to this folder. This can be used to specify multiple device or user objects
under the same folder.

pol i cy-vi ew advanced- depl oynent - st atus (pvads) (policy path) [options]

Displays the advanced deployment status of a policy.

Accepts the following options:

-d, --device=[device path] - Displays the deployment status only for the specified device. The
path of the device is relative to / Devi ces.
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-u, --user=[user path] - Displays the deployment status for the specified user only. The path of
the user is relative to / User s. If device is also specified, status details for the specified user
logged into the specified device are displayed.

-n, --namefilter=[target device name] - Filters on the name of the device. Displays options
matching the specified filter. The wildcard * and ? can be used if they are enclosed in
guotation marks.

--statusfilter=[status type][...] - Filters on the status of Policy Apply Event. Valid values are S, F,
and P (Success, Failure and Pending). A comma-separated list of status types can be given.

-t, --typefilter=[target device or user type][...] - Filters on the type of the target. Valid values are
server,wor kst ati on, and user . A comma-separated list of target types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

-v, --version [ val ue]

Following are the valid values:

published: Use this option to display number of non-test devices on which the policy is
deployed.

sandbox: Use this option to display the number of test device on which the sandbox version of
the policy is deployed.

[ ver si on-of -t he-obj ect]: Use aversion number to get the status of the related policy
version.

The default value is published.

-c, --status-calculation [ val ue]

Following are the valid values:

consolidated: Use this option to display the total number of devices on which this policy is

deployed.
version: Use this option to display the status of specific version.
The default value is version.
policy-view sumrary-totals (pvst) (policy path) [options]
Displays a summary of the deployment status of a particular policy.
Accepts the following options:
-v, --version [ val ue]
Following are the valid values:

+ published: Use this option to display number of non-test devices on which the policy is
deployed.

+ sandbox: Use this option to display the number of test device on which the sandbox
version of the policy is deployed.

+ [version-of -the-object]: Usea version number to get the status of the related
policy version.

The default value is published.
-c, --status-calculation [val ue]

+ consolidated: Use this option to display the total number of devices on which this policy is
deployed.

+ version: Use this option to display the status of specific version.

The default value is version.
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Policy Settings Commands

These commands are used to set and modify policy settings. Settings commands begin with
settings- inthe long form, or with the letter s in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,

they accept individual options as listed with each command.
+ “policy-settings-copy (pscp) (policy source path) (destination
policy or policy folder path) [...] [options]” on page 75

* “policy-settings-export-to-file (psetf) (XM. file path) [settings
nane] [options] [...]” on page 75

* “policy-settings-revert (psrt) (policy source path) (settings nane)

[...]” on page 75
* “policy-settings-set (pss) [options] (XM file path) [destination
policy or policy folder path] [...]” on page 76
policy-settings-copy (pscp) (policy source path) (destination policy or
policy folder path) [...] [options]
Copies settings.

(source policy or policy folder path) - The path of the policy or policy folder relative to /
Pol i ci es from which settings have to be copied.

(destination policy or policy folder path) [...] - The path of the policies or policy folders relative

to/ Pol i ci es to which settings must be copied.

Accepts the following option:

-n, --names=[settings name][...] - Names of the settings to be copied from the source path. If

this option is not specified, all settings defined at the source path are copied.

policy-settings-export-to-file (psetf) (XM file path) [settings nane]
[options] [...]

Exports settings data (in XML format) to a file. The XML file is to be used as input for creating or

modifying settings.

(XML file path) - The file into which the settings data is stored in XML format. If the file does not

exist, a new file is created.

[settings name] [...] - Names of the settings to be exported. If this option is not specified, all

settings are exported.

Accepts the following options:

-s, --source=[source policy or policy folder path] - The path of the policy or policy folder relative
to/ Pol i ci es from which settings must be exported. If this option is not specified, settings

are exported from the Zone.

-e, —-effective - If specified, the effective settings are retrieved; otherwise, only the settings
defined or overridden at the source path are retrieved.

policy-settings-revert (psrt) (policy source path) (settings name) [...]
Reverts the settings to that of the parent folder.

(source policy or policy folder path) - The path of the policy or policy folder relative to /
Pol i ci es, whose settings must be reverted.
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policy-settings-set (pss) [options] (XM file path) [destination policy or
policy folder path] [...]

Sets settings at various levels.

(XML file path) - XML file containing exported settings information. Use set ti ngs- export -
to-file(setf)toexportsettings information into a XML file.

Accepts the following options:
[settings name] [...] - Names of the settings to be exported. If this option is not specified, all
settings are exported.

-f, --force - Forces all children (subfolders and individual polices) to inherit these settings.

-s, --source=[source policy or policy folder path] - The path of the policy or policy folder relative
to/ Pol i ci es for which settings have to be set. If this option is not specified, settings are set
at the Zone level.

Patch Commands

These commands are used to list and run saved searches. Query commands begin with pat ch- in
the long form, or with the letter p in the short form.

pat ch-renove- basel i ne (prb)
Removes baseline patches.

Syntax: zman prb <Full patch name>

Query Commands

These commands are used to list and run saved searches. Query commands begin with query- in
the long form, or with the letter g in the short form.
+ “query-1list-savedsearches|gls [-d|--detailed]” on page 76

+ “query-run-savedsearch|qrs (saved search) [folder path] [-r]|--
recursive] [-s|--scrollsize=scroll size]” on page 76

query-list-savedsearches|qgls [-d|--detail ed]
Lists the saved searches.

Accepts the following option:
[-d, --detailed] - Lists the filter criteria for the saved search.

guery-run-savedsearch|qrs (saved search) [folder path] [-r]|--recursive] [-
s| --scrollsize=scroll size]
Runs a saved search.

Accepts the following options:

(saved search) - Saved search to be executed.

[folder path] - The path of the device folder where the search is to be performed relative to /
Devi ces. The default folder is / Devi ces.
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[-r, --recursive] - This option has been deprecated in ZENworks 11 SP3. If you specify this option,
it will be ignored. The recursive value is taken from the saved search.

[-s, --scrollsize=scroll size] - Number of results to be displayed at a time.

Queue Commands

These commands are used when you need to make modifications to the queue. The queue
processes asynchronous events such as client refreshes and content cleanup, and does not need to
be modified under most circumstances. Queue commands begin with queue- in the long form, or
with the letter q in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “queue-flush (gf) (queue status)” on page 77

+ “gqueue-list (qgl) [server path] [options]” on page 77

+ “queue-reset (qr) [server path]” on page 77

+ “queue- excl ude-servers (qes) (actionType) [-g|--
gui ds=<server QJl Ds>, <serverGUJ Ds>, ..., <server@I Ds>] [--clear]” on
page 78

+ “gueue-excl ude-servers-list (qgesl) [-t|--actionType=actionType]” on
page 78

+ “queue-add (ga) [server path] [options]” on page 78
gueue-flush (qgf) (queue status)
Flushes the queue by removing the queue entries.
(queue status) [...] - Filters on the status of the queue entries. Valid values are N, I, C, S, and F
(New, In Progress, Cancelled, Success, and Failed).
queue-list (ql) [server path] [options]
Lists queue entries.

[server path] - The path of a server relative to/ Devi ces/ Ser ver s. Lists only the queue
entries belonging to the specified server.

Accepts the following options:

-t, --type=[queue action type] - Filters on the type of the queue entry. For example,
cont ent . cl eanup is a queue entry type.

-s, --status=[queue status] - Filters on the status of the queue entries. Valid values are N, I, C, S,
and F (New, In Progress, Canceled, Success, and Failed).

gueue-reset (qr) [server path]
Resets the queue, and sets the status of failed queue entries to New.

[server path] - The path of a server relative to/ Devi ces/ Ser ver s. Resets only the queue
entries belonging to the specified server.
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gueue-excl ude-servers (qges) (actionType) [-9|--
gui ds=<server GUl Ds>, <server GUI Ds>, ..., <serverGUI Ds>] [--clear]

I[defect 98032] Updates the list of Primary Servers that should be excluded while executing
specific queue actions. This command can be run only by a super administrator.

(acti onType) - The Queue Action type for which the exclusion servers list needs to be

created. You can either pass the Queue Action Type or “RUN_ASSIGNED_TASKS_ONLY” (without
guotes).

If RUN_ASSIGNED_TASKS_ONLY is passed, then the Primary Servers will run only the directly
assigned queue actions.

The Queue Action Type takes priority over RUN_ASSIGNED_TASKS ONLY.

For more information on how to use, see Optimizing Primary Server Performance in the
ZENworks Best Practices Guide.

-g, --guids=<serverQJ Ds>[...]: List of Primary Server GUIDs that need to be excluded
while executing all or specific queue actions.

- - ¢l ear : Removes the exclusion servers list that was created for a specific queue action.

gueue-excl ude-servers-list (qgesl) [-t]--actionType=actionType]

I[defect 98032] Updates the list of Primary Servers that should be excluded while executing
specific queue actions.

(acti onType) - The Queue Action type for which the exclusion servers list needs to be
created.

-t, --actionType=<actionType>: The Queue Action type for which the exclusion servers list needs
to be displayed.

gueue-add (ga) [server path] [options]

I[defect 98032] Adds an action to the queue.

[server path] - The path of a server relative to/ Devi ces/ Ser ver s. This is the server that will
perform this queue action.

Accepts the following options:

-t, --type=[queue action type] - Type of the queue action to be created. For example,
cont ent . cl eanup is a queue entry type. This is a mandatory argument.

-d, --data=[value] -> Any data required by the queue action.
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Registration Commands

These commands allow you to create and alter registrations. They require a device type to be
specified. It determines the type of device folder and device group the registration key is associated
with and therefore the type of the registering devices. Registration commands begin with

regi stration- inthe long form, or with the letter r in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “regi stration-add-devi ce-groups (radg) (device type) (registration
key) (device group path) [...] [options]” on page 79

+ “registration-create-key (rck) (device type) (registration key)
[registration folder path] [options]” on page 79

* “registration-copy (rcp) (registration key) (new nane)” on page 80

e “registration-delete (rd) (registration object path) [...]
[options]” on page 80

e “registration-folder-create (rfc) (folder nane) [parent folder]
[options]” on page 80

e “registration-info (ri) (registratin key)” on page 80
e “registration-list (rl) [options] [folder]” on page 80

e “registration-list-device-groups (rldg) (registration key)(rd)” on
page 81

e “registration-nmove (rnv) (registration object path) [destination
fol der path]” on page 81

* “registration-renove-device-groups (rrdg) (device type)
(registration key) (device group path) [...] [options]” on page 81

* “registration-renane (rr) (registration object path) (new nanme)” on
page 81

+ “regi stration-update-key (ruk) (device type) (registration key)
[options]” on page 81

* “registration-inport-devices (rid) (CSV file path) (registration

key)! [ Midul a: Added new content for 11.2]” on page 81

regi stration-add-device-groups (radg) (device type) (registration key)

(device group path) [...] [options]
Adds membership in the specified device groups for devices registering with the given key.
(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.
Accepts the following option:
-f, --folder=[device folder] - The path of the device folder relative to root folder of the device

type specified. If this option is specified, path of the device objects is determined relative to
this folder. This can be used to specify multiple device objects under the same folder.

regi stration-create-key (rck) (device type) (registration key)
[registration fol der path] [options]

Creates a new registration key.
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(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.
Accepts the following options:

-f, --devicefolder=[device folder] - The path of the device folder relative to the root folder of the
device type specified. Registering devices are placed in this folder.

-g, --devicegroup=[device group path][...] - A comma-separated list of path of the device groups.
The paths specified should be relative to the root folder of the device type specified.
Registering devices become members of these device groups.

--desc=[description] - Description for the registration key.

--site=[site] - The site where the devices are located. Registering devices are populated with this
site information.

--dept=[department] - The department in which the devices are used. Registering devices are
populated with this department information.

--loc=[location] - The physical location of the devices. Registering devices are populated with
this location information.

--limit=[limit] - Number of times this key can be used to register devices.
regi stration-copy (rcp) (registration key) (new nane)

Copies a registration key.

(registration key) - Name of the registration key.

(new name) - Name for the copied registration key.

registration-delete (rd) (registration object path) [...] [options]
Deletes registration objects.

(registration object path) [...] - The path of the registration objects (registration key or folder)
relative to / Keys. The wildcard * can be used in the object names if it is enclosed in quotations.
Exercise caution while using wildcards for deleting objects.

Accepts the following options:

-r, --recursive - Deletes objects inside a folder recursively.

-f, --folder=[registration folder] - The path of a registration folder relative to / Keys. If this
option is specified, the path of the registration objects is determined relative to this folder.
This can be used to specify multiple registration objects under the same folder.

registration-folder-create (rfc) (folder nane) [parent folder] [options]
Creates a new registration folder.

Accepts the following option:

--desc=[description] - Description for the folder.
registration-info (ri) (registratin key)

Displays detailed information about a registration key.
registration-list (rl) [options] [folder]

Lists all registration objects.

Accepts the following options:

-1, --recursive - Lists results recursively, including subfolders. If this option is not specified, the
contents of the subfolders are not listed.
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-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *

and ? can be used if they are enclosed in quotation marks.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
regi stration-1ist-device-groups (rldg) (registration key)(rd)

Lists the device groups associated with a registration key.

regi stration-nmove (rnv) (registration object path) [destination fol der
pat h]

Moves a registration object to a different registration folder.

regi stration-renove-devi ce-groups (rrdg) (device type) (registration key)

(device group path) [...] [options]
Removes the association of device groups to a registration key.
(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.

Accepts the following option:

-f, --folder=[device folder] - The path of the device folder relative to the root folder of the device
type specified. If this option is specified, the path of the device objects is determined relative

to this folder. This can be used to specify multiple device objects under the same folder.

regi stration-renanme (rr) (registration object path) (new name)

Renames a registration object.

regi stration-update-key (ruk) (device type) (registration key) [options]

Updates a registration key.

Accepts the following options:

-f, --devicefolder=[device folder] - The path of the device folder relative to the root folder of the

device type specified. Registering devices are placed in this folder.
--desc=[description] - Description for the registration key.

--site=[site] - The site where the devices are located. Registering devices are populated with this

site information.

--dept=[department] - The department in which the devices are used. Registering devices are

populated with this department information.

--loc=[location] - The physical location of the devices. Registering devices are populated with

this location information.
--limit=[limit] - Number of times this key can be used to register devices.
--unlimited - The key can be used without limit to register devices.
regi stration-inport-devices (rid) (CSV file path) (registration
key)![Midul a: Added new content for 11.2]

Imports the devices from the CSV file, which is used to specify the device information.

(CSV file path) - The name of the CSV file with the path. Each entry in the file contains details for

a workstation or a server.

For a workstation, or a server, the format of the file entry is version, host name, serial number,

and macAddress.

For a workstation, or a server, the version is WS_1.0.
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The values for version and host name are mandatory, and the values for serial number and
macAddress are optional.

(registration key) - Name of the registration key.

NOTE: Ensure that the file is in UTF-8 format.

For example:

To register the devices in the CSV devi cesl nf o file by using the registration key r egkey, run
thezman rid c:\deviceslnfo.csv regkey command

Role Commands

These commands are used to create and manage roles for rights-based management of
administrator accounts. Role commands begin with r ol e- in the long form or the lettersr| in the
short form.

* “role-add-adnmins (rlaa) [role name] [ZENworks administrator nane]
[...] [rights category] [object path] [...] [options]” on page 82
e “role-create (rlc) (role nanme)” on page 83

e “role-delete (rld) (role name) [...]" on page 83
e “role-list (rll) [options]” on page 83
e “role-list-admns (rlla) [role name]” on page 83

+ “role-renpve-admins (rlra) (role name) (ZENworks admi ni strator nane)
[...] [rights category] [object path] [...] [options]” on page 83

e “role-renane (rlr) (role nane) (new nane)” on page 83
e “role-rights-delete (rlrd) (role nane) [rights category]” on page 83
e “role-rights-info (rlri) (role name) [options]” on page 83
e “role-rights-set (rlrs) [role nane] [rights category] [options]” on
page 84
rol e-add-adnins (rlaa) [role name] [ZENworks administrator name] [...]
[rights category] [object path] [...] [options]

Assigns a role to one or more ZENworks administrators and associates the rights categories in a
role to different object contexts.

[rights category] - Name of the category within which the rights are grouped. To see the list of
categories, run zman rol e-ri ghts-add-adnmins --help | nore.

[object path] [...] - Full path of the ZENworks object starting with a slash (/) on which the rights
grouped in a rights category should be enforced. To view the root folders of the object types

that can be associated with a rights category, run zman rol e-add-adm ns --help | nore.

Accepts the following options:

-f, --folder=[folder name] - Full path of a folder. If this option is specified, the path of the objects
is determined relative to this folder. This provides convenience if you want to specify multiple
objects under the same folder.

-H, --help - Displays detailed help about the categories of rights available, and the root folders of
the object types on which the rights can be enforced.
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role-create (rlc) (role nanme)

Creates a ZENworks administrator role.

role-delete (rld) (role nane) [...]
Renames a ZENworks administrator role.
(role name) [...] - Name of the roles. The wildcard * can be used in the object names if it is
enclosed in quotation marks. Exercise caution when using wildcards to delete objects.
role-list (rll) [options]
Lists all ZENworks administrator roles.
Accepts the following options:

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-N, --name-only - Displays the role name only.
-T, --name-and-type - Displays the role name and privilege types only.

-l, --longnames - Displays names of the rights. By default, the abbreviated form of the rights
name is displayed.

role-list-admns (rlla) [role nang]

Lists the ZENworks administrators with the specified role, and the contexts associated with the
rights categories of that role.

rol e-renove-admins (rlra) (role nane) (ZENworks admnistrator name) [...]
[rights category] [object path] [...] [options]

Removes assignment of a role from one or more ZENworks administrators or removes the
association of rights categories to object contexts.

[rights category] - Name of the category within which the rights are grouped. To see the list of
categories, runznman rol e-ri ghts-add-admins --help | nore.

[object path] [...] - Full path of the ZENworks object starting with / on which the rights grouped
in a rights category should be enforced. To view the root folders of the object types that can be
associated with a rights category, run zman rol e-add-admins --help | nore.

Accepts the following option:

-f, --folder=[folder name] - Full path of a folder. If this option is specified, the path of the objects
is determined relative to this folder. This provides convenience if you want to specify multiple
objects under the same folder.

role-renane (rlr) (role nane) (new nane)

Renames a ZENworks administrator role.

role-rights-delete (rlrd) (role nane) [rights category]
Deletes rights assigned to a ZENworks administrator role.

[rights category] - Name of the category within which the rights are grouped. To see the list of
categories, runznman rol e-rights-set --help | nore.

role-rights-info (rlri) (role nanme) [options]
Displays rights assigned to a ZENworks administrator role.

Accepts the following options:
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-c, --category=[rights category] - Name of the category within which the rights are grouped. To
see the list of categories, runzman rol e-rights-set --help | nore.

-, --longnames - Displays names of the rights. By default, the abbreviated form of the rights
name is displayed.
role-rights-set (rlrs) [role name] [rights category] [options]
Allows or denies rights for a ZENworks administrator role.

[rights category] - Name of the category within which the rights are grouped. To see the list of
categories, run zman rol e-rights-set --help | nore

Accepts the following options:
-a, --allow=[right][...] - A comma-separated list of long or short names of the rights to be

allowed. To view the rights of each category, run zman rol e-rights-set --help |
nor e.

-A, --allow-all - Allows all rights of the rights category.

-d, --deny=[right][...] - A comma-separated list of long or short names of the rights to be denied.

To view the rights of each category, run zman rol e-rights-set --help | nore.
-D, --deny-all - Denies all rights of the rights category.

-u, --unset=[right][...] - A comma-separated list of long or short names of the rights to be unset.

To view the rights of each category, run zman rol e-rights-set --help | nore.
-H, --help - Displays detailed help about the categories of rights available, and the long and
short names of the rights within each category. If a category name is specified, help is

provided on the rights for that category.

Ruleset Commands

I[Sangeeta: Updated entire list of ruleset commands with information that was missed previously -
11.2 RC1 - - edit complete]

These commands are used to create and modify registration rule sets. Rule sets are applied to new
devices registering to the ZENworks server that do not present a registration key. The commands
require a device type to be specified, then the command determines the type of device folder and
device group the rule set is associated with, and therefore determines the type of the registering
devices. Rule set commands begin with rul eset - in the long form, or with the letter r s in the
short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.![Sangeeta: Added new (rsertf) and
updated existing (rsc, rsi, rsar, and rsrr) commands for 11.2 RC1- reviewer Ananth -- edit complete]

+ “rul eset - add- devi ce-groups (rsadg) (device type) (rule set name or
position) (device group path) [...] [options]” on page 85

e “ruleset-add-rule (rsar) (rule set nanme or position) (add node)
(rule group position) (rules file) !'[Sangeeta - added new section
for 11 SP2, profiled the existing section for 11 and 11 SP1]” on
page 85

e “rul eset-create (rsc) (device type) (rule set nane) (rules file)
[position] [options]” on page 86
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* “rul eset-copy (rscp) (rule set name or position) (new nane)
[ position]” on page 87

* “rul eset-export-rules-to-file (rsertf) (rule set nane or position)
(XML file path)” on page 87

e “rul eset-delete (rsd) (rule set nane or position)” on page 88
e “ruleset-info (rsi) (rule set nane or position)” on page 88
e “ruleset-list (rsl)” on page 88

* “rul eset-list-device-groups (rsldg) (rule set nane or position)” on
page 88

* “rul eset-move (rsmv) (rule set name or position) (new position)” on
page 88

+ “rul eset-renove-devi ce-groups (rsrdg) (device type) (rule set name
or position) (device group path) [...] [options]” on page 88

e “rul eset-renmove-rule (rsrr) (rule set nane or position) (rule
positions) [...]” on page 89

e “rul eset-rename (rsr) (rule set name or position) (new nane)” on
page 89
+ “rul eset-update (rsu) (device type) (rule set nanme or position)
[options]” on page 89
rul eset - add- devi ce-groups (rsadg) (device type) (rule set nane or position)
(device group path) [...] [options]

Adds membership in the specified device groups for devices imported by using the specified
rule set.

(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(device group path) - Specify the device group path relative to the root folder of the device type.
Accepts the following option:
-f, --folder=[device folder] - The path of the device folder relative to root folder of device type

specified. If this option is specified, the path of the device objects is determined relative to
this folder. This can be used to specify multiple device objects under the same folder.

rul eset-add-rule (rsar) (rule set nanme or position) (add node) (rule group
position) (rules file) ![Sangeeta - added new section for 11 SP2, profiled
the existing section for 11 and 11 SP1]

Adds rules or rule groups to a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(add mode) - Specify the mode of addition, whether rules or rule groups are being added. Valid
values arerul e and r ul egr oup. If mode isr ul e, all rules across rule groups in the input file
will be picked and added.
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(rules group position) - Specify the position of the rule group. If you are adding rule groups, this
refers to the position the new groups must be inserted at. If you are adding rules, it refers to the
position in the rule group where the new rule needs to be added. To point to the last rule group,
specify last. To add rules in a new rule group or to add rule groups at the end of the list, specify
makenew. The first rule group is at position 1.

(rules file) - The path of the XML file containing the information of rules or rule groups to be
added to the rule set. The XML file can be created by exporting rules of an existing rule set using
rul eset-export-rul es-to-filecommand. The conjunction specified in the XML file is
immaterial. Alternately, to add only rules, the older format can still be used.

For the file format, refer to AddRul esToRul eSet . t xt located in/ opt/ m cr of ocus/
zenwor ks/ shar e/ zman/ sanpl es/ rul eset s on a Linux Server or <l nstal | ati on

di rectory>:\M cro Focus\ Zenwor ks\ shar e\ zman\ sanpl es\r ul eset s ona Windows
Server.

For example:

To add rule groups at position 4 in a rule set:

zman rsar ruleset2 rulegroup 4 C\Rul eGoups. xni
To add rules to the third rule group of a rule set:

zman rsar ruleset2 rule 3 C\Rul es. xm

To add rules to the last rule group of a rule set:

zman rsar ruleset2 rule last C\Rules.xm

To add rules as a new rule group in a rule set:

zman rsar rul eset2 rule makenew C \ Rul es. xni

rul eset-create (rsc) (device type) (rule set nane) (rules file) [position]
[ opti ons]

I[Sangeeta - added new section for 11 SP2, profiled the existing section for 11 and 11 SP1]
Creates a new rule set to apply when registering a device without a registration key.

(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.
(rule set name) - Specify the name of the rule set.

(rules file) - The path of the XML file containing the information of rules or rule groups for the
new rule set. The XML file can be created by exporting rules of an existing rule set by using the
rul eset - export-rul es-to-fil ecommand. Alternately, to add only rules (conjunction
being AND), the older format can still be used.

For a sample of the file format, see the AddRul esToRul eSet . t xt file located in/ opt /
m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ rul eset s on a Linux server or
Installation_directory:\Mcro Focus\Zenwor ks\ shar e\ znan\ sanpl es\
rul eset's on a Windows server.

(position) - Position of the rule set among the rule sets. The first rule set is at position 1.

Accepts the following options:

-f, --devicefolder=[device folder] - The path of the device folder relative to the root folder of the
device type specified. Registering devices are placed in this folder.

-g, --devicegroup=[device group path][...] - A comma-separated list of paths of the device
groups. The paths specified should be relative to the root folder of the device type specified.
A registered device becomes a member of these device groups.
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--desc=[description] - Description for the rule set.

--site=[site] - The site where the devices are located. Registering devices are populated with this
site information.

--dept=[department] - The department in which the devices are used. Registering devices are
populated with this department information.

--loc=[location] - The physical location of the devices. Registering devices are populated with
this location information.

For example:
To create a rule set for registering servers:

zman rsc server rulesetl C \Rul eSet1.xnl --devicefol der serverfol der --
desc "rule to inmport servers" --site "Building A" --dept Finance --loc
Br azi |

Any registering device that evaluates to true for the rules defined in this rule set is placed in the
/ Devi ces/ Server s/ serverf ol der folder with the given site, department, and location
values.

To create a rule set for registering workstations that might become members of some
workstation groups:

zman rsc workstation rul eset3 --devi cegroup wsgroup, wsgroupl, wsf ol der/
wsgroup?2

The association of device groups to a rule set can also be done after the rule set creation by
using the r ul eset - add- devi ce- gr oup command.

rul eset-copy (rscp) (rule set nane or position) (new name) [position]
Copies a ruleset.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(new name) - New name to be given to the copied ruleset.

(position) - Position of the rule set among the rule sets. The first rule set is at position 1.

For example:

To copy a rule set to the first position:

zman rscp rul eset3 newul eset 1

Note: If the new position specified is 0 or greater than the number of rule sets, the rule set is

copied to the beginning or the end of the list, respectively.
rul eset-export-rules-to-file (rsertf) (rule set nane or position) (XM file
pat h)

I[Sangeeta - added new section for 11 SP2] Exports the rules of a rule set to a file.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(XML file path) - Specify the file in which the rules will be stored in XML format.
For example:
To export rules from a rule set:

zman rsertf rulesetl C \ExportedRul eSet.xm
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rul eset-delete (rsd) (rule set name or position)

Deletes a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

ruleset-info (rsi) (rule set nane or position)

Displays detailed information about a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

For example:
To display details about the ruleset MyRegRule:
zman rsi MyRegRul e

ruleset-list (rsl)

Lists all rule sets.

rul eset-1ist-device-groups (rsldg) (rule set nanme or position)

Lists the device groups associated with a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

rul eset-nmove (rsnv) (rule set name or position) (new position)

Changes the position of a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(new position) - Specify the new position to which the rule set needs to be moved.
For example:
zman rsnv ruleset3 1

Note: If the new position specified is 0 or greater than the number of rule sets, the rule set is
moved to the beginning or the end of the list, respectively.

rul eset -renove-devi ce-groups (rsrdg) (device type) (rule set nane or
position) (device group path) [...] [options]

Removes the association of device groups to a rule set.
(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(device group path) - Path of the device groups relative to the root folder of the device type
specified.

Accepts the following option:
-f, --folder=[device folder] - The path of the device folder relative to root folder of the device

type specified. If this option is specified, the path of the device objects is determined relative
to this folder. This can be used to specify multiple device objects under the same folder.
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rul eset-remove-rule (rsrr) (rule set nanme or position) (rule positions)
[...]

I[Sangeeta - added new section for 11 SP2, profiled the existing section for 11 and 11 SP1]
Removes rules or rule groups from a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(rule positions) - Specify the positions of the rules to be removed. The first rule group is
denoted as G1 and the first two rules in G1 are denoted as G1:1,2. The position can be either a
group or specific rules within a group.

For example:

To remove the second rule group of a rule set:

zman rsrr ruleset2 &

To remove specific rule groups and specific rules from different rule groups:
zman rsrr ruleset2 GL:3 (2:2,5,6 G3 G6:4,9 (B

rul eset-renane (rsr) (rule set nanme or position) (new nane)
Renames a rule set.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

(new name) - Specify the new name to be given to the rule set.

rul eset-update (rsu) (device type) (rule set nane or position) [options]
Updates a rule set.
(device type) - Type of the registering device. Valid values are ser ver and wor kst ati on.

(rule set name or position) - Specify the name of the rule set or its position within the rule sets.
The first rule set is at position 1.

Accepts the following options:

-f, --devicefolder=[device folder] - The path of the device folder relative to the root folder of the
device type specified. Registering devices are placed in this folder.

--desc=[description] - Description for the rule set.

--site=[site] - The site where the devices are located. Registering devices are populated with this
site information.

--dept=[department] - The department in which the devices are used. Registering devices are
populated with this department information.

--loc=[location] - The physical location of the devices. Registering devices are populated with
this location information.

For example:
To update a rule set that registers servers:

zman rsu server rulesetl --devicefol der serverfolderl --desc "rule to
i mport servers" --site "Building B" --dept Transport --loc Brazil

To modify server groups in which the imported server should become a member use,
rul eset - add- devi ce- group and r ul eset - r enove- devi ce- gr oup commands.

To update the device folder from a workstation folder to a server root folder:
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zman rsu server rul eset?2

This command changes the folder to which the registering device needs to be placed; from /
Devi ces/ Wr kst ati ons to/ Devi ces/ Servers

Satellite Server Commands

These commands are used to view, create, and remove Satellite Servers. Satellite Server commands
“" n

begin with sat el | i t e- server - [[Prema: removing the “ss” shortform as “ss’ is being used for
another function] .

NOTE: From the ZENworks 2020 release onwards, promotion of a 32-bit device to a Satellite Server
role or addition of a role to an existing 32-bit Satellite Server is no longer supported.

+ “satellite-server-add-content-replication-setting (ssacrs) (path to
device) (content type) [-s|--schedul eFileNanme=file path] [-t]--
throttl eRate=Throttle Rate] [-d|--duration=Duration] [--noSchedul e]”
on page 91

+ “satellite-server-add-imagingrol e|] ssaing) (Path To Device) [Parent
Primary Server] [-p|--proxydhcp=ProxyDHCP Service] [-s]|--
serverPort=Satellite Server Port] (-r|--Content-Replication-
Schedul e=Satel lite Server Content Replication Schedule) [--force-
port-change] [--force-parent-change]” on page 91

e “satellite-server-create (ssc) (path to device)

((role),(role),...(role)) [parent primary server] [satellite server
port] [satellite server secure HITPS port] [Satellite Server Qutput
Throttle Rate] [--enable-ssl=<rol enane>, <rol enane>, ..., <rol enane>]

[--force-port-change] [--force-parent-change]” on page 92

+ “satellite-server-enabl e-ssl (sses) (-f|--fileNane=Filepath) (-r]|--
role=<role> <role> ..., <role>)" on page 93

+ “satellite-server-update-joi nproxy-settings (ssujs) (Path To Devi ce)
[-]|--]pport=jpport] [-m --maxconnecti ons=maxConnections] [-c]|--
connect i onCheckl nt er val =connect i onChecklnterval]” on page 93

e “satellite-server-delete (ssd) (Path to Device)
[(role),(role),...(role)][-f|--force]” on page 94

+ “satellite-server-configure-authentication-user-source (sscaus)
(path to device) (user source) [user connection, user
connection,...,user connection]” on page 94

+ “satellite-server-edit-inagingrole (sseing) (path to device) (action
on proxydhcp service)” on page 94

+ “satellite-server-export-content (ssec) (path to device) (export
directory) [options]” on page 95

+ “satellite-server-export-content-replication-setting-schedule
(ssecrss) (path to device) (content type) (-s | --schedul eFil eName =
file path)” on page 95

e “satellite-server-list-authentication-settings (sslas) (path to
device)” on page 95
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e “satellite-server-1list-inmagingservers (ssling)” on page 95

e “satellite-server-list-content-replication-settings (sslcrs) (path
to device)” on page 95

+ “satellite-server-list-roles (sslr) [managed device]” on page 95

e “Satellite-server-list-servers (ssls)” on page 95

+ “satellite-server-renove-content-replication-setting (ssrcrs) (path
to device) (content type)” on page 96

+ “satellite-server-renove-inmagingrole (ssring) (path to device) [-r]|-
-renovel mageFiles] [-f|--force]” on page 96

+ “satellite-server-update-content-replication-setting (ssucrs) (path
to device) (content type) (-s| --schedul eFil eNanme=file path)
[options]” on page 96

satel lite-server-add-content-replication-setting (ssacrs) (path to device)
(content type) [-s|--schedul eFileName=file path] [-t]|--
throttl eRate=Throttle Rate] [-d|--duration=Duration] [--noSchedul e]

Add a content type replication schedule and throttle setting to the Satellite device.

(Path To Device) - The full name of the satellite device to which to add the replication setting.

(Content Type) - The name of the content type for the replication setting to add to the satellite
device.

-s, --scheduleFileName=<file path> - The full path to a file with the schedule data for the
replication setting saved in XML format.

-t, --throttleRate=<throttle rate> - The throttle rate in kbps for the replication setting to add to
the satellite device.

-d, --duration=<duration> - The content replication duration period (in minutes).

--noSchedule - Use this option if you do not want to specify a schedule for content replication.

satel lite-server-add-imagi ngrol e| ssaing) (Path To Device) [Parent Primary
Server] [-p]|--proxydhcp=ProxyDHCP Service] [-s|--serverPort=Satellite
Server Port] (-r|--Content-Replication-Schedul e=Satellite Server Content
Replication Schedule) [--force-port-change] [--force-parent-change]

Promotes a managed device to a Satellite Server with the Imaging server role. If the managed
device is already functioning as a Satellite Server, this command adds the Imaging server role.

Accepts the following options:

(Path to Device) - The path of the managed device relative to/ Devi ces or the absolute path of
the managed device.

[Parent Primary Server] - The path of the Primary Server relative to / Devi ces or the absolute
path of the Primary Server that would act as the parent server to the new Satellite Server.
-p, --proxydhcp=<ProxyDHCP Service> - Starts or stops the Proxy DHCP service. The valid values

arestart and st op.

-s, --serverPort=<Satellite Server Port> - The port which the satellite server should use to listen
for managed device requests. If not specified, port 80 will be used.

-r, --Content-Replication-Schedule=<Satellite Server Content Replication Schedule> - The XML
file containing the Content Replication Schedule. In the Content Replication Schedule, enter
the number of days, hours and minutes for how often the Satellite Server content should be
updated from the parent Primary Server. For the XML format template, refer to
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ContentReplicationSchedule.xml located in / opt / mi cr of ocus/ zenwor ks/ shar e/ zman/
sanpl es/ schedul es on aLinuxserveror<lInstallation directory>\Mcro
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ schedul es on a Windows server.

--force-port-change - If the managed device is already functioning as a satellite server this
option allows you to change the port that all satellite server components on this device will
listen on for managed device requests.

--force-parent-change - If the managed device is already functioning as a satellite server this
option allows you to change the Primary Server parent for all satellite server components on
the device.

NOTE: Before promoting a managed device as Satellite, ensure that the ZENworks version
installed on the managed device is same as that of the Primary Server. Additionally, you cannot
promote the following devices as a Satellite:

+ A managed device that has a previous version of ZENworks Agent installed.

+ A ZENworks test device.

satellite-server-create (ssc) (path to device) ((role),(role),...(role))
[parent primary server] [satellite server port] [satellite server secure
HTTPS port] [Satellite Server Qutput Throttle Rate] [--enable-

ssl =<rol enane>, <rol enanme>, ..., <rol enane>] [--force-port-change] [--force-
par ent - change]

Allows you to configure a Satellite role.

Accepts the following options:

(path to device) - The full name of the managed device to create as a Satellite.

(role) - The Satellite roles to add to the managed device. Roles include Authentication,
Collection, and Content and JoinProxy. If you want to assign the Imaging Satellite role or to
promote a managed device to a Satellite with the Imaging server role, you must use the zrman
ssai ng command instead of this command. If you want to reconfigure JoinProxy role
settings, you must use the zman ssuj s command.

[Parent Primary Server] - The full name of the Primary Server to which the Satellite rolls up its
collection data or from which it obtains its content. This field is optional if the managed
device is already a Satellite.

[Satellite Server Port] - The port that the Satellite should use to listen for collection roll-up
requests or for obtaining content from the parent Primary Server. If it is not specified, port 80
is used.

[Satellite Server Secure HTTPS Port] - The port that the Satellite should use to listen for
authentication secure HTTPS requests. If not specified, port 443 is used.

[Satellite Server Output Throttle Rate]: Satellite Server Output Throttle Rate (in KB/s).

[--enable-ssl=<rolename>,<rolename>,...,<rolename>]: The Satellite Server roles for which SSL
needs to be enabled. Valid roles include Content and Collection.

[--force-port-change] - If the managed device is already functioning as a Satellite, this option
allows you to change the port that all Satellite components on this device listen to for
requests or for obtaining content.

[--force-parent-change] - If the managed device is already functioning as a Satellite, this option
allows you to change the Primary Server parent for all Satellite components on the device.
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NOTE: Before promoting a managed device as Satellite, ensure that the ZENworks version
installed on the managed device is same as that of the Primary Server. Additionally, you cannot
promote the following devices as a Satellite:

+ A managed device that has a previous version of ZENworks Agent installed.

+ A ZENworks test device.

A non-root user can successfully execute this command (zman ssc) on a Linux Primary Server
only if the user has been added to the ZENworks user group. To add the non-root user to the
ZENworks user group, use the user mod - A non-r oot _user nane command.

satel lite-server-enabl e-ssl (sses) (-f|--fileName=Filepath) (-r|--
rol e=<rol e>, <role>, ..., <role>

Enables SSL on an imported list of Satellite Servers having the Content or Collection role, or
both.

Accepts the following options:

-f, --fileName=<Filepath> - The full path of the comma-separated values (.csv or .txt) file to be
imported. The file should contain a list of Satellite Server GUIDs or Satellite Server paths.

Sample GUID: 422d4e7dc31506ef 2c44b54a2a2f a7db

Sample Server Path: / Devi ces/ Wor kst ati ons/ Li nux- SS-01

-, --role=<role>[...] - The Satellite Server roles for which SSL needs to be enabled. Valid roles
include Content and Collection.

Example: znman sses|satellite-server-enabl e-ssl -f
"satellite_server_guids.csv|satellite_server_guids.txt" -r
"Cont ent | Col | ecti on| Content, Col | ecti on"

satel lite-server-update-joinproxy-settings (ssujs) (Path To Device) [-j]|--
j pport=jpport] [-m --maxconnections=maxConnections] [-c|--
connect i onCheckl nt er val =connect i onCheckl nt erval ]

Updates the JoinProxy settings on a Satellite Server. You can promote only a Windows or a Linux
managed device to the JoinProxy Satellite role. The Primary Servers have the JoinProxy role by
default.

Accepts the following options:

(Path to Device) - The full name of the Satellite Server for which to update the JoinProxy
settings.

-, —-ipport=<jpport> - The Port on which the JoinProxy will listen for connection.

-m, --maxconnections=<maxConnections> - Maximum number of devices allowed for
connecting to JoinProxy.

-c, --connectionCheckinterval=<connectionCheckinterval> - The time interval for the Join Proxy
to periodically check if the devices are still connected to it or not.

I[Radha Devaraj; added the above new command namely ssujs for Join Proxy; Release; 113;
Profile; 11.3; Inputs: Suma, Rajappa Darshan; Edit: Carol, please review.]

NOTE: If you do not use the ssuj s command, the JoinProxy Satellite Server will be configured
with the following default values:

* Port: 7019
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* max Connections: 100

+ connection Check Interval: 1 min![Radha Devaraj; release: 11.3; Please suggest if the fields
listed in the note are appropriate.]

satellite-server-delete (ssd) (Path to Device) [(role),(role),...(role)]l-
f|--force]

Allows you to delete Satellite roles from the device. If all roles are removed, the device will be
automatically delisted from the Server Hierarchy listing in ZENworks Control Center.

If your Management Zone consists of ZENworks Primary Server and ZENworks Configuration
Management Satellites, you cannot remove individual roles from the Satellites. You can only
demote the Satellite to a managed device. You can delete a Satellite that has any version of the
ZENworks Agent installed.

Accepts the following options:

(Path to Device) - The full name of the Satellite Server from which to delete the Satellite roles.

[role] - The Satellite roles to delete from the device. If no roles are specified, all Satellite roles
are deleted from the device. You can delete the following roles: Authentication, Collection,
Content and Join Proxy.![Radha Devaraj; 21/2/13; release:11.3, Added Join Proxy here] To
remove the Imaging role, use the sat el | i t e- server -renpve-i magi ngrol e (ssring)
command instead of this command.

[-f|--force] - Forces the demotion of a Satellite Server to a managed device while removing all
the specified, existing roles. Use this option only in any of the following scenarios:

1. When a Satellite Server is permanently offline and cannot communicate with the
ZENworks server.

2. When all roles are removed and the Satellite Server cannot be removed from the ZCC
Server Hierarchy as the ZENworks version on the Satellite Server is older than the
ZENworks version on the Primary Server.

satel lite-server-configure-authentication-user-source (sscaus) (path to
devi ce) (user source) [user connection, user connection,...,user
connecti on]

Configures the user source connections used by a Satellite with the Authentication role. Execute
this command multiple times to configure connections for multiple user sources on the same
Satellite, specifying a different user source each time. Execute this command with no
connections to remove the specified user source from the authentication role of the Satellite.

Accepts the following options:

(Path To Device) - The full name of the Satellite for which to configure the authentication role
user source.

(User Source) - The name of the user source to configure.

[User Connection] - User connections listed in order that this Satellite uses to authenticate users
against the given user source.

satellite-server-edit-imagingrole (sseing) (path to device) (action on
proxydhcp service)

Starts or stops the Proxy DHCP service of the Imaging Satellite.
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(Path to Device) - The path of the device relative to / Devi ces/ Wir kst at i ons. The device
specified must be a Satellite with the Imaging role.

(Action on ProxyDHCP Service) - Starts or stops the Proxy DHCP service. The valid values are
start and st op.

satel lite-server-export-content (ssec) (path to device) (export directory)
[ opti ons]

Exports content files from the content repository for manual import into the Satellite device’s
content repository. To import the content into the content repository on a managed device, use
the zac cdp-inport-content (cic) command.

(Path To Device) - The full name of the Satellite device for which to export the content files.
(Export Directory) - The full path to a directory to which to export the content files.

Accepts the following options:

-a, --exportAll - Exports all content assigned to the Satellite device (by default, only missing
content is exported).

satellite-server-export-content-replication-setting-schedule (ssecrss)
(path to device) (content type) (-s | --schedul eFileNanme = file path)

Export the content type replication schedule from the Satellite device to a file.

(Path To Device) - The full name of the satellite device from which to export the replication
setting schedule.

(Content Type) - The name of the content type for the replication setting to export from the
satellite device.

-s, --scheduleFileName =<file path> - The full path to a file to which to export the schedule data.

satellite-server-list-authentication-settings (sslas) (path to device)

Lists the authentication role settings on a Satellite device.

(path to device) - The full name of the satellite device from which to list the authentication role
settings.

satellite-server-list-imagingservers (ssling)

Lists the Satellites with the Imaging role.

satellite-server-list-content-replication-settings (sslcrs) (path to
devi ce)

Lists the content replication schedule and throttle settings on the Satellite by content type.
(path to device) - The full name of the satellite device from which to list the replication settings.

satellite-server-list-roles (sslr) [nmanaged device]
Lists previously defined Satellite roles.

Accepts the following option:

[Managed device] - The full name of the managed device for which to list Satellite roles. If not
specified, all available Satellite roles are displayed.

Satellite-server-list-servers (ssls)

Lists the Satellites and their roles.
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satellite-server-renmove-content-replication-setting (ssrcrs) (path to
devi ce) (content type)

Remove a content type replication schedule and throttle setting from the Satellite device.

(Path To Device) - The full name of the satellite device from which to remove the replication
setting.

(Content Type) - The name of the content type for the replication setting to remove from the
satellite device.

satellite-server-renmove-inagingrole (ssring) (path to device) [-r]|--
renovel mageFiles] [-f|--force]

Removes the Satellite Imaging server role from the managed device.

If your Management Zone consists of ZENworks Primary Server and ZENworks Configuration
Management Satellites, you cannot remove individual roles from the Satellites. You can only
demote the Satellite to a managed device. You can delete a Satellite that has any version of the
ZENworks Agent installed.

(Path to Device) - The path of the managed device relative to / Devi ces/ Wor kst at i ons. The
device specified must be a Satellite with the Imaging role.

-r, --removelmageFiles - Deletes the image files from the specified device.

-f|--force] - Forces demotion of imaging role on Satellite Server. Use this option only in any of
the following scenarios:

1. When the Satellite Server is no longer communicating with the ZENworks server and is
permanently offline.

2. When the imaging role on the Satellite Server cannot be removed from the ZCC Server
Hierarchy as the ZENworks version on the Satellite Server is older than the ZENworks
version on the Primary Server.

satellite-server-update-content-replication-setting (ssucrs) (path to
device) (content type) (-s| --schedul eFileNane=file path) [options]

Updates a content type replication schedule and throttle setting to the Satellite device.

(Path To Device) - The full name of the satellite device to which to update the replication
setting.

(Content Type) - The name of the content type for the replication setting to update to the
satellite device.

-s, --scheduleFileName=(file path) - The full path to a file with the schedule data for the
replication setting saved in XML format.

Accepts the following option:

-d, --duration=<duration> - The content replication duration period (in minutes).

-t, --throttleRate=<Throttle Rate> - The throttle rate in kbps for the replication setting to update
to the satellite device.
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Server Commands

These commands are used to manage servers. Server commands begin with the word server - in
the long form, or with the letter s in the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “server-add-bundl e (sab) (server object path) (bundle or bundle
group) [...] [options]” on page 99

+ “server-add-certificate (sacert) (server object path) (certificate
file path)[-f]” on page 100

+ “server-add-policy (sap) (server object path) (policy or policy
group) [...] [options]” on page 100

* “server-copy-relationships (scr) (server path) (server object path)
[...] [options]” on page 101

+ “server-delete (sd) (server object path) [...] [options]” on
page 102

+ “server-folder-create (sfc) [folder nane] [parent folder] [options]”
on page 102

+ “server-group-add (sga) (server group path) [server path] [...]
[options]” on page 102

* “server-group-create (sgc) [group nane] [parent folder] [options]”
on page 103

* “server-group-nmenbers (sgm (server group path) [options]” on
page 103

+ “server-group-renove (sgr) (server group path) [server path] [...]
[options]” on page 103

+ “server-info (si) (server path)” on page 103
* “server-list (sl) [options] [folder]” on page 103

+ “server-list-bundles (slb) (server object path) [options]” on
page 104

+ “server-list-groups (slg) (server path) [options]” on page 104

+ “server-list-policies (slp) (server object path) [options]” on
page 104

+ “server-nove (smv) (server object path) [destination folder path]”
on page 104

+ “server-refresh (srf) (server object path) [...] [options]” on
page 104

+ “server-renove-bundl e (srb) (server object path) (bundle or bundle
group) [...] [options]” on page 104

+ “server-renove-policy (srp) (server object path) (policy or policy
group) [...] [options]” on page 105

+ “server-rename (sr) (server object path) (new nane)” on page 105
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+ “server-reorder-bundles (srob) (server object path) (current
position) (new position)” on page 105

+ “server-reorder-policies (srop) (server object path) (current
position) (new position)” on page 105

+ “server-retire (sret) (server object path)” on page 105

+ “server-set-as-test (ssat) (server object path)” on page 105
+ “server-rol e-zookeeper - add- server (srzas)” on page 105

+ “server-rol e- zookeeper -renove-server (srzrs)” on page 106

+ “server-rol e-zookeeper-list-cluster (srzlc)” on page 106

+ “server-rol e- zookeeper -update-cluster (srzuc) [...] [options]” on
page 106

+ “server-rol e-kaf ka-configure-cluster (srkcc) [...] [options]” on
page 106

+ “server-rol e- kaf ka- add- br oker (srkab)” on page 107
+ “server-rol e-kaf ka-renove- broker (srkrb)” on page 107
+ “server-rol e-kaf ka-reconfi g-broker (srkrcb)” on page 107

+ “server-rol e- kaf ka-updat e-cluster (srkuc) [...] [options]” on
page 107

+ “server-rol e-kafka-list-cluster (srklc)” on page 108
+ “server-rol e-kafka-1ist-connectors (srklcn)” on page 108

+ “server-rol e-kaf ka-restart-connectors (srkrcn) [...] [options]” on
page 108

+ “server-rol e-kaf ka-get - connector-config (srkgcc) [...] [options]” on
page 108

+ “server-rol e-kaf ka-reconfi gure-connectors (srkccn) [...] [options]”
on page 108

+ “server-rol e-kaf ka-recreate-connectors (srkrcc) [...] [options]” on
page 108

* “server-role-vertica-create-cluster (srvcc) [...] [options]” on
page 108

+ “server-rol e-vertica-add-server (srvas)” on page 109

+ “server-rol e-vertica-renove-server (srvrs)” on page 109

+ “server-role-vertica-list-cluster (srvlic)” on page 109

+ “server-rol e-vertica-update-cluster (srvuc)” on page 109

+ “server-role-vertica-get-credentials (srvgc)” on page 109

+ “server-rol e-vertica-prepare-server (srvps)” on page 109

+ “server-set-as-nontest (ssan) (server object path)” on page 109
+ “server-statistics (sst) (server path)” on page 109

+ “server-unretire (suret) (server object path)” on page 109

+ “server-viewall-bundl es-status (svabs) (server path) [options]” on
page 109
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+ “server-viewall-policies-status (svaps) (server path) [options]” on
page 110

+ “server-wakeup (sw) (server object path) [...] [options]” on
page 110

server-add- bundl e (sab) (server object path) (bundle or bundle group) [...]
[ opti ons]

Assigns bundles to a server object.

Accepts the following options:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

-1, --icon-location=[application location XML file] - XML file that contains the locations to place
the icon for the bundle application. For the XML file format, refer to | conLocat i on. xm
located in / opt / i cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es on a Linux
serverorlnstallation_directory:\Mcro
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ bundl es on a Windows server.

-d, --distribution-schedule=[distribution schedule XML file] - The XML file that contains the
distribution schedule.

-, --launch-schedule=[launch schedule XML file] - The XML file that contains the launch
schedule.

-a, --availability-schedule=[availability schedule XML file] - The XML file that contains the
availability schedule. For the schedule XML file templates, refer to the XML files located in /
opt / mi crof ocus/ zenwor ks/ shar e/ zman/ sanpl es/ schedul es on a Linux server or
Installation_directory:\Mcro Focus\Zenwor ks\ shar e\ znan\ sanpl es\
schedul es on a Windows server.

-D, --dry-run - Tests and displays the requested actions but does not actually perform them.

-i, --install-immediately - Installs the bundle immediately after distribution. To use this option,
you must also specify the Distribution schedule. The Distribution schedule can be specified by
using the --distribution-schedule, --distribute-now, or --distribute-on-device-refresh option.

-L, --launch-immediately - Launches the bundle immediately after installation. To use this
option, you must also specify the Distribution schedule. The Distribution schedule can be
specified by using the --distribution-schedule, --distribute-now, or --distribute-on-device-
refresh option.

-n, --distribute-now - Sets the distribution schedule to distribute the bundle immediately. If this
option is specified, the --distribution-schedule and --distribute-on-device-refresh options are
ignored. The --distribute-now, --distribute-on-device-refresh, and --distribution-schedule
options are mutually exclusive and are used to set the distribution schedule. The --distribute-
now option is considered first, followed by --distribute-on-device-refresh and --distribution-
schedule.

-1, --distribute-on-device-refresh - Sets the distribution schedule to distribute the bundle on
device refresh. If this option is specified, the --distribution-schedule option is ignored.

-s, --launch-on-device-refresh - Sets the launch schedule to launch the bundle on device refresh.
If this option is specified, the --launch-schedule option is ignored.

-w, --wakeup-device-on-distribution - Wakes up the device by using Wake-On-LAN if it is shut
down while distributing the bundle. To use this option, you must also specify the distribution
schedule. The distribution schedule can be specified by using the --distribution-schedule, --
distribute-now, or --distribute-on-device-refresh option.
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-B, --broadcast=[Broadcast address][...] - Acomma-separated list of addresses used to broadcast
the Wake-On-LAN magic packets. This option is used only if you choose to wake up the device
by using Wake-On-LAN. A valid IP address is a valid value.

-S, --server=[The path of the Primary or Proxy Server objects relative to/ Devi ces][...] -A
comma-separated list of Primary or Proxy Server objects used to wake up the device. This
option is used only if you choose to wake up the device by using Wake-On-LAN.

-C, --retries=[Number of retries] - Number of times the Wake-On-LAN magic packets are sent to
the device(s). This option is used only if you choose to wake up the device by using Wake-On-
LAN. The value must be between 0 and 5. The default value is 1.

-T, --timeout=[Time interval between retries] - The time interval between two retries. This
option is used only if you choose to wake up the device by using Wake-On-LAN. The value
must be between 2 and 10 (in minutes). The default value is 2.

server-add-certificate (sacert) (server object path) (certificate file
path)[-f]
1127.9.2016: Prem: Bug 986532; Inputs: Ashish] Prior to ZENworks 11 SP4, this command was
used to add a new valid certificate for a server, replacing the existing certificate that was about
to expire. With the introduction of the SSL Management feature in ZENworks 11 SP4, this
command has been deprecated.

To add a certificate that is missing in the database, you can use this command with the force ( -
f, --force) option. However, if there is already an active certificate present in the database, you
cannot use this command.

(server object path) - The path of the server objects (server, server folder or server group)
relative to / Devi ces/ Servers.

(certificate file path)- Path of the DER format certificate file.

-f, --force - Forces the certificate to the added as the active certificate. This option will work only
if an active certificate is not available in the database.

server-add-policy (sap) (server object path) (policy or policy group) [...]
[ opti ons]

Assigns policies to a server object.

Accepts the following options:

-c, --conflicts=[policy conflict resolution order] - Determines how policy conflicts are resolved.
Valid values are user | ast or 1, devi cel ast or 2, devi ceonl y or 3, useronl y or 4. For
user| ast, device-associated policies are applied first, followed by user-associated policies.
For devi cel ast, user-associated policies are applied first, followed by device-associated
policies. For devi ceonl y, user-associated policies are ignored. For user onl y, device-
associated policies are ignored. If this option is not specified, user | ast is taken as the
default value.

-e, --enforce-now - Enforces the policy immediately on all assigned devices.

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.
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server-copy-rel ationships (scr) (server path) (server object path) [...]
[ opti ons]

Copies relationships from a selected server to other servers. Server relationships include bundle

assignments, policy assignments and group memberships.

Accepts the following options:

-r, --relationship-type: Relationship types to copy. Valid values are bundles, policies and groups.
The option bundles will copy all the associated bundle assignments of the source device. The

option policies will copy all the associated policy assignments of the source device. The

option groups will add target devices as the member of the groups that are associated with

the source devices. You can provide multiple types by comma separated values.

-a, --assignment-options: Assignment options. The valid values are assign-to-group-members,

assign-to-folder-members and assign-to-folder-members-recursively. The option assign-to-
group-members will copy the assignments to members of the target groups. The option

assign-to-folder-members will copy the assignments to devices inside the target folder. The

option assign-to-folder-members-recursively will copy the assignments to devices inside the
target folders and its sub folders. if a value is not specified, the assignments are made to the

target folders or groups directly.

-c, --conflict-resolution: Conflict resolution options for existing assignments. The valid values are

delete-existing-assignments and replace-existing-assignments. The option delete-existing-

assignments will delete all the existing assignments of the target devices. The option replace-

existing-assignments will replace the existing assignments of the target devices with the
selected assignments. If a value is not specified, the existing assignments on the target
devices are retained.

-g, --group-membership: The group membership options for the target object type, Groups and

Folders. The valid values are add-folder-members-recursively, and delete-existing-group-
membership. The option add-folder-members-recursively adds devices inside the target

folders and their sub folders as members of the groups to which the source device belongs.
The option delete-existing-group-membership deletes the existing group memberships of the
target devices. If the targets have groups, then all the members of the groups are added as

members of the selected group and if the targets have folders, then all the devices in that

folder are added as members to the selected group, non-recursively.

-p, --export-path: The complete path of the file to which the Copy Relationships results need to

be exported, in CSV format. You can specify a file path along with a file name that has the

. €SV extension. If the path is not specified, the CSV file will be exported to the default path

(Linux: /var/opt/m crof ocus/ zenwor ks/t np; Windows:
%z enwor ks_home% wor k\ t mp).

-f, --continue-on-failure: This option is not mandatory. If this option is specified, the Copy

Relationships operation will continue even when a failure is encountered. If this option is not

specified, the Copy Relationships operation will terminate when a failure is encountered.
Examples:
To copy all the relationships of the source server to multiple servers types:

zman server-copy-rel ationshi ps serverfol der/sourceserver --
rel ati onshi p-type=bundl es, pol i ci es, groups serverfol der/server
serverfol der/serverfol derl serverfol der/servergroup
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To copy policy assignments of the source server to the servers inside target server folders
recursively: zman scr serverfol der/sourceserver --relationship-
type=policies serverfolderl serverfol der2 -assignnent-options=assign-
t o-f ol der - menmber s-recursi vel y.

To replace conflict bundle assignments of the target servers while copying the assignments
from source server:

To add servers of the target servers groups to the groups of the source server: znan scr
serverfol der/ sourceserver -r=groups servergroup -group-menbershi p=add-
gr oup- nenbers.

zman scr serverfol der/sourceserver -r=bundles serverfol der/serverl -
conflict-resol ution=repl ace-exi sting-assi gnments

To add servers of the target servers groups to the groups of the source server:
zman scr serverfol der/sourceserver -r=groups Servergroup

To copy all the relationships of the source server to multiple servers with the Continue on failure
and Export as CSV options (to C: \ t enmp\ ) specified:

zman server-copy-rel ati onshi ps serverfol der/sourceserver --
rel ati onshi p-type=bundl es, policies, groups serverfol der/server
serverfol der/serverfol derl serverfol der/servergroup -f -p=C \tenp\

To copy policy assignments of the source server to the servers within the target folders,
recursively, with terminate on failure and Export as CSV options (to
C.\tenp\copyresult.csv) specified:

zman scr serverfol der/sourceserver --relationship-type=policies
serverfol derl serverfol der2 -assi gnment-opti ons=assi gn-to-fol der-
nenbers-recursively -p=C.\tenp\copyresult.csv

server-del ete (sd) (server object path) [...] [options]
Deletes one or more server objects.

(server object path) [...] - The path of the server objects (server, server folder or server group)
relative to / Devi ces/ Servers. The wildcard * can be used in the object names if it is
enclosed in quotation marks. Exercise caution while using wildcards for deleting objects.

Accepts the following options:
-1, --recursive - Deletes objects inside a folder recursively.

-p, --preapproved - Adds the deleted devices to the pre-approved devices list.

-f, --folder=[server folder] - The path of a server folder relative to / Devi ces/ Ser ver s. If this
option is specified, the path of the server objects is determined relative to this folder. This can
be used to specify multiple server objects under the same folder.

server-folder-create (sfc) [folder nane] [parent folder] [options]
Creates a new folder for containing servers.

Accepts the following option:
--desc=[description] - Description for the folder.

server-group-add (sga) (server group path) [server path] [...] [options]

Adds servers to a server group.
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Accepts the following option:

-f, --folder=[server folder] - The path of a server folder relative to / Devi ces/ Ser ver s. If this
option is specified, the path of the server objects is determined relative to this folder. This can
be used to specify multiple server objects under the same folder.

server-group-create (sgc) [group nane] [parent folder] [options]

Creates a server group and adds members to it.

Accepts the following options:

--desc=[description] - Description for the group.

-m, --members=[server path][...] - The path of the servers relative to / Devi ces/ Servers.

-f, --folder=[server folder] - The path of a server folder relative to / Devi ces/ Ser ver s. If this
option is specified, the path of the server objects is determined relative to this folder. This can
be used to specify multiple server objects under the same folder.

server-group-nmenbers (sgm (server group path) [options]
Lists members of a server group or a dynamic server group.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

server-group-renove (sgr) (server group path) [server path] [...] [options]

Removes servers from a server group.

Accepts the following option:

-f, --folder=[server folder] - The path of a server folder relative to / Devi ces/ Ser ver s. If this
option is specified, the path of the server objects is determined relative to this folder. This can
be used to specify multiple server objects under the same folder.

server-info (si) (server path)

Lists detailed information about a server.

server-list (sl) [options] [folder]
Lists server objects.

Accepts the following options:

-1, --recursive - Lists results recursively including subfolders. If this option is not specified, the
contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-t, --typefilter=[type filter][...] - Displays results matching the comma-separated list of object
types specified. Valid values are devi ce, group, and f ol der.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

-f, --flagfilter=[flag filter][...] - Displays results matching the comma-separated list of flags
specified. Valid values areretired,notretired, test, and non-test.
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server-list-bundles (slb) (server object path) [options]

Lists bundles assigned to a server object.

Accepts the following options:

-a, --all - Lists both effective and non-effective bundles.

-e, --effective - Lists only effective bundles.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
server-list-groups (slg) (server path) [options]

Lists groups of which the given server is a member.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

server-list-policies (slp) (server object path) [options]

Lists policies assigned to a server object.

Accepts the following options:

-a, --all - Lists both effective and non-effective policies.

-e, --effective - Lists only effective policies.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
server-nove (snv) (server object path) [destination fol der path]

Moves a server object to a different folder.

server-refresh (srf) (server object path) [...] [options]
Refreshes the ZENworks Agent in the servers.
Accepts the following option:

-f, --folder=[server folder] - The path of a server folder relative to / Devi ces/ Ser ver s. If this
option is specified, the path of the server objects is determined relative to this folder. This can
be used to specify multiple server objects under the same folder.

1112.4.2016: Bug 975061: Prem: Inputs provided by Poovizhi] - - ser ver =<server/server folder/
server group object path>[...] - The path of Primary Server objects (server, server folder or
server group) relative to / Devi ces/ Ser ver s to send Quick Task notifications.

- -not i f y=<minutes> - Time in minutes to notify all devices.

- - expi r e=<minutes> - Time in minutes for expiry after creation of the quick task. Specify 0 to
expire immediately.

--currentserver -Add quick task to the current Primary Server.

--anyserver - Add quick task in any of the Primary Servers.

- - expi renever - The quick task never expires in the Primary Server.
server-renmove-bundl e (srb) (server object path) (bundle or bundle group)
[...] [options]

Removes bundles assigned to a server object.
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Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

server-renove-policy (srp) (server object path) (policy or policy group)
[...] [options]

Removes policies assigned to a server object.

Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This helps you to
specify multiple policy objects under the same folder.

server-renanme (sr) (server object path) (new nane)

Renames a server object.
server-reorder-bundl es (srob) (server object path) (current position) (new
posi tion)

Changes the order of bundles assigned to a server. Use the server - | i st - bundl es command

to get the order of assigned bundles.

server-reorder-policies (srop) (server object path) (current position) (new
posi tion)

Changes the order of policies assigned to a server. Use the server-1| i st-policies

command to get the order of assigned policies.

server-retire (sret) (server object path)

Retires the selected server from your ZENworks system at its next refresh. Retiring a device is
different from deleting a device. When you retire a device, its GUID is retained (as opposed to
when you delete a device, which also deletes its GUID). As a result, all inventory information is
retained and is accessible, but all policy and bundle assignments are removed. If you reactivate
the device in the future, its assignments are restored.

Accepts the following option:
-i, --immediate - Forces a device refresh to immediately retire the device.

server-set-as-test (ssat) (server object path)
Sets a server as a test device.
Examples
To set serverl as a test device:

zman ssat serverl

server-rol e-zookeeper - add- server (srzas)
Assigns the ZooKeeper role to a Primary Server.

--servers - Comma separated list of servers. The GUID, DNS or the path of the server objects
(server, server folder or server group) relative to/ Devi ces/ Servers.
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server-rol e-zookeeper -renove-server (srzrs)

Removes a server from the Zookeeper cluster. At least one server in the zone must have the
ZooKeeper role in it.

--servers - The GUID, DNS or the path of the server objects (server, server folder or server
group) relative to / Devi ces/ Servers.

server-rol e-zookeeper-list-cluster (srzlc)

Lists the currently configured servers in the Zookeeper Cluster.

server-rol e-zookeeper -updat e-cl uster (srzuc) [...] [options]

Updates the common properties of the Zookeeper Cluster.

Accepts the following options:

-| --leader-connect-port: Define the leader port that the followers will use to connect to a leader
in the cluster. The default port is 6790. However, you can specify an unused port between
6000 and 65535.

-c --client-port: Define the port on which Zookeeper will listen in for incoming connections. The
default port is 6789. However, you can specify an unused port between 6000 and 65535.

-e --leader-elect-port: Define the election port that all servers in the cluster will use to elect the
leader. The default port is 6791. However, you can specify an unused port between 6000 and
65535.

-t --tick-time: Define the length of a single tick, which is a basic time unit in milliseconds, used
by Zookeeper to regulate heartbeats and timeouts. The default value is 2000.

-i --init-limit: Define the amount of time, in ticks, to allow followers to connect to the leader. The
default value is 10.

-s --sync-limit: Define the amount of time, in ticks, to allow followers to sync with Zookeeper.
The default value is 5.

-X --max-connections: Specify the maximum number of client connections that the Zookeeper
cluster can accept. The default value is 60.

server-rol e-kaf ka-configure-cluster (srkcc) [...] [options]

Configures the Kafka cluster.

Accepts the following options:

-a --logRetentionPeriod: Specify the duration (in hours) for which the Kafka logs should be
retained.

-c --replication count: Specify the number of copies to be made for each topic.

-I --logRetentionBytes: Specify the maximum permissible size of the log, beyond which, the
existing data is overwritten with the new data. By default the log size is unlimited.

-t --zkSessionTimeout: Specify the Zookeeper session timeout (in milliseconds). The default
value is 30000 ms. If the server fails to signal a heartbeat to ZooKeeper within this specified
time period, then the server is considered to be dead. A heartbeat request helps identify if
the server is still connected to the Kafka cluster.

-r --retainDetectedLogsDuration: Specify the maximum time to retain deleted logs.

-p --logCleanupPolicy: Specify the default cleanup policy for segments that exceed the
maximum permissible retention window. The possible values are Delete and Compact. The
default value is Delete. The Delete policy will remove old segments when the retention time
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or size limit has reached. The Compact policy will enable log compaction on the topic, which
ensures that Kafka will always retain at least the last known value for each message key
within the log of data for a single topic partition.

-s --schemaregistryport: Specify the port on which the schema registry is running. The default
port is 8081.

-k, --kafkaport: Specify the port on which Kafka listens. The default port is 9093.
-X, --connectport: Specify the port on which Kafka connect listens. The default port is 8083.

server-rol e-kaf ka- add- br oker (srkab)
Adds a broker to the Kafka cluster.

--servers - Comma separated list of servers. You can specify the GUID, DNS or the path of the
server objects (server, server folder or server group) relative to / Devi ces/ Servers.

-i --ignorewarning- Specify true or false. This option is used to ignore the warning message
related to client authentication certificate that is displayed when an External CA is identified. To
proceed, you can set this option as true.

server-rol e-kaf ka-renove- broker (srkrb)
Removes a broker from the Kafka cluster.

--servers - The GUID, DNS or the path of the server objects (server, server folder or server
group) relative to / Devi ces/ Servers.

server-rol e-kaf ka-reconfi g- broker (srkrch)
Reconfigures the Kafka broker.

--servers- Comma separated list of servers. The GUID, DNS or the path of the server objects
(server, server folder or server group) relative to/ Devi ces/ Servers.

server-rol e-kaf ka-update-cluster (srkuc) [...] [options]

Updates the Kafka cluster configuration.

Accepts the following options:

-I --logRetentionBytes: Specify the maximum permissible size of the log, beyond which, the
existing data is overwritten with the new data. By default the log size is unlimited.

-t --zkSessionTimeout: Specify the Zookeeper session timeout (in milliseconds). The default
value is 30000 ms. If the server fails to signal a heartbeat to ZooKeeper within this specified
time period, then the server is considered to be dead. A heartbeat request helps identify if
the server is still connected to the Kafka cluster.

-r --retainDetectedLogsDuration: Specify the maximum time to retain deleted logs.

-p --logCleanupPolicy: Specify the default cleanup policy for segments that exceed the
maximum permissible retention window. The possible values are Delete and Compact. The
default value is Delete. The Delete policy will remove old segments when the retention time
or size limit has reached. The Compact policy will enable log compaction on the topic, which
ensures that Kafka will always retain at least the last known value for each message key
within the log of data for a single topic partition.

-c, --replication count: Specify the number of copies to be made for each topic.

-s --schemaregistryport: Specify the port on which the schema registry is running.

-k, --kafkaport: Specify the port on which Kafka listens.

-X, --connectport: Specify the port on which Kafka connect listens.
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server-rol e-kafka-1ist-cluster (srklc)

Retrieves the Kafka cluster configuration.

server-rol e-kafka-1ist-connectors (srklcn)

Retrieves the list of Kafka connectors.

server-rol e-kaf ka-restart-connectors (srkrcn) [...] [options]

Restarts the specified Kafka connectors.

Accepts the following option:
-c --connectors: Specify a comma separated list of connectors.

server-rol e-kaf ka- get - connector-config (srkgcc) [...] [options]

Retrieves the Kafka connector configuration details.

Accepts the following option:
-c --connector: Specify the name of the connector to retrieve its configuration details.

server-rol e-kaf ka-reconfi gure-connectors (srkccn) [...] [options]

Reconfigures the specified Kafka connectors.

Accepts the following option:
-c --connectors: Specify a comma separated list of connectors.

server-rol e-kaf ka-recreate-connectors (srkrcc) [...] [options]

Re-creates the Kafka connectors. This command is to be executed if the database is migrated
from one RDBMS to another.

Accepts the following option:

-f --force: Forces re-creation of Kafka connectors by deleting all existing connectors.
Examples:

To set current time as the reset time and force option as true, run

zman server-rol e-kaf ka-recreate-connectors -f true

To set a custom time as the reset time, run

zman server-rol e-kaf ka-recreate-connectors -f true -r "Fri, 01 Mar
2019 15:00:00 GvI"

server-rol e-vertica-create-cluster (srvcc) [...] [options]

Creates a Vertica cluster with one or more nodes. This is the first command that must be run
when configuring Vertica.

--servers- A comma separated list of servers. The GUID, DNS or the path of the server objects
(server, server folder or server group) relative to/ Devi ces/ Servers.

Accepts the following option:

-k --replication-factor: Specify the number of replicas of the data that should exist in the
database. You need to specify a value based on the number of nodes in the cluster and the
minimum number of nodes required are measured as 2k+1. Vertica recommends a K-safety
factor of 1.
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server-rol e-vertica-add-server (srvas)

Adds a server to the Vertica cluster.

--servers - A comma separated list of servers. The GUID, DNS or the path of the server objects

(server, server folder or server group) relative to / Devi ces/ Servers.

server-rol e-vertica-renmove-server (srvrs)

Removes a server from the Vertica cluster.

--servers - A comma separated list of servers. The GUID, DNS, or the path of the server objects

(server, server folder or server group) relative to/ Devi ces/ Servers.

server-role-vertica-list-cluster (srvlc)

Lists the servers within the Vertica cluster.

server-rol e-vertica-update-cluster (srvuc)
Updates the K-safety factor in the cluster.

Accepts the following option:

-k --replication-factor: Modify the replication factor to indicate the total number of replicas to

be maintained within a cluster.

server-rol e-vertica-get-credentials (srvgc)

Retrieves the Vertica database credentials.

server-rol e-vertica-prepare-server (srvps)
Prepares the server during the backup and restore process.

(server object path) - GUID, DNS, or the path of the server objects (server, server folder or
server group) relative to / Devi ces/ Ser vers.

server-set-as-nontest (ssan) (server object path)
Sets a server as a non-test device.
Examples
To set serverl as a non-test device:

zman ssan serverl

server-statistics (sst) (server path)

Displays statistics of ZENworks server usage.

server-unretire (suret) (server object path)

Reactivates the selected server at its next refresh and reapplies all policy and bundle
assignments that the device previously had.

Accepts the following option:
-i, --immediate - Forces a device refresh to immediately unretire the device.

server-view al | -bundl es-status (svabs) (server path) [options]
Displays the advanced deployment status of bundles assigned to a server.

Accepts the following options:
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--statusfilter=[status type][...] - Filter on the status of Bundle Distribution and Install Events.
Valid values are S, R, C, A, F, and P (Success, Partial Success, Completed, Partial Complete,
Failure, and Pending). A comma-separated list of status types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
Examples

To view the deployment status of bundles assigned to serverl:

zman svabs serverl

To view the deployment status of bundles assigned to serverl having bundle deployment status
as success or pending:

zman svabs serverl --statusfilter S, P

server-viewal | -policies-status (svaps) (server path) [options]

Displays the advanced deployment status of policies assigned to a server.
Accepts the following options:

--statusfilter=[status type][...] - Filters on the status of Policy Apply Event. Valid values are S, F,
and P (Success, Failure, and Pending). A comma-separated list of status types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

server-wakeup (sw) (server object path) [...] [options]

Wakes up a server using Wake-On-LAN.

Accepts the following options:

-f, --folder=[server folder] - The path of a server folder relative to / Devi ces/ Ser ver s. If this
option is specified, the path of the server objects is determined relative to this folder. This can
be used to specify multiple server objects under the same folder.

-b, --broadcast=[Broadcast address][...] - Acomma-separated list of addresses used to broadcast
the Wake-On-LAN magic packets. This option is used only if you choose to wake up the device
by using Wake-On-LAN. A valid IP address is a valid value.

-s, --server=[Path of the Primary or Proxy Server objects relative to/ Devi ces][...] -A
comma-separated list of Primary or Proxy Server objects used to wake up the device. This
option is used only if you choose to wake up the device by using Wake-On-LAN.

-C, --retries=[Number of retries] - Number of times the Wake-On-LAN magic packets are sent to
the devices. This option is used only if you choose to wake up the device by using Wake-On-
LAN. The value must be between 0 and 5. The default value is 1.

-t, --timeout=[Time interval between retries] - The time interval between two retries. This
option is used only if you choose to wake up the device by using Wake-On-LAN. The value
must be between 2 and 10 (in minutes). The default value is 2.

Settings Commands

These commands are used to set and modify settings. Settings commands begin with set t i ngs- in
the long form, or with the letter s in the short form.

The Settings commands do not apply to ZENworks Endpoint Security Management settings (Zone
Policy settings and Date Encryption Key settings).
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All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “settings-copy (scp) (source device or device fol der path)
(destination device or device folder path) [...] [options]” on
page 111

+ “settings-export-to-file (setf) [options] (XM. file path) [settings
nane] [...]” on page 111

+ “settings-revert (srt) (source device or device fol der path)
(settings nanme) [...]” on page 111

+ “settings-set (ss) (XM. file path) [destination device or device
folder path] [...]” on page 112

+ “settings-gcmdelete (sgd) [...]” on page 112

settings-copy (scp) (source device or device folder path) (destination
device or device folder path) [...] [options]
Copies settings.

(source device or device folder path) - The path of the device or device folder relative to /
Devi ces from which settings have to be copied.

(destination device or device folder path) [...] - The path of the devices or device folders relative
to / Devi ces to which settings must be copied.

Accepts the following option:

-n, --names=[settings name][...] - Names of the settings to be copied from the source path. If
this option is not specified, all settings defined at the source path are copied.

settings-export-to-file (setf) [options] (XM file path) [settings nane]
[...]
Exports settings data (in XML format) to a file. The XML file is to be used as input for creating or
modifying settings.
(XML file path) - The file into which the settings data is stored in XML format. If the file does not
exist, a new file is created.

[settings name] [...] - Names of the settings to be exported. If this option is not specified, all
settings are exported.

Accepts the following options:
-s, --source=[source device or device folder path] - The path of the device or device folder

relative to / Devi ces from which settings must be exported. If this option is not specified,
settings are exported from the Zone.

-e, -—-effective - If specified, the effective settings are retrieved; otherwise, only the settings
defined or overridden at the source path are retrieved.

settings-revert (srt) (source device or device fol der path) (settings nane)
[...]
Reverts the settings to that of the parent folder.

(source device or device folder path) - The path of the device or device folder relative to /
Devi ces, whose settings must be reverted.
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settings-set (ss) (XM file path) [destination device or device fol der
path] [...]
Sets settings at various levels.

(XML file path) - XML file containing exported settings information. Use set ti ngs- export -
to-file(setf)toexportsettings information into a XML file.

Accepts the following options:

[settings name] [...] - Names of the settings to be exported. If this option is not specified, all
settings are exported.

-s, --source=[source device or device folder path] - The path of the device or device folder
relative to / Devi ces for which settings have to be set. If this option is not specified, settings
are set at the Zone level.

settings-gcmdelete (sgd) [...]

Deletes the Google Cloud Messaging configured values. You need to restart the ZENworks
services for the changes to take effect.

Security Commands

The following commands are used to enable or disable the settings that will secure the agent to
server communication

This command accepts the option flags listed in the Global Options section. In addition, it accepts
individual options, as listed with the command.

Security-Set-Agent-Server-Secure-Communication --option=(true/false)

Enables or disables the settings that will secure the agent to server communication. By default,
this setting will be enabled on the freshly installed ZENworks (2020 Update 2). On upgraded
zone, the enhanced security feature will be disabled so that the agents with ZENworks 2020
Update 1 and earlier versions continue to communicate with the upgraded servers. However, if
you are upgrading all the devices in the zone, then it is recommended that you enable the
enhanced security feature. When the security feature is enabled, any devices at a lower version
will not be able to communicate with the Primary Server. After enabling this feature, to register
a device, you need to create an authorization key or add the device to the pre-approved devices
list. For more information, see ZENworks Discovery, Deployment, and Retirement Reference.

After enabling the security feature,
To enable the security setting, run zman ssassc --opti on=true
To disable the security setting, run zman ssassc --opti on=fal se

After modifying this setting, you need to restart the ZENworks Server Service (microfocus-
zenworks-configure -c Start) to apply the changes.

NOTE: Ensure that you run this command on Primary Servers in which you want to enable or
disable the security setting.
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Subscription Commands

These commands are used to create, modify, and manage subscriptions. Subscription commands
begin with subscri pti on- in the long form, or with the letters sr in the short form.

This command accepts the option flags listed in the Global Options section. In addition, it accepts
individual options, as listed with the command.

+ “subscription-create (src) (subscription nanme) (subscription XM
file) [parent folder] [options]” on page 113

+ “subscription-folder-create (srfc) (folder nane) [parent folder]
[options]” on page 114

+ “subscription-nove (srnv) (subscription object path) [destination
folder path]” on page 114

* “subscription-replicate (srr) (subscription-nane) [destination
folder path] [options]” on page 114

+ “subscription-export (sre) (subscription-nane) (subscription-
data.xm)” on page 114

+ “subscription-delete (srd) (Subscription object) [...] [options]” on
page 114

* “subscription-list (srl) [options]” on page 115

+ “subscription-nodify (srn) (subscription-nane) (subscription-
data.xm) [parent folder] [options]” on page 115

+ “subscription-status (srs) (subscription-nane) [options]” on
page 115

+ “subscription-channel-list (srcl) (subscription-nane) (repo entity
type) [options]” on page 115

+ “subscription-copy (srcp) (subscription path) (subscription-nange)
[parent folder] [options]” on page 115

+ “subscription-renane (srrn) (subscription object path) (new nane)”
on page 116

+ “subscription-proxy-password (srpp) [Subscription Proxy Password]”
on page 116

* “Subscription-unenrol | -android-enterprise |sueae [enterprise-id]
[ NCC- Usernane] [password-file-path]” on page 116

+ “Subscription-clear-ae | sca” on page 116
subscription-create (src) (subscription name) (subscription XM file)
[parent fol der] [options]
Creates a new subscription.

(subscription XML file) - XML file containing exported subscription information. Use

subscri ption-export (sre) toexportan existing subscription's information into an XML
file. If you want to reuse files, template XML files can be created from subscriptions that were
created through ZENworks Control Center. For a sample XML file, refer to nu. xm located in

On Linux: / opt / mi cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ subscri pti ons
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On Windows: %ZENSERVER_HOVE% M cr o
Focus\ zenwor ks\ shar e\ znman\ sanpl es\ subscri pti ons

Accepts the following options:
-d, --desc=[description] - Description for the subscription.

-s, --sysIDpath=[rhel-systemid]

NOTE: This command cannot be executed for Apple VPP subscriptions.

subscription-folder-create (srfc) (folder nane) [parent folder] [options]
Creates a new subscription folder.
Accepts the following option:
--desc=[description] - Description for the folder.
subscription-nmove (srnv) (subscription object path) [destination folder
pat h]
Moves a subscription object to a different folder.
subscription-replicate (srr) (subscription-nane) [destination fol der path]
[ opti ons]
Begins a subscription replication.
Accepts the following options:

-s, --schedule=[XML filename] - The XML file that contains the schedule to begin subscription.
The Event sch. xnl file is not applicable for subscriptions.

-r, --fromRepository - The repository from which to replicate content.

NOTE: For Apple VPP subscription, the outbound server will not be utilized while executing this
command. Hence, you need to ensure that the server on which this command is executed has
an Internet connection.

subscri ption-export (sre) (subscription-name) (subscription-data.xm)

Exports subscription information (in XML format) to a file. The XML file is to be used as input for
creating subscriptions.

subscription-delete (srd) (Subscription object) [...] [options]

Deletes one or more subscription objects. The subscriptions that are in InProgress, Suspended,
and Assigned status cannot be deleted.

Accepts the following options:

-r, --recursive - Deletes objects inside a folder recursively.

-b, --delete-bundles - Deletes all the bundles that were created by the specified subscription.

-f, --folder=[subscription folder] - The path of a subscription folder relative to /
Subscri pti ons. If this option is specified, the path of the subscription objects is
determined relative to this folder. This option can be used to specify multiple subscription
objects under the same folder.

NOTE: This command cannot be executed for Apple VPP subscriptions.
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subscription-list (srl) [options]
Lists subscription objects.

Accepts the following options:

-r, --recursive - Lists results recursively, including subfolders. If this option is not specified, the

contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards
*and ? can be used if they are enclosed in quotation marks.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

[folder] - Lists the contents of the specified folder. If you do not specify a folder, the contents of

the root folder are listed.
subscription-nodify (srm (subscription-nanme) (subscription-data.xm)
[ parent folder] [options]
Exports or modifies an existing subscription.
Accepts the following options:

-d, --desc=[description] - Description for the subscription.
-s, --sysIlDpath=[rhel-systemid]

NOTE: This command cannot be executed for Apple VPP subscriptions.

subscription-status (srs) (subscription-nanme) [options]
Returns the subscription’s status.
Accepts the following options:

-s, --suspend - Suspends the replication and changes the subscription status to Suspended.
-c, --cancel - Cancels the replication and changes the subscription status to Canceled.

NOTE: The Suspend and Cancel tasks are not supported while performing a dry run.

subscription-channel -1ist (srcl) (subscription-nane) (repo entity type)
[ opti ons]

Lists data such as bundles, catalogs, and packages.
Accepts the following options:

-r, --fromRepository - Bypasses the cache and downloads the metadata from the repository
from which to replicate the content.

-i, --ignoreFilters - List the content, ignoring any filters that might be configured.

subscri ption-copy (srcp) (subscription path) (subscription-nane) [parent
folder] [options]

Copies a subscription.

Accepts the following option:

-d, --desc=description - Description for the bundle.
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subscription-renane (srrn) (subscription object path) (new nane)
Renames a subscription.

For example, to rename a subscription SLES10Update to SLED10Update, run the command as
follows:

zman srrn /Subscription/ SLES10Updat e / Subscri ption/ SLED10Updat e

subscri ption-proxy-password (srpp) [Subscription Proxy Password]

Configures the proxy password to be used by any subscription during replication.![March 26th,
2015; Radha Devaraj; Included this new command for 114; Inputs: Arvind; Confirm if | need to
remove the brackets in the beginning?] In this command, the proxy password argument is
optional. If you do not enter the proxy password argument, the command prompts you to enter
the password.

Subscri ption-unenrol | -androi d-enterprise |sueae [enterprise-id] [NCCG
User nane] [password-file-path]

Unenrolls the Android enterprise account.

Accepts the following arguments:

[enterprise-id] Specify the enterprise ID that you want to unenroll

[NCC-username] Specify the NCC user name.

[password-file-path] Specify the location of the password file. Password file can be saved in any
file format.

Example: sueae LCO46w6dx5 MFtest C:\password.txt

In this example, LCO46w6dx5 is the enterprise ID, MFtest is the NCC username and

C:\password.txt is the location where the password is saved.
Subscription-clear-ae | sca

Deletes data associated with unenrolled Android enterprise subscription such as bundles, apps,
users and other related data.

System Update/Product Recognition Update Commands

These commands are used to manage System Updates and Product Recognition Updates (PRUs) to
ZENworks. These commands begin with syst em updat e in the long form, or with the letters su in
the short form.

+ “system updat e- downl oad (sud) (system update or PRU nane)” on
page 117
+ “system updat e-vi ew avai l abl e (suva) [options]” on page 117
+ “system updat e-status (sus) (system update or PRU nane)” on page 117

+ “system updat e- del et e-update (sudu) (system update or PRU nane)
[options]” on page 117

+ “system updat e- cancel - downl oad (sucd) (system update or PRU nane)”
on page 118

+ “system updat e-assi gn (sua) (systemupdate nane) [device path] [...]
[option]” on page 118

+ “systemupdate-list-assign (sula) (device path)” on page 118
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+ “system updat e-aut hori ze (suaz) (system update or PRU nane)” on
page 118

+ “system updat e- basel i ne (sub) (system update nane)” on page 118

+ “systemupdate-inport (sui) (path to update) [system update or PRU
nane] [-b, --checkbaseline]” on page 118

+ “systemupdate-activate-entitlement (suae) (mail 1D) (activation
code)” on page 118

+ “systemupdate-viewentitlenent-status (suves)” on page 119

+ “system updat e-rebui | d- packages (surp) (system update nane)” on
page 119

+ “systemupdat e-patch-file (supf) (systemupdate nane) (path to
patch)” on page 119

+ “(system updat e- creat e- package | sucp) (system update nane) [device
pat h] [-n]|--packagenanme=St andal one updat e package name] [-p|--
platforn=CS Platforn] [-a]--arch=Architecture]” on page 119

syst em updat e- downl oad (sud) (system update or PRU nane)
Downloads the latest system updates or PRU.

(system update or PRU name) - System update or PRU name or UID.

syst em updat e- vi ewavai | abl e (suva) [options]

Displays a list of all available updates or PRUs published on the update server or in an update
file.

Accepts the following options:

-i, --importFile=[path to import file/directory] - Full path to the import file to query.

-u, --url=[url to update server] - URL for the system update server to query in the format http://
servername:[port]/path.

-f, --product=[product code] - The product code to check for updates (for example, zcm, pru).

-v, --version=[product base version] - The base version of the product to check for updates (for
example, 10.0, 10.1).

syst em updat e-status (sus) (system update or PRU nane)
Displays the status of the specified system update or PRU.

(system update or PRU name) - System update or PRU name or UID.

syst emr updat e- del et e- update (sudu) (system update or PRU nane) [options]
Deletes a specified system update or PRU from the zone.

(system update or PRU name) - System update or PRU name or UID.

NOTE: Deleting the update will also delete any superseded updates. If the superseded update
deployment is pending or in progress for any device, the update will not be deleted.

Accepts the following option:

-f, --force - Forces the update to be deleted. The assignment is removed only from the server. If
you refresh the device and see the update, then update will be applied on that device. Use
with caution, and only if you are sure that the update is not in an active state.
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syst em updat e- cancel - downl oad (sucd) (system update or PRU nane)

Cancels the download of the system update or PRU.

(system update or PRU name) - System update or PRU name or UID.

syst em updat e- assi gn (sua) (system update nane) [device path] [...]
[ opti on]

Assigns the authorized system update to devices.
(system update name) - System update name or UID.
[device path] [...] - The path of the device relative to / Devi ces.

Accepts the following option:

-a, --all - Assign to all devices.

systemupdate-list-assign (sula) (device path)

Lists all updates assigned to the specified device or group.

(device path) - The path of the device relative to / Devi ces.

syst em updat e- aut hori ze (suaz) (system update or PRU nane)

Authorizes an update or PRU.

(system update or PRU name) - System update or PRU name or UID.

syst em updat e- basel i ne (sub) (system update nane)

Schedules an attempt to set the specified update as the baseline update.

(system update name) - System update name or UID.

system update-inport (sui) (path to update) [system update or PRU nane] [-b,
--checkbaseline]

Imports a system update or PRU from a ZIP file or directory into the Zone. After the update or
PRU is in the ZENworks system, it can be managed the same way that online updates or PRUs
are managed. On a linux server, the ZIP file to be imported should be present within the var/

t mp.
(path to update) - The full path to the update or PRU ZIP file or directory.
(system update or PRU name) - System update or PRU name or UID.

I[Prema: User Comment 19870; Valid for 11.2 onwards: Beena] (-b, --checkbaseline) - Check for
and if applicable, baseline the update. The default is to not baseline the update.

systemupdat e-activate-entitlenment (suae) (mail 1D) (activation code)

Activates the System Update entitlement for the ZENworks software in the Management Zone
to receive the latest version of ZENworks System Updates and Product Recognition Updates
(PRUs) from the Micro Focus Customer Center server.

(mail ID) - A valid e-mail address to be used for communication from Micro Focus. We
recommended that you specify the e-mail address used to purchase the System Update
Maintenance Entitlement.

(activation code) - The System Update entitlement activation code.
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NOTE: Before activating the entitlement, ensure that the Primary Server you want to use to
activate the entitlement can communicate with the NCC server (https://secure-
www.novell.com).

syst em updat e-viewentitl enent-status (suves)

Displays the System Update entitlement status.

syst em updat e- r ebui | d- packages (surp) (system update nane)
Rebuilds the deployment packages on this server with the content of the specified update.
(system update name) - System update name or UID.
-f, --force - Force the package to be rebuild, even if there are no new packages included in the
update.

system updat e-patch-file (supf) (systemupdate nanme) (path to patch)

Patches an update with new versions of file(s).![Mridula: Added content for 11.2 Bug# 756233.
Profile- 112.] On a linux server, the ZIP file should be present in the / var/t np/ location.

(system update name) - System update name or UID.
(path to patch) - Full path of the zip file or the folder where patch files can be found.
(syst em updat e- cr eat e- package | sucp) (systemupdate nane) [device path] [-

n| - - packagenanme=St andal one updat e package nane] [-p|--platform=C0S
Platform [-a]--arch=Architecture]

I[AnjuP: included this for UC:25415, input: Beenal]

Creates the specified standalone update package. This command can be used to create a
package for a specific device, using the Update GUID and the device GUID, or to create a
package for the platform using the platform and architecture details.

(system update name) - System update name or UID.
[device path] - Path of the device relative to / Devi ces.

-n, --packagename=<Standalone update package name> - Name of standalone update package.
If not specified, name is calculated from the device name or the platform specified.

-p, --platform=<0S Platform> - OS platform for the standalone update package. Valid value is
Windows.

-a, --arch=<Architecture> - Device architecture for the standalone update package. Valid values
are 32 or 64.
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User Commands

These commands are used to manage users, belonging to the user sources configured in ZENworks.
The user sources are to be configured from an existing LDAP Authoritative Source like e-Directory or
Active Directory. The user source commands listed in this section also enable you to manage and
display certificates. User commands begin with user - in the long form, or with the letter u in the
short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “user-add-bundl e (uab) (user object path) (bundle or bundle group)
[...] [options]” on page 121

+ “user-add-policy (uap) (user object path) (policy or policy group)
[...] [options]” on page 122

+ “user-contai ner-create (ucc) (user source) (user container) (display
nane)” on page 122

+ “user-group-add (uga) (ZENworks user group path) (user path) [...]
[options]” on page 122

+ “user-group-create (ugc)(group nane)[options]” on page 122

+ “user-group-del ete (ugd) (ZENworks user group path) [...]” on
page 123

* “user-group-nmenbers (ugm (user group path) [options]” on page 123
+ “user-source-refresh (usr)” on page 123

+ “user-group-renove (ugr)(ZENworks user group path) (user path) [...]
[options]” on page 123

+ “user-info (ui) (user path)” on page 123

* “user-list (ul) [options] [folder]” on page 123

e “user-list-bundles (ulb) (user object path) [options]” on page 123
e “user-list-groups (ulg) (user path) [options]” on page 123

* “user-list-policies (ulp) (user object path) [options]” on page 124
+ “user-1ogged-in-devices (ulid) (user path)” on page 124

* “user-primary-workstation (upws) (user path)” on page 124

+ “user-renove-bundl e (urb) (user object path) (bundle or bundle
group) [...] [options]” on page 124

+ “user-renove-policy (urp) (user object path) (policy or policy
group) [...] [options]” on page 124

+ “user-reorder-policies (urop) (user object path) (current position)
(new position)” on page 124

e “user-set-as-test (usat) (user object path)” on page 124
+ “user-set-as-nontest (usan) (user object path)” on page 124

* “user-source-create (usc) (user source XM. file path) [options]” on
page 125

+ “user-source-list (usl)” on page 127
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*

“user-source-1list-connections (uslc) (user source)” on page 127

“user - sour ce-renove-connection (usrc) (user source) (connection
nane)” on page 127

“user -source-servercert-renove (ussr)
(<i nput Par ans>, <i nput Par ans>, . .., <i nput Parans>)" on page 127

“I[Bug 759013: Updated by Prem: valid for 11.2 onwards: Inputs provided by Brian Brown:
Editorial review complete]” on page 127

“user-source-trustedcert-list (ustl)” on page 128

“user-source-trustedcert-renmove, ustr (certificate alias)” on
page 128

“user - sour ce- add- connection (usac) (user source) (connection name)
(server address) (server port) [options]” on page 128

“user-vi ewal | -bundl es-status (uvabs) (user path) [options]” on
page 128

“user-viewall-policies-status (uvaps) (user path) [options]” on
page 128

“user-azure-source-sync (uass) (--usersource=user_source_name)” on page 128

user - add- bundl e (uab) (user object path) (bundle or bundle group) [...]
[ opti ons]

Assigns bundles to a user object.

Accepts the following options:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

-1, --icon-location=[application location XML file] - XML file that contains the locations to place
the icon for the bundle application. For the XML file format, refer to | conLocat i on. xni
located in/ opt / m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es on a Linux
serverorlnstallation_directory:\Mcro
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ bundl es on a Windows server.

-d, --distribution-schedule=[distribution schedule XML file] - XML file that contains the
distribution schedule.

-, --launch-schedule=[launch schedule XML file] - XML file that contains the launch schedule.

-b, --install-schedule=[install schedule XML file] - XML file that contains the install schedule.

-a, --availability-schedule=[availability schedule XML file] - XML file that contains the availability
schedule. For the schedule XML file templates, refer to the XML files located in / opt /

m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ schedul es on a Linux server or
Installation_directory:\Mcro Focus\Zenwor ks\ shar e\ zman\ sanpl es\
schedul es on a Windows server.

-i, --install-immediately - Installs the bundle immediately after distribution. To use this option,
you must also specify the distribution schedule. The distribution schedule can be specified by
using the --distribution-schedule, --distribute-now, or --distribute-on-device-refresh option.

-L, --launch-immediately - Launches the bundle immediately after installation. To use this
option, you must also specify the distribution schedule. The distribution schedule can be
specified by using the --distribution-schedule, --distribute-now, or --distribute-on-device-
refresh option.
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-n, --distribute-now - Sets the distribution schedule to distribute the bundle immediately. If this
option is specified, the --distribution-schedule and --distribute-on-device-refresh options are
ignored. The --distribute-now, --distribute-on-device-refresh, and --distribution-schedule
options are mutually exclusive and are used to set the distribution schedule. The --distribute-
now option is considered first, followed by --distribute-on-device-refresh and --distribution-
schedule.

-r, --distribute-on-device-refresh - Sets the distribution schedule to distribute the bundle on
device refresh. If this option is specified, the --distribution-schedule option is ignored.

-s, --launch-on-device-refresh - Sets the launch schedule to launch the bundle on device refresh.
If this option is specified, the --launch-schedule option is ignored.

user - add-policy (uap) (user object path) (policy or policy group) [...]
[ opti ons]

Assigns policies to a user object.

Accepts the following options:

-e, --enforce-now - Enforces the policy immediately on all assigned devices.

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

user-container-create (ucc) (user source) (user container) (display nanme)
Adds a user container to a user source configured in ZENworks.

(user container) - The user container to be added in RDN (Relative Distinguished Name) format,
relative to the root context of the LDAP Source.

(display name) - Displays the name for the user container.

user - group-add (uga) (ZENworks user group path) (user path) [...] [options]

Adds users to a ZENworks user group.

Accepts the following option:

-f, --folder=[user folder] - The path of a user folder relative to / User s. If this option is specified,
the path of the user objects is determined relative to this folder. This can be used to specify
multiple user objects under the same folder.

user - group-create (ugc) (group nane)[ options]

Creates a ZENworks user group and adds members to it.

Accepts the following options:

--desc=[description] - Description for the group.

-m, --members=[user path][...] - The path of the users relative to/ User s.

-f, --folder=[user folder] - The path of a user folder relative to / User s. If this option is specified,
the path of the user objects is determined relative to this folder. This can be used to specify
multiple user objects under the same folder.
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user - group-del ete (ugd) (ZENworks user group path) [...]

Deletes one or more ZENworks user groups.

(ZENworks user group path) [...] - The path of the ZENworks user group relative to / User s/

ZENwor ks User G oups.

user - group- menbers (ugm (user group path) [options]
Lists members of a ZENworks user group or LDAP Directory user group.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

user-source-refresh (usr)

Initiates a refresh on all the user sources.

user - group-renove (ugr)(ZENworks user group path) (user path) [...]
[ opti ons]
Removes users from a ZENworks user group.

Accepts the following option:

-f, --folder=[user folder] - The path of a user folder relative to / User s. If this option is specified,
the path of the user objects is determined relative to this folder. This can be used to specify

multiple user objects under the same folder.

user-info (ui) (user path)
Lists detailed information about a user.
user-list (ul) [options] [folder]
Lists user objects.

Accepts the following options:

-1, --recursive - Lists results recursively including subfolders. If this option is not specified, the

contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *

and ? can be used if they are enclosed in quotation marks.

-t, --typefilter=[type filter][...] - Displays results matching the comma-separated list of object

types specified. Valid values are user, gr oup, and f ol der.

-c, --count - Displays the count of the results.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
user-list-bundles (ulb) (user object path) [options]

Lists bundles assigned to a user object.

Accepts the following options:

-a, --all - Lists both effective and non-effective bundles.

-e, -—-effective - Lists only effective bundles.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
user-list-groups (ulg) (user path) [options]

Lists groups of which the given user is a member.
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Accepts the following option:

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
user-list-policies (ulp) (user object path) [options]

Lists policies assigned to a user object.

-a, --all - Lists both effective and non-effective policies.

-e, --effective - Lists only effective policies.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
user -1 ogged-in-devices (ulid) (user path)

Displays the devices on which a user is logged in.
user-primary-workstation (upws) (user path)

Lists the user’s primary workstation, number of logins, and number of minutes that the user has
been logged in to the primary workstation.

user-renove-bundl e (urb) (user object path) (bundle or bundle group) [...]
[ opti ons]

Removes bundles assigned to a user object.
Accepts the following option:
-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is

specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

user-renove-policy (urp) (user object path) (policy or policy group) [...]
[ opti ons]

Removes policies assigned to a user object.

Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is

specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

user-reorder-policies (urop) (user object path) (current position) (new
posi tion)

Changes the order of policies assigned to a user.
user-set-as-test (usat) (user object path)

Sets an user as a test user.

Examples

To set userl as a test user:

zman usat userl

user -set-as-nontest (usan) (user object path)
Sets an user as a non-test user.

Examples
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To set userl as a non-test user:

Zzman usan userl

user-source-create (usc) (user source XM. file path) [options]
Configures a user source.
Accepts the following option:

-a, --accept-certificate - Accepts the certificate presented by the user source when SSL mode is
chosen. This option is provided to avoid interactive mode for scripting. It is advisable to view the
certificate and then accept it.

The xml file should include the following content:

For Active Directory

<User Sourcel nfornation xm ns="http://novell.com zenwor ks/ zman/
usersource" xmns: xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<l--Configuring a user source, allows bundle and policy objects to be
assigned to identities contained in an LDAP directory-->

<l --Please enter the connection information for the LDAP directory.--
>
<Connect i onl nf or nat i on>
<l--Specify the IP Address of the LDAP Server. For exanple,
192. 168. 1. 60- - >
<Addr ess>xxx. XxX. Xx. xx</ Addr ess>
<UseSSL>t r ue</ UseSSL>
<l gnor eDynani cG oups>f al se</ | gnor eDynam cG oups>
<Port >636</ Port >
<!--389 is the default non-ssl port -->
<Root LDAPCont ext ></ Root LDAPCont ext >
</ Connect i onl nf or mat i on>

<I--Please enter the LDAP credentials that will be used when
information is needed fromthe user source.
These credentials need to provide read access to the contexts of
your tree where users reside.-->
<Credenti al sl nfornmati on>
<User nane>ZENwor ks @omai n. conx/ User nane>
<Passwor d>Passwor d</ Passwor d>
</ Credenti al sl nformati on>

<l--Include the containers of your user source where your users
reside. In order to mnimze browsing
i ncl ude user containers directly. You may include any nunber of
cont ai ners independently and manage themas a set or individually-->

ZENworks Command Line Utilities 125

€20z 1snbny 8T (ua) sAsaop



126

<User Cont ai ner s>
<User Cont ai ner >
<Cont ext >cn=User s</ Cont ext >
<Di spl ayName>User s</ Di spl ayNane>
</ User Cont ai ner >
</ User Cont ai ner s>

<l-- Optionally include authentication nmechanisns to use with your
user source. Add zero or nore nechani smtypes.
Accept ed nmechani sns are "Usernane/ Password” and "Kerberos". -->

<Mechani sne<Type>User nane/ Passwor d</ Type></ Mechani sn»
<! --Mechani sm><Type>Ker ber os</ Type></ Mechani sm - >

</ User Sour cel nfor mati on>

For eDirectory

<User Sour cel nfornation xm ns="http://novell.com zenwor ks/ zman/
usersource” xmns:xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<l--Configuring a user source, allows bundle and policy objects to be
assigned to identities contained in an LDAP directory-->

<l --Please enter the connection information for the LDAP directory.--
>
<Connect i onl nf or mat i on>
<l--Specify the IP Address of the LDAP Server. For exanple,
192. 168. 1. 60- - >
<Addr ess>XXX. XX. XX. Xxx</ Addr ess>
<UseSSL>t r ue</ UseSSL>
<l gnor eDynami cG oups>f al se</ | gnor eDynani cG oups>
<Port >636</ Port >
<I--389 is the non-ssl port-->
<Root LDAPCont ext ></ Root LDAPCont ext >
</ Connect i onl nf or mat i on>

<I--Please enter the LDAP credentials that will be used when
information is needed fromthe user source.
These credentials need to provide read access to the contexts of
your tree where users reside.-->
<Credenti al sl nfornmati on>
<User nane>cn=admi n, o=novel | </ User nane>
<Passwor d>novel | </ Passwor d>
</ Credenti al sl nformati on>

<l--Include the containers of your user source where your users
reside. In order to minimze browsing
i ncl ude user containers directly. You may include any nunber of
cont ai ners independently and nmanage themas a set or individually-->
<User Cont ai ner s>
<User Cont ai ner >
<Cont ext >ou=Cont ai ner 1, o=Novel | </ Cont ext >
<Di spl ayName>Cont ai ner 1</ Di spl ayNanme>
</ User Cont ai ner >
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<User Cont ai ner >
<Cont ext >ou=Cont ai ner 2, o=Novel | </ Cont ext >
<Di spl ayNane>Cont ai ner 2</ Di spl ayName>
</ User Cont ai ner >
</ User Cont ai ner s>

<l-- Optionally include authentication nmechanisns to use with your
user source. Add zero or nore nechani smtypes.
Accept ed nechani sns are "Username/ Password" and "Shared Secret"”.
-->
<Mechani snp<Type>User nane/ Passwor d</ Type></ Mechani snp
<Mechani snp<Type>Shar ed Secr et </ Type></ Mechani sn»

</ User Sour cel nfor mati on>

Azure Active Directory

<Azur eUser Sour cel nformati on xm ns="http://novel |.con zenwor ks/ zman/
usersource” xmns:xsi="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >
<User Sour ceNane>novel </ User Sour ceNanme>

<Tenant | d>f 949220b- 6abe- 4a3d- b414- 62a2caf dc71b</ Tenant | d>

<Appl i cationl d>8772f f 75-f 93e- 4b0b- a291- 9c78a3f 89ee7</ Appl i cati onl d>
<C i ent Secr et >SsF8Q~ur Df RGVOj YW nl cW j ti VI r 9vxDzLSFcvz</ d i ent Secr et >
<Appl i cat i onName>abc</ Appl i cat i onName>

<MdmJl d>uyuuu</ MdnJl d>

</ Azur eUser Sour cel nf or mat i on>

user-source-list (usl)

Lists the configured user sources.

user-source-list-connections (uslc) (user source)

List the server connections for a user source.

user-source-renmove-connection (usrc) (user source) (connection nane)
Removes a server connection from a user source.

user - sour ce-servercert-renmove (USsr)

(<i nput Par ams>, <i nput Paranms>, . . ., <i nput Par ans>)
I[Bug 86400] Removes the specified user source server certificates.

(i nput Par ans) : Specify the relevant parameters:

To remove a single user source server certificate, specify the user source name and the server
connection name in the following format:
<user sour cenane>, <server connect i onnanme>

To remove multiple user source server certificates, specify the path to the CSV file that contains

the list of user source names and server connection names in the following format:
<user sour cename>, <server connect i onnanme>

I[Bug 759013: Updated by Prem: valid for 11.2 onwards: Inputs provided by Brian Brown: Editorial

review complete]
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user-source-trustedcert-add (usta) (certificate alias) (certificate file
pat h)

Adds an additional trusted certificate for another LDAP server that can be referred to during the
processing of an LDAP search request when using secure user source connections.

(certificate alias) - The alias used to identify the certificate in the key store.
(certificate file path) - The path to the DER format certificate file.

-c, --ca-cert: Adds a CA certificate. The alias name must either be a user source name or GUID.
For more information on user source details, see the user - sour ce- | i st command.
user-source-trustedcert-list (ustl)

Lists the additional trusted certificates used for secure user source connections.

user-source-trustedcert-renove, ustr (certificate alias)

Removes a trusted certificate used for secure user source connections.
(certificate alias) - The alias used to identify the certificate in the key store.

user - sour ce- add- connecti on (usac) (user source) (connection name) (server
address) (server port) [options]
Adds a new server connection for a user source.

Accepts the following options:

-a, --accept-certificate - Accepts the certificate presented by the user source when SSL mode is
chosen. This option is provided to avoid interactive mode for scripting. It is advisable to view the
certificate and then accept it.

-s, --use-ssl - Specifies that SSL should be used when accessing the new server.

user-vi ew al | -bundl es-status (uvabs) (user path) [options]
Displays the advanced deployment status of bundles assigned to a user.
Accepts the following options:
--statusfilter=[status type][...] - Filters on the status of Bundle Distribution and Install Events.

Valid values are S, F, and P (Success, Failure, and Pending). A comma-separated list of status
types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

user-viewall-policies-status (uvaps) (user path) [options]
Displays the advanced deployment status of policies assigned to a user.
Accepts the following options:

--statusfilter=[status type][...] - Filters on the status of Policy Apply Event. Valid values are S, F,
and P (Success, Failure, and Pending). A comma-separated list of status types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
user-azure-source-sync (uass) (--usersource=user_source_name)

Initiates a complete synchronization of users and user groups with Azure Active Directory for
the specified user source.

Example: zman uass --usersource=opentext.
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This will initiate synchronization of users and user groups with Azure Active Directory associated
with the user source opentext.

NOTE: The process can take a while depending on the number of users, user groups, and
membership of users in user groups, present in the Azure Active Directory. Execute the
command only when you encounter an issue with user synchronization because any changes
will be synchronized automatically every hour by default.

Workstation Commands

These commands are used to manage workstations. Workstation commands begin with
wor kst at i on- in the long form, or with the letter win the short form.

All of the commands below accept the option flags listed in the Global Options section. In addition,
they accept individual options as listed with each command.

+ “wor kst ati on-add- bundl e (wab) (workstation object path) (bundle or
bundl e group) [...] [options]” on page 130

+ “workstation-add-policy (wap) (workstation object path) (policy or
policy group) [...] [options]” on page 131

+ “wor kst ation-copy-rel ationshi ps (wer) (workstation path)
(workstation object path) [...] [options]” on page 132

+ “workstation-del ete (wd) workstation object path) [...] [options]”
on page 133

+ “workstation-folder-create (wic) (folder nane) [parent folder]
[options]” on page 134

+ “workstation-group-add (wga) (workstation group path) (workstation
path) [...] [options]” on page 134

+ “workstation-group-create (wgc) (group name) [parent fol der]
[options]” on page 134

+ “wor kst ati on-group-nmenbers (wgm [options] (workstation group path)”
on page 134

+ “wor kst ation-group-renmove (wgr) (workstation group path)
(workstation path) [...] [options]” on page 134

« “workstation-info (wi) (workstation path)” on page 135
e “workstation-list (w) [folder] [options]” on page 135

e “workstation-list-bundles (wb) (workstation object path) [options]”
on page 135

e “workstation-list-groups (W g) (workstation path) [options]” on
page 135

e “workstation-list-policies (wWp) (workstation object path)
[options]” on page 135

+ “wor kst ation-nmove (wr) (workstation object path) [destination
fol der path]” on page 135

+ “workstation-refresh (wf) (workstation object path) [...]
[options]” on page 135
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“wor kst ati on-renove-bundl e (wb) (workstation object path) (bundle
or bundle group) [...] [options]” on page 136

“wor kst ati on-renove-policy (wp) (workstation object path) (policy
or policy group) [...] [options]” on page 136

“wor kst ati on-renane (w) (workstation object path) (new nane)” on
page 136

“wor kst ati on-reorder-policies (wop) (workstation object path)
(current position) (new position)” on page 136

“wor kstation-retire (wet) (workstation object path)” on page 136

“wor kst ati on-set-as-test (wsat) (workstation object path)” on
page 137

“wor kst ati on-set-as-nontest (wsan) (workstation object path)” on
page 137

“wor kstation-unretire (wiret) (workstation object path)” on page 137

“wor kst ati on-vi ew al | -bundl es-status (wabs) (workstation path)
[options]” on page 137
“wor kst ation-viewall-policies-status (waps) (workstation path)
[options]” on page 137

“wor kst ati on-wakeup (ww) (workstation object path) [...] [options]”
on page 138

wor kst ati on- add- bundl e (wab) (workstation object path) (bundle or bundle
group) [...] [options]

Assigns bundles to a workstation object.

Accepts the following options:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is
specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

-1, --icon-location=[application location XML file] - XML file that contains the locations to place
the icon for the bundle application. For the XML file format, refer to | conLocat i on. xm
located in/ opt / m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ bundl es on a Linux
serverorlnstallation_directory:\Mcro
Focus\ Zenwor ks\ shar e\ zman\ sanpl es\ bundl es on a Windows server.

-d, --distribution-schedule=[distribution schedule XML file] - XML file that contains the
distribution schedule.

-, --launch-schedule=[launch schedule XML file] - XML file that contains the launch schedule.

-a, --availability-schedule=[availability schedule XML file] - XML file that contains the availability
schedule. For the schedule XML file templates, refer to the XML files located in / opt /

m cr of ocus/ zenwor ks/ shar e/ zman/ sanpl es/ schedul es on a Linux server or
Installation_directory:\Mcro Focus\Zenwor ks\ shar e\ zman\ sanpl es\
schedul es on a Windows server.

-b, --install-schedule=[install schedule XML file] - XML file that contains the install schedule.

-i, --install-immediately - Installs the bundle immediately after distribution. To use this option,
you must also specify the distribution schedule. The distribution schedule can be specified by
using the --distribution-schedule, --distribute-now, or --distribute-on-device-refresh option.
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-L, --launch-immediately - Launches the bundle immediately after installation. To use this
option, you must also specify the distribution schedule. The distribution schedule can be
specified by using the --distribution-schedule, --distribute-now, or --distribute-on-device-
refresh option.

-n, --distribute-now - Sets the distribution schedule to distribute the bundle immediately. If this
option is specified, the --distribution-schedule and --distribute-on-device-refresh options are
ignored. The --distribute-now, --distribute-on-device-refresh and --distribution-schedule
options are mutually exclusive and are used to set the distribution schedule. The --distribute-
now option is considered first, followed by --distribute-on-device-refresh and --distribution-
schedule.

-1, --distribute-on-device-refresh - Sets the distribution schedule to distribute the bundle on
device refresh. If this option is specified, the --distribution-schedule option is ignored.

-s, --launch-on-device-refresh - Sets the launch schedule to launch the bundle on device refresh.
If this option is specified, the --launch-schedule option is ignored.

-w, --wakeup-device-on-distribution - Wakes up the device by using Wake-On-LAN if it is shut
down while distributing the bundle. To use this option, you must also specify the Distribution
schedule. The Distribution schedule can be specified by using the --distribution-schedule, --
distribute-now, or --distribute-on-device-refresh option.

-D, --dry-run - Tests and displays the requested actions but does not actually perform them.

-B, --broadcast=[Broadcast address][...] - Acomma-separated list of addresses used to broadcast
the Wake-On-LAN magic packets. This option is used only if you choose to wake up the device
by using Wake-On-LAN. A valid IP address is a valid value.

-S, --server=[Path of the Primary or Proxy Server objects relative to/ Devi ces][...] -A
comma-separated list of Primary or Proxy Server objects used to wake up the device. This
option is used only if you choose to wake up the device by using Wake-On-LAN.

-C, --retries=[Number of retries] - Number of times the Wake-On-LAN magic packets are sent to
the device. This option is used only if you choose to wake up the device by using Wake-On-
LAN. The value must be between 0 and 5. The default value is 1.

-T, --timeout=[Time interval between retries] - The time interval between two retries. This
option is used only if you choose to wake up the device by using Wake-On-LAN. The value
must be between 2 and 10 (in minutes). The default value is 2.

wor kst ati on-add- policy (wap) (workstation object path) (policy or policy
group) [...] [options]
Assigns policies to a workstation object.

Accepts the following options:

-c, --conflicts=[policy conflict resolution order] - Determines how policy conflicts are resolved.
Valid values are user | ast or 1, devi cel ast or 2, devi ceonl y or 3, useronl y or 4. For
user | ast, device-associated policies are applied first, followed by user-associated policies.
For devi cel ast, user-associated policies are applied first, followed by device-associated
policies. For devi ceonl y, user-associated policies are ignored. For user onl y, device-
associated policies are ignored. If this option is not specified, user | ast is taken as the
default value.

-e, --enforce-now - Enforces the policy immediately on all assigned devices.

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.
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wor kst ati on-copy-rel ationships (wer) (workstation path) (workstation
object path) [...] [options]

Copies relationships from a selected workstation to other workstations. Workstation
relationships include bundle assignments, policy assighnments and group memberships if a value
is not specified, the assignments are made to the target folders or groups directly.

Accepts the following options:

-1, --relationship-type: Relationship types to copy. Valid values are bundles, policies and groups.
The option bundles will copy all the associated bundle assignments of the source device. The
option policies will copy all the associated policy assignments of the source device. The
option groups will add target devices as the member of the groups that are associated with
the source devices. If a value is not specified, the existing assignments on the target devices
are retained.

-a, --assignment-options: Assignment options. The valid values are assign-to-group-members,
assign-to-folder-members and assign-to-folder-members-recursively. The option assign-to-
group-members will copy the assignments to members of the target groups. The option
assign-to-folder-members will copy the assignments to devices inside the target folder. The
option assign-to-folder-members-recursively will copy the assignments to devices inside the
target folders and its sub folders.

-c, --conflict-resolution: Conflict resolution options for existing assignments. The valid values are
delete-existing-assignments and replace-existing-assignments. The option delete-existing-
assignments will delete all the existing assignments of the target devices. The option replace-
existing-assignments will replace the existing assignments of the target devices with the
selected assignments. If a value is not specified, the existing assignments on the target
devices are retained.

-g, --group-membership: The group memberships options for the target object type Groups and
Folders. The valid values are add-folder-members-recursively, and delete-existing-group-
membership. The option add-folder-members-recursively will add devices inside the target
objects and their sub folders as members of the groups to which the source device belongs.
The option delete-existing-group-membership will delete the existing group memberships of
the target devices. If the targets have groups, then all the members of the groups are added
as members to the selected group. If the targets have folders, then all the devices present in
that folders are added to the selected group, non-recursively.

-p, --export-path: The complete path of the file to which the Copy Relationships results need to
be exported, in CSV format. You can specify a file path along with a file name that has the
. €SV extension. If the path is not specified, the CSV file will be exported to the default path
(Linux: /var/opt/m crof ocus/ zenwor ks/t np; Windows:
%zenserver _home% wor k\ t nmp).

-f, --continue-on-failure: This option is not mandatory. If this option is specified, the Copy
Relationships operation will continue even when a failure is encountered. If this option is not
specified, the Copy Relationships operation will terminate when a failure is encountered.

Examples:
To copy all the relationships of the source workstation to multiple workstations:

zman wor kst ati on- copy-rel ati onshi ps wor kst ati onf ol der/ sour cewor kst ati on
--rel ationshi p-type=bundl es, pol i ci es, groups wor kst ati onf ol der/

wor kst ati on wor kst ati onf ol der/wor kst ati onfol der1 wor kst ati onf ol der/

wor kst ati ongr oup
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To copy policy assignments of the source workstation to the workstations inside target
workstation folders recursively:

zman wer wor kst ati onf ol der/ sourcewor kst ation --rel ati onshi p-

t ype=bundl eswor kst ati onf ol der1 wor kst ati onf ol der2 -assi gnment -
opti ons=assi gn-t o- gr oup- menber, assi gn-t o-f ol der - nenbers

To replace conflict bundle assignments of the target workstations while copying the
assignments from the source workstation:

zman wer wor kst ati onf ol der/ sourceworkstati on -r=policies
wor kst ati onf ol der/workstation -conflict-resol ution=del et e-existing-
assi gnnents

To add workstations of the target workstation groups to the groups of the source workstation:

zman wer wor kst ati onf ol der/ sour cewor kst ati on -r=groups wor kst ati ongroup
gr oup- nenber shi p=add- f ol der - nenbers-recursively

To add workstations of the target workstation groups to the groups of the source workstation
with Continue on failure and Export as CSV (to C. \ t enp\ f ol der) options specified:

zman wer wor kst ati onf ol der/ sour cewor kst ati on -r=groups wor kst ati ongroup
gr oup- nenber shi p=add- f ol der - nenbers-recursively -f -p=C \tenp\

wor kstation-delete (wd) workstation object path) [...] [options]
Deletes one or more workstation objects.

+ All policy and bundle assignments and inventory information associated with the devices
are deleted from the ZENworks server.

¢ The ZENworks agent is unregistered from the zone.

+ The data on the devices and the ZENworks agent are not deleted or uninstalled from the
devices.

¢+ The MDM profile is not deleted on the devices. To delete the MDM profile, use the
unenroll quick task.

¢+ The MDM client will not be re-registered to the zone during the next scheduled refresh.

¢ The ZENworks agent will be re-registered automatically during the next scheduled refresh.
However, if ZENworks Secure Configuration is enabled, then the agent will get re-registered
only if the authorization key is available on the devices, or the devices are added to the
pre-approved list.

(workstation object path) [...] - The path of the workstation objects (workstation, workstation
folder or workstation group) relative to / Devi ces/ Wor kst at i ons. The wildcard * can be
used in the object names if it is enclosed in quotations. Exercise caution while using wildcards
for deleting objects.

Accepts the following options:

-1, --recursive - Deletes objects inside a folder recursively.

-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/
Wor kst at i ons. If this option is specified, the path of the workstation objects is determined
relative to this folder. This can be used to specify multiple workstation objects under the
same folder.
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-p, --preapprove - Adds the deleted devices to the preapproved list.

-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/
Wor kst at i ons. If this option is specified, the path of the workstation objects is determined
relative to this folder. This can be used to specify multiple workstation objects under the
same folder.
wor kstation-folder-create (wic) (fol der name) [parent folder] [options]
Creates a new folder for containing workstations.

Accepts the following option:
--desc=[description] - Description for the folder.
wor kst ati on-group-add (wga) (workstation group path) (workstation path)
[...] [options]
Adds workstations to a workstation group.
Accepts the following option:
-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/
Wor kst at i ons. If this option is specified, the path of the workstation objects is determined
relative to this folder. This can be used to specify multiple workstation objects under the
same folder.
wor kst ati on-group-create (wgc) (group nanme) [parent folder] [options]
Creates a workstation group and adds members to it.
Accepts the following options:
--desc=[description] - Description for the group.

-m, --members=[workstation path][...] - The path of the workstations relative to / Devi ces/
Wor kst at i ons.

-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/
Wor kst at i ons. If this option is specified, the path of the workstation objects is determined
relative to this folder. This can be used to specify multiple workstation objects under the
same folder.
wor kst ati on- group-menbers (wgnm) [options] (workstation group path)
Lists members of a workstation group or a dynamic workstation group.

Accepts the following option:

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
wor kst ati on-group-remove (wgr) (workstation group path) (workstation path)
[...] [options]

Removes workstations from a workstation group.

Accepts the following option:

-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/

Wor kst at i ons. If this option is specified, the path of the workstation objects is determined

relative to this folder. This can be used to specify multiple workstation objects under the
same folder.
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workstation-info (w) (workstation path)

Lists detailed information about a workstation.

workstation-list (W) [folder] [options]
Lists workstation objects.
Accepts the following options:

-1, --recursive - Lists results recursively including subfolders. If this option is not specified, the
contents of the subfolders are not listed.

-n, --namefilter=[filter string] - Displays results matching the specified name. The wildcards *
and ? can be used if they are enclosed in quotation marks.

-t, --typefilter=[type filter][...] - Displays results matching the comma-separated list of object
types specified. Valid values are devi ce, group, and f ol der.

-c, --count - Displays the count of the results.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

-f, --flagfilter=[flag filter][...] - Displays results matching the comma-separated list of flags
specified. Valid valuesareretired, notretired, test, and non-test.

wor kstation-1ist-bundles (Wb) (workstation object path) [options]
Lists bundles assigned to a workstation object.
Accepts the following options:
-a, --all - Lists both effective and non-effective bundles.
-e, --effective - Lists only effective bundles.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
wor kstation-list-groups (Wg) (workstation path) [options]
Lists groups of which the given workstation is a member.

Accepts the following option:
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

workstation-list-policies (Wp) (workstation object path) [options]
Lists policies assigned to a workstation object.
Accepts the following options:
-a, --all - Lists both effective and non-effective policies.

-e, —-effective - Lists only effective policies.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.

wor kst ati on-nove (wrv) (workstation object path) [destination fol der path]

Moves a workstation object to a different folder.

wor kstation-refresh (wf) (workstation object path) [...] [options]
Refreshes the ZENworks Agent in the workstations.

Accepts the following option:
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-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/

Wor kst at i ons. If this option is specified, the path of the workstation objects is determined
relative to this folder. This can be used to specify multiple workstation objects under the same
folder.![Vijay: 29/10/15: Added the following options as per bug# 952341: inputs by Sri Hari and
Raghu.K, in 11.4.1 release]

1[12.4.2016: Bug 975061: Prem: Inputs provided by Poovizhi] - - ser ver =<server/server folder/
server group object path>[...] - The path of Primary Server objects (server, server folder or
server group) relative to / Devi ces/ Ser ver s to send Quick Task notifications.

--not i f y=<minutes> - Time in minutes to notify all devices.

- - expi r e=<minutes> - Time in minutes for expiry after creation of the quick task. Specify 0 to
expire immediately.

--currentserver -Add quick task to the current Primary Server.

--anyserver - Add quick task in any of the Primary Servers.

- - expi renever - The quick task never expires in the Primary Server.
wor kst ati on-renove-bundl e (wb) (workstation object path) (bundle or bundle
group) [...] [options]

Removes bundles assigned to a workstation object.

Accepts the following option:

-f, --folder=[bundle folder] - The path of a bundle folder relative to / Bundl es. If this option is

specified, the path of the bundle objects is determined relative to this folder. This can be used
to specify multiple bundle objects under the same folder.

wor kst ation-renmove-policy (wp) (workstation object path) (policy or policy
group) [...] [options]

Removes policies assigned to a workstation object.

Accepts the following option:

-f, --folder=[policy folder] - The path of a policy folder relative to/ Pol i ci es. If this option is
specified, the path of the policy objects is determined relative to this folder. This can be used
to specify multiple policy objects under the same folder.

wor kstation-rename (w) (workstation object path) (new name)

Renames a workstation object.
wor kstation-reorder-policies (wop) (workstation object path) (current
position) (new position)

Changes the order of policies assigned to a workstation. Use the wor kst ati on-1i st -

pol i ci es command to get the order of assighed policies.

workstation-retire (wet) (workstation object path)

Retires the selected workstation from your ZENworks system at its next refresh. Retiring a
device is different from deleting a device. When you retire a device, its GUID is retained (as
opposed to when you delete a device, which also deletes its GUID). As a result, all inventory
information is retained and is accessible but all policy and bundle assignments are removed. If
you reactivate the device in the future, its assignments are restored.
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Accepts the following option:

-i, --immediate - Forces a device refresh to immediately retire the device.

wor kst ation-set-as-test (wsat) (workstation object path)

Sets a workstation as a test device.
Examples
To set workstation1 as a test device:

zman wsat wor kstationl

wor kst ati on-set-as-nontest (wsan) (workstation object path)

Sets a workstation as a non-test device.
Examples
To set workstation1 as a non-test device:

zman wsan wor kst ationl

workstation-unretire (wuret) (workstation object path)

Reactivates the selected workstation at its next refresh and reapplies all policy and bundle
assignments that the device previously had.

Accepts the following option:

-i, --immediate - Forces a device refresh to immediately unretire the device.

wor kst ation-vi ew al | - bundl es-status (wabs) (workstation path) [options]

Displays the advanced deployment status of bundles assigned to a workstation.
Accepts the following options:
--statusfilter=[status type][...] - Filter on the status of Bundle Distribution and Install Events.

Valid values are S, R, C, A, F, and P (Success, Partial Success, Completed, Partial Complete,
Failure, and Pending). A comma-separated list of status types can be given.

-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
Examples

To view the deployment status of bundles assigned to workstation1:
zman wabs wor kstationl

To view the deployment status of bundles assigned to workstation1 having bundle deployme
status as success or pending:

zman wabs workstationl --statusfilter S, P

wor kstation-viewall-policies-status (waps) (workstation path) [options]

Displays the advanced deployment status of policies assigned to a workstation.

Accepts the following options:

nt

--statusfilter=[status type][...] - Filters on the status of Policy Apply Event. Valid values are S, F,

and P (Success, Failure, and Pending). A comma-separated list of status types can be given.
-s, --scrollsize=[scrollsize] - Number of results to be displayed at a time.
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wor kst ati on-wakeup (ww) (workstation object path) [...] [options]

Wakes up a workstation by using Wake-On-LAN.

Accepts the following options:

-f, --folder=[workstation folder] - The path of a workstation folder relative to / Devi ces/
Wor kst at i ons. If this option is specified, the path of the workstation objects is determined
relative to this folder. This can be used to specify multiple workstation objects under the
same folder.

-b, --broadcast=[Broadcast address][...] - Acomma-separated list of addresses used to broadcast
the Wake-On-LAN magic packets. This option is used only if you choose to wake up the device
by using Wake-On-LAN. A valid IP address is a valid value.

-s, --server=[Path of the Primary or Proxy Server objects relative to/ Devi ces][...] -A
comma-separated list of Primary or Proxy Server objects used to wake up the device. This
option is used only if you choose to wake up the device by using Wake-On-LAN.

-C, --retries=[Number of retries] - Number of times the Wake-On-LAN magic packets are sent to
the device(s). This option is used only if you choose to wake up the device by using Wake-On-
LAN. The value must be between 0 and 5. The default value is 1.

-t, --timeout=[Time interval between retries] - The time interval between two retries. This
option is used only if you choose to wake up the device by using Wake-On-LAN. The value
must be between 2 and 10 (in minutes). The default value is 2.

Global Options

The following options can be applied to any zman command:

*

“-h, --help” on page 138

“--usage” on page 138

“--terse” on page 139

“--debug” on page 139

“-V, --verbose” on page 139

“--quiet” on page 139

“-U, --User=<usernane>" on page 139

“-P, --Password=<password>" on page 139
“---host =<host >" on page 139
“--port=<port>" on page 139

“R, --Redirect=<file path>" on page 139
“-G --ignore-global-file” on page 139
--help

Provides help at various levels. Refer to the Guide to Usage section for more details on using
help.

- - usage

Displays the syntax of the command.
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--terse

Displays terse output.

- - debug
Displays debugging output.
-V, --verbose
Enables verbose output.
--qui et
Quiets output, printing only error messages.
-U, --User=<usernane>

Provides a username. If it is not provided, you are prompted.

-P, --Passwor d=<passwor d>

Specifies a password. If it is not provided, you are prompted.

- - - host =<host >

Specifies the host name or IP address to connect to (default: localhost).
- - port =<port>

Specifies the port that the server is listening on (default: 443).
-R --Redirect=<file path>

Redirects the output of the screen to a file. Use this option over the command line redirection
operator (>) to save data in UTF-8 format and to preserve non-English characters.

-G --ignore-global-file
Ignore the global options file specified in zman- conf i g. properti es.

Security

Running each command requires administrator authorization. To avoid entering administrator
credentials for every command, use the adm n- st or e- cr edent i al command to store the
credentials. The credentials are encrypted and stored in the home folder of the operating system
user running the command. The credentials only apply to that logged-on user. It is safer to clear the
information by running the admi n- cl ear - cr edent i al command after the execution of all the
other commands is done.

IMPORTANT: Although command line options for entering usernames and passwords exist, avoid
using them. In Linux, they display in the ps listing. In addition, pressing the Up-arrow or Down-arrow
keys displays the previous commands entered in both Windows and Linux. Either enter the
credentials when prompted or use the adm n- st or e- credent i al command.
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Files

zman-confi g. properti es is a property file used to configure zman and is located in the
following locations:

+ On Windows: %ZENSERVER HOVE% conf\ zrman\ pr operti es
+ On Linux:/etc/opt/ m crof ocus/ zenwor ks/ zman/ properties

The various options available are:

+ RENDERER_SCROLLSIZE: Controls the output of a list command globally. Results are retrieved
and displayed in counts of scroll size specified. This setting can be overridden by using the --
scrollsize option in the list commands.

+ GLOBAL_OPTIONS_FILE: Global options can be added to every command by storing themin a
file and specifying the path of the file as the value to this property. For Windows files, use \\
instead of \. The contents of the file should be in a single line similar to a command.

For example:

GLOBAL_OPTI ONS_FI LE=C: \\ zman\ \ gl obal opti ons. t xt
Sample content for the file is as follows:

--host=123. 34.45.56 --port=8080 -cleartext --verbose

To bypass the options stored in this file, use the -ignore-global-file option. All the global options
except, -U|--User and -P|--Password can be stored in the global options file. The admi n-
store-credential andadmni n-cl ear-credential comrands should be used to add
administrator credentials to each command. Refer to the Security section for guidelines on
using administrator credentials.

+ GLOBAL_OPTIONS_HELP: Global options for the commands are displayed in the help for every
command. To turn off the display of global options, set GLOBAL_OPTI ONS_HELP=f al se.

+ DEBUG_LEVEL: Controls the volume of debug messages logged into the zman. | og file located
inlnstallation_drive:\Mcro Focus\zenworks\| ogs in Windows and / var/ opt /
m cr of ocus/ | og/ zenwor ks in Linux. Level 3, which is the default, logs the command
entered and exception stack traces if any errors are encountered. Level 4 logs the command
entered, the output of the command, and more debug messages.

Exit Codes

zman returns exit codes in the range of 0-255. 0 indicates successful execution of the command; 1-
255 indicate an error in execution.

0 - Success.
Exit Codes for Parse Errors:

1 - An unknown parsing error has occurred.

2 - A mandatory argument is not specified.

3 - An unknown flag is specified

4 - A value is specified for a switch parameter.

5 - No value is specified for a flagged option.

6 - An unexpected additional argument is specified.
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7 - An invalid value is specified.
8 - Unable to convert a value to the type expected.
9 - Unknown command.

10 - No options are entered when at least one is required. For example, to modify rights, you must
specify at least the Assign option or the Revoke option.

Exit Codes for General Errors:

11 - An unknown error has occurred.
12 - The feature is not available because one of the dependent zman jar files is missing.
13 - Authentication failed.

14 - An empty string is specified for username or password, or the specified password does not meet
the minimum length requirements.

15 - The ZENworks license has expired.

16 - Connection failure. The database server might be down.

17 - The ZENworks administrator does not have sufficient rights to perform this operation.
18 - Unable to read the certificate for establishing SSL communication.

19 - This command can be run only on a local host.

Exit Codes for General Object Related Errors:

21 - The object specified is not of the expected type. For example, a bundle is specified instead of a
device.

22 - The object could not be found.

23 - An object with the same name already exists in the specified folder.
24 - The object specified is in a different directory than the specified folder.
25 - A parent folder cannot be moved into its subfolder.

26 - The object is not renamable.

27 - The object is not deletable.

28 - Attempting to delete a non-empty folder.

29 - The object is already a member of the group.

30 - The object is not member of the group.

31 - The object is already assigned to the device or user.

32 - The object is not yet assigned to the device or user.

33 - The object type is invalid to assign to a device or user.

34 - Assignment of the object to the device is not allowed. For example, the user-specific policy
cannot be assigned to a device.

Exit Codes for Other General Errors:

41 - The specified name is invalid. For example, the object cannot have special characters such as *
or % in its name.

42 - The absolute path starting with a front slash (/) is expected.
43 - An invalid schedule is specified.

44 - The XML file did not contain the expected input. For example, an exported action set XML file is
given as input when an exported bundle XML file was expected.

45 - The XML file did not conform to the expected schema.
46 - An invalid GUID is specified.
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47 - The specified value has exceeded the maximum length.

48 - A dependent argument has not been specified. For example, the command uses the option to
install a bundle immediately on distribution, but does not specify the distribution schedule.

Exit Codes for File Related Errors:

61 - A directory is expected.

62 - The file does not exist or is a directory.

63 - The file already exists

64 - An error occurred while reading the file.

65 - An error occurred while writing to the file.

66 - An error occurred while creating the file.

67 - An error occurred while creating the directory

68 - An error occurred while copying the file.

69 - An error occurred while uploading the file.

70 - Unable to load the file because there is not sufficient disk space on the target device.

Exit Codes Specific to Registration Commands:

71 - The folder and the group being associated to the registration key or rule set are not of the same
device type.

72 - Arule set should have at least one rule.
Exit Codes Common to Bundle and Policy Commands:

76 - Content creation failed.

77 - Copying the content file to the temporary directory was canceled because a file by that name
already exists.

78 - Creation of a bundle or a policy with file content is being attempted on a server that is not a
Content Server.

Exit Codes Specific to Bundle Commands:

81 - The file specified for the bundle icon is not a valid image file.
82 - The action set does not contain any actions to reorder, remove, or export.
83 - The action set does not contain any actions at the given position to reorder, remove, or export.

84 - The action set is not supported for the bundle type. For example, the Preboot action set is not
supported for the Windows bundle.

85 - The action is not supported for the action set. For example, the Verify Bundle action is not
supported for the Install action set.

86 - The action is non-deletable.

87 - The action type is singular; you cannot add the same action type more than once to an action
set.

88 - The action type does not support dependent bundles. For example, you cannot specify a
dependent bundle path for the Install MSI action.

89 - The specified dependent bundle path leads to a circular dependency of bundles.
90 - Failed to create the Wake-On-LAN schedule when assigning bundles.
91 - Failed to remove the Wake-On-LAN schedule when unassigning bundles.

Exit Codes Common to Device and User Command:
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101 - The device or user does not have any bundles or policies associated to it.
Exit Codes Specific to User Commands:

106 - The User Source Certificate has expired.
107 - SSL is required to connect to the User Source.

Exit Codes Specific to License Commands:

116 - Unable to activate the license.

118 - The server does not have the Certificate Authority role.

119 - The server does not have the files required to enable the Certificate Authority role.
120 - The Certificate Authority used is not the ZENworks Internal Certificate Authority.

Exit Codes Specific to Administrator Command:
121 - The right does not belong to the rights category.
Exit Codes Specific to Database Commands:

126 - The database is not an embedded database.
127 - The SQL statement is invalid.
128 - An SQL exception has been encountered.

Exit Codes Specific to Deployment Commands:

131 - An invalid IP address or hostname has been specified.
132 - Credentials required to connect to the device are not specified.
133 - A managed device or a device that has been already scheduled for deployment is specified.

Exit Codes Specific to Report Commands:

136 - Failed to delete the report.
137 - Failed to submit a request for the report generation.
138 - Invalid report document.

ZeUS Commands

I[Harini: 25th March 2015; added zman commands for zeus; release 11 sp4; tech input: Shekhar;
edit: pendig]

The zman zeus command is used to import the latest ZeUS MSlIs into the Zone and get the current
ZeUS configuration.

+ “zeus-nsi-config | znt” on page 143
e “zeus-nsi-inmport | zm (path to ZeUS Msis) [-f|--force]” on page 143
+ “zac zeus-refresh / zeus-ref” on page 144

zeus-nsi -config | znt

Gives the configuration of the last imported ZeUS msi.

zeus-nsi-inmport | zm (path to ZeUS Msis) [-f|--force]
Imports the latest ZeUS MSls into the Zone.
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(path to ZeUS Msis) - Provide the full path to the ZeUS directory.
Accepts the following options:

-f, --force - Reimports the MSI even if the versions are the same. This will overwrite the current
zeus configuration in the server.

zac zeus-refresh / zeus-ref

Retrieves the system update when it is assigned to a device.

NOTE: This command is not applicable on Satellite Servers.
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zeninfocollect(1)

Name

zeninfocollect - A utility that lets you gather information to help you resolve problems that might
arise when using Micro Focus ZENworks.

Syntax

./ zeninfocoll ect.py [options]

Description

By default, zeninfocollect gathers cache, server, client, configuration, hardware, and package data as
well as log files. The information is packaged into a ZIP file on Windows and a tarball file on Linux,
and placed in the location you specify.

By default, the zeninfocollect utility is not installed on any device.
To download and run the zeninfocollect utility on a Windows managed device:

1 Copy the ZENwor ksl nf ocol | ect _W n. zi p file from the ZENSERVER_HOVE\ M cr o
Focus\ zenwor ks\i nst al | \ downl oads\ t ool s directory, or download the file from
ZENworks Control Center (Configuration tab > Configuration Tasks > Download ZENworks Tools >
Administrative Tools).

2 Extract the ZENwor ksl nf ocol | ect _W n. zi p file on the managed device.
3 At the command prompt of the managed device, go to the directory where the . zi p contents
are extracted and run zeni nf ocol | ect. exe [options].

To download and run the zeninfocollect utility on a Linux managed device that has Python installed:

1 Copy the ZENwor ksl nf ocol | ect _Li nux. zi p file from theZENSERVER_HOVE/ M cr o
Focus/ zenwor ks/ i nst al | / downl oads/ t ool s directory, or download the file from
ZENworks Control Center (Configuration tab > Configuration Tasks > Download ZENworks Tools >
Administrative Tools).

2 Extract the ZENwor ksl nf ocol | ect _Li nux. zi p file on the managed device.

3 1[22.2.2016: Prem: UC 30057] Make the file executable by running the chnod +x
zeni nfocol | ect. py command.

4 At the command prompt of the managed device, go to directory where the . zi p contents are
extracted and run . / zeni nf ocol | ect. py [options].

List of Options

e “-output-dir=directory_nane” on page 146
e “-h, --help” on page 146

¢ “-a, --no-cache” on page 146
¢ “C, --no-client” on page 146
¢ “-d, --no-hardware” on page 146
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e “], --no-logs” on page 146

“«

-0, --no-config” on page 146
“-p, --no-packages” on page 146
¢ “-s, --no-server” on page 146

--out put -di r=di rectory_nane

Specify the directory name that must contain the output archive. If you do not specify a
directory, the output is placed in user’s temporary directory % EMP%on a Windows managed
device, and / t np on a Linux managed device.

-h,--help

Display the help information.
-a,--no-cache

Do not collect cache data.
-c,--no-client

Do not collect client data.
-d,--no- hardwar e

Do not collect hardware data.
-1,--no-1o0gs

Do not collect logs.
-0,--no-config

Do not collect configuration data.
- p, - - no- packages

Do not collect package data. Package data includes all version information for packages in the
ZENworks Configuration Management package repository.

-S,--Nno-server

Do not collect server data.

ZENworks Command Line Utilities

£20Z 1snbny 8T (ua) sAsoop



zac for Windows(1)

Name

zac - The command line management interface for the Micro Focus ZENworks Agent that is installed
and running on Windows managed devices.

Syntax

zac conmand options

Description

The zac utility performs command line management functions on the ZENworks managed device,
including installing and removing software bundles, applying policies, and registering and
unregistering the device.

Guide to Usage

Most commands have a long form and a short form:

+ Long form: add- r eg- key

+ Short form: ar k
When both forms are available, the command is listed as follows:
add-reg- key (ark) argunments
When using the command, enter only the long form or the short form:
zac add-reg-key argunents
zac ark argunents

Arguments can be mandatory or optional. Mandatory arguments are included in angle brackets
<ar gument >. Optional arguments are included in square brackets [ ar gunent ] . If an argument
includes a space, enclose it in quotation marks:

zac ark "arg 1"

Help Commands

¢ “I'h or --help” on page 147
/h or --help

Displays information about the commands.

List of Commands

+ “Antimalware Commands” on page 148

¢ “Authentication Satellite Server Commands” on page 152
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“Satellite Role Commands” on page 152
“Bundle Commands” on page 152

“Certificate Commands” on page 154
“Collection Rollup Commands” on page 154
“Content Distribution Commands” on page 155
“Imaging Commands” on page 157

“Inventory Commands” on page 157

“Location Commands” on page 157

“Logging Commands” on page 158

“OS Target Command” on page 158

“Patch Management Commands” on page 159
“Policy Commands” on page 161

“Registration Commands” on page 161
“Remote Management Commands” on page 164
“Status Commands” on page 164

“System Update Commands” on page 167

“ZENworks Endpoint Security Management Commands” on page 168

Antimalware Commands

I[Jimmy, 2021-02-12: | found all of these in the command prompt. Apparently many of them are
there for support and test purposes only and will be turned off. As soon as | know which ones are
permanent, I'll update the list and delete this remark.]

*

*

“mal war e- agent status (mas)” on page 149

“mal war e- cl earfol dersecurity (ncfs)” on page 149
“mal war e- di sabl e- onaccess-scans (ndas)” on page 149
“mal war e- enabl e- onaccess-scans (nmeas)” on page 149
“mal ware-install (m) [options]” on page 149

“mal war e-policy-list (nmpl)” on page 150

“mal war e- quar anti ne-delete (nmgd) [--f <filename> <fileNane> ...][--a
<Del ete ALL files>]" on page 150

“mal war e- quarantine-list (ngl) [--filedetails (optional extra
details)]” on page 150

“mal war e- quarantine-restore (nmgr) [--f <filename> <filename>...][--r
<restorelocation (Default: Oiginal Path)>][--x <exclude from
OnAccess filescan (1), OnDenand filescan (2), Both (4)>][--k
<keepCopyl nQuarantine (Default is false)>][--0 <overwite file if it
exists (Default is false)>])” on page 150

“mal war e-renmove (nr)” on page 150
“mal war e-reportstatus (nrs)” on page 150
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+ “mal ware-scan (nms)[--full | --quick | --custom <custom policy>]" on
page 151

+ “mal ware-scan-restart (nmsrs)” on page 151

+ “mal war e-setfol dersecurity (nmsfs)” on page 151

+ “mal war e-support (nmsp)” on page 151

+ “mal war e-update (mus) [--signature | --agent])” on page 151
+ “mal war e-resetdb, nrdb” on page 151

mal war e- agent st at us (mas)
Gathers the current status of the ZENworks Antimalware Engine for local troubleshooting.
Examples:
zac mas

zac mal war e- agent st at us

mal war e- cl earf ol dersecurity (ntfs)
Clears the security restriction on the %ZENWORKS HOVE% \ zav\ \ event s folder.
Examples:
zac ntfs

zac mal war e-cl earfol dersecurity

mal war e- di sabl e- onaccess-scans (ndas)

Disables on-access scans for the number of minutes specified in the command. If a time is not
specified the default is 60 minutes.

Examples:

zac ndas

zac ndas --15

zac-di sabl e-onaccess-scans --90

mal war e- enabl e- onaccess-scans (neas)

Enables on-access scans that are disabled by the nal war e- di sabl e- onaccess- scans zac
command.

NOTE: This command is only an “undo” of the ndas zac command that still has time remaining.
This command will not enable on-access scanning if it is disabled in the policy.

Examples:

zac meas

zac mal war e- enabl e- onaccess- scans
mal ware-install (m) [options]

Installs the Antimalware engine on this device.

Examples:

zac m

zac mal ware-install
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mal war e- policy-list (npl)

Lists all assigned Antimalware policies in the zone, to include Antimalware Enforcement,
Custom Scan, Network Scan, and Scan Exclusions policies, if applicable.

Examples:

zac npl

zac mal ware-policy-Ilist
mal war e- quarantine-delete (myd) [--f <filename> <fileNane> ...][--a <Delete
ALL files>]

Deletes Antimalware files that are currently in quarantine file. Defaults to deleting all
quarantined files.

Examples:
zac mgd --f testfile.exe testfile02. bat
zac ngd --a
mal war e-quarantine-list (mgl) [--filedetails (optional extra details)]
Lists all quarantined files that have been found from Antimalware scans and ondemand events.
Examples:
zac nyl
zac ngl --filedetails

mal war e- quarantine-restore (mgr) [--f <filename> <filenanme>...][--r
<restorelocation (Default: Original Path)>][--x <exclude from OnAccess
filescan (1), OnDemand filescan (2), Both (4)>][--k <keepCopyl nQuarantine
(Default is false)>][--0 <overwite fileif it exists (Default is false)>])

Restores Antimalware quarantined files to specific locations. Defaults to restoring all files to
their original locations while overwriting existing files. The command does not keep a copy in
quarantine or exclude from all file scans.

Examples:
zac nyr
zac mgr --r c:\tenp --Kk
zac ngr --x 4
mal war e-rermove (nr)
Removes the Antimalware engine from this device.
Examples:
zac nr

zac mal war e-renove

mal war e-reportstatus (nrs)

Gathers the current status of the ZENworks Antimalware Engine and reports it to the ZENworks
Server.

Examples:
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zac nrs

zac mal ware-r eportstatus

mal ware-scan (nms)[--full | --quick | --custom <custom policy>]
Scans the device for malware infections using either Full, Quick, Custom, or Network scan.
Examples:
zac ns --ful
zac ms --quick
zac ms --custom nyCustom pol i cyNanme
zac ms --custom nyNetwork policyName

mal war e- scan-restart (nsrs)
Restarts scans that were previously aborted.
Examples:
zac msrs

zac mal ware-scan-restart

mal war e- set f ol dersecurity (msfs)

Resets the security restriction on the Y%ZENWORKS HOVE% \ zav\ \ event s folder to the default
setting.

Examples:
zac mnsfs

zac mal war e-set f ol dersecurity

mal war e- support (nmsp)

Creates an Antimalware (AM) diagnostics package in the Y%ZENWORKS_HOVE% \ zav\ \ di ag
folder. This takes several minutes and notifications may be displayed on the device if Agent
Notification settings are enabled.

Examples:
zac nsp
zac mal war e- support

mal war e-update (rmus) [--signature | --agent])
Updates the ZENworks Antimalware Engine with the latest scan and product definitions.
Examples:
zac nus --agent

zac mus --signature

mal war e-reset db, nrdb
Resets the RollupStatus table to the current timestamp.
Examples:
zac nrdb
zac mal war e-reset - db( nrdb)
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Authentication Satellite Server Commands

+ “aut hentication server reconfigure (asr) [-t all|config|casa]” on

page 152

authentication server reconfigure (asr) [-t all]|config|casa]
Reconfigures an enabled Authentication Satellite.
Examples:
To fetch the configuration files from the server:
zac asr -t config
To reconfigure the CASA signing certificate:
zac asr -t casa
To reconfigure the entire Satellite:

zac asr -t al

Satellite Role Commands

+ “satellite server reconfigure (ssr) [-t jetty] [-u usernane] [-" on
page 152

e “I'nport-satellite-cert (isc) [-pk <private-key.der>] [-c <signed-
server-certificate.der>] [-ca<signing-authority-public-
certificate.der>] [-ks <keystore.|]ks>] [-ksp<keystore-pass-phrase>]
[-a <signed-cert-alias>] [-cp<signed-cert-passphrase>] [-u
<usernane>] [-p <password>] [ -rc ]” on page 152

satellite server reconfigure (ssr) [-t jetty] [-u usernane] |-

p password]

Reconfigures the Jetty web server.

To reconfigure the Jetty web server:

zac ssr -t jetty -u Admnistrator -p password
Inport-satellite-cert (isc) [-pk <private-key.der>] [-c <signed-server-
certificate.der>] [-ca<signing-authority-public-certificate.der>] [-ks

<keystore.jks>] [-ksp<keystore-pass-phrase>] [-a <signed-cert-alias>] |-
cp<si gned- cert - passphrase>] [-u <username>] [-p <password>] [ -rcC ]

Configures a satellite device with externally signed certificates.

-rc - Confirms reconfiguration of the Satellite Server so that the administrator is not prompted
for reconfiguration.

Bundle Commands

+ “bundl e-install (bin) <bundle display nane>" on page 153

¢ “pbundl e-l aunch (bl n) <bundle display nane> [-noSel fHeal]” on
page 153

e “bundle-list (bl)” on page 153
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+ “pundl e-props (bp) <bundl e display name>" on page 153

+ “pundl e-refresh (br) <bundle display name or guid>" on page 153
+ “pundl e-uninstall (bu) <bundle display name>" on page 153

+ “pundl e-verify (bv) <bundl e display name>" on page 154

bundl e-install (bin) <bundle display nanme>

Installs the specified bundle. Use the bundl e- 1 i st command to get a list of the available

bundles and their display names.
Example:

zac bin bundl el

bundl e-l aunch (bl n) <bundl e di splay nanme> [-noSel f Heal ]

Launches the specified bundle. Use the bundl e- | i st command to get a list of the available

bundles and their display names.
Example to launch a bundle based on the display name:

zac bl n bundl el

Example to launch a bundle based on the display name and turn selfhealing off if the launch

action fails (by default, selfhealing is turned on):
zac bl n bundl el -noSel f Hea
bundl e-list (bl)
Displays the list of bundles assigned to the device and the logged in user.
Example:

zac bl

bundl e- props (bp) <bundl e display name>

Displays the status, version, GUID, and requirements information for the specified bundle. Use

the bundl e- | i st command to get a list of the available bundles and their display names.

Example:

zac bl n bundl el

bundl e-refresh (br) <bundl e display nane or guid>
Refreshes information about the specified bundle.
Example:

zac br bundl el

I[Sangeeta: Removed command zac brm for Bug 749088 for 11Sp2 FCS, applies to 11.x and

10.3.x (Vedha/Murthy)]

bundl e-uninstall (bu) <bundle display nane>

Uninstalls the specified bundle. Use the bundl e- | i st command to get a list of installed
bundles and their display names.

Example:

zac bu bundl el
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bundl e-verify (bv) <bundle display nane>

Verifies an installed bundle (specified by bundl e di spl ay nane) to ensure that no files have
been removed or corrupted. Use the bundl e- | i st command to get a list of the installed
bundles and their display names.

Example:

zac bv bundl el

Certificate Commands

e “cert-info (ci) [ca certificate file path] [-u <username> -p
<password>]”" on page 154

e “zac certificate-verify / cv” on page 154

cert-info (ci) [ca certificate file path] [-u <username> -p <password>]

Lists public key certificate information for each known ZENworks server or adds a trusted root
certificate to the device trusted store. The file can be in ASN.1 DER format or base-64 encoded
delimited by ----BEGIN CERTIFICATE---- and ----END CERTIFICATE--.

Example:

To list the certificate for each known ZENworks server:

zac ci

To add a trusted root certificate to the devices trusted store:

zac ci c:\certs\nytrustcacert.der -u nyuser -p nypassword

zac certificate-verify / cv

Verifies if the server certificate and key file copied to the remint repository are valid and
updates the results to the server.

Collection Rollup Commands

+ “collection-point (cp)” on page 154
¢ “col | ection-upl oad-orphans (cuo)” on page 154

col l ection-point (cp)

1[7.1.2016: User Comment 29500; prem] Shows the status and configuration of the collection
role.

Example:
col | ection-poi nt [wake]

wake - Wakes the modules that perform collection (Inventory, MD status, Message sender)

col | ecti on-upl oad- or phans (cuo)

Finds orphaned files on the Satellite device and rolls them up to the parent collection server or
deletes them if they have already been rolled up.

This command builds a list of the files in the folders under
zenserver _honme\wor k\ col | ecti on\ and then tries to find the original upload information
for each entry in the collection stats database.

ZENworks Command Line Utilities

£20Z 1snbny 8T (ua) sAsoop



If there is an entry for a file in the database, and it shows that the file has not been rolled up, it
rolls the file up. If the entry shows that the file has already been rolled up, it deletes the file on
the Satellite device. If there is no entry for a file in the database, the file is rolled up. This
command also lists any files that were not uploaded or deleted.

Before running this command, on Linux, you should run the zac cr wcommand and on ![User
Comment 47214] Windows, the zac cp wake command to send any pending files to the
parent server.

Example:

ZacC cuo

Content Distribution Commands

+ “cdp-checksum (cchk) [-l:<path to log>]" on page 155
+ “cdp-verify-content (cvc) [-c] [-]:<path to log>]" on page 155

¢ “cdp-inport-content (cic) <content path> [-l:<path to |og>]" on
page 155

+ “wake-cdp (cdp) [cleanup | replicate [ content type(s)]]” on
page 155

+ “cdp-del ete-orphan-content (cdoc) [-c] [-]:<path to log>]" on
page 156
cdp-checksum (cchk) [-1:<path to | o0g>]
Validates satellite content by computing the checksum on each file.
The optional log file details results of the checksum comparison.
Example:
zac cchk -1:"C:\Program Fi | es\ Novel | \ ZENwor ks\ | ogs\ cchk. | og"

cdp-verify-content (cvc) [-c] [-l:<path to | og>]

Compares the list of content IDs and their sync states on this CDP with what the Primary Server
thinks it should have.

You can use the following options:

-c - Computes the checksum on the local content.
Example:

zac cvc -l:"C \Program Fi | es\ Novel | \ ZENwor ks\ | ogs\ cvc. | og"

cdp-inport-content (cic) <content path> [-]:<path to | og>]

Imports missing content from the directory specified by content-path, logging to the file
specified by log-path.

Example:
zac cic c:\inport_source directory -|:"C \Program
Fi I es\ Novel I\ ZENwor ks\ | ogs\ ci c. | og"

wake-cdp (cdp) [cleanup | replicate [ content type(s)]]

Wakes the Content Distribution Point worker thread. You can use either of the following
options:
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cleanup - Removes any content that should no longer be stored on the Content Distribution
Point.

replicate - Downloads any new or changed content from the Content Distribution Point’s parent
ZENworks Server. One or more content types can be specified. If no content types are
specified, all types are replicated.

Examples:
zac cdp
zac cdp replicate
zac cdp replicate Wndows-Bundl e
This command is applicable only if the agent is promoted as a Satellite Server.
The content types include:
. Default
. linux-bundle
. Policy
. Macintosh-Bundle
¢ Patch-Informational-Bundles
. zscm-policy
. subscription-default
. Patch-Critical-Bundles
. Patch-System-Bundles
. subscription-optional
. Patch-Recommended-Bundles
. subscription-recommended
. Imaging
. SystemUpdate-Agent
. Patch-Software-Bundles
. subscription-security

. Windows-Bundle

£20Z 1snbny 8T (ua) sAsoop

NOTE: The content types are case-sensitive.

cdp- del et e- orphan-content (cdoc) [-c] [-l:<path to | o0g>]
Deletes the orphan contents from the file system that are no longer needed.
-c - Performs checksum on local content

-l:<path to log> - The optional log file details results of the operation.
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Imaging Commands
e “file-systemqguid (fsg) [-d] [-r]” on page 157
file-systemqguid (fsg) [-d] [-r]

Displays, removes, or restores the workstation GUID in the file system in preparation for taking
an image.

For example:
To display the GUID value:
zac fsg

To remove the GUID and also conni nf 0. dat from the file system:![Radha Devaraj; May22nd,
2015; Bug:902418; Included conninfo.dat; 114; Tech: Arun ]

zac file-systemguid -d

To restore the GUID to the file system:
zac file-systemguid -r

To display the GUID value:

zac fsg

Inventory Commands

* “inventory [scannow | cdf | -f scannow]” on page 157

inventory [scannow | cdf | -f scannow
Runs an inventory scan or opens the Collection Data Form.
Example to run an inventory scan:
zac i nv scannow
Example to open the Collection Data Form:
zac inv cdf
Example to run a full scan:

zac inv -f scannow

Location Commands

+ “config-location (cl)” on page 157
+ “(location preferred protocol conmunication | |ppc) <location nane>
[options]” on page 158
config-location (cl)

Displays the configuration location. The configuration location determines which ZENworks
server (or servers) the device connects to for authentication, configuration, content, and
collection purposes.

Examples:
zac config-location

zac cl
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(location preferred protocol conmmunication | |ppc) <location name>
[ opti ons]

Edits an existing location.
<l ocati on nane>: Specify a name for the location.
Accepts the following options:

IPv4: Specify IPv4 if you want the devices in this location to try communicating with the servers
using IPv4 URLs first before attempting IPv6 URLs.

IPv6: Specify IPv6 if you want the devices in this location to try communicating with the servers
using IPv6 URLs first before attempting IPv4 URLs.

Logging Commands

+ “logger (log) [resetlog | |evel [MANAGED| ERROR WARN | NFQ DEBUG

managedl evel ]” on page 158

| ogger (log) [resetlog | |evel [MANAGED| ERROR| WARN| | NFQ DEBUG |
managed| evel ]

Changes or displays the logger configuration for the ZENworks Agent.

You can use the following options:

resetlog - Resets the log.

level - If this option is used without a level, it displays the current managed logging level. If it is
used with one of the levels, changes the logging level to the specified level.

managedlevel - Displays the Global Log level of the zone.
Example to reset the log file:

zac | ogger resetlog

Example to show the current log level:

zac | ogger |evel

Example to set the log level to DEBUG and above:

zac | ogger |evel DEBUG

OS Target Command

ostarget (o0s)

Displays the ostarget record associated with the workstation OS or a specified version string.
Examples:

To display the version string and corresponding ostarget info for the workstation:

zac ostarget

To display the corresponding ostarget info for a specific version string:

zac ostarget "Wndows 10 1703 64 Enterprise (Build 15063)"

After running the command OSVersion and OSTargetEntry are displayed.

NOTE: Ensure that both OSVersion and OSTargetEntry are same.
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OSVersion: Windows 10 1703 64 Enterprise (Build 15063)
OSTarget Entry: windows10-1703-ent-gen-x64

Product: Windows 10 Enterprise x64 Version 1703
Version: 10.0 1703

Vendor: Microsoft

Primary Role: Workstation

Package Manager: msi

Architecture: x86_64

Patch Management Commands

pat ch-scan (ps)

Scans the device for patches that are not applied, using the device's current patch signature
(DAU) file. The results are then uploaded to the server.

An example to run a patch scan:
zac ps
pat ch-scan --qui ck (ps --quick)
Uploads the last scan results to the server; it does not run a new detection scan.
An example to run a quick patch scan:
zac ps --quick
patch-scan --conplete (ps --conpl ete)

Scans the device for patches that are not applied, using an updated patch signature (DAU) file.
The results are then uploaded to the server.

An example to run a complete patch scan:
zac ps --conplete

I[This command is profiled for the 2019 release.]

pat ch-appl y-policy (pap)
Updates devices with the latest version of all patch policies.
An example to run a patch apply policy:
zac pap

If you want to update the device with one or more patch policies, specify the patch policy
names or IDs. An example: zac pap patchl patch2

pat ch- quarantine-rel ease (pqr)

Releases any quarantined patches on the device where the command is run from quarantine so
that a one-time installation attempt can occur, either from a patch policy schedule or a
remediation schedule.

An example to run a patch quarantine release:

zac pqr
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patch-distribute-policy, pdp
Distribute all patch policies to the device. This will attempt to distribute all patches that do not
match the policy.

patch-distribute-policy, pdp
Distribute all patch policies to the device. An example to run a patch distribution policy: zac
pdp
If you want to distribute one or more patch policies to the device, specify the patch policy
names or IDs. An example: zac pdp patchl patch?2

pat ch- downl oad, pd
Downloads the content associated with the specified patch names.
Syntax: zac patch-download (pd) [options]
The following are the available options:

--patch: Name of the patches that should be installed. If you want to install multiple patches,
then specify the name of the patches separated by a comma.

Example: zac pd --patch patch_namel, name2, name3

pat ch- downl oad- cat al og, pdc
Downloads the catalog used for scanning the patches.

Syntax: zac patch-download-catalog (pdc)

pat ch- export-catal og, pec
Exports the patch details in the catalog to the PatchMetadata.csv file.

Syntax: zac patch-export-catalog (pec)

patch-install, pi
Downloads and Installs the specified patch.
Syntax: zac patch-install (pi) [--patch <patch name>]
The following are the available options:
--patch: Name of the patch that should be downloaded and installed.
Example 1: zac pi --patch notepad

In this example, notepad patch will be downloaded and installed.

£20Z 1snbny 8T (ua) sAsoop

NOTE: Only one patch can be specified at a time.

patch-list, plp

Lists all the required patches.

Syntax: zac patch-list (plp) [options]

The following are the available options:

--all: List all the patches, including the installed patches.
policy-list, pl

This command returns a list of the policies that are currently enforced on the device. By default,
this displays the effective (non-filtered) policies.
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zac pl —all

Displays both filtered and non-filtered policies.

Policy Commands

e “policy-list (pl)” on page 161

* “policy-refresh (pr)” on page 161

+ “policy-refresh (pr) [/force] [/nologoff]” on page 161
policy-list (pl)

Lists the policies that are currently being enforced on the device (effective policies). To list all
policies (effective and non-effective), use the --all option.

Examples:
zac pl
zac pl --al

policy-refresh (pr)
Applies all of the policies assigned to the device and user.
Example:

zac pr

policy-refresh (pr) [/force] [/nologoff]
Applies all of the policies assigned to the device and user forcefully and without logging off.
Example:
To apply forcefully all of the policies assigned to the device and user:
zac pr /force
To forcefully apply all of the policies assigned to the device and user without logging off:

zac pr /force /nologoff

Registration Commands

+ “add-reg-key (ark) <registration key>" on page 161

e “register (reg) [-g] [-r] <option-1 or option-2> [-u <usernanme> -p
<passwor d] <ZENwor ks Server address:port>" on page 162

* “reregister (rereg)[-u <usernanme> -p <password>] <new gui d>" on
page 162

e “unregister (unr) [-f] [-s] [-a] [-u <usernanme> -p <password>]" on
page 163

+ “reestablish-trust (retr) [-u <username> -p <password>]" on page 164

add-reg- key (ark) <registration key>

Registers the device by using the specified key. Registration with keys are additive. If the device
has previously been registered with a key and you register it with a new key, the device receives
all group assignments associated with both keys.
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Example:

zac ark keyl2

register (reg) [-g] [-r] <option-1 or option-2> [-u <usernane> -p
<password] <ZENwor ks Server address: port>

Option 1. [-a <authorization key>]
Option 2: [-k <RegKey>] <ZENworks Server address: port>
Registers the device in a Management Zone.

To execute this command you must have Create/Delete device rights for the folder that you are
attempting to register.

You can use the following options:

g - Lets you create a new device object with a new GUID and password for the device if you have
multiple devices with the same GUID. When you register a device by using this switch, all the
associations (policies and bundles) assigned to the original device object are removed. You
cannot use this option to create a new GUID for a Primary Server or a Satellite device. The
local user must have Local Administrator rights to use this option.

k - Lets you register the device using the specified registration key.

p - Lets you specify the Management Zone administrator’s password.
u - Lets you specify the Management Zone administrator’s username.
a - Lets you specify the authorization key to authorize the device.

r - Lets you to reset the device password and then register the device.

The Authorization key is stored locally in the ZENworks agent. The key can be added/updated in
the agent using this option.

This option cannot be used along with the other options.
Examples:
zac reg -k keyl https://123.456.78.90

zac reg -k keyl -u administrator -p novell https://
zenserver. novel | . com 8080

To add or modify the authorization key:
zac register -a c24e-b9b42
c24e-b9b42 is the authorization key.

The port number is required only if the ZENworks Server is not using the standard HTTP port. If
a username and password are not supplied, you are prompted for them.

NOTE: *The - g and - k options will not be honored if the corresponding device object is already
present on the server and reconciliation takes place with that device object.

¢+ When you modify or update the GUID using the -g option, then audit and messages
generated with the old GUID will be lost.

reregister (rereg)[-u <usernane> -p <password>] <new gui d>

Registers a device in the current zone and assigns it the GUID of an existing device object. The
currently associated device object is deleted.

I[Vijay, added info on 20/5/2014 for Bug# 797862; Release:11.3.1 and applicable for future
releases; Inputs: Chandra Sekhar, Niranjan, Srijith and Anirudh]
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To execute this command you must have Create/Delete device rights for the folder on which you
are attempting to reregister.

For example, if you image a device after replacing the hard drive, the device might get a new
GUID. However, by using the reregister command, you can assign the device’s GUID that it had
before you replaced the hard drive.

Examples:

To reregister, specify a username and password:

zac reregister -u nyuser -p nmypassword eaa6a76814d650439¢648d597280d5d4
To reregister and be prompted for a username and password:

zac reregister eaa6a76814d650439c648d597280d5d4

NOTE: *The - g and - k options will not be honored if the corresponding device object is already
present on the server and reconciliation takes place with that device object.![Radha
Devaraj; May 15th, 2014; Bug:875653; Input: Ramnish Kumar; Edit: pending]

+ When you modify or update the GUID using the -g option, then audit and messages
generated with the old GUID will be lost.

1[205001]

unregister (unr) [-f] [-s] [-a] [-u <username> -p <password>]

I[Vijay, updated this section on 02/01/2014 for Bug# 854934, inputs by Rashmi Ranjan] Removes
the device’s registration from the Management Zone.

I[Vijay, added info on 20/5/2014 for Bug# 797862; Release:11.3.1 and applicable for future
releases; Inputs: Chandra Sekhar, Niranjan, Srijith and Anirudh]

To execute this command you must have Create/Delete device rights for the folder on which you
are attempting to unregister.

Example:

To force a device to unregister locally when a server cannot be contacted:
zac unr -f -u myuser -p mypassword

To unregister locally and suppress prompting for a user name and password:
zac unr -s

Use - a option to unregister asynchronously. With this option server deletes the device
asynchronously.

The - a, -f, - u, and - p parameters are optional. If you don’t use the - u and - p parameters, you
are prompted to enter a username and password. The - f parameter ignores the ZENworks
database and forces the device to be unregistered locally; this option is necessary only if the
device object has already been deleted from the ZENworks database or if the device cannot
connect to the database. If -a option is specified, ZENworks server returns the unregister call
quickly, but deletes the device object asynchronously from the database at a later point of time.
If your device deletion is not complete and tries to register the device again, then the ZENworks
server displays an error. If there is large amount of data associated with the device in the
database, it might take long time to delete the device. Ensure that -a option is used when actual
device deletion on server takes long time and causes the agent unregister command to timeout.
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NOTE: Running the UNR command might cause high utilization of the database. This might be
due to any of the following reasons:

¢ The UNR command is running on the server.
+ The zone contains a large number of managed devices.
+ The managed devices have a huge history.

+ Patch Management is enabled.

reestablish-trust (retr) [-u <usernane> -p <password>]

Reestablishes trust with the current Management Zone. The username and password used
must be of the Zone Administrator.

Example:
zac retr -u myuser -p nypassword

The - u and - p parameters are optional. If you don’t use the - u and - p parameters, you are
prompted to enter a username and password.

Remote Management Commands

request -renot e- session, rrs

Requests a remote management session from the managed device even in the absence of the Z-
icon. This command is available on managed devices with 11.3.1 and later versions.

Examples:
zac request-renot e-sessi on
zac rrs

I[Radha Devaraj; 13th May; Created this new section for RM and included the new command
for 11.3.1; Inputs: Harshad Sovani; Profile:11.3.1 and future releases.]

Status Commands

*

“cache-clear (cc)” on page 165
+ “dunp- prop- pages (dpp) <target directory>" on page 165
+ “get-settings (gs) <key>" on page 165

« “refresh (ref)[general | partial bundl e <Bundle D splay Name>
[ bypasscache]” on page 165

+ “set-proxy (sp) [options] <IP address/Hostnane: port>" on page 166
* “Wi nproxy-refresh (wpr)” on page 166

+ “zenhttp-status(zhs)” on page 166

e “info-collect (zeninfo) [<targetfile> [-qg]” on page 166

+ “zone-config (zc) [-I]” on page 167

+ “statussender (sts)” on page 167
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cache-clear (cc)

Clears the ZENworks cache on the device. This removes all entries in the cache database and
deletes any cache files associated with those entries.

Example:

ZacCc ccC

NOTE: If your ZENworks administrator has enabled the self defense feature for the ZENworks
Agent, you must supply an override password before running the zac cc command.
Otherwise, you receive the following message:

You do not have pernmission to clear the cache. Please contact your
ZENwor ks admi ni strator.

You must request the override password from your ZENworks administrator. If he has not set an
override password, he must do so before you can use the command. After you receive the
password:

1. Double-click the ZENworks icon (z-icon) in the system tray, click Agent (under Status), then
click the Policy Override link in the Agent Security Settings section to display the About box.

2. Click Override Policy, enter the override password, then click Override.
3. Go toacommand line prompt and run the zac cc command.

4. After the cache is successfully cleared, return to the About box and click Load Policy to
disable the password override.

dunp- pr op- pages (dpp) <target directory>

Outputs the HTML pages displayed in the ZENworks icon’s property pages to files in the
specified target directory.

Example:

zac dpp c:\tenp

get-settings (gs) <key>

Settings are downloaded by the Settings Module to the local cache on every refresh. This will
return the effective settings associated with the given key.

Example:
zac gs keyl

All valid ZENworks settings keys are stored in the
YZENSERVER_HOVE% cache\ znd\ set t i ngs directory.

Example to list the Remote Management settings:

zac gs Renot eManagenent

refresh (ref)[general | partial bundle <Bundl e Display Nane> [bypasscache]

Initiates a general refresh to refresh all bundles, policies, registration, and configuration
settings; initiates a partial refresh to refresh all policies, registration, and configuration settings.

Use bypasscache to avoid using data from the server cache during the refresh. This option is
useful for testing or troubleshooting.

Examples:
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zac ref general bypasscache
zac ref partial bypasscache

set-proxy (sp) [options] <IP address/Hostnane: port>

I[Mridula: Added Hostname for 11.2; Bug# 703078] Specifies a proxy to contact rather than
contacting a ZENworks Server directly.

The options are:
--default - Sets a proxy that can be overriden by proxy settings from the Management Zone.

--clear - Clears the current proxy, but will use proxy settings from the Management Zone.
--ipv6 - sets an IPv6 proxy.

Examples:

IPv4:

zac sp 123.456.78.90: 2349 admi ni strator novel

zac sp /default 123.456.78.90: 2349

zac sp /clear

IPv6:

zac sp /ipv6 [2001:db8:0:1:1:1:1:1]:2349 admi nistrator novel

zac sp /default /ipv6 [2001:db8:0:1:1:1:1:1]:2349

zac sp /clear /ipv6

If a username and password is not specified, then you will be prompted to enter them.
wi nproxy-refresh (wpr)

Queries the Management Zone for proxy work assigned to this device.

Example:

zac wpr

zenht t p- st at us(zhs)
Lists port and status of the web server.
Example:
zac zhs

This command is applicable only if the agent is promoted as a satellite.

info-collect (zeninfo) [<targetfile>] [-q]

Collects ZENworks support information, including cache data, configuration data, debug logs,
product installation information, refresh times, status events, and basic system information.
The information is packaged into a ZIP file and placed in the location you specify. If you do not
specify a location, ${ TEMP}\ zeni nf o- ${ Dat eTi ne}. zi p is used for Windows and

${ TMPDI R} \ zeni nf o- ${ Dat eTi e} . zi p is used for Linux. If you are experiencing problems
with a managed device, Micro Focus Support might ask you to run this command and send the
resulting ZIP file to Micro Focus to help troubleshoot your problem.

You can use the following option:

g - Skip launching explorer after collection.
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I[Mridula: Added for bug# 703174] The zeni nf o command can be run by the local
administrators. If you are not a local administrator and you run the command, the system
prompts you to enter the administrator credentials. You can also set the

Al | owZenl nf oW t hout Adm nPwd string value to Tr ue, which enables any user to run the
zeni nf o command. To set the Al | owZenl nf oW t hout Adni nPwd string value, do the
following:

1. Open the Registry Editor.
2. Go to HKLM Sof t war e\ Novel [\ ZCM .
3. Setthe Al | owZenl nf oW t hout Adm nPwd string value to Tr ue.

WARNING: If the Al | owZenl nf oW t hout Adni nPwd string value is set to Tr ue, the sensitive
ZENworks Configuration Management settings and configuration information is visible also to
the users who are not the local administrators.

zone-config (zc) [-1]

Displays information about the ZENworks Server that the device is accessing for configuration
information (the Configuration server) or lists the information for the Configuration server.

Examples:
zac zc

zac zc -|

st atussender (sts)

I[Mridula: Added content for 11.2; Bug#t 744569. Profile - None. Review (Aditi) - Complete.] This
command rolls up status information to the Primary Server. You can either roll up information
that was updated since the last time the status was rolled-up or you can roll up the complete
status information.

Examples:
To roll up status information that was updated since the last successful status roll up:
zac sts rollup
To roll up status information on the same thread
zac sts rollup syn
To roll up complete status information:

zac sts rollup full

NOTE: From the ZENworks 2020 release onwards, the zac bsr command has been
deprecated. Execute the zac st s command to roll up bundle status information.

System Update Commands

+ “zac zeus-refresh / zeus-ref” on page 167
¢ “zac systemupdate-report-status / surs” on page 168

zac zeus-refresh / zeus-ref

Retrieves the system update when it is assigned to a device.
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NOTE: This command is not applicable on Satellite Servers.

zac systemupdate-report-status / surs

Enables administrators to resend the system update status to the server immediately.

ZENworks Endpoint Security Management Commands

zac zesmrefresh / zesmref

Resets the ZENworks Endpoint Security Management cache on the managed devices.
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zac for Linux(1)

Name

zac - The command line management interface for the Micro Focus ZENworks Agent that is installed
and running on Linux managed devices.

Syntax

zac conmand options

Description

The zac utility performs command line management functions on the ZENworks managed device,
including installing and removing software bundles, applying policies, and registering and
unregistering the device.

Guide to Usage

This section contains a guide to general command formatting and conventions.
Most commands have a long form and a short form:

Long form: add- r eg- key
Short form: ar k

When both forms are available, the command is listed as follows:
add-reg-key (ark) options

When using the command, enter only the long form or the short form:
zac add-reg-key options

zac ark options

If an option includes a space, enclose it in quotation marks:

zac ark "option 1"

Mandatory and Optional arguments
Arguments enclosed inside parentheses () are mandatory and those enclosed by square
brackets [ ] are optional.

Ellipsis (...)

An ellipsis indicates that a command accepts multiple entries of the last argument type. The
arguments must be separated by space or commas, depending on the command. For example:

zac <command> [options] (server) (bundle) [...]

The ellipsis indicates that <command> can accept multiple bundles. In the command level help,
the multiple entry argument help is given as [ (bundl €) (bundle) ... (bundle)] for
more clarity.
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Help Commands

e “I? or --help” on page 170
+ “COVMMAND /?” on page 170
e “g or --group” on page 170
/? or --help
Displays help for the system.

COMMAND / ?

Displays the description for a specified command.

/g or --group

Displays commands of the specified group.

List of Commands

+ “Authentication Satellite Server Commands” on page 171
+ “Bundle Commands” on page 171

+ “Certificate Commands” on page 174

+ “Collection Rollup Commands” on page 175

¢ “Content Distribution Commands” on page 176

¢ “Core Commands” on page 178

+ “System Update Commands” on page 179

+ “External Service Commands” on page 180

+ “Imaging Commands” on page 181

+ “Inventory Commands” on page 182

+ “Inventory-Only Commands” on page 182

+ “Local User Management Commands” on page 182
+ “Location Commands” on page 184

+ “Logging Commands” on page 185

+ “Package Management Commands” on page 186

+ “Patch Management Commands” on page 191

+ “Policy Commands” on page 192

+ “Registration Commands” on page 193

+ “Satellite Role Commands” on page 195

+ “Status Commands” on page 197
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Authentication Satellite Server Commands

+ “authentication server reconfigure (asr) [-t all|config|casa]” on

page 171

authentication server reconfigure (asr) [-t all]|config|casa]
Reconfigures an enabled Authentication Satellite.
Examples:
To fetch the configuration files from the server:
zac asr -t config
To reconfigure the CASA signing certificate:
zac asr -t casa
To reconfigure the entire Satellite:

zac asr -t all

Bundle Commands

+ “bundl e-install (bin) [options] [bundlenane | GUD | Pattern]” on
page 171

+ “bundl e-1aunch (bl n) [bundle display nane] [-noSelfHeal]” on
page 172

+ “bundl e-list (bl) [options]” on page 172

+ “bundl e-| ock-add (bl a) [options] [bundlenane] [.]” on page 172

¢ “bundl e-l ock-list (bll)” on page 173

+ “bundl e-| ock-remove (blr) [options] [bundleindex] [.]” on page 173
+ “bundl e-refresh (br) [bundle display name | guid]” on page 173

+ “bundl e-search (bse) [options] pattern” on page 173

+ “bundl e-uninstall (bu) [bundle display nane | guid]” on page 174

+ “pbundl e-verify (bv) [bundl e display nane]” on page 174

bundl e-install (bin) [options] [bundlenane | GUID | Pattern]

Installs the specified bundles based on the display name that match the specified regular
expression or string, or the bundle GUID. Use the bundl e-1 i st command to get a list of the
available bundles and their display names.

The following regular expressions are supported:

Regular Expression Functionality

Aabc Matches string starting with 'abc'.

[abc] Matches string containing 'a’, 'b', or 'c'.

a*c Matches zero or more times 'a' followed by 'c', 'ac','aac','aaac’,or 'c".

Accepts the following option:
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-N, --dryrun - Tests and displays but does not actually perform the requested action. You can
perform a dry run on a bundle version only once. This option is applicable only for the Install
RPM actions of the bundle.

An example to install a bundle based on the bundle name:

zac bin bundl el

bundl e-l aunch (bl n) [bundl e display nane] [-noSel fHeal]

Launches the specified bundle. The actions in the Launch Action set are executed.

If you try to launch a bundle that is not installed, the bundle is first installed and then launched.

Use the bundl e- 1 i st command to get a list of the available bundles and their display names.
An example to launch a bundle based on the display name:
zac bl n bundl el

Example to launch a bundle based on the display name and to turn self-healing off if the launch
action fails (by default, selfhealing is turned on):

zac bl n bundl el -noSel f Hea

bundl e-list (bl) [options]

Displays the list of bundles assigned to the device and the logged-in user.

The output of this command is displayed in columns and provide the details of every bundle
assigned or available for the managed device. The Display Name, Version, and Bundle Type
columns represent the bundle display name, the version number of the bundle or sandbox if
the bundle is a sandbox version, and the bundle type, respectively.The Status column displays
the following states:

Available: Displays this state if the bundle is installed.
Not Installed: Displays this state if the particular bundle version is not installed.

Downloaded: Displays this state if the contents are downloaded but the action in the Install
Action set have not been executed.

This command accepts the following options:

-a, --all - Lists both the filtered and non-filtered bundles. Filtered bundles are chain bundles. By
default, the non-filtered bundles are displayed.

-g, --show-guid - Displays the bundle GUID.
An example to list all the bundles:

zac bl -a

bundl e- | ock-add (bl a) [options] [bundlename] [.]

Locks the specified bundles that match the specified regular expression or string from being
upgraded or removed.

The following regular expressions are supported:
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Regular Expression Functionality

Aabc Matches string starting with 'abc'.

[abc] Matches string containing 'a’, 'b’, or 'c'.

a*c Matches zero or more times 'a' followed by 'c', 'ac','aac’,'aaac’,or 'c'.

Accepts the following options:

-li, --lock-install - Locks the bundle and prevents the installation of the bundle that is specified in
the lock.

NOTE: Bundle locks are applicable only for Install action set.

-t, --type - Specify the bundle type to be locked. The available types are linux and patch. If no
type is specified, the type, bundle, is selected.

bundl e-l ock-list (bll)
Lists the bundle locks. The bundle locks are sorted by ID number.
Example:

zac bl

bundl e- I ock-remove (blr) [options] [bundleindex] [.]

Removes the bundle lock that you specify by its number. You can find the number for each lock
by using the bundl e-1 ock-1ist (bll) command.

Accepts the following options:

-n - Removes the specified bundle locks by name. Ensure that the name does not contain any
patterns.

--remove-all - Removes all bundle locks.
An example to remove a bundle lock abc:
zac blr -n abc

An example to remove all bundle locks:

zac blr --renove-al

bundl e-refresh (br) [bundle display nane | guid]
Refreshes information about the specified bundle.
Example:

zac br bundl el

bundl e-search (bse) [options] pattern
Searches for bundles that match the specified regular expression or string.

The following regular expressions are supported:
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Regular Expression Functionality

a+bc Matches one or more times ‘a’ followed by ‘bc’.
For example, matches one or more times ‘a’ followed by ‘abc’ or ‘aabc’.
[a-z]\* Matches the empty string and strings with names containing only alphabetic

characters.

For example, matches the empty string "", or strings with names such as acb

and xyz with only alphabetic characters.
a*bc Matches zero or more times 'a' followed by ‘bc'.

For example, matches zero or more times ‘a’ followed by ‘abc’, ‘aabc’, ‘aaabc’, or
Ib 7
c.

The output of this command is similar to the output of the zac bl command.

Accepts the following option:
-i, --installed-only - Searches only the list of installed bundles.

bundl e-uninstall (bu) [bundl e display nane | guid]

Uninstalls the specified bundle. The actions that support the Undo action are executed while
uninstalling the bundle. After the bundle uninstall is complete, the bundle state is displayed as
Not Installed.

Use the bundl e- | i st command to get a list of the installed bundles and their display names.
Example:

zac bu bundl el

bundl e-verify (bv) [bundl e display nane]

Reinstalls the bundle and executes the Verify Action sets to ensure that no files have been
removed or corrupted. Use the bundl e- | i st command to get a list of the installed bundles
and their display names.

Example:

zac bv bundl el

Certificate Commands
e “cert-info (ci) [ca certificate file path] [-u <username> -p
<password>]” on page 174
+ “zac certificate-verify / cv” on page 175

cert-info (ci) [ca certificate file path] [-u <username> -p <password>]

Lists public key certificate information for each known ZENworks server or adds a trusted root
certificate to the device trusted store. The file can be in ASN.1 DER format or base-64 encoded
delimited by ----BEGIN CERTIFICATE---- and ----END CERTIFICATE--.

Example:

To list the certificate for each known ZENworks server:
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zac Ci
To add a trusted root certificate to the devices trusted store:

zac ci c:\certs\nytrustcacert.der -u nyuser -p nypassword

zac certificate-verify / cv

Verifies if the server certificate and key file copied to the remint repository are valid and
updates the results to the server.

Collection Rollup Commands

+ “collection-clients (crc)” on page 175

+ “collection-point (cp)” on page 175

+ “coll ection-queued (crqg)” on page 175

+ “collection-state (crs)” on page 175

+ “col | ection-upl oad- orphans (cuo)” on page 175
+ “col l ection-wake (crw)” on page 176

collection-clients (crc)
Displays devices that have uploaded files to this Collection.
Example:

Zzac crc

col l ection-point (cp)

1[7.1.2016: User Comment 29500; prem] Shows the status and configuration of the collection
role.

Example:
col | ection-poi nt [wake]

wake - Wakes the modules that perform collection (Inventory, MD status, Message sender)

col | ection-queued (crq)
Displays collected files that have not yet been rolled up.
Example:

zac crq

collection-state (crs)
Displays the current state of the Satellite Collection role.
Example:

zac Crs

col | ecti on-upl oad- or phans (cuo)

Finds orphaned files on the Satellite device and rolls them up to the parent collection server or
deletes them if they have already been rolled up.

This command builds a list of the files in the folders under / var/ opt / m cr of ocus/
zenwor ks/ wor k/ col | ecti on (except for the col | ecti onSt at sDBfolder) and then tries to
find the original upload information for each entry in the collection stats database.
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If there is an entry for a file in the database, and it shows that the file has not been rolled up, it
rolls the file up. If the entry shows that the file has already been rolled up, it deletes the file on
the Satellite device. If there is no entry for a file in the database, the file is rolled up. This
command also lists any files that were not uploaded or deleted.

Before running this command, you should run the zac cr wcommand to send any pending files
to the parent server.

Example:

Zzac cuo

col | ection-wake (crw

Sends collected files to the parent server.
Example:

Zac Ccrw

Content Distribution Commands

“cdp- checksum (cchk) [-1:<path to |og>]" on page 176
“cdp-verify-content (cvc) [-c] [-l:<path to log>]" on page 176

“cdp-inport-content (cic) <content path> [<path to | og>]" on
page 176

“distribution-info (cdi) [option]” on page 177
“di stribution-state (cds)” on page 177

“di stribution-wake (cdp) [cleanup | replicate [ content type(s)]]”
on page 177

cdp- checksum (cchk) [-1:<path to | 0g>]

Validates satellite content by computing the checksum on each file.
The optional log file details results of the checksum comparison.
Example:

zac cchk -1:"/var/opt/novel | /zenworks/I ogs/cchk. | og"

cdp-verify-content (cvc) [-c] [-l:<path to | og>]

Compares the list of content IDs and their sync states on this CDP with what the Primary Servers
thinks it should have.

You can use the following options:

¢ - Computes the checksum on the local content.
Example:

zac cvc -Il:"/var/opt/novell/zenworks/Il ogs/cvc. | og"

cdp-inport-content (cic) <content path> [<path to | og>]

Imports missing content from the directory specified by content-path, logging to the file
specified by log-path.

Example:

zac cic /usr/content _Dir /var/opt/novell/zenworks/logs/cic.log
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distribution-info (cdi) [option]

Displays statistical information about the Content role. You can use the following options:

al | - Executes all options marked with *.

Ss - Shows sync status *.

r s - Gets the Content Repository size *.

da - Lists devices that have retrieved data from this device *.
ne - Gets the number of content distribution errors *.

ds - Gets the size of data served by this device *.

f s - Gets the number of files served *.

ah [ n] - Displays n (default all) entries from the access history.
ch - Clears the history.

eh <fil e>- Exports the access history to <file>, where the path is included and the file itself
must not exist.

Examples:
zac cdi
zac cdi rs

distribution-state (cds)

Displays the state of the Satellite Content role. Displays if the role is enabled/disabled, the
status (Starting, Active, Stopping, Stopped), the Parent URLs, and the replication schedule.

Example:

zac cds

di stribution-wake (cdp) [cleanup | replicate [ content type(s)]]
Wakes the Content Distribution Point worker thread. You can use either of the following
options:

cleanup - Removes any content that should no longer be stored on the Content Distribution
Point.

replicate - Downloads any new or changed content from the Content Distribution Point’s parent
ZENworks Server. One or more content types can be specified. If no content types are
specified, all types will be replicated.

Examples:
zac cdp
zac cdp replicate
zac cdp linux-bundle
This command is applicable only if the agent is promoted as a Satellite Server.
The content types include:
. Default
. linux-bundle
. Policy

. Macintosh-Bundle

*

Patch-Informational-Bundles
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. zscm-policy

. subscription-default

. Patch-Critical-Bundles

. Patch-System-Bundles

. subscription-optional

. Patch-Recommended-Bundles
. subscription-recommended
. Imaging

. SystemUpdate-Agent

. Patch-Software-Bundles

. subscription-security

. Windows-Bundle

NOTE: The content types are case-sensitive.

Core Commands

+ “get-settings (gs) <key>" on page 178

+ “get-pref (get) <preference name>" on page 178

+ “set-pref (set) <preference name> <preference val ue>” on page 178
+ “set-proxy (sp) [options] <IP address/Hostnane: port>" on page 179

get-settings (gs) <key>

Settings are downloaded by the Settings Module to the local cache on every refresh. This will
return the effective settings associated with the given key.

Example:

zac gs keyl

Example to list the Remote Management settings:
zac gs Renot eManagenent

All the valid ZENworks settings keys are stored in the / var / opt / m cr of ocus/ zenwor ks/
zmd/ cache/ settings/ directory.

get-pref (get) <preference nane>

Displays the preferences that are currently set.

Example to display all preferences that are set:

zac get-pref

Example to display all preferences that have names beginning with abc:

zac get-pref abc

set-pref (set) <preference nane> <preference val ue>

Sets the value for a preference.

Example to set the value of preference abc to 123:
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zac set-pref abc 123

NOTE: If you want to configure a proxy server for a managed device, ensure that the managed
device has both the pr oxy- host and pr oxy- port preferences configured. If the proxy server
requires authentication, the managed device must additionally have the pr oxy- user nane and
pr oxy- passwor d preferences configured.

set-proxy (sp) [options] <IP address/Hostnane: port>

I[Mridula: Added Hostname for 11.2; Bug# 703078] Specifies a proxy to contact rather than
contacting a ZENworks Server directly.

The options are:
--default - Sets a proxy that can be overriden by proxy settings from the Management Zone.

--clear - Clears the current proxy, but will use proxy settings from the Management Zone.
--ipv6 - sets an IPv6 proxy.

Examples:

IPv4:

zac sp 123.456.78.90: 2349 adm ni strator novel

zac sp /default 123.456.78.90: 2349

zac sp /clear

IPv6:

zac sp /ipv6 [2001:db8:0:1:1:1:1:1]:2349 admi nistrator novel
zac sp /default /ipv6 [2001:db8:0:1:1:1:1:1]:2349

zac sp /clear /ipv6

If a username and password is not specified, then you will be prompted to enter them.

System Update Commands
+ “zac zeus-refresh / zeus-ref” on page 179
¢ “zac systemupdate-report-status / surs” on page 179

zac zeus-refresh / zeus-ref

Retrieves the system update when it is assigned to a device.

NOTE: This command is not applicable on Satellite Servers.

zac systemupdate-report-status / surs

Enables administrators to resend the system update status to the server immediately.
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External Service Commands

These commands are used to manage external services.

*

*

“external -service-add (esa) --type (type) (url) (Service Nanme)
[ Properties]” on page 180

“external -service-delete (esd) (index | nane | url | --all)” on
page 181

“external -service-list (esl)” on page 181

“external -service-refresh (esr) (index | name | url | --all)” on

page 181

“external -service-state (ess) (enable | disable) (index | name | url
| --all)” on page 181

“external -service-types (est)” on page 181

external -service-add (esa) --type (type) (url) (Service Nane) [Properties]

Adds external package repositories like YUM, ZYPP, or the Local directory that contains the
RPMs. All the type-specific properties should start with -D.

You can list the service types that you can add by using the zac est command.
It supports the following types:
+ YUM: Adds repository of type YUM. Accepts the following properties:

-Dusername=value -Dpassword=value - This property is optional and is used while adding
an authenticated YUM repository.

-DsyncExternal=true - This property is optional and is used to synchronize with the Local
Package Management tool.
For example, run the following command to add a YUM service type:

zac esa --type YUM - Duser nane=user nane - Dpassword=passwd https://
nu. novel | . coni sl esll sl esll-yumrepo

+ ZYPP: Adds repository of type ZYPP. Accepts the following properties:

-DsyncExternal=true - This property is optional and is used to synchronize with the Local
Package Management tool.

For example, run the following command to add a ZYPP service type:

zac esa --type ZYPP http://zypp. source.com sl esll/ x86_64 slesll-
Zypp-r epo

+ Mount: Adds a repository of type Mount. A Mount type adds a service from the Local
directory that contains the RPMs. Accepts the following properties:

-Drecursive=(Value) - This property is optional. The valid values are true or false. If true, the
RPMs are added recursively from all the directories under the specified absolute path.

-DsyncExternal=true - This property is optional and is used to synchronize with the Local
Package Management tool.
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For example, run the following command to add packages recursively from all directories
by using the Mount service type:

zac esa --type nount -Drecursive=true file:///mt/slesll-cd/i586
sl esll-rpns

NOTE: The ZYPP or Mount services do not synchronize with the YUM Package Management Tool
on Red Hat devices.

external -service-delete (esd) (index | name | url | --all)
Removes the specified external services.

The - - al | option deletes all the external services.

external -service-list (esl)
Lists all the external services.

The Source column displays the ZENworks Agents that were added by using the zac command
and displays the ZENworks Server that was added through an External Service Policy.

The Status column displays whether the external service is active or inactive. You cannot refresh
the external services that display their status as Inactive.

The State column displays whether the external service is enabled or disabled.

external -service-refresh (esr) (index | name | url | --all)
Refreshes the specified external services.

The - - al | option refreshes all the services.

external -service-state (ess) (enable | disable) (index | nane | url | --
all)

Enables or disables the specified external services.

The - - al | option changes the service state of all the services.

external -service-types (est)

Lists the available service types.

Imaging Commands
e “file-systemqguid (fsg) [-d] [-r]” on page 181
file-systemqguid (fsg) [-d] [-r]

Removes and restores the workstation GUID in the file system in preparation for taking an
image.

Example to remove the GUID from the file system:
zac file-system-guid -d

Example to restore the GUID to the file system:
zac file-systemguid -r

Example to print the GUID value:

zac fsg
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Inventory Commands

* “inventory (inv) [scannow | cdf]” on page 182

inventory (inv) [scannow | cdf]
Runs an inventory scan or opens the Collection Data Form.
Example to run an inventory scan:
zac inv scannow
Example to open the Collection Data Form:

zac i nv cdf

Inventory-Only Commands

I[Radha Devaraj; August 20, 2014; Created this section for 11.4 and Northa Carolina-12; Inputs:
Santhosh.S]

These commands are used only for Inventory-Only Agents (IOA).

zac ioa cfg <server ip>

Configures the Linux Inventory-Only Agent (IOA) device to the mentioned server ip. To ensure
that only authorized Inventory-Only Agents (IOA) are registered to the zone, you should provide
an Authorization Key in this command. If you do not have an Authorization Key, then the device
should be pre-approved before executing this command.

Example to configure an Inventory-Only agents using an authorization key:![Suggest changes to
this line if any]

zac ioa cfg <ip_address>"auth_key"

zac ioa version
Displays the version of the Inventory-Only Agent (IOA).

inventory (inv) [scannow
Runs an inventory scan.
An example to run an inventory scan:

zac i nv scannow

Local User Management Commands

These commands are used to manage local users and their privileges.

+ “user-add (ua) (usernane)” on page 183

+ “user-delete (ud) (usernane)” on page 183

+ “user-list (ul)” on page 183

+ “user-edit (ue) (username) [+/-Privilege]” on page 183

e “user-privilege-export (upe) (.xm filenanme)” on page 184
e “user-privilege-inmport (upi) (.xm filenanme)” on page 184
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user-add (ua) (usernane)
Adds a local user to the ZENworks privilege store.
Example:

ZaC Ua usernane

user-del ete (ud) (usernane)
Deletes a local user from the ZENworks privilege store.
Example:

zac ud usernane

user-list (ul)

Lists the following:

- User names and privileges for the local users added to the ZENworks privilege store.

- Privileges for the local users not added to the ZENworks privilege store (default user). The
default user is represented by * (asterisk).

Example:

zac ul

user-edit (ue) (username) [+ -Privilege]

Edits the local user privileges. You use + (plus) to add a new privilege and - (minus) to remove an
existing privilege.

By default, a newly created local user has the Vi ewprivilege. The local users that are not added
to the ZENworks privilege store inherit the privilege assigned to the default user that is
represented by * (asterisk). You can change the privileges assigned to any local user and assign
the user the following privileges:

Privilege Functionality

Vi ew View or list the information on bundles, policies, configuration, and so on.
I nstal l Install or uninstall bundles, policies, packages, and so on.

Configure Run the configuration commands.

Super User Execute all the zac commands because a SuperUser is assigned all the

privileges. By default, the root user is assigned the Super User privilege,
which cannot be modified.

Examples:

If you want to allow the local users in the ZENworks privilege store to view, install, and uninstall
bundles and policies, you can assign the Vi ewand | nst al | privileges to these users by running
the following command:

zac ue usernane +l nstal

If you want to allow the local users that are not added to the ZENworks privilege store to view,
install, and uninstall bundles and policies, you can assign the Vi ewand | nst al | privileges to to
the * user by running the following command:

zac ue '*' +lnstal
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user-privil ege-export (upe) (.xm filenane)

Exports a list of local users and their privileges to a specified . xi file for reusing this list on
other managed devices.

Example:
zac upe /tnp/privileges. xm

After exporting the list, you can import it to other managed devices by running the user -
privilege-inport (upi) command

user-privilege-inmport (upi) (.xm filenane)

Imports a list of local users and their privileges to other managed devices from a specified . xm
file. This list can be exported to the . xr file by running the user - pri vi | ege- export
(upe) command.

Example:

zac upi /tnp/privileges. xm

Location Commands

“config-location (cl)” on page 184

“l ocation-create (lc) (location nane) [-d|--desc=<description>]
[ network environnent nane] [...]” on page 184

“l ocation preferred protocol communication | |ppc <location nane>
[options]” on page 185

config-location (cl)

Displays the configuration location. The configuration location determines which ZENworks
server (or servers) the device connects to for authentication, configuration, content, and
collection purposes.

Examples:
zac config-location

zac cl

| ocation-create (lc) (location name) [-d|--desc=<description>] [network
environnent nane] [...]

Creates a location and (optionally) assigns network environments to the location.
(location name) - The name you want assigned to the new location.

[network environment name] - The name of an existing network environment that you want to
assign to the location. You can add multiple network environments. Adding network
environments during creation of a location is optional. You can use the | ocat i on- nwenv-
assi gn command to add network environments after creation.

[network environment name] - The name of an existing network environment that you want to
assign to the location. You can add multiple network environments. Adding network
environments during creation of a location is optional. You can use the | ocat i on- nwenv-
assi gn command to add network environments after creation.

Accepts the following options:

-d |--desc=description: Specify a description for the location.
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-t | -- downloadThrottle=Download Throttle rate: Specify a download throttle rate.
-u | -- uploadThrottle=Upload Throttle rate Specify an upload throttle rate.

-a | -- auditUpload=Audit upload data Specify O to enable or 1 to disable the audit upload
data.

-e | -- Preferred protocol for communication Based on your preferred protocol for
communication, specify either IPv4 or IPv6.

Specify IPv4 if you want the devices in this location to try communicating with the servers using
IPv4 URLs first before attempting IPv6 URLs.

Specify IPv6 if you want the devices in this location to try communicating with the servers using
IPv6 URLs first before attempting IPv4 URLs.

C | -- cifsServer=CIFS Server: Specify a CIFS server that allows you to provide share access.
-i | --proxyAddress=IPv4 HTTP Proxy Address Specify an IPv4 proxy address.

-p | --proxyPort= IPv4 HTTP Proxy Port: Specify the port number on which the proxy server
should listen.

-r | --proxyCidr=IPv4 HTTP Proxy CIDR: Specify the range of IPv4 address using CIDR notation.
-X | --ipv6ProxyAddress=IPv6 HTTP Proxy Address Specify an IPv6 proxy address

-y —ipv6ProxyPort=IPv6 HTTP Proxy Port: Specify the port number on which the proxy server
should listen.

-z | -- ipv6ProxyCidr=IPv6 HTTP Proxy CIDR: Specify the range of IPv6 address using CIDR
notation.

| ocation preferred protocol communication | |ppc <location nane> [options]
Edits an existing location.
<l ocati on nane>: Specify a name for the location.
Accepts the following options:

IPv4: Specify IPv4 if you want the devices in this location to try communicating with the servers
using IPv4 URLs first before attempting IPv6 URLs.

IPv6: Specify IPv6 if you want the devices in this location to try communicating with the servers
using IPv6 URLs first before attempting IPv4 URLs.

Logging Commands

+ “logger [resetlog | level [MANAGED| ERROR| WARN| | NFQ DEBUG |
managed| evel ]” on page 185
| ogger [resetlog | |evel [MANAGED| ERROR| WARN| | NFO DEBUG | managed! evel ]
Changes the logger configuration.

You can use the following options:

resetlog - Resets the log.

level - If used without a level, displays the current managed logging level. If used with one of the
levels, changes the logging level to the specified level.

managedlevel - Displays the Global Log level of the zone.

Example to reset the log file:
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zac | ogger resetlog

Example to show the current log level:

zac | ogger |eve

Example to set the log level to DEBUG and above:
zac | ogger |evel DEBUG

Package Management Commands

+ “checkpoi nt-add (cpa) (nane) [date]” on page 186

+ “checkpoints-list” on page 186

+ “checkpoi nt-renove (cpr) (name) [.]” on page 186

e “info (info) [option] pattern” on page 186

+ “install (in) [options] (package nane) [.]” on page 187

e “list-updates (lu) [options] [bundle nane|service nanme] [.]” on
page 188

+ “l ock-add (la) (nane or pattern)[version]” on page 188

+ “l ock-delete (1d) (lock nunber) [.]” on page 188

* “lock-list (I1)” on page 189

+ “packagehi story (ph) [options] [.]” on page 189

+« “remove (rm [options] (package nanme) [.]” on page 189

+ “roll back (ro) [options] [date or check point]” on page 189

+ “search (se) [options] [pattern]” on page 190

+ “update (up) [options] [bundle name|service nane] [.]” on page 190
+ “what - provi des (wp) pattern” on page 190

+ “what-requires (w) pattern” on page 190

checkpoi nt-add (cpa) (nane) [date]
Adds a checkpoint. If the date is not specified, adds a check point with the current date.
checkpoi nts-1i st
Lists the saved checkpoints.
checkpoi nt-renmove (cpr) (nanme) [.]
Removes the specified checkpoints.
info (info) [option] pattern
Displays package information for the specified package that matches the specified pattern.

The following regular expressions are supported:
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Regular Expression Functionality

Aabc Matches string starting with 'abc'.

[abc] Matches string containing 'a’, 'b’, or 'c'.

a*c Matches zero or more times 'a' followed by 'c', 'ac','aac','aaac’,or 'c".

The command displays the Name, Version, Architecture, and Description of the packages.

Accepts the following options:

--provides - Lists packages and files that is provided by the package that matches the specified
pattern.

--requires - Lists packages and files that is required by the package that matches the specified
pattern.

install (in) [options] (package nane) [.]

Installs the specified packages. If you specify a package with a version, the exact version of the
package is installed. If you specify a package with a name, the best version of the package is
installed.

NOTE: If you want to downgrade a package, specify the version to which you want to
downgrade the package.

Accepts the following options:

-b, --bundle [bundle name] - Installs a package from the specified bundle. The bundle that you
specify can also be a Linux Dependency Bundle. However, to install a Linux Dependency
Bundle, the Publish Packages should be set to True. For more information on Publish
Packages, see Creating Linux Dependency Bundles.

-d, --download-only - Downloads packages to the zen cache directory. By default, the zen cache
directory is located in / var / opt / m cr of ocus/ zenwor ks/ znd/ cache.

-N, --dry-run - Tests and displays the requested actions but does not actually perform them.

-y, --no-confirm - Does not prompt for confirmation.

-f, --freshen - Installs packages only if an earlier version of the package exists.

-s, --service [service name] - Installs a package from the specified service.

-p, --pattern [pattern name] - Installs a package of a specified pattern. However, only the
mandatory packages part of the pattern is installed.

--entire-bundle [bundle name] [...] - Installs all packages from the specified bundles. You can
specify a single bundle or multiple bundles.

--ignore-dependency - Does not check for dependency. The dependant packages are skipped
and only the packages are installed.

-1, --regex-pattern <regex pattern> [<regex pattern>]- Installs all the packages that match the
specified regular expression.![Radha Devaraj; added the above line on regex pattern for
11.2.10n behalf of Sangeeta; Bug#753521; Tech: Venkata Praveen; Peer: complete;
Profile:11.2.1, 11.3; Applicable releases: 11.2.1 onwards]

The following regular expressions are supported:
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Regular Expression Functionality

Aabc Matches string starting with 'abc'.

[abc] Matches string containing 'a’, 'b’, or 'c'.

a*c Matches zero or more times 'a' followed by 'c', 'ac','aac','aaac’,or 'c".

£20Z 1snbny 8T (ua) sAsoop

I[Radha Devaraj; added this table for 11.2.1 on behalf of Sangeeta; Bug#753521; Tech:Venkata
Praveen; Peer: pending; Edit:Pending; Profile:11.2.1,11.3, Applicable releases: 11.2.1 onwards]

Additionally, the command also lists the dependent packages to successfully complete the
installation.
l'ist-updates (lu) [options] [bundle nanme|service nane] [.]

Displays available updates in the specified bundles and services. You can specify a single bundle
or service, or multiple bundles or services for which you want to display the updates. If no
bundle or service is specified, the command displays all the available updates.

Accepts the following option:
-t, --type [type] - Lists updates from the specified service type.

| ock-add (la) (name or pattern)[version]

Adds a package lock rule. This command locks the specified packages, which if they match the
specified regular expression or string, are not upgraded or removed. The package name can be
specified individually, with wildcard patterns, or even with version number relations. The
version number should be specified within single or double quotes.

Relational Operator Functionality

= Locks only the specific package version.

< Locks all versions of the package older than the specified version, excluding the
specified version.

> Locks all versions of the package later than the specified version, excluding the
specified version.

<= Locks all versions of the package older than the specified version, as well as the
specified version.

>= Locks all versions of the package later than the specified version, as well as the
specified version.

If you want to install a specific version of the package, this command first checks if the package
version has been locked, then installs the package version only if it is not locked. For example,
assume that all the later versions of the package “X 1.7” have been locked by using the zac | a
X '>' 1.7 command. If you try to install the X 1.9 package by using the zac in X (1.9)
command, the installation fails.

| ock-delete (1d) (lock nunber) [.]

Deletes the package lock that you specify by its number. You can find the number for each lock
with thel ock-1ist (Il) command.
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lock-Tist (1)

Lists the package locks.

packagehi story (ph) [options] [.]

Lists package transaction history that is performed by using ZENworks. This command displays
the package name, date, operation, version, and release.

Accepts the following option flags:

-n, --search-name [package name] - Searches by package name

-a, --search-action [action name] - Searches by action name. The valid action names are None,
Install, Removal, and Upgrade.

-d, --days-back [days] - Maximum number of days to look back (default 30).
-c, --clean-history - Cleans package history.

-0, --search-operation [operation] - Searches based on the operation performed. The operation
performed can be Install, Removal, or Upgrade.

remove (rm [options] (package name) [.]

Removes the specified packages.

Accepts the following options:

--entire-bundle [bundle name] - Removes all the packages from the specified bundle.
-N, --dry-run - Tests and displays but does not actually perform the requested actions.
-y, --no-confirm - Does not prompt for confirmation.

-1, --regex-pattern <regex pattern> [<regex pattern>] - Removes all the packages matching the
specified regular expression.![Radha Devaraj; added the regex pattern info and the table for
11.2.1 on behalf of sangeeta, Bug#753521; Tech:Venkata Praveen; Peer: pending;
Edit:Pending; Profile:11.2.1, 11.3; Applicable releases: 11.2.1 onwards ]

The following regular expressions are supported:

Regular Expression Functionality

Aabc Matches string starting with 'abc'.

[abc] Matches string containing 'a’, 'b', or 'c'.

a*c Matches zero or more times 'a' followed by 'c', 'ac','aac','aaac',or 'c'.

Additionally, this command also lists the dependent packages to successfully complete the
removal of the specified package.

roll back (ro) [options] [date or check point]

Rolls back package transactions to the time and date you specify, if the rollback preference is
set. By default, the rollback preference is disabled. You can enable the rollback preference by
running the zac set rollback true command.

If you want to roll back to a particular version of the package, that version of the package and its
dependencies should be available as part of the service or the assigned bundle. If the version of
the package or its dependencies is not available, the rollback fails.

Additionally, this command also lists the dependent packages that are required to successfully
roll back.
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Accepts the following options:

-d, --download-only - Only downloads packages.

-N, --dry-run - Tests and displays but does not actually perform the requested actions.
-y, --no-confirm - Does not prompt for confirmation.

-p, --package (package name) - Name of the package that needs to be rolled back.

search (se) [options] [pattern]

Searches for packages that match the specified pattern. If no arguments are provided, it displays
all the packages. This command displays the source name, source type, package name, version,
and architecture.

Accepts the following options:

-b, --bundle [bundle name] - Searches packages in the specified bundle.

-d, --search-in-description - Searches in package descriptions but not package names.

-i, --installed-only - Shows only installed packages.

-u, --uninstalled-only - Shows only uninstalled packages.

-s, --service [service name] - Searches packages in the specified service.

-t, --type [service type] - Searches packages, based on the specified service type.

-p, --pattern [pattern name] - Shows the available patterns.

--sort-by-bundle - Sort packages by bundle, not by name. Default sorting is by package name.
--show-nevra - Shows the NEVRA details of the packages.

update (up) [options] [bundle nane|service nane] [.]

Updates the installed packages. You can specify a single bundle or service name, or multiple
bundles or service names, for which to update the packages. If no bundle or service name is
specified, all the packages are updated.

If there are installed packages that have the same name and architecture but different versions,
only packages with the higher version are upgraded.

Accepts the following options:

-d, --download-only - Only downloads packages.

-N, --dry-run - Tests and displays but does not actually perform the requested actions.

-y, ---no-confirm - Does not prompt for confirmation.

-t, --type [service-type] - Updates packages from the specified external service type.
what - provi des (wp) pattern

Displays packages that provide the library, program, or package that matches the specified
pattern. Only the * wildcard pattern is supported.

Example to display the packages ending with a:
zac wp *a
what -requires (w) pattern
Lists packages that require the library, program, or package that matches the specified pattern.
An example to display packages starting with a:

zac w a*
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Patch Management Commands

pat ch-scan (ps)

Scans the device for patches that are not applied, using the device's current patch signature
(DAU) file. The results are then uploaded to the server.

An example to run a patch scan:
zac ps
patch-scan --qui ck (ps --quick)
Uploads the last scan results to the server; it does not run a new detection scan.
An example to run a quick patch scan:
zac ps --quick
patch-scan --conplete (ps --conplete)

Scans the device for patches that are not applied, using an updated patch signature (DAU) file.
The results are then uploaded to the server.

An example to run a complete patch scan:
zac ps --conplete
I[This command is profiled for the 2019 release.]
pat ch-appl y-policy (pap)
Updates devices with the latest version of all patch policies.
An example to run a patch apply policy:
zac pap

If you want to update the device with one or more patch policies, specify the patch policy
names or IDs. An example: zac pap patchl patch2

pat ch- quaranti ne-rel ease (pqr)

Releases any quarantined patches on the device where the command is run from quarantine so
that a one-time installation attempt can occur, either from a patch policy schedule or a
remediation schedule.

An example to run a patch quarantine release:
zac pqr
patch-distribute-policy, pdp

Distribute all patch policies to the device. This will attempt to distribute all patches that do not
match the policy.

patch-distribute-policy, pdp
Distribute all patch policies to the device. An example to run a patch distribution policy: zac
pdp
If you want to distribute one or more patch policies to the device, specify the patch policy
names or IDs. An example: zac pdp patchl patch2

pat ch- downl oad, pd

Downloads the content associated with the specified patch names.
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Syntax: zac patch-download (pd) [options]
The following are the available options:

--patch: Name of the patches that should be installed. If you want to install multiple patches,
then specify the name of the patches separated by a comma.

Example: zac pd --patch patch_namel, name2, name3

pat ch- downl oad- cat al og, pdc
Downloads the catalog used for scanning the patches.

Syntax: zac patch-download-catalog (pdc)

pat ch- export-catal og, pec
Exports the patch details in the catalog to the PatchMetadata.csv file.

Syntax: zac patch-export-catalog (pec)

patch-install, pi
Installs the downloaded patches.
Syntax: zac patch-install (pi) [options]
The following are the available options:
--patch: Name of the patch that should be installed.
Example 1: zac pi --patch name
patch-list, plp
Lists all the required patches.
Syntax: zac patch-list (plp) [options]
The following are the available options:
--all: List all the patches, including the installed patches.
policy-list, pl

This command returns a list of the policies that are currently enforced on the device. By default,
this displays the effective (non-filtered) policies.

zac pl —all

Displays both filtered and non-filtered policies.

Policy Commands

e “policy-list (pl)” on page 192
+ “policy-refresh (pr)” on page 193
policy-list (pl)

Lists the policies that are currently being enforced on the device (effective policies). To list all
policies (effective and non-effective), use the --all option.

Examples:
zac pl
zac pl --all
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policy-refresh (pr)
Applies all of the policies assigned to the device and user.
Example:

zac pr

Registration Commands

+ “add-reg-key (ark) <registration key>" on page 193
e “register (reg) [-g] [-r] <option-1 or option-2> [-u <usernanme> -p
<password] <ZENwor ks Server address:port>" on page 193

e “reregister (rereg)[-u <usernane> -p <password>] <new gui d>" on
page 194

e “unregister (unr) [-f] [-s] [-a] [-u <usernanme> -p <password>]" on
page 194

+ “reestablish-trust (retr) [-u <username> -p <password>]” on page 195

add-reg- key (ark) <registration key>

Registers the device by using the specified key. Registration with keys is additive. If the device
has previously been registered with a key and you register it with a new key, the device receives
all group assignments associated with both keys.

Example:

zac ark keyl2

register (reg) [-g] [-r] <option-1 or option-2> [-u <usernane> -p
<password] <ZENwor ks Server address: port>

Option 1. [-a <authorization key>]
Option 2: [-k <RegKey>] <ZENworks Server address: port>
Registers the device in a Management Zone.

To execute this command you must have Create/Delete device rights for the folder that you are
attempting to register.

You can use the following options:

g - Lets you create a new device object with a new GUID and password for the device if you have
multiple devices with the same GUID. When you register a device by using this switch, all the
associations (policies and bundles) assigned to the original device object are removed. You
cannot use this option to create a new GUID for a Primary Server or a Satellite device. The
local user must have Local Administrator rights to use this option.

k - Lets you register the device using the specified registration key.

p - Lets you specify the Management Zone administrator’s password.
u - Lets you specify the Management Zone administrator’s username.
a - Lets you specify the authorization key to authorize the device.

r - Lets you to reset the device password and then register the device.

The Authorization key is stored locally in the ZENworks agent. The key can be added/updated in
the agent using this option.

This option cannot be used along with the other options.
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Examples:
zac reg -k keyl https://123.456.78.90

zac reg -k keyl -u adm nistrator -p novell https://
zenserver. novel | . com 8080

To add or modify the authorization key:
zac register -a c24e-b9b42
c24e-b9b42 is the authorization key.

The port number is required only if the ZENworks Server is not using the standard HTTP port. If
a username and password are not supplied, you are prompted for them.

NOTE: *The - g and - k options will not be honored if the corresponding device object is already
present on the server and reconciliation takes place with that device object.

¢+ When you modify or update the GUID using the -g option, then audit and messages
generated with the old GUID will be lost.

reregister (rereg)[-u <usernane> -p <password>] <new gui d>

Registers a device in the current zone and assigns it the GUID of an existing device object. The
currently associated device object is deleted. ![Vijay, added info on 20/5/2014; Release:11.3.1;
Inputs: Chandra Sekhar, Niranjan, Srijith and Anirudh] To execute this command you must have
Create/Delete device rights for the folder you are attempting to reregister.

For example, if you image a device after replacing the hard drive, the device might get a new
GUID. However, by using the reregister command, you can assign the same GUID that it had
before you replaced the hard drive.

Examples:

To reregister, specify a username and password:

zac reregister -u nyuser -p mypassword eaa6a76814d650439c648d597280d5d4
To reregister and be prompted for a username and password:

zac reregister eaa6a76814d650439c648d597280d5d4

NOTE: *The - g and - k options will not be honored if the corresponding device object is already
present on the server and reconciliation takes place with that device object.![Radha
Devaraj; May 15th, 2014; Bug:875653; Input: Ramnish Kumar; Edit: pending]

+ When you modify or update the GUID using the -g option, then audit and messages
generated with the old GUID will be lost.

1[205001]

unregister (unr) [-f] [-s] [-a] [-u <username> -p <password>]

I[Vijay, updated this section on 02/01/2014 for Bug# 854934, inputs by Rashmi Ranjan] Removes
the device’s registration from the Management Zone. ![Vijay, added info on 20/5/2014;
Release:11.3.1; Inputs: Chandra Sekhar, Niranjan, Srijith and Anirudh] To execute this command
you must have Create/Delete device rights for the folder you are attempting to unregister.

Example:
To force a device to unregister locally when a server cannot be contacted:

zac unr -f -u nyuser -p nmypassword
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To unregister locally and suppress prompting for a user name and password:
zac unr -s

Use - a option to unregister asynchronously. With this option server deletes the device
asynchronously.

The-a, -f,-u,and-p parameters are optional. If you don’t use the - u and - p parameters,
you are prompted to enter a username and password. If -a option is specified, ZENworks server
returns the unregister call quickly, but deletes the device object asynchronously from the
database at a later point of time. If your device deletion is not complete and tries to register the
device again, then the ZENworks server displays an error. If there is large amount of data
associated with the device in the database, it might take long time to delete the device. Ensure
that -a option is used when actual device deletion on server takes long time and causes the
agent unregister command to timeout.

NOTE: Running the UNR command might cause high utilization of the database. This might be
due to any of the following reasons:

¢+ The UNR command is running on the server.
¢ The zone contains a large number of managed devices.
+ The managed devices have a huge history.

+ Patch Management is enabled.

reestablish-trust (retr) [-u <usernane> -p <password>]

Reestablishes trust with the current Management Zone. The username and password used
must be of the Zone Administrator.

Example:
zac retr -u nyuser -p mypassword

The - u and - p parameters are optional. If you don’t use the - u and - p parameters, you are
prompted to enter a username and password.

Satellite Role Commands

*

*

*

*

“remnt-satellite-cert (rsc)” on page 196
“satel |l ite-cachecfg (satcfg)” on page 196
“satellite-clearcache (satcc)” on page 196
“satellite-refreshcfg (satrc)” on page 196
“satellite-roles (satr)” on page 196

“i mgsat server status (iss status)” on page 196

“I'mport-satellite-cert (isc) [-pk <private-key.der>] [-c <signed-
server-certificate.der>] [-ca<signing-authority-public-
certificate.der>] [-ks <keystore.]ks>] [-ksp<keystore-pass-phrase>]
[-a <signed-cert-alias>] [-cp<signed-cert-passphrase>] [-u
<usernane>] [-p <password>] [ -rc ]” on page 197
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remnt-satellite-cert (rsc)
Remints the SSL certificate for Satellite Servers and reconfigures the Jetty web server.

Example: zac rsc

satellite-cachecfg (satcfg)
Reads Satellite roles from cache.
Example:

zac satcfg

satellite-cl earcache (satcc)
Clears Satellite configuration information from cache.
Example:

zac satcc

satellite-refreshcfg (satrc)
Refreshes Satellite roles.
Example:

zac satrc

satellite-roles (satr)
Reports on current Satellite roles and their state.
Example:

zac satr

i mysat server status (iss status)

Displays the device’s imaging role properties, including its current status, PXE service status,

image files, and imaging statistics.

Current Status: Displays whether your device is currently configured to perform Imaging
operations. The current status is Active when the device is promoted to a satellite with the
Imaging role.

PXE Service Status: Displays whether the Proxy DHCP service is enabled on the device.

PXE Requests: The number of imaging requests of any kind that have been received by the

Imaging Server since it was last started. This includes requests that failed, were denied, or were

referred to other Imaging Servers. Information about each of these requests, such as the
source, type, date/time, and results, is logged on the Imaging Server.

Images Sent: The number of images that the Imaging Server has sent to imaging clients since

the Imaging Server was last started. This includes only images that were retrieved from this
Imaging Server.

Images Received: The number of new images that have been received and stored on the

Imaging Server since it was last started. This includes images that were received through client

referrals.
Example:

zac i ss status
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Inport-satellite-cert (isc) [-pk <private-key.der>] [-c <signed-server-
certificate.der>] [-ca<signing-authority-public-certificate.der>] [-ks
<keystore.jks>] [-ksp<keystore-pass-phrase>] [-a <signed-cert-alias>] [-
cp<si gned- cert-passphrase>] [-u <usernanme>] [-p <password>] [ -rc ]

Configures a satellite device with externally signed certificates.

-rc - Confirms reconfiguration of the Satellite Server so that the administrator is not prompted
for reconfiguration.

Status Commands

+ “agent-properties (agp)” on page 197
+ “cache-clear (cc)” on page 197
e “info-collect (zeninfo) [<targetfile>]" on page 198

« “refresh (ref)[general [bypasscache] | partial [bypasscache] |
bypasscache]” on page 198

+ “zenhttp-status(zhs)” on page 198

+ “zone-config (zc)” on page 198

+ “get-settings (gs) <key>" on page 198
+ “statussender (sts)” on page 199

agent - properties (agp)

Provides information about the ZENworks Agent. The following fields provide information
about the ZENworks Agent:

Device Address. The IP address of your device.
Device Name. The computer name for your device.

Device State. The state of the device - Managed, Unmanaged, Retired, or Unknown. The
Unknown state is displayed only if there is an error.

Last Contact With Server. The last time the ZENworks Agent contacted the ZENworks Server.

Next Contact With Server. The time scheduled for the ZENworks Agent to contact the
ZENworks Server.

Primary User. The currently logged in user.
Example:

zac agp

zac agent-properties

cache-clear (cc)

Clears the ZENworks cache on the device. This removes all entries in the cache database and
deletes any cache files associated with those entries.

Example:

Zac ccC
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info-collect (zeninfo) [<targetfile>]

Collects ZENworks support information, including cache data, configuration data, debug logs,
product installation information, refresh times, status events, and basic system information.
The information is packaged into a ZIP file and placed in the location you specify. If you do not
specify a location, ${ TMPDI R} \ zeni nf o- ${ Dat eTi me}. zi p is used. If you are experiencing
problems with a managed device, Micro Focus Support might ask you to run this command and
send the resulting ZIP file to Micro Focus to help troubleshoot your problem.

To run the zeninfo process in the background, run the following command.
zac zeninfo /tnp/zeninfo/ & echo $! > /tnp/zeninfol/zeninfo.pid
To stop the zeninfo process, run the following command:

kill “cat /tnp/zeninfo/zacinfo.pid

refresh (ref)[general [bypasscache] | partial [bypasscache] | bypasscache]

Initiates a general refresh to refresh all registration and configuration settings; or initiates a
partial refresh to refresh all registration and configuration settings.

Use bypasscache to avoid using data from the server cache during the refresh. This option is
useful for testing or troubleshooting.

Examples:

zac ref general bypasscache
zac ref partial bypasscache
zac ref bypasscache

zenht t p- st at us(zhs)

Lists port and status of the web server.
Example:

zac zhs

zone-config (zc)

Displays information about the ZENworks Server that the device is accessing for configuration
information (the Configuration server) or lists the information for the Configuration server.

Examples:

Zzac zcC

get-settings (gs) <key>

Settings are downloaded by the Settings Module to the local cache on every refresh. This will
return the effective settings associated with the given key.

Example:
zac gs keyl

All valid ZENworks settings keys are stored in the / var / opt / mi cr of ocus/ zenwor ks/ znd/
cache/settings/ directory.

Example to list the Remote Management settings:

zac gs Renot eManagenent
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st atussender (sts)

I[Mridula: Added content for 11.2; Bug# 744569. Profile - None. Review (Aditi) - Complete.] This
command rolls up status information to the Primary Server. You can either roll up information
that was updated since the last time the status was rolled-up or you can roll up the complete
status information.

Examples:

To roll up status information that was updated since the last successful status roll up:
zac sts rollup

To roll up complete status information:

zac sts rollup full
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zac for Macintosh(1)

Name

I[Mridula: Hiding the “zac for Macintosh(1)” section as it is not relevant for Mac devices. Profile -
Future. Input - Anirudh and Ajay K Urs.]

zac - The command line management interface for the Micro Focus ZENworks Agent that is installed
and running on Macintosh managed devices.

Syntax

zac conmand options

Description

The zac utility performs command line management functions on the ZENworks managed device,
including installing and removing software bundles, applying policies, and registering and
unregistering the device.

Guide to Usage

This section contains a guide to general command formatting and conventions.
Most commands have a long form and a short form:

Long form: add- r eg- key
Short form: ar k

When both forms are available, the command is listed as follows:
add-reg-key (ark) options

When using the command, enter only the long form or the short form:
zac add-reg-key options

zac ark options

If an option includes a space, enclose it in quotation marks:

zac ark "option 1"

Mandatory and Optional arguments
Arguments enclosed inside parentheses ( ) are mandatory and those enclosed by square
brackets [ ] are optional.

Ellipsis (...)

An ellipsis indicates that a command accepts multiple entries of the last argument type. The
arguments must be separated by space or commas, depending on the command. For example:
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zman server-add-bundl e [options] (server) (bundle) [...]

The ellipsis indicates that ser ver - add- bundl e can accept multiple bundles. In the command
level help, the multiple entry argument help is given as [ (bundl €) (bundl e)
(bundl e)] for more clarity.

List of Commands

“Bundle Commands” on page 201

“Core Commands” on page 203

“Inventory Commands” on page 208
“Inventory-Only Commands” on page 208
“Patch Management Commands” on page 208
“System Update Commands” on page 210

“ZENworks Certificate Commands” on page 210

Bundle Commands

I[Sangeeta: Added new for 11.2 FCS]

*

“bundl e-install (bin)” on page 201
“bundl e-1 aunch (bl n)” on page 201
“bundl e-1ist (bl)” on page 202
“bundl e-1 ock-add (bla) [options] [bundlenane] [...]” on page 202
“bundl e-1 ock-1ist (bll)” on page 202
“bundl e-1 ock-renove (blr)” on page 202
“bundl e- props (bp)” on page 202

“bundl e-refresh (br)” on page 202
“bundl e-search (bse)” on page 203
“bundl e-uninstall (bu)” on page 203
“bundl e-verify (bv)” on page 203

bundl e-i nstal | (bin)

Installs the specified bundles based on the display name that match the specified regular
expression or string, or the bundle GUID.

Use the bundl e- | i st command to get a list of the available bundles and their display names.
An example to install a bundle:

zac bin MacBundl e

bundl e- | aunch (bl n)

Launches the specified bundle. The actions in the Launch Action set are executed. If you try to
launch a bundle that is not installed, the bundle is first installed and then launched.

Use the bundl e- | i st command to get a list of the available bundles and their display names.
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An example to launch a bundle based on the display name:

zac bl n MacBundl e

bundl e-list (bl)
Displays the list of bundles assigned to the device and the logged-in user.

The output of this command is displayed in columns and provide the details of every bundle
assigned or available for the managed device. The Display Name, Version, and Bundle Type
columns represent the bundle display name, the version number of the bundle or sandbox if
the bundle is a sandbox version, and the bundle type, respectively.

The Status column displays the following states:
Available: Displays this state if the bundle is installed.
Not Installed: Displays this state if the particular bundle version is not installed.

Downloaded: Displays this state if the contents are downloaded but the action in the Install
Action set have not been executed.

An example to list all the bundles:

zac bl

bundl e- | ock-add (bla) [options] [bundlenane] [...]

Locks the specified bundles that match the specified regular expression or string from being
upgraded or removed.

Bundle locks are applicable only for Install action set.
Accepts the following options:

-li, --lock-install - Locks the bundle and prevents the installation of the bundle that is specified in
the lock.

-t, --type - Specify the bundle type to be locked. The available types are MAC and Patch. If no
type is specified, the type, bundle, is selected.

bundl e-1 ock-list (bll)
Lists the bundle locks. The bundle locks are sorted by ID number.
An example to list the locked bundles:

zac bl

bundl e- | ock-renove (blr)

Removes the bundle lock that you specify by its number. You can find the number for each lock
by using the bundl e- 1 ock-1i st command.

An example to remove all bundle locks:
zac blr --renove-al
bundl e- props (bp)
Returns property information for a bundle.
An example to get the bundle properties of a specified bundle:

zac bp MacBundl e
bundl e-refresh (br)

Refreshes information about the specified bundle.
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An example to refresh a bundle:
zac br MacBundl e

bundl e- search (bse)

Searches for bundles matching the specified java regular expression or string.

bundl e-uninstal | (bu)

Uninstalls the specified bundle. The actions that support the Undo action are executed while
uninstalling the bundle. After the bundle uninstall is complete, the bundle state is displayed as
Not Install ed.

Use the bundl e- 1 i st command to get a list of the installed bundles and their display names.
An example to uninstall a bundle:

zac bu MacBundl e

bundl e-verify (bv)

Reinstalls the bundle and executes the Verify action sets to ensure that no files have been
removed or corrupted. Use the bundl e- | i st command to get a list of the installed bundles
and their display names.

An example to verify a bundle:

zac bv MacBundl e

Core Commands

+ “add-reg-key (ark)” on page 204

+ “agent-properties (agp)” on page 204
+ “cache-clear (cc)” on page 204

e “cert-info (ci)” on page 204

+ “config-location (cl)” on page 204

e “file-systemqguid (fsg)” on page 204
+ “get-pref (get)” on page 204

+ “get-settings (gs)” on page 205

+ “logger [resetlog | level [MANAGED| ERROR| WARN| | NFQ DEBUG |
managedl| evel ]” on page 205

+ “reestablish-trust (retr)” on page 205

e “refresh (ref)[general | partial bundle <Bundle Display Nanme>
[ bypasscache]” on page 205

e “register (reg) [-g] [-r] <option-1 or option-2> [-u <username> -p
<password] <ZENworks Server address:port>" on page 206

e “reregister (rereg)” on page 206

+ “set-pref (set)” on page 207

* “set-proxy (sp) [options] <IP address/Hostnane: port>" on page 207
e “unregister (unr)” on page 207

+ “zone-config (zc)” on page 208
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add-reg-key (ark)
This command registers a device by using the specified registration key.
Example: zac add-r eg- key

agent - properties (agp)
This command provides information about the ZENworks Agent.

Example: zac agent - properties

cache-cl ear (cc)
Clears the cache on this device.
Example: zac cc

cert-info (ci)

Lists public key certificate information for each known ZCM server or adds a trusted root
certificate to the machine store.

Example:

To list the certificate for each known ZENworks user:

zac Ci

To add a trusted root certificate to the devices trusted store:

zac ci <location> -u myuser -p nmypassword

config-location (cl)
Displays the current location.
Example:
zac config-location
file-systemguid (fsg)

Removes and restores the workstation GUID in the file system in preparation for taking an
image.

Example:
To display the GUID value:
zac fsg

To remove the GUID and also conni nf 0. dat from the file system:![Radha Devaraj; May22nd,
2015; Bug:902418; Included conninfo.dat; 114; Tech: Arun ]

zac file-systemguid -d
To restore the GUID to the file system:
zac file-systemguid -r
Do not specify an option to print the the GUID value:
zac fsg
get-pref (get)

Displays the preferences that are currently set.
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Example to display all preferences that have names beginning with abc:

zac get-pref abc

get-settings (gs)

Settings are downloaded by the Settings Module to the local cache on every refresh. This will
return the effective settings associated with the given key.

Example:
zac gs keyl

You can also use the get - setti ngs (gs) command to list settings using various keys. For
more information, see get - settings (gs) <key>inthe Status Commands section.

| ogger [resetlog | |evel [MANAGED| ERROR| WARN| | NFQ| DEBUG | nanagedl| evel ]
Changes the logger configuration.

You can use the following options:

resetlog - Resets the log.

level - If used without a level, displays the current managed logging level. If used with one of the
levels, changes the logging level to the specified level.

managedlevel - Displays the Global Log level of the zone.
Example to reset the log file:

zac | ogger resetlog

Example to show the current log level:

zac | ogger | evel

Example to set the log level to DEBUG and above:

zac | ogger |evel DEBUG

reestablish-trust (retr)
This command re-establishes trust with the current zone.

Reestablishes trust with the current Management Zone. The username and password used
must be of the Zone Administrator.

Example:
zac retr -u myuser -p nypassword
The - u and - p parameters are optional. If you don’t use the - u and - p parameters, you are
prompted to enter a username and password.
refresh (ref)[general | partial bundle <Bundle D splay Name> [bypasscache]

Initiates a general refresh to refresh all bundles, policies, registration, and configuration
settings; initiates a partial refresh to refresh all policies, registration, and configuration settings.

Use bypasscache to avoid using data from the server cache during the refresh. This option is
useful for testing or troubleshooting.

Examples:
zac ref general bypasscache
zac ref partial bypasscache

ZENworks Command Line Utilities 205

€20z 1snbny 8T (ua) sAsaop



206

register (reg) [-g] [-r] <option-1 or option-2> [-u <usernane> -p
<password] <ZENwor ks Server address: port>

Option 1. [-a <authorization key>]
Option 2. [-k <RegKey>] <ZENworks Server address: port>
Registers the device in a Management Zone.

To execute this command you must have Create/Delete device rights for the folder that you are
attempting to register.

You can use the following options:

g - Lets you create a new device object with a new GUID and password for the device if you have
multiple devices with the same GUID. When you register a device by using this switch, all the
associations (policies and bundles) assigned to the original device object are removed. You
cannot use this option to create a new GUID for a Primary Server or a Satellite device. The
local user must have Local Administrator rights to use this option.

k - Lets you register the device using the specified registration key.

p - Lets you specify the Management Zone administrator’s password.
u - Lets you specify the Management Zone administrator’s username.
a - Lets you specify the authorization key to authorize the device.

r - Lets you to reset the device password and then register the device.

The Authorization key is stored locally in the ZENworks agent. The key can be added/updated in
the agent using this option.

This option cannot be used along with the other options.
Examples:
zac reg -k keyl https://123.456.78.90

zac reg -k keyl -u administrator -p novell https://
zenserver. novel | . com 8080

To add or modify the authorization key:
zac register -a c24e-hb9b42
c24e- b9b42 is the authorization key.

The port number is required only if the ZENworks Server is not using the standard HTTP port. If
a username and password are not supplied, you are prompted for them.

NOTE: *The - g and - k options will not be honored if the corresponding device object is already
present on the server and reconciliation takes place with that device object.

¢+ When you modify or update the GUID using the -g option, then audit and messages
generated with the old GUID will be lost.

reregister (rereg)

This command registers a device in the current zone and assigns it to the GUID of an existing
device object. The currently associated device object is deleted. ![Vijay, added info on 20/5/2014
for Bugtt 797862; Release:11.3.1 and applicable for future releases; Inputs: Chandra Sekhar,
Niranjan, Srijith and Anirudh] To execute this command you must have Create/Delete device
rights for the folder on which you are attempting to reregister.
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To reregister, specify a username and password:
zac reregister -u nyuser -p nmypassword eaa6a76814d650439¢648d597280d5d4

set-pref (set)
Sets the value for a preference.
Example to set the value of preference abc to 123:

zac set-pref abc 123

set-proxy (sp) [options] <IP address/Host nane: port >

I[Mridula: Added Hostname for 11.2; Bug# 703078] Specifies a proxy to contact rather than
contacting a ZENworks Server directly.

The options are:

--default - Sets a proxy that can be overriden by proxy settings from the Management Zone.
--clear - Clears the current proxy, but will use proxy settings from the Management Zone.
--ipv6 - sets an IPv6 proxy.

Examples:

IPv4:

zac sp 123.456.78.90: 2349 admi ni strator novel

zac sp /default 123.456.78.90: 2349

zac sp /clear

IPv6:

zac sp /ipv6 [2001:db8:0:1:1:1:1:1]:2349 admi nistrator novel
zac sp /default /ipv6e [2001:db8:0:1:1:1:1:1]:2349

zac sp /clear /ipv6

If a username and password is not specified, then you will be prompted to enter them.

unregi ster (unr)
This command unregisters a device from the current zone.

I[Vijay, added info on 20/5/2014 for Bug# 797862; Release:11.3.1 and applicable for future
releases; Inputs: Chandra Sekhar, Niranjan, Srijith and Anirudh]

To execute this command you must have Create/Delete device rights for the folder on which you
are attempting to unregister

Example:

zac unr -u administrator -p novel

NOTE: Running UNR command might cause high utilization of the database. This might be due
to any of the following reasons:

¢+ The UNR command is running on the server.
¢ The zone contains large number of managed devices.
+ The managed devices have a huge history.

¢ The Patch Management is enabled.
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zone-config (zc)

This command displays the Zone Configuration server or lists the current zone configuration.

Zzac ZcC

Inventory Commands

I[Sangeeta: Added new for 11.2 FCS]
+ “inventory (inv) [scannow]” on page 208

i nventory (inv) [scannow]
Runs an inventory scan.
An example to run an inventory scan:

zac i nv scannow

Inventory-Only Commands

I[Radha Devaraj; August 20, 2014; Created this section for 114 and Northa Carolina; 12; Inputs:
Santhosh.S]

These commands are used only for Inventory-Only Agents (IOA).

zac ioa cfg <server ip>
Configures the MAC Inventory-Only Agent (IOA) device to the mentioned server ip.
An example to register a MAC Inventory-Only device to the server <10.70.13.124>
zac ioa cfg 10.70.13.124

zac ioa version

Displays the version of the Inventory-Only Agent (I0A).

inventory (inv) [scannow]
Runs an inventory scan.
An example to run an inventory scan:

zac i nv scannow

Patch Management Commands

pat ch-scan (ps)

Scans the device for patches that are not applied, using the device's current patch signature
(DAU) file. The results are then uploaded to the server.

An example to run a patch scan:
zac ps
pat ch-scan --qui ck (ps --quick)
Uploads the last scan results to the server; it does not run a new detection scan.
An example to run a quick patch scan:

zac ps --quick
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patch-scan --conplete (ps --conplete)

Scans the device for patches that are not applied, using an updated patch signature (DAU) file.
The results are then uploaded to the server.

An example to run a complete patch scan:
zac ps --conplete
I[This command is profiled for the 2019 release.]
pat ch-appl y-policy (pap)
Updates devices with the latest version of all patch policies.
An example to run a patch apply policy:
zac pap
pat ch- quar anti ne-rel ease (pqr)

Releases any quarantined patches on the device where the command is run from quarantine so
that a one-time installation attempt can occur, either from a patch policy schedule or a
remediation schedule.

An example to run a patch quarantine release:
zac pqr
patch-distribute-policy, pdp
Distribute all patch policies to the device. This will attempt to distribute all patches that do not
match the policy.
pat ch- downl oad, pd
Downloads the content associated with the specified patch names.
Syntax: zac patch-download (pd) [options]
The following are the available options:

--patch: Name of the patches that should be installed. If you want to install multiple patches,
then specify the name of the patches separated by a comma.

Example: zac pd --patch patch_namel, name2, name3

pat ch- downl oad- cat al og, pdc
Downloads the catalog used for scanning the patches.

Syntax: zac patch-download-catalog (pdc)

pat ch- export-catal og, pec
Exports the patch details in the catalog to the PatchMetadata.csv file.

Syntax: zac patch-export-catalog (pec)

patch-install, pi
Installs the downloaded patches.
Syntax: zac patch-install (pi) [options]
The following are the available options:
--patch: Name of the patch that should be installed.

Example 1: zac pi --patch name
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patch-list, plp

Lists all the required patches.

Syntax: zac patch-list (plp) [options]

The following are the available options:

--all: List all the patches, including the installed patches.
policy-list, pl

This command returns a list of the policies that are currently enforced on the device. By default,
this displays the effective (non-filtered) policies.

zac pl —all

Displays both filtered and non-filtered policies.

System Update Commands

e “zac zeus-refresh / zeus-ref” on page 210
¢ “zac systemupdate-report-status / surs” on page 210

zac zeus-refresh / zeus-ref

Retrieves the system update when it is assigned to a device.

NOTE: This command is not applicable on Satellite Servers.

zac systemupdate-report-status / surs
Enables administrators to resend the system update status to the server immediately.
ZENworks Certificate Commands

zac certificate-verify / cv

Verifies if the server certificate and key file copied to the remint repository are valid and
updates the results to the server.
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ZENworks Diagnostic Center

ZENworks provides a tool called as ZENworks Diagnostic Center (ZDC) that helps you to verify the
health of the Primary Servers and the Management Zone before deploying a system update.

ZENworks Diagnostic Center (ZDC) performs a series of diagnostic tests on Primary Servers, and
determines the state of the Primary Servers and the Management zone. ZDC comprises of the
following verifiers:

+ ZENworks System Files Verifier: Verifies the existence and consistency of critical system files
that are required by ZENworks.

+ ZENworks Database Schema Verifier: Validates the correctness of the schema (tables, indexes,
database procedures, etc) of the databases used by ZENworks.

+ ZENworks Content Verifier: Validates the existence and consistency of the contents hosted on
the Primary Server that has ZDC installed and running.

To verify the database schema before upgrading ZENworks, you must use the ZENworks Diagnostic
Center tool available in the ZENworks Installation media. To verify the health of the Primary Servers
and the Management Zone after upgrading ZENworks, download and use the ZENworks Diagnostic
Center from ZENworks Control Center. For more information, go through the following sections:

+ “Collecting ZDC Baseline” on page 207

+ “Downloading and Extracting ZDC” on page 208

+ “Running ZDC” on page 208

Collecting ZDC Baseline

When you perform some database maintenance activities, the database objects such as indexes
might be missing, as a result, issues such as performance degradation, might be observed. Hence,
before performing any database maintenance activities, it is recommended that you to run ZDC and
collect a baseline from the database. After completing the maintenance activity, run ZDC again to
identify and re-create the missing schema objects. The steps to be performed are as follows:

1. Download the relevant version of ZDC from the Micro Focus Customer Center.
For example, if you are using ZENworks 2017 Update 4, then ensure that you download and use
the ZDC for ZENworks 2017 Update 4.
2. Run the following commands on a Primary Server to collect the baseline schema:
+ ZENworks Database: ./ zdc coll ect -v zendatabase -b nybaseline. zdc
+ Audit Database: ./ zdc collect -v auditdatabase -b nybaseline. zdc
+ Antimalware Database: ./ zdc col | ect -v andat abase -b nybasel i ne. zdc
The baseline file (mybaseline.zdc) is saved in the same location.

3. Perform the required database maintenance activity.

ZENworks Diagnostic Center 207



208

After performing the required maintenance activity, run the following commands to verify the
schema of the database:

+ ZENworks Database: ./ zdc verify -v zendatabase -b nybaseline. zdc
+ Audit Database: ./ zdc verify -v auditdatabase -b nybaseline.zdc
+ Antimalware Database: ./ zdc verify -v andat abase -b nybaseline. zdc

Downloading and Extracting ZDC

You need to download and extract ZENworks Diagnostic Center on the Primary Server on which you
want to run the tool.

1 Open a Web browser to the following address:

Micro Focus Download site.

From the ZCM <version> ZENworks Diagnostic Center - executable and pattern file page,
downloadt he ZENwor ksDi agnosti cCent er. zi p file to a temporary location and extract
the ZIP file contents.

ZENworks system files and the ZENworks database schema require baseline data collected from
known good deployments to compare with and assess the health of the current deployment
data.

The ZIP file contains the baseline data file, zdc_<version>. zdc, which is available in the dat a
directory. This file contains the baseline data collected from the known good deployments of
ZENworks Configuration Management.

ZDC executable and configuration files are required to run ZDC. The directory that contains the
ZENworks Diagnostic Center is referred to as $ZDC_Hone.

Running ZDC

1 At Primary Server's console prompt, go to the $ZDC_Hone directory.

2 Run the appropriate command.

+ To verify the complete ZENworks content:

On Linux: ./ zdc verify -b
<conpl ete_pat h_of _the_zZDC basel i ne_data_file>

+ To verify the specific ZENworks system files, the ZENworks database schema, or the
ZENworks content:

OnlLinux:./zdc verify -v systenfil es, zendat abase, zencontent -b
<conpl ete_pat h_of _the_zZDC basel i ne_data_fil e>

+ To verify only for the ZENworks system files:

OnLinux:./zdc verify -v systenfiles -b
<conpl ete_pat h_of _the_ZDC baseline_data_fil e>

+ To verify only for the ZENworks database schema:

OnLinux:./zdc verify -v zendatabase -b
<conpl ete_pat h_of _the_ZDC baseline_data_fil e>

+ To verify only for the ZENworks content:
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On Linux:./zdc verify -v zencontent -b
<conpl ete_path_of _the_ZDC baseline_data file>

You can also specify the following command options while running ZDC.

-S: session hame
-I: complete path of the ZDC log filename
-r: complete path of the ZDC reports directory

ZDC runs the diagnostic tests and generates the reports in the HTML format. The reports are stored
in the $ZDC_Hone/ r epor t s/ ti mest anp directory on a Linux Primary Server. To view the reports,
openi ndex. ht M thatis located in the report directory.

The complete log of the diagnostic tests is stored in $ZDC_HOVE/ | ogs/ t i mest anp. | og on a Linux
Primary Server.

IMPORTANT: If the ZENworks database is on the Microsoft SQL server, check for schema differences
by running ZDC. If the unique constraint is not created on the serial number column of the zDevice
table, duplicate serial numbers might be assigned to the devices that are connected to the
Management Zone. For information, see Troubleshooting the database migration failure,
duplication of serial numbers in the zDevice table.

Verifying Audit Database
To verify the Audit Database schema in ZENworks by using the ZDC tool:

¢ OnLinux: Runthe./zdc verify auditdatabase -b
<conpl et e_pat h_of _t he_ZDC basel i ne_data_fil e>command.

Audit and ZENworks databases cannot be verified by running the command in one instance. They
need to be verified separately.

The ZDC reports for Audit are present in the r eport s\ ti mest anp directory. You can view reports
from the i ndex. ht i file.

Verifying Antimalware Database
To verify the Antimalware Database schema in ZENworks by using the ZDC tool:

¢ On Linux: Runthe./zdc verify -v andatabase -Db
<conpl ete_pat h_of _the_ZDC basel i ne_data_fil e>command.

Antimalware, Audit and ZENworks databases cannot be verified by running the command in one
instance. They need to be verified separately.

The ZDC reports for Audit are present in the r eport s\ ti mest anp directory. You can view reports
from the i ndex. ht i file.
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Troubleshooting ZENworks Command Line
Utilities

The following sections provide solutions to the problems you might encounter while working with
Micro Focus ZENworks command line utilities:

+ “zman hangs when the output of a command is redirected to a file by using the command line
redirection operators such as > or >>” on page 212

+ “Anincorrect success message is displayed when the "stage group name" optional argument is
not passed to the system-update-staging-group-create command” on page 212

+ “The Imaging role added to a Satellite by using the zman ssaimg command is not immediately
applied to the server” on page 212

+ “The zman commands do not work for non-root users on a ZENworks Linux server” on page 213

+ “A non-root user is unable to configure a Satellite role by using the zman ssc command” on
page 213

¢ “The zac cuo command does not upload the agent audit files from the Satellite Server to the
Primary Server when the collectionStatsDB database is corrupted.” on page 214

+ “Some zman commands fail with an OutOfMemoryError” on page 214

+ “The zman command ssd that is used for removing a satellite role fails” on page 214

+ “zac commands hang on RHEL Satellite Servers when the content replication schedule is
configured for a short duration” on page 215

+ “zman hangs when the output of a command is redirected to a file by using the command line
redirection operators such as > or >>” on page 212

+ “Anincorrect success message is displayed when the "stage group name" optional argument is
not passed to the system-update-staging-group-create command” on page 212

+ “The Imaging role added to a Satellite by using the zman ssaimg command is not immediately
applied to the server” on page 212

+ “The zman commands do not work for non-root users on a ZENworks Linux server” on page 213

+ “A non-root user is unable to configure a Satellite role by using the zman ssc command” on
page 213

¢ “The zac cuo command does not upload the agent audit files from the Satellite Server to the
Primary Server when the collectionStatsDB database is corrupted.” on page 214

+ “Some zman commands fail with an OutOfMemoryError” on page 214
+ “The zman command ssd that is used for removing a satellite role fails” on page 214

+ “zac commands hang on RHEL Satellite Servers when the content replication schedule is
configured for a short duration” on page 215
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zman hangs when the output of a command is redirected to a file by
using the command line redirection operators such as > or >>

Source: ZENworks; zman.

Possible Cause: zman requires the ZENworks administrator username and password for
executing each command. If the credentials are not provided with the
command, you are prompted to enter the same. However, if the output of the
command is redirected to file, you are not prompted to enter the credentials
because the prompts for username and password are also redirected to the file.
Consequently, zman hangs, waiting for the credentials to be entered.

Action: Specify the credentials as part of the command by using - U| - - User and-P| - -
Passwor d options.

Action: Store the credentials by using the adm n- st or e- credent i al command and
then execute the command.

Action: Redirect the output to a file by using the - R| - - Redi r ect option instead of a
redirection operator such as > or >>.

An incorrect success message is displayed when the "stage group name"
optional argument is not passed to the system-update-staging-group-
create command

Source: ZENworks; zman.

Explanation: zman displays the following incorrect message if the stage group name optional
argument is not passed to the syst em updat e- st agi ng- gr oup- creat e
command:

Successfully created the object "null"

Action: To view the list of staging groups that would include the newly created staging
group, execute the syst em updat e- st agi ng- group-1list (susgl)
command at the console prompt.

The Imaging role added to a Satellite by using the zman ssaimg command
is not immediately applied to the server

Source: ZENworks; zman.

Explanation: If you configure the Imaging role by the using the zman ssai ng command, the
role is immediately added to the device. If the role is not immediately added, it
is added only during the next device refresh schedule.

Action: If you want to immediately apply the role to the device, you must manually
refresh the device in one of the following ways:

+ At the command prompt, run the zman wor kst ati on-refresh| wf
command. If the managed device is a server, run the zman server -
refresh| srf command.

+ On the managed device, right-click the ZENworks icon, then click Refresh.
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The zman commands do not work for non-root users on a ZENworks
Linux server

Source: ZENworks; zman.

Explanation: If a non-r oot user executes the zman commands on a ZENworks Linux server,
the following error message is displayed:

You do not have sufficient privileges to run zman conmmands.
As a non-root user in Linux, you should be part of the
zmanusers group to run znman commands.

Action: Add the non-r oot user to the zmanusers group before executing the zman
commands.
1 Log in to the ZENworks server as r oot .
2 At the server console prompt:

+ If the user already exists on the Linux device, execute the following
command:

grouprmd - A non-root usernane znmanusers

+ If the user does not exist on the Linux device, execute the following
command:

useradd -G znmanusers non-r oot user nane

3 Login to the ZENworks server as a non-r oot user.

A non-root user is unable to configure a Satellite role by using the zman
ssc command

Source: ZENworks; zman.

Explanation: If a non-root user tries to configure a Satellite role by using the zman ssc
command on a Linux Primary Server, the following error message is displayed:

The rol e you specified (Satellite role nane) is not a valid
satellite server role. Valid roles are:

ZoneConfi g. ROLE_COLLECTI ON
ZoneConf i g. ROLE_CONTENT
ZoneConfi g. ROLE_AUTHENTI CATI ON

Action: Do the following:

1 Ensure that the non-root has been added to the zmanusers group.
1la Login to the ZENworks server asr oot .
1b At the server console prompt:

+ If the user already exists on the Linux device, execute the
following command:

groupnod - A non-root username zmanusers
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+ [If the user does not exist on the Linux device, execute the
following command:

useradd -G znmanusers non-r oot user namne

2 Add the non-root user to the ZENworks user group by using the user nod
- A non-r oot _user nane command. Subsequently, the non-root user can
configure Satellite roles.

The zac cuo command does not upload the agent audit files from the
Satellite Server to the Primary Server when the collectionStatsDB
database is corrupted.

Source: ZENworks; zac.

Explanation: When the agent audit files are uploaded to the Satellite Server, the server
maintains references to the audit files in the col | ect i onSt at sDB database. If
the database is corrupted, all the references are lost and the files get orphaned.
Hence, when you run the zac cuo command to upload the agent audit files to
the Primary Server, you will receive an error.

Action: To upload the agent audit files to the Primary Server, you should perform the
following steps on the Satellite Server:

1 Stop the agent service.

2 Delete the/var/opt/ novel | / zenwor ks/ wor k/ col | ecti on/
col | ecti onSt at sDB folder that has references to the orphaned audit
files.

3 Start the agent service.

4 Execute the zac cuo command.

Some zman commands fail with an OutOfMemoryError
Source: ZENworks; zman.
Explanation: Some zman commands might fail with an Qut Of Menor yError.

Action: Increase the max heap size for zman:

Windows: In the %ZENWORKS HOVE% conf \ znman\ pr operti es\ zman-
config. properti es file, increase the max heap size value of the
JVM STARTUP_OPTI ONS from 128m to 512m.

Linux: In the / opt / novel | / zenwor ks/ bi n/ zman file, increase the max heap
size of MEM_OPTS from 256m to 512m.

The zman command ssd that is used for removing a satellite role fails

Source: ZENworks; zman

Explanation: The zman command ssd fails with the following error:

An internal error occurred. Please check the zman |og for
mor e
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When you use ssd, the zman command for removing a role from the satellite,
this command removes the role but fails to send the refresh satellite quicktask.

Possible Cause: This is because the refresh satellite quicktask is already in process for the
satellite or about to be processed.

Action: None

zac commands hang on RHEL Satellite Servers when the content
replication schedule is configured for a short duration
Source: ZENworks; zac

Explanation: When you run zac commands on an RHEL Satellite Server, the process hangs
indefinitely.

Possible Cause: Content replication schedule is configured for a short duration. For example, 5
minutes.

NOTE: It is recommended to configure the content replication schedule for 12
hours.

Action: Log into ZENworks Control Center and add a zone system variable,
enabl e. cdp. cl eanup. thread. wai t. ti me, and set the value to Tr ue.
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Troubleshooting ZENworks Diagnostics
Center

The following sections provide solutions to the problems you might encounter while working with
Micro Focus ZENworks Diagnostics Center:

ZENworks Diagnostics Center Report displays Inconsistencies for Patch
Management

Source: ZENworks 2020 Update 3

Explanation: While running ZENworks Diagnostics on the database, the following
inconsistencies will be displayed in the ZDC report:

ERROR M ssing object in table 'patchsignature’

bj ect type: [Index] , Object namne:

[ uni g_pat chsi gnat ure_t ype]

Detail: [Nane: uniq_patchsignature_type, Table:

pat chsi gnature, Col umMap: {type=1}, isConstraint: false]

| ndexERROR M ssing object in table 'patchsignature'
(bj ect type: [Constraint] , Cbject nane:

[ uni g_pat chsi gnature_t ype]

Detail: [Nanme: unigq_patchsignature type, Type: UN QUE,
Tabl e: patchsignature, ColumOrder {Position: 1

[ Col umNane: type, Del eteCascade: false]}]

Constrai nt ERROR M ssing object in table 'patchsuperseded
bj ect type: [Index] , hject name: [unig_patchsuperseded]
Detail: [Nane: uniq_patchsuperseded, Table:

pat chsuper seded, Col umMap: {newpatchi d=1, ol dpatchi d=2},

i sConstraint: false]

| ndexERROR M ssing object in table 'patchsuperseded

(bj ect type: [Constraint] , Object nane:

[ f k_pat chsuper seded_newpat chi d]

Detail: [Nane: fk_patchsuperseded_newpat chid, Type: FORElIGN
KEY, Tabl e: patchsuperseded, ColumOrder {Position: 1

[ Col utmNane: newpat chi d, Del eteCascade: true]}]

Constrai nt ERROR M ssing object in table 'patchsuperseded
bj ect type: [Constraint] , Object nane:

[ f k_pat chsuper seded_ol dpat chi d]

Detail: [Name: fk_patchsuperseded_ol dpatchid, Type: FOREIGN
KEY, Tabl e: patchsuperseded, ColumOrder {Position: 1

[ Col uimNane: ol dpatchi d, Del eteCascade: true]}]
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Action:

Constrai nt ERROR M ssing object in table 'patchsuperseded
(bj ect type: [Constraint] , Cbject nane:

[ uni q_pat chsuper seded]

Detail: [Nane: uni q_patchsuperseded, Type: UN QUE, Tabl e:
pat chsuper seded, Col umOrder {Position: 1 [ColumNane:
newpat chi d, Del eteCascade: false]} {Position: 2

[ Col umNane: ol dpatchid, Del eteCascade: false]}]

Constrai nt ERROR M ssing object in table 'patchdevicestatus
bj ect type: [Index] , Object namne:

[ uni g_pat chdevi cest at us]

Detail: [Nanme: uniq_patchdevi cestatus, Table:

pat chdevi cest at us, Col utmMap: {devi cei d=1, signature_id=2},
i sConstraint: false]

I ndexERROR M ssing object in table 'patchdevicestatus

Obj ect type: [Constraint] , Cbject nane:

[ uni g_pat chdevi cest at us]

Detail: [Nane: uniq_patchdevicestatus, Type: UNI QUE, Table:
pat chdevi cestatus, Col umOrder {Position: 1 [Col umNane:
devi cei d, Del eteCascade: false]} {Position: 2 [Col umNane:
signature_id, DeleteCascade: false]}]

These inconsistencies can be ignored. If you are using ZENworks Patch
Management with legacy feed even after updating to ZENworks 2020 Update 3,
then you will observe these inconsistencies. In ZENworks 2020 Update 3, after
migrating to the Advanced Patch feed, all inconsistencies would be
automatically addressed.

Troubleshooting ZENworks Diagnostics Center



5 Guidelines for Working with Zman

Follow these guidelines as you work with the zman command line utility of Micro Focus ZENworks:

+ If an XML file that is exported by using the zman commands such as bundl e- creat e or
pol i cy- creat e contains diacritic or extended ASCII characters such as f,é, and A, you must
open the file in an editor using the UTF-8 encoding. If you make any changes to the file, you
must save it the UTF-8 format.

+ If you want to redirect the output of a command containing extended ASCII characters to a file
on Windows, you must not use the command line redirection operator (>), because the code
page of an MS-DOS prompt is different from the code page used to write to files on most
locales.

For example, in case of Western European languages like English, French, German, and Spanish,
the code page of the DOS prompt is cp437 or cp850, but the rest of the Windows operating
system uses cpl1252.

To redirect the output to a file and correctly retain the extended ASCII characters, use the - R -
- Redi r ect global option.

+ While connecting to Linux Servers from a Windows machine by using clients like PuTTY, set the
character set used for translation to UTF-8. This ensures proper translation of characters other
than standard ASCII characters.

To set the character set for translation to UTF-8 in PuTTY:
1. Open the PuTTY client.
2. Inthe PuTTY Configuration window, click Windows > Translation.

3. Inthe Received Data Assumed to be in Which Character Set drop-down list, select UTF-8.

NOTE: You do not need to do this if the input to the command or its output contains only the a-
z or A-Z characters.

+ By default, zman uses the default locale of the server. You can have zman use a specific
language:
+ On Windows, specify the appropriate user language and file encoding as a value for the
JVM_STARTUP_OPTIONS property in ZENwor ks_I nstal | ati on_directory\M cro
Focus\ ZENwor ks\ conf\ zman\ properti es\ znan-confi g. properti es.

For example, to run zman in English, set the value of JVM STARTUP_OPTI ONS to -
Duser. | anguage=en -Dfil e. encodi ng=cp850. After editing the file, change the
code page of the command prompt to cp850 by using the chcp 850 command.

+ On Linux, edit/ opt/ m cr of ocus/ zenwor ks/ bi n/ znan toadd -
Duser. | anguage=<I| anguage> after /opt/m crofocus/zenworks/lib/java/
bi n/j ava.

For example, to run zman in English, change the zman script file as follows:

/opt/ m crofocus/zenworks/Ilib/javal/ bin/java -Duser.| anguage=en -
D ava.library. path="${LD LI B_PATH" .....
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