Workstation Inventory VI I I

The Workstation Inventory component of Novell® ZENworks® 7 Desktop Management enables you
to collect hardware and software inventory information from local and remote workstations of your
enterprise. This inventory information is scanned and stored in a database that can be accessed by
the ZENworks administrator.

From Novell ConsoleOne®, you can view the complete hardware and software inventory of the
servers. You can also query the centralized database of the servers.

The following sections provide information on the features and tasks of Workstation Inventory:

¢ Chapter 72, “Understanding Workstation Inventory,” on page 883

¢ Chapter 73, “Setting Up Workstation Inventory,” on page 897

¢ Chapter 74, “Understanding Workstation Inventory Components,” on page 977

¢ Chapter 75, “Understanding the Inventory Database Schema,” on page 999

¢ Chapter 76, “Managing Your Inventory System,” on page 1031

¢ Chapter 77, “Viewing Inventory Information,” on page 1103

¢ Chapter 78, “Monitoring Workstation Inventory Using Status Logs,” on page 1183

¢ Appendix M, “Performance Tips,” on page 1191

+ Appendix N, “Hardware Information Collected by the Inventory Scanners,” on page 1205
+ Appendix O, “ZENworks 7 Desktop Management Inventory Attributes,” on page 1217
¢ Appendix P, “Enumeration Values,” on page 1243

¢ Appendix Q, “Documentation Updates,” on page 1253
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Understanding Workstation
Inventory

The Workstation Inventory component of Novell® ZENworks® 7 Desktop Management gathers
hardware and software inventory information from the workstations in your enterprise. ZENworks 7
Desktop Management collects, stores, and reports inventory information of the workstations on your
network.

The inventory information can be useful to help you make business decisions on how to manage
workstations. The following are some of the business decisions that you can make once you have
obtained the inventory information:

+ Workstations that need new applications

+ Workstations that need updated hardware and drivers

+ Workstations that should receive an application object

+ Workstations that conform to the corporate hardware and software standard
This section provides a basic overview of ZENworks 7 Desktop Management Workstation
Inventory. It contains the following information:

¢ Section 72.1, “Workstation Inventory Terminology,” on page 883

¢ Section 72.2, “Overview of Inventory Components,” on page 884

¢ Section 72.3, “Understanding Inventory Scanning Cycle,” on page 886

¢ Section 72.4, “Understanding the Inventory Server Roles,” on page 886

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

72.1 Workstation Inventory Terminology

The following brief glossary provides basic definitions of Workstation Inventory terms:

Inventoried workstation: A Windows workstation whose hardware and software information you
want to scan and maintain in a central repository. To gather complete hardware and software
inventory for a workstation, you must install the Inventory Agent (ZENworks 7 Desktop
Management Agent) on that workstation.

Inventory server: A NetWare®, Linux, or Windows ZENworks 7 Desktop Management server
where you run the Inventory service. This server can also run any other ZENworks 7 Desktop
Management services. The Inventory server collects the inventory information from associated
inventoried workstations and stores it into the Inventory database.

Inventory database: A repository of inventory information of all the inventoried workstations.

Database server: A server running Sybase, Oracle*, or MS SQL where your Inventory database is
mounted. The database can run on an Inventory server or on a different server.
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Management console: A Windows workstation or server running Novell ConsoleOne® with
ZENworks 7 Desktop Management Workstation Inventory ConsoleOne snap-ins installed. The
management console provides the interface to administer the inventory system.

eDirectory Tree: The Novell eDirectory™ tree with eDirectory objects such as multiple levels of
organizational units, users, groups, and other network resources. This hierarchical structure is
referred to as the eDirectory tree in this document. For more information, see the Novell eDirectory
documentation Web site (http://www.novell.com/documentation).

Inventory Tree: A logical tree depicting the transmission of the inventory information from the
inventoried workstations and the Inventory servers to the centralized enterprise Inventory database.

Standalone Server: An Inventory server that has an Inventory database and inventoried
workstations attached to it.

Leaf Server: The lowest-level Inventory server in the inventory tree hierarchy. This server has one
or more inventoried workstations attached to it and can have an Inventory database attached to it.
This Inventory server collects the inventory information from the inventoried workstations attached
to it and moves the information to the next-level Inventory server.

Intermediate Server: The Inventory server for moving the information from the lower-level
Inventory servers up the Inventory server hierarchy. This server can have either inventoried
workstations or an Inventory database, or both attached to it.

Root Server: The highest-level Inventory server in the inventory tree hierarchy. This server has the
Inventory database that contains the inventory information of all the lower-level Inventory servers.
At the Root Server level, you can view complete inventory information for the entire enterprise.
This server can have inventoried workstations attached to it.

Site: A site is typically a geographical location. There can be multiple sites in your enterprise.

Software Dictionary or Dictionary: The Software Dictionary contains a list of software identifiers
and rules. Each software identifier identifies a particular software installed on an inventoried
workstation.

Software Identifiers: An entry that identifies an item of software is called as a software identifier.
Each software identifier has a set of file matching attributes and corresponding software information
attributes. During the Inventory scan, the scanner reads the attributes from the file headers, and if
these attributes match the attributes configured in the dictionary, the information in the
corresponding software information attributes is stored in the Inventory database.

Software Dictionary Rule: A software dictionary rule represents a set of conditions that control the
scope of scanning process.

Unidentified Software: The software dictionary might not identify all the software products
installed in your network. The software not listed in the dictionary is called Unidentified software.

72.2 Overview of Inventory Components

Before setting up Workstation Inventory, you should understand the inventory components, which
interact together to perform inventory functions.

The following sections provide a brief overview of the Workstation Inventory components:

¢ “Inventory Scanners” on page 885
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¢ “Inventory Components on Servers” on page 885
+ “Inventory Database” on page 886

¢ “Management Console” on page 886

72.2.1 Inventory Scanners

Platform-dependent scanners determine the hardware and software configurations of workstations.
These Inventory scanners are located at the inventoried workstations. When executed on the
inventoried workstations, the scanner collects the inventory information for the inventoried
workstations. The inventory information is subsequently transferred to the Inventory server and
processed.

Using the Workstation Inventory policy, you can configure the scan settings for scheduling the scan
on the workstations and customize hardware scanning. From the Inventory Service object (Inventory
Service_server name), you can specify the location of the inventory information and also customize
software scanning using the Software Dictionary snap-ins.

For more information about the Inventory scanner, see Section 74.3, “Understanding the Inventory
Scanner,” on page 980.

72.2.2 Inventory Components on Servers

The Inventory server components process the inventory information. The following components are
Java programs that work identically on Inventory servers:

* Selector

The Selector processes the inventory information and places the information in appropriate
directories. For more information, see Section 74.6, “Understanding the Selector,” on
page 991.

+ Sender and Receiver

The Sender on the Inventory server compresses the inventory information and then transfers it
from the lower-level Inventory server to the Receiver on the higher-level Inventory servers. By
using the Roll-Up policy, you can configure the next level destination Inventory server for roll-
up, and also schedule the roll-up time. For more information, see Section 74.4, “Understanding
the Sender and Receiver,” on page 986.

+ Storer

The Storer stores the collected inventory information in the Inventory database. By using the
Database Location policy, you can configure the properties of the Inventory Database object
(Inventory database server name) and associate the database object to an Inventory server. For
more information, see Section 74.7, “Understanding the Storer,” on page 993.

+ STR Converter

The STR Converter converts the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
Management inventory information to the format required by ZENworks 7 Desktop
Management. For more information about the STR Converter, see Section 74.8,
“Understanding the Str Converter,” on page 993.

+ TCP Receiver

The TCP Receiver receives the roll-up inventory information from the ZENworks for Desktops
4.x and ZENworks 6.5 Desktop Management Inventory servers connected to it and converts the
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information to a format required by ZENworks 7 Desktop Management. For more information,
see Section 74.5, “Understanding the TCP Receiver,” on page 990.

¢ Dictionary Provider and Dictionary Consumer

All Inventory servers run the Dictionary Provider and Dictionary Consumer services. The
Dictionary Consumer downloads the dictionary updates from the Dictionary Provider. For
more information, see Section 74.10, “Understanding Dictionary Provider and Dictionary
Consumer,” on page 995.

72.2.3 Inventory Database

The Inventory database is a repository of inventory information of the inventoried workstations. In
Desktop Management, the database is a Common Information Model-based database and is
implemented in Relational Database Management System (RDBMS). It is maintained in Sybase,
Oracle, or MS SQL. For more information, see Section 73.2, “Setting Up the Inventory Database,”
on page 939.

72.2.4 Management Console

The management console is the Novell ConsoleOne. This is a Java-based console that includes snap-
ins for Workstation Inventory management operations.

72.3 Understanding Inventory Scanning Cycle

The Inventory scanning cycle is as follows:
1. The Inventory scanner checks whether an updated dictionary is available at its Inventory server
and downloads the updated dictionary.

2. The Inventory scanner sends hardware and software information from the inventoried
workstations to the Inventory server as per the scan schedule.

3. The Inventory server stores the inventory information in the Inventory database.

4. At the management console, you can view and retrieve the inventory information from the
Inventory database using Inventory tools such as Reporting, Summary, etc.

72.4 Understanding the Inventory Server Roles

This section describes the following roles that you assign for an Inventory server:

+ “Root Server” on page 887

+ “Root Server with Inventoried Workstations” on page 888

¢ “Intermediate Server” on page 888

+ “Intermediate Server with Database” on page 889

¢ “Intermediate Server with Inventoried Workstations” on page 890

+ “Intermediate Server with Database and Inventoried Workstations” on page 891
¢ “Leaf Server” on page 892

¢ “Leaf Server with Database” on page 893

¢ “Standalone Server” on page 8§94
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For a quick reference table of the Inventory Server roles, see Section 72.4.10, “Quick Reference
Table of the Inventory Server Roles,” on page 895.

72.4.1 Root Server

The Root Server has the following characteristics:

¢ This server is the topmost Inventory server in the inventory tree hierarchy.
¢ This server has an Inventory database attached to it.

Choose Root Server to store the inventory information for your enterprise in a centralized
database. The Inventory database at the Root Server contains the inventory information for all
lower-level Inventory servers.

The following illustration depicts Leaf Servers connected to the Intermediate Server with
Database. The Intermediate Server is attached to the Root Server.

Figure 72-1 Root Server
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72.4.2 Root Server with Inventoried Workstations

The Root Server with Inventoried Workstations has the following characteristics:

+ This server is the topmost Inventory server in the inventory tree hierarchy.

+ This server has an Inventory database and inventoried workstations attached to it. We
recommend that you deploy these inventoried workstations in a LAN.

Choose Root Server with Inventoried Workstations if you want to store the inventory information of
your enterprise in a centralized database and if you have inventoried workstations in the same site as
the Root Server. You can directly send the inventory information from these workstations to the
Root Server. The Inventory database at the Root Server with Inventoried Workstations contains the
inventory information for all these inventoried workstations as well as for all the lower-level
Inventory servers.

The following illustration depicts a Root Server with inventoried workstations and Inventory
database attached to it. The Leaf Servers are connected to the Root Server.

Figure 72-2 Root Server with Inventoried Workstations
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72.4.3 Intermediate Server

The Intermediate Server has the following characteristics:

+ This Inventory server acts as a staging server for the lower-level Leaf Servers.

¢ The server moves the inventory information to the next-level Inventory server.
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+ This server does not have inventoried workstations or an Inventory database attached to it.

¢ There can be one or more Intermediate Servers in your enterprise.

Place Intermediate Servers on sites where the link parameters change substantially. The Intermediate
Server stores the scan files to the disk to make up for the difference in bandwidth and reliability.

The following illustration depicts an Intermediate Server connected to Root Server. Two Leaf
Servers roll up the inventory information to the Intermediate Server. This Intermediate Server rolls
up the inventory information to another Intermediate Server that is connected to the Root Server.

Figure 72-3 [ntermediate Server
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In the illustration, there are many Leaf Servers and Intermediate Servers at different levels. The
Intermediate Server is a staging server for uploading the scan information to the next-level server.
The last Intermediate Server is attached to the topmost Root Server. This scenario is typical if there
are many Leaf Servers in different geographical locations. All the Leaf Servers move the inventory
information to the Intermediate Server.

In some scenarios, the Leaf Server connects to the Intermediate Server over a WAN.

72.4.4 Intermediate Server with Database

The Intermediate Server with Database has the following characteristics:

+ This Inventory server acts as a staging server for the lower-level Leaf Servers.
¢ The server moves the inventory information to the next-level Inventory server.
¢ This server has an Inventory database attached to it.

¢ There can be one or more Intermediate Servers with Database in your enterprise.
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Choose Intermediate Server with Database if you want to administer an intermediate site by
generating Inventory reports. The inventory information that is rolled up to this Inventory server is
stored in the local Inventory database and also rolled up to the next-level Inventory server.

The following illustration depicts two Leaf Servers attached to the Intermediate Server. A
consolidated inventory information of all Leaf Servers is available at the Intermediate Server level.

Figure 72-4 Intermediate Server with Database
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72.4.5 Intermediate Server with Inventoried Workstations

The Intermediate Server with Inventoried Workstations has the following characteristics:

¢ This Inventory server acts as an intermediate server for the lower-level Leaf Servers.
¢ This server moves the inventory information to the next-level Inventory server.

¢ This server has inventoried workstations attached to it

¢ The server does not have an Inventory database attached to it.

¢ There can be one or more Intermediate Servers with Inventoried Workstations in your

enterprise.

Choose Intermediate Server with Inventoried Workstations if you want an Intermediate Server and
the site having the Intermediate Server has inventoried workstations, whose inventory information
you want to store it at the Root Server.

890 Novell ZENworks 7 Desktop Management Administration Guide



The following illustration depicts two Leaf Servers attached to the Intermediate Server. This
Intermediate Server also has inventoried workstations attached to it.

Figure 72-5 [ntermediate Server with Inventoried Workstations
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72.4.6 Intermediate Server with Database and Inventoried
Workstations

The Intermediate Server with Database and Inventoried Workstations has the following
characteristics:

+ This Inventory server acts as a staging server for the lower-level Leaf Servers.

+ This server moves the inventory information to the next-level Inventory server.

¢ This server has inventoried workstations attached to it.

¢ This server has an Inventory database attached to it.

¢ There can be one or more Intermediate Servers with Database and Inventoried Workstations in

your enterprise.

Choose Intermediate Server with Database and Inventoried Workstations if you want the
functionalities of Intermediate Server with Database and Intermediate Server with Inventoried
Workstations available on the site.

The following illustration depicts two Leaf Servers attached to the Intermediate Server. The
Intermediate Server has inventoried workstations attached to it. A consolidated Inventory database
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of all Leaf Servers and the inventoried workstations that are directly connected to the Intermediate
Server is available at the Intermediate Server level.

Figure 72-6 Intermediate Server with Database and Inventoried Workstations
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72.4.7 Leaf Server

The Leaf Server has the following characteristics:

¢ This Inventory server is at the lowest level in the inventory tree hierarchy.
¢ This server has inventoried workstations attached to it.
+ This server moves the inventory information to the next-level Inventory server

+ A simple Leaf Server does not have an Inventory database. An Inventory database is not
required because there might be only few inventoried workstations attached to the Leaf server.

Choose Leaf Server if you have inventoried workstations at remote sites, and you want to
obtain and store the inventory information from these inventoried workstations in a centralized
database.

The following illustration depicts many Leaf Servers attached to the Intermediate Server. The
Intermediate Server is connected to Root Server. A consolidated Inventory database of all Leaf
Servers is available at the Root Server level.

892 Novell ZENworks 7 Desktop Management Administration Guide



Figure 72-7 Leaf Server
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72.4.8 Leaf Server with Database

The Leaf Server with Database has the following characteristics:

¢ This Inventory server is at the lowest level in the inventory tree hierarchy.
¢ This server has inventoried workstations attached to it.
¢ This server moves the inventory information to the next-level Inventory server.

+ This server has an Inventory database attached to it. You can assign a server as a Leaf Server
with Database to maintain the inventory information for the inventoried workstations specific
to the site.

Choose Leaf Server with Database if you want the functionalities of a Leaf Server as well as
administer the site by generating Inventory reports.

The following illustration depicts two Leaf Servers attached to the Intermediate Server. One Leaf
Server has an Inventory database attached to it. This database contains a consolidated inventory of
all inventoried workstations attached to this Leaf Server.
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Figure 72-8 Leaf Server with Database
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72.4.9 Standalone Server

The Standalone Server has the following characteristics:

+ This Inventory server has inventoried workstations attached to it.
¢ This server has an Inventory database attached to it.

¢ There is no roll-up of scan information and there are no requirements for Intermediate Servers
and a Root Server.

Use a Standalone Server if your network is made up of a single site and you want to administer that
site.

The following illustration depicts Standalone Server.

Figure 72-9 Standalone Server
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72.4.10 Quick Reference Table of the Inventory Server Roles

Table 72-1 [nventory Server Roles

Inventory Server

Is the Inventory Database
Attached to the Inventory
Server?

Are Inventoried
Workstations Attached to
the Inventory Server?

Root Server

Root Server with Inventoried Workstations
Intermediate Server

Intermediate Server with Database

Intermediate Server with Inventoried
Workstations

Intermediate Server with Database and
Inventoried Workstations

Leaf Server
Leaf Server with Database

Standalone Server

Yes
Yes
No

Yes

No

Yes

No
Yes

Yes

No
Yes
No
No

Yes

Yes

Yes
Yes

Yes
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Setting Up Workstation Inventory

Before you install Novell® ZENworks® 7 Workstation Inventory in your working environment, you
must plan and decide the hierarchy of the Inventory server tree for your enterprise. You should
organize your inventory deployment based on your network constraints and information
requirements.

The following sections contain detailed information to help you deploy Workstation Inventory in
your enterprise:

¢ Section 73.1, “Deploying Workstation Inventory,” on page 897

¢ Section 73.2, “Setting Up the Inventory Database,” on page 939

¢ Section 73.3, “Configuring the Inventory Service Object,” on page 966

¢ Section 73.5, “Configuring the Database Location Policy,” on page 968

¢ Section 73.6, “Configuring the Workstation Inventory Policy,” on page 969

¢ Section 73.7, “Configuring the Roll-Up Policy,” on page 971

¢ Section 73.8, “Configuring the Dictionary Update Policy,” on page 972

¢ Section 73.9, “Setting Up Distribution of Dictionary,” on page 973

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

73.1 Deploying Workstation Inventory

The following sections help you to deploy Workstation Inventory:

¢ Section 73.1.1, “Simple Deployment,” on page 897
¢ Section 73.1.2, “Advanced Deployment,” on page 900

IMPORTANT: The recommendations discussed in the scenarios are generic. Based on the topology
of your enterprise, further refinements might become necessary.

73.1.1 Simple Deployment

In the example scenario, the network consists of a single site and up to 5000 inventoried
workstations. The Inventory server components and the database are located on a Standalone Server,
and the inventoried workstations send scans to the Standalone server.

This scenario is illustrated in the following figure.
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Figure 73-1 Simple Workstation Inventory Deployment
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The following sections contain detailed information to help you deploy Workstation Inventory in a
single site:

1
2
3
4
5.
6
7
8

. “Deployment Options for Inventory Agent” on page 898

. “Recommendations for Deployment” on page 898

. “Installing Workstation Inventory” on page 899

. “Understanding the Effects of Workstation Inventory Installation” on page 899

“Configuring the Required Policy” on page 899

. “Starting the Inventory Service” on page 899
. “Updating the Software Dictionary” on page 899

. “Understanding the Inventory Scanning Cycle in the Standalone Scenario with Novell Client

Installed on Inventoried Workstations” on page 899

Deployment Options for Inventory Agent

Before installing the Inventory Agent on your workstation, you must deploy the Inventory servers to
receive workstation scans. For more information about the deployment options for Inventory Agent,
see “Deploying the Inventory Agent” on page 920.

Recommendations for Deployment

*

The minimum base Inventory server configuration includes 512 MB RAM and a database
cache of 128 MB.

The transmission of inventory information to the Inventory server and storage of the inventory
information into the Inventory database is an ongoing back end process that can take several
hours or even more than a day.

If many inventoried workstations are attached to the same Inventory server, we recommend
that you do not schedule the scan of all inventoried workstations at the same time, because this
stresses Novell eDirectory™ and the Inventory services.

Make sure that the eDirectory time synchronization radius is set within 2 seconds.

The optimal database cache size requirement for the server could vary because of the server
environment. Determine the database cache size that needs to be set by trying a range of cache
sizes in the runtime environment. The default Sybase database cache size is 128 MB. For more
information about improving the database performance, see Appendix M, “Performance Tips,”
on page 1191.
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Installing Workstation Inventory

During the Workstation Inventory installation, configure the Inventory Standalone Configuration
settings. For detailed information, see the Novell ZENworks 7 Desktop Management Installation
Guide.

Understanding the Effects of Workstation Inventory Installation

For detailed information on the effects of Workstation Inventory installation, see Section 73.1.4,
“Understanding the Effects of Workstation Inventory Installation,” on page 923.

Configuring the Required Policy

Configure the Workstation Inventory Policy.

Starting the Inventory Service

After installing ZENworks 7 Desktop Management, the Inventory service is automatically started.

Updating the Software Dictionary

You must manually download the latest version of the dictionary from TID 10093255 in the Novell
Support Knowledgebase (http://novell.com/support/) and update the software dictionary.

NOTE: The dictionary is updated and published once in every three months in this TID.

Understanding the Inventory Scanning Cycle in the Standalone Scenario with Novell
Client Installed on Inventoried Workstations

The inventory scanning cycle is as follows:
1. The Inventory policies in eDirectory define the inventory settings, such as scanning time and

the location of the scan directory. These settings can be customized.

2. The scanner reads the inventory policies and collects the workstation inventory information.
The Inventory scanner also checks whether an updated dictionary is available at its Inventory
server and downloads the updated dictionary.

3. The scanner stores the inventory information of each inventoried workstation at the Inventory
server.

4. The scanner stores the minimal inventory information of the inventoried workstation in the
respective workstation objects in the eDirectory.

5. The Selector validates the inventory information and places the information in the Inventory
database.

6. The Storer updates the database with the inventory information.

7. The ZENworks administrator views the inventory information.

The following illustrations depict the inventory scanning cycle in the Standalone scenario with
Novell Client installed.
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Figure 73-2 Inventory Scanning cycle in the Standalone scenario with Novell Client installed
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73.1.2 Advanced Deployment

+ “Deploying Inventory in a Single Site with More than 5,000 Inventoried Workstations” on
page 900

+ “Deploying Inventory in Multiple or Enterprise Sites” on page 904

Deploying Inventory in a Single Site with More than 5,000 Inventoried Workstations

In this example scenario, the network consists of a single site with more than 5000 workstations.
The inventory configuration consists of two or more Standalone Servers, each server receiving scans
from up to 5,000 inventoried workstations. All the Standalone Servers store the inventory data to a
single database.

The following sections contain detailed information to help you deploy Workstation Inventory on a
single site:

1. “Deployment Options for Inventory Agent” on page 901
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“Recommendations for Deployment” on page 901

“Installing Workstation Inventory” on page 901

“Understanding the Effects of Workstation Inventory Installation” on page 901
“Configuring the Required Policy” on page 901

“Starting the Inventory Service” on page 902

“Updating the Software Dictionary” on page 902

® N kW

“Understanding the Inventory Scanning Cycle in the Standalone Scenario” on page 902

Deployment Options for Inventory Agent

Before installing the Inventory Agent on your workstation, you must deploy the Inventory servers to
receive inventory scans. For more information about the deployment options for Inventory Agent,
see “Deploying the Inventory Agent” on page 920.

Recommendations for Deployment
¢ The minimum base Inventory server configuration includes 512 MB RAM and a database
cache of 128 MB.

¢ All inventoried workstations should send the inventory information to the nearest Inventory
server on the LAN; policies must be created based on this information.

¢ The transmission of inventory information to the Inventory server and storage of the inventory
information into the Inventory database is an ongoing back end process that can take several
hours or even more than a day.

+ If many inventoried workstations are attached to the same Inventory server, we recommend
that you do not schedule the scan of all inventoried workstations at the same time, because this
stresses Novell eDirectory™ and the Inventory services.

+ Make sure that the eDirectory time synchronization radius is set within 2 seconds.

+ The optimal database cache size requirement for the server could vary because of the server
environment. Determine the database cache size that needs to be set by trying a range of cache
sizes in the runtime environment. The default Sybase database cache size is 128 MB. For more
information about improving the database performance, see Appendix M, “Performance Tips,”
on page 1191.

Installing Workstation Inventory

During the Workstation Inventory installation, configure the Inventory Standalone Configuration
settings. For detail information on installing Workstation Inventory, see Novell ZENworks 7 Desktop
Management Installation Guide.

Understanding the Effects of Workstation Inventory Installation

For detail information on the effects of Workstation Inventory installation, see Section 73.1.4,
“Understanding the Effects of Workstation Inventory Installation,” on page 923.

Configuring the Required Policy

Configure the Workstation Inventory Policy.
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Starting the Inventory Service

After installing ZENworks 7 Desktop Management, the Inventory service is automatically started.

Updating the Software Dictionary

You can update the software dictionary in any one of the following ways:

¢ On each Inventory server, manually download the latest version of the dictionary from TID

10093255 in the Novell Support Knowledgebase (http://novell.com/support/) and update the
software dictionary.

Manually download the latest version of the dictionary from TID 10093255 in the Novell
Support Knowledgebase (http://www.novell.com/support) on one of the Standalone Servers
and automatically distribute the dictionary from this server to all other Standalone Servers in
your setup by “Configuring the Dictionary Update Policy” on page 972. For more information,
see Section 73.9, “Setting Up Distribution of Dictionary,” on page 973.

NOTE: The dictionary is updated and published once in every three months in this TID.

Understanding the Inventory Scanning Cycle in the Standalone Scenario

The inventory scanning cycle is as follows:

1.

6.
7.

The Inventory policies in eDirectory define the inventory settings, such as scanning time and
the location of the scan directory. These settings can be customized.

The scanner reads the inventory policies and collects the workstation inventory information.
The Inventory scanner also checks whether an updated dictionary is available at its Inventory
server and downloads the updated dictionary.

If the Novell Client is not installed on the inventoried workstation, the Scanner accesses
eDirectory through the ZENworks 7 Desktop Management Middle Tier Server.

. The scanner stores the inventory information of each inventoried workstation at the Inventory

SETver.

If the Novell Client is not installed on the inventoried workstation, the Scanner sends the
inventory information of each inventoried workstation to the Inventory server through the
ZENworks 7 Desktop Management Middle Tier Server.

. The scanner stores the minimal inventory information of the inventoried workstation in the

respective workstation objects in the eDirectory.

If the Novell Client is not installed on the inventoried workstation, the Scanner accesses
eDirectory through the ZENworks 7 Desktop Management Middle Tier Server.

. The Selector validates the inventory information and places the information in the Inventory

database.
The Storer updates the database with the inventory information.

The ZENworks administrator views the inventory information.

The following illustrations depict the inventory scanning cycle in the Standalone scenario, both with
and without the Novell Client installed.
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Figure 73-3 [Inventory Scanning Cycle in the Standalone scenario with the Novell Client installed
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Figure 73-4 [nventory Scanning Cycle in the Standalone Server without the Novell Client installed
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Deploying Inventory in Multiple or Enterprise Sites

The following sections contain detailed information to help you deploy Workstation Inventory in
multiple or enterprise sites:

. “Designing the Inventory Tree” on page 905

. “Deployment Options for Inventory Server and Inventory Database” on page 910

. “Deployment Options for Inventory Agent” on page 915

. “Recommendations for Deployment” on page 915
. “Understanding the Effects of Workstation Inventory Installation” on page 916

“Configuring the Required Policies” on page 916

1
2
3
4
5. “Installing Workstation Inventory” on page 915
6
7
8. “Starting the Inventory Service” on page 917

9

. “Updating the Software Dictionary” on page 917
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10. “Understanding Rolling Up Inventory Information Across Servers” on page 918

Designing the Inventory Tree
In an enterprise or multiple site, complete the following tasks to design the inventory tree:

+ “1. List the sites in the enterprise” on page 905
¢ “2. What is the ideal place for the Root Server?”” on page 906
+ “3.Is any other database needed?” on page 906
“Optional step: If another database is needed” on page 907
¢ “4 ldentify the route for Inventory information” on page 907
* “5. Identify servers on each site to act as Inventory and Database Servers” on page 907
+ “6. Create the tree of servers for enterprise Inventory collection” on page 908
¢ “7. Create an implementation plan” on page 909

+ “8. Start the actual deployment” on page 909
1. List the sites in the enterprise

Describe the entire network of your enterprise.

¢ List the various sites in your enterprise.
¢ List the physical links between the various sites.

¢ Identify the type of links in terms of bandwidth and reliability.

The following figure illustrates the network organization of an enterprise with servers in different
locations.

Setting Up Workstation Inventory 905



Figure 73-5 Network organization of an enterprise
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This illustration depicts four sites (Site A, Site, B, Site C, and Site D) connected to a central site. It
depicts the physical links between the sites and the type of links in terms of bandwidth.

2. What is the ideal place for the Root Server?

The Root Server in the inventory tree is the highest-level server. Necessarily, an Inventory database
is attached to the Root Server.

The inventory information available from the Inventory database of the Root Server consists of all
information from lower-level sites on the network and from the Root Server site.

Factors that you must consider include:

¢ There must be high-speed links between the Root Server and the management console.

+ We recommend that there should be high-speed links between the site having the Root Server
and the sites having the lower-level Inventory servers.

+ Using the management console, the administrator can collect the inventory information from
any of the sites connected on high-speed links from the Root Server, or from the Root Server
level site.

+ A database server of suitable configuration should be provided for the Inventory server.

3. Is any other database needed?

In addition to the database at the Root Server, you can maintain database servers at different sites.
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You might want to maintain additional databases if there are sites or subtrees that are managed for
inventory at different locations, and these sites are connected to the network over a slow link.

You should also determine if there are specific reasons to have a separate database for a single site or
a set of sites. There might be some organizational needs for your enterprise to have the database
server on different sites, even if there is no product deployment need to have any other database.

NOTE: For a majority of enterprises, there could be no need to have any other database besides the
enterprise-wide single database.

Optional step: If another database is needed

*

*

*

If you decide to have additional database servers, identify the sites that need a database.
Additionally, you need to examine whether the database caters to the local site or a site with
many subsites. Also, identify the sites that require information in each Inventory database.

All the sites served by a single database should typically access this database instead of the
database at the Root Server for inventory management. This reduces the load on the database at
Root Server.

Database administrators should be available for these sites.

4. |dentify the route for Inventory information

Identify the routes for inventory information for all Inventory servers to the nearest database.

To devise a route plan:

*

Each route can have an Intermediate Server at a staging site. The Intermediate Server receives
and transmits the information to the next destination. These are application-layer-level routes
for inventory information. There can be various network-layer-level routes between two
adjacent servers, which is determined and managed by the routers in the network.

The route provides information indicating how inventory information travels from a particular
site to its final destination, which is the database at the Root Server.

There can be multiple routes. Choose the fastest and most reliable route. To determine the
route, consider the physical network links.

Routes identified and made operational can be changed later, although there might be some
cost in terms of management and traffic generation. If there is no intermediate database
involved, you can change the route by changing the eDirectory-based policy.

Put Intermediate Servers on sites where the link parameters change substantially. Criteria to
consider are difference in bandwidth, difference in reliability of the links, and the need for roll
up of inventory information.

Availability of Inventory servers on the intermediate site for staging the inventory information
should be considered while deciding the sites for Intermediate Servers. Make sure that there is
enough disk space on these servers to store all the inventory information on the disk until the
Sender sends it to the next destination.

5. Identify servers on each site to act as Inventory and Database Servers

In ZENworks 7 Desktop Management, you choose the role for each Inventory server. For more
information, see Section 72.4, “Understanding the Inventory Server Roles,” on page 886.
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The number of inventoried workstations attached to an Inventory server also determines the load.
The following table lists the disk space requirements for the server:

Table 73-1 Disk Requirements for a ZENworks Inventory Server

Server Type Disk Space Requirements

Leaf Server (n1xs)+(n1x2z)

Leaf Server with Database (n1xsx2)+{(n1 xdbg)}
Intermediate Server n2xz

Intermediate Server with Database (n2xz)+ (n2xs)+{(n2xdbg)}
Intermediate Server with Inventoried (nTxsx2)+(n2xz)
Workstations

Intermediate Server with Database and  (n71xsx2)+ (n2xz)+ (n2 xs)+ {(n1 xdbg) + (n2 x dbg)}
Inventoried Workstations

Root Server (n2 x z) + (n2 x s) + {(n2 x dbg)}

Root Server with Inventoried (nTxsx2)+(n2x2z)+ (n2xs)+{(n1xdbg)+ (n2 x dbg)}
Workstations

Standalone Server (n1xsx1)+{(n1xdbg)}

In the table, n/ is the number of inventoried workstations attached to the server.

s s the size of the scan data files. This file size varies depending on the data collected. Calculate 400
KB scan data from each inventoried workstation to calculate the load.

dbg is the storage space of the inventory information in the database.
n2 is the number of inventoried workstations rolled up to the Inventory server.

z is the size of the compressed scan data file per inventoried workstation. The average compression
ratio is 80-90% of the STR file size.

{ } denotes the disk space of the database server, depending on whether the database is on the same
Inventory server or if it is connected to the Inventory server. If the database is on the same Inventory
server, calculate the total disk space including the database space for the Inventory server. For
example, if the Leaf Server with Database has the Inventory database on the same server, calculate
the requirements for storage of inventory information, including the database disk space.

6. Create the tree of servers for enterprise Inventory collection
Make sure that the inventory tree you design follows these guidelines:

+ The root of the tree is the Root Server.
¢ At least one Inventory server per site is recommended.
+ Each site has inventoried workstations to be scanned.

¢ Optionally, there are databases and Intermediate Servers on different sites.
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7. Create an implementation plan

After you design the inventory tree, you should develop an implementation plan to cover the phased
deployment plan for the network. Use the top-down deployment of the Workstation Inventory
installation. Always begin the installation at the topmost level server (Root Server) and proceed with
the next lower-level servers.

8. Start the actual deployment

After your implementation plan is finalized, start the actual deployment according to the plan.

Follow these steps:

1.

Install the Inventory servers on the sites. For more information, see “Installing Workstation
Inventory” on page 915.

Create and configure the policies applicable to Inventory server and inventoried workstations.
For more information, see “Configuring the Required Policies” on page 916.

Adding a Database Server to an Existing Inventory Setup

If you have already configured the servers for inventory setup, and you need to add another database
server, follow these instructions:

1 Run the installation program to install the Inventory database on the server.

The installation program installs the Sybase database. If you are maintaining the database in
Oracle, make sure that the Oracle database exists. For more information, see “Setting Up the
Sybase Inventory Database” on page 939. If you are maintaining the database in MS SQL,
make sure that the MS SQL database exists. For more information, see “Setting Up the M'S
SQL Server 2000 or MS SQL Server 2005 Inventory Database” on page 956

Shut down the Inventory services. For more information, see Section 73.1.5, “Starting and
Stopping the Inventory Service,” on page 925.

Based on the database you select, make sure that you configure the database. For more
information, see Section 73.5, “Configuring the Database Location Policy,” on page 968.

If you want to attach a new database to an existing Inventory server that does not have a
database attached, you must change the role of the Inventory server in its Inventory Service
object (Inventory Service server name). For example, if you attach an Inventory database to
an existing Leaf Server, you must change the server role from Leaf Server to Leaf Server with
Database in the Inventory Service object of the Leaf Server.

If you want to attach an Inventory database to a freshly installed Inventory server, you must
choose an appropriate server role for the Inventory server.

To change the role of an Inventory server:

4a In ConsoleOne, right-click the Inventory Service object, click Properties, then click the
Inventory Service Object Properties tab.

4a1 Choose the new role of the Inventory Service object, then click Apply.

Follow the actions that you need to change the role. For more information, see
Section 73.1.7, “Changing the Role of the Inventory Server,” on page 927.

5 Make sure that you enforce Full Scan for the Inventory Service object.

5a In ConsoleOne, right-click the Inventory Service object, click Properties, then click the
Inventory Service Object Properties tab.
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5b Select the Enable Scan option, then click OK.

6 Bring up the Inventory service. For more information, see Section 73.1.5, “Starting and
Stopping the Inventory Service,” on page 925.

Deployment Options for Inventory Server and Inventory Database
This section covers these scenarios:

¢ “Scenario 1: Inventory Deployment without Intermediate Servers in a WAN” on page 910
¢ “Scenario 2: Inventory Deployment with Intermediate Servers in a WAN” on page 911

¢ “Scenario 3: Roll Up of the Inventory Information Across eDirectory Trees” on page 913
¢ “Scenario 4: Merging eDirectory Trees” on page 913

¢ “Scenario 5: Deploying Inventory Server Across a Firewall” on page 914

Scenario 1: Inventory Deployment without Intermediate Servers in a WAN

In this scenario, the network consists of many remote sites connected to a Central Site over a WAN.
Each remote site has a Leaf Server that collects inventory information from workstations located in
the same site, and rolls up the inventory information to the Root Server located at the central site.
The remote sites are administered from the Central Site because the Leaf Servers do have Inventory
database attached to it.

TIP: To locally administer the remote sites, you must have the Inventory database attached to Leaf
Servers and change the role of the Inventory server to Leaf Server with Database. For more
information on how to change the role of an Inventory server, see Section 73.1.7, “Changing the
Role of the Inventory Server,” on page 927.

This scenario is illustrated in the following figure.
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Figure 73-6 Inventory Deployment without Intermediate Servers in a WAN
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In this scenario, the network consists of four remote sites (A, B, C, and D), and a Central Site. Sites
A and B are connected to Site C over slow links and are not directly connected to the Central Site.
Site C is connected to the Central Site over a fast WAN link. Site D is directly connected to the

Central Site over a fast link. Sites A, B and C are administered at Site C.

This scenario is illustrated in the following figure.
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Figure 73-7 Inventory Deployment with Intermediate Servers in a WAN
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To administer the enterprise from the Central Site, and also administer Sites A and B from Site C, do
the following:

1. Install Leaf Servers at Sites A, B, and D.

2. Install Intermediate Servers with Database at Site C.

3. Configure Leaf Servers at Sites A and B to roll up the inventory information to the Intermediate
Server with Database at Site C.

4. Configure the Intermediate Server with Database at Site C to roll up the inventory information
to Root Server at the Central Site.

5. Configure the Leaf Server at Site D to roll up the inventory information to Root Server at the
Central Site.
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Scenario 3: Roll Up of the Inventory Information Across eDirectory Trees

In this configuration, you can deploy any of the previous scenarios. The highest-level Inventory
server of one eDirectory tree rolls up the inventory information to an Inventory server located on the
other eDirectory tree.

The following illustration depicts a sample scenario where you can deploy this inventory
configuration.

Figure 73-8 Roll Up of the Inventory Information across eDirectory Trees
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There are two organizations: A and B. Each organization has its own eDirectory tree and inventory
tree. Organization A has two Leaf Servers and a Root Server in its inventory tree. Organization B
also has two Leaf Servers and a Root Server in its inventory tree. A decision is taken to merge both
the organizations and both the inventory trees but to retain the eDirectory trees. After the merger, the
role of the Root Server on the eDirectory tree T2 is changed to Intermediate Server with Database
and the inventory information is rolled up from the Intermediate Server to the Root Server residing
on the eDirectory tree T1.

Scenario 4: Merging eDirectory Trees

In this configuration, you can merge the inventory trees and the eDirectory trees. After you merge
the eDirectory trees, you must manually change the eDirectory tree name and (optionally) the

Setting Up Workstation Inventory 913



Inventory Service DN in the Inventory server installation drive or
volume\zenworks\inv\server\wminv\properties\config.properties file
before starting the Inventory service. For more information on merging the eDirectory trees, see the
Novell eDirectory documentation Web site (http://www.novell.com/documentation).

To merge the inventory trees, you must change the role of the Root Server of one inventory tree to
roll up to an Inventory server in the other inventory tree.

To change the eDirectory tree name and the DN of an Inventory server, edit the following entries of
the config.properties file:

NDSTree=Target eDirectory tree name
InventoryServiceDN=New DN of the Inventory server

Scenario 5: Deploying Inventory Server Across a Firewall

There are two sites; Site A and Site B connected through a WAN link. The Inventory server of Site
A rolls up to an Inventory server in Site B. All communication from Site A to Site B flows through
the firewall at Site B.

The following illustration depicts a sample scenario where you can deploy this inventory
configuration:

Figure 73-9 Deploying Inventory Server across a Firewall
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To enable the roll-up:

¢ Install an XML proxy at Site A. For more information about installing the proxy, see the Novel/
ZENworks 7 Desktop Management Installation Guide.
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*

You must have at least one XML proxy/site installed. One proxy server can handle requests for
multiple Inventory servers.

You can configure the port that the proxy listens to during the ZENworks 7 Desktop
Management installation. For more information, see the Novell ZENworks 7 Desktop
Management Installation Guide.

You must allow requests to the proxy server on this port at the firewall. You can configure the
XML proxy to listen to standard ports allowed by your firewall.

The XML proxy does not support any commercial Web server. You must make sure that the
port number assigned to the XML proxy is not used by any other service onthe same server.

You must also configure the Roll-Up policy with the XML proxy server's address and port
number.

Deployment Options for Inventory Agent

Before installing the Inventory Agent on you workstation, you must deploy the Inventory servers to
receive workstation scans. For more information about the deployment options for Inventory Agent,
see “Deploying the Inventory Agent” on page 920.

Recommendations for Deployment

*

When you configure the inventory scanning of inventoried workstations, we recommend
staggering the inventory scanning to scan at different times or to scan a group of inventoried
workstations at a time.

If many inventoried workstations are attached to the same Inventory server, we recommend
that you do not schedule the scan of all inventoried workstations at the same time, because this
stresses eDirectory and the Inventory service.

You can attach inventoried workstations to the server as determined by the number of
connections supported by Inventory servers up to a maximum of 5,000 inventoried
workstations.

When you schedule the roll-up of information in the Inventory policies, we recommend the
roll-up frequency should be at least one day. If the roll-up of inventory information is scheduled
too frequently, for example less than one hour, there might be some performance degradation of
the Inventory server.

Use top-down deployment for Inventory installation. Always begin the installation at the
topmost level server and proceed with the next lower-level servers. For example, in an
inventory setup with a Root Server and a Leaf Server, complete the inventory installation at the
Root Server, and then run the installation for the Leaf Server.

If an Inventory server must receive Inventory scans either directly from the Inventory servers
or through roll-up, you must install ZENworks 7 Desktop Management on this server.

We recommend that you configure DNS for your Inventory and database servers. If you have
not configured DNS, choose the IP address in the Roll-Up and Database Location policies.
Scheduling the frequency of information gathering and roll-up must be fine-tuned based on the
Root Server. Make sure that the Root Server is able to handle the load of the . str files.

Installing Workstation Inventory

For detailed information on installing Workstation Inventory, see the Novell ZENworks 7 Desktop
Management Installation Guide.
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Understanding the Effects of Workstation Inventory Installation

For detailed information on the effects of Workstation Inventory installation, see Section 73.1.4,
“Understanding the Effects of Workstation Inventory Installation,” on page 923.

Configuring the Required Policies

The following table lists the actions that you should follow to set up the server for Workstation
Inventory:

Table 73-2 Policies Required to set up an Inventory Server

To set up this type of server: Do this:

Standalone Server 1. Follow the steps in Section 73.5, “Configuring the Database
Location Policy,” on page 968

2. Follow the steps in Section 73.6, “Configuring the Workstation
Inventory Policy,” on page 969
Root Server 1. Follow the steps in Section 73.3, “Configuring the Inventory
Service Object,” on page 966
2. Follow the steps in Section 73.5, “Configuring the Database
Location Policy,” on page 968
Root Server with Inventoried 1. Follow the steps in Section 73.3, “Configuring the Inventory
Workstations Service Object,” on page 966

2. Follow the steps in Section 73.6, “Configuring the Workstation
Inventory Policy,” on page 969.

3. Follow the steps in Section 73.5, “Configuring the Database
Location Policy,” on page 968
Intermediate Server 1. Follow the steps in Section 73.3, “Configuring the Inventory
Service Object,” on page 966.
2. Follow the steps in Section 73.7, “Configuring the Roll-Up Policy,”

on page 971.
Intermediate Server with 1. Follow the steps in Section 73.3, “Configuring the Inventory
Database Service Object,” on page 966.

2. Follow the steps in Section 73.7, “Configuring the Roll-Up Policy,”
on page 971.

3. Follow the steps in Section 73.5, “Configuring the Database
Location Policy,” on page 968.

Intermediate Server with 1. Follow the steps in Section 73.3, “Configuring the Inventory
Inventoried Workstations Service Object,” on page 966.

2. Follow the steps in Section 73.6, “Configuring the Workstation
Inventory Policy,” on page 969.

3. Follow the steps in Section 73.7, “Configuring the Roll-Up Policy,”
on page 971.
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To set up this type of server: Do this:

Intermediate Server with 1. Follow the steps in Section 73.3, “Configuring the Inventory
Database and Inventoried Service Object,” on page 966.
Workstations 2. Follow the steps in Section 73.6, “Configuring the Workstation

Inventory Policy,” on page 969.

3. Follow the steps in Section 73.7, “Configuring the Roll-Up Policy,”
on page 971.

4. Follow the steps in Section 73.5, “Configuring the Database
Location Policy,” on page 968.

Leaf Server 1. Follow the steps in Section 73.3, “Configuring the Inventory
Service Object,” on page 966.

2. Follow the steps in Section 73.6, “Configuring the Workstation
Inventory Policy,” on page 969.

3. Follow the steps in Section 73.7, “Configuring the Roll-Up Policy,”
on page 971.
Leaf Server with Database 1. Follow the steps in Section 73.3, “Configuring the Inventory
Service Object,” on page 966.

2. Follow the steps in Section 73.6, “Configuring the Workstation
Inventory Policy,” on page 969.

3. Follow the steps in Section 73.7, “Configuring the Roll-Up Policy,”
on page 971.

4. Follow the steps in Section 73.5, “Configuring the Database
Location Policy,” on page 968.

Starting the Inventory Service

After installing ZENworks 7 Desktop Management, the Inventory service is automatically started
only if you have configured the Inventory Standalone Configuration settings during the installation.

To manually start the Inventory service, see Section 73.1.5, “Starting and Stopping the Inventory
Service,” on page 925.

Updating the Software Dictionary
You can update the software dictionary in any one of the following ways:

¢ On each Inventory server, manually download the latest version of the dictionary from TID
10093255 in the Novell Support Knowledgebase (http://www.novell.com/support) and update
the software dictionary.

¢ Manually download the latest version of the dictionary from TID 10093255 in the Novell
Support Knowledgebase (http://www.novell.com/support) on an Inventory server (preferably,
the Root Server) and automatically distribute the dictionary to all servers in your setup by
configuring the Section 73.8, “Configuring the Dictionary Update Policy,” on page 972. For
more information, see Section 73.9, “Setting Up Distribution of Dictionary,” on page 973.

NOTE: The dictionary is updated and published once in every three months in this TID.
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Understanding Rolling Up Inventory Information Across Servers

If the inventory deployment rolls up inventory information across servers, the process of scanning is
as follows:

1.

The Inventory policies in eDirectory define the inventory settings, such as scanning time and
the location of the scan directory. These settings can be customized.

. The Scanner reads the Inventory policies and collects the workstation inventory information.

The Inventory scanner also checks whether an updated dictionary is available at its Inventory
server and downloads the updated dictionary.

If the Novell Client is not installed on the inventoried workstation, the Scanner accesses
eDirectory through the ZENworks 7 Desktop Management Middle Tier Server.

The Scanner stores the inventory information of each inventoried workstation as a scan data
file in the scan directory at the Inventory server.

If the Novell Client is not installed on the inventoried workstation, the Scanner sends the
inventory information of each inventoried workstation to the Inventory server through the
ZENworks 7 Desktop Management Middle Tier Server.

The Scanner stores the minimal inventory information of the inventoried workstation in the
respective workstation objects in the respective workstation objects in eDirectory.

If the Novell Client is not installed on the inventoried workstation, the Scanner accesses
eDirectory through the ZENworks 7 Desktop Management Middle Tier Server.

The Selector validates the . str file and places the file in the enterprise merge directory for
roll-up of inventory information. If there is a database attached, the Selector places the files in
the database directory also.

The Sender on the server has a Roll-Up policy to identify the server to which it transmits the
inventory information and the Roll-Up Schedule specifies a time for roll-up of information.
The Sender compresses the . str filesasa .zip file and places the . z1ip file in the
enterprise push directory (entpushdir). The Sender then sends the . z1ip file to the
Receiver on the next-level server.

. The Receiver on the next-level server receives the . zip file.

NOTE: The next-level Inventory server can be located on the same eDirectory tree or on a
different eDirectory tree or across firewalls.

On the Intermediate Server, the Receiver copies the file in the enterprise push directory. On the
Intermediate Server with Database, or the Intermediate Server with Database and Inventoried
Workstations, the Receiver copies the file in entpushdir and copies the file in the Database
Directory.

On the Root Server, or the Root Server with Inventoried Workstations, the Receiver copies the
file in dbdir only.

The Storer extracts the . zip file containing the . str files in to a temp directory
(dbdir\temp) and updates the database with the inventory information of the inventoried
workstation . str file.

. The ZENworks administrator views the inventory information, queries the database, generates

inventory reports, and performs other Inventory based tasks in ConsoleOne.

The following illustrations depict the inventory scanning cycle in the Roll-Up scenario, both with
and without the Novell Client installed.
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Figure 73-10 Inventory scanning cycle in the Roll-Up scenario with the Novell Client installed

Inventory
Database

Yo

Management

Console
Receiver pgplr |
1

g & Z:EI‘ _ ’I’
Novell Storer
eDirectory

Inventory ?‘m ENTPUSHDIR/ZIPDIR

Server

ENTPUSHDIR
- m
.ZIP file
: iZIP
Scanner Server ! :
/ Scans E - i::}
' Hardware EE.

and Software

Inventoried
Workstations

Setting Up Workstation Inventory

919



Figure 73-11 [nventory scanning cycle in the Roll-Up scenario without the Novell Client installed
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73.1.3 Deploying the Inventory Agent

Before installing the Inventory Agent on your workstations, you must deploy the Inventory servers
to receive workstation scans.

IMPORTANT: Before deploying Inventory Agent, we recommend that you customize your
software scan rules to create a base-line configuration. For more information, see Section 76.2,
“Customizing the Hardware Inventory Information To Be Scanned,” on page 1032.

You can deploy the Inventory Agent in the following scenarios:

¢ “Scenario 1: Deploying the Inventory Agent on Workstations that are in the Same LAN as the
Inventory Server” on page 921
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¢ “Scenario 2: Deploying the Inventory Agent on Workstations that Send Scans over a WAN
across the Firewall” on page 921

¢ “Scenario 3: Deploying Inventory Agent on Workstations that Are Periodically Connected to
the Network™ on page 922

¢ “Scenario 4: Deploying Inventory Agent on Workstations that Are Never Connected to the
Network™ on page 923

Scenario 1: Deploying the Inventory Agent on Workstations that are in the Same LAN
as the Inventory Server

In this scenario, the inventoried workstations and the Inventory server are in the same LAN
environment.

¢ [fthe Novell Client is installed on inventoried workstations or if you plan to install the Novell
Client on inventoried workstations before installing the ZENworks 7 Desktop Management -
Inventory Agent:

+ Install the ZENworks 7 Desktop Management Inventory Agent on inventoried
workstations. For more information, see the Novell ZENworks 7 Desktop Management
Installation Guide.

The Inventory Agent directly sends the scans to the Inventory server.

* You can configure a maximum of 5000 inventoried workstations to send scans to an
Inventory server.

¢ [f the Novell Client is not installed on inventoried workstations or if you do not plan to install
the Novell Client on inventoried workstations before installing the ZENworks 7 Desktop
Management Inventory Agent:

¢ Install the ZENworks 7 Desktop Management Inventory Agent, which works in the
clientless mode. The Inventory Agent routes the requests through the Middle Tier. For
more information, see the Novell ZENworks 7 Desktop Management Installation Guide.

+ You must have one ZENworks 7 Desktop Management Middle Tier Server for each site.
For more information, see the Novell ZENworks 7 Desktop Management Installation
Guide.

* You can configure a maximum of 5000 workstations to send scans to an Inventory server.

Scenario 2: Deploying the Inventory Agent on Workstations that Send Scans over a
WAN across the Firewall

Consider a scenario where there are two sites, A and B, that are connected via a WAN link. All
communication from Site B to Site A goes through the firewall at Site A. Site B has five
workstations with the Inventory Agent installed, and they do not have the Novell Client installed.
The five workstations must be inventoried and the scan must be sent directly to the Inventory server
at Site A. You must install the Middle Tier Server at Site A. For more information, see the Novel!
ZENworks 7 Desktop Management Installation Guide. Site B must be connected to Site A through a
fast WAN link. This should have sufficient bandwidth to handle traffic generated by the
workstations when accessing policies in the eDirectory and sending scans to the Inventory server.

The following illustration depicts a sample scenario where you can deploy this inventory
configuration
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Figure 73-12 Deploying the Inventory Agent on Workstations that send scans over a WAN across the Firewall
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Scenario 3: Deploying Inventory Agent on Workstations that Are Periodically
Connected to the Network

In this scenario, the Inventory Agent is installed on workstations that periodically connect to the
network.

The inventoried workstations are connected periodically to the network. The workstation policies
are refreshed when the inventoried workstation connects to the network. If the scan schedule
expires, the Inventory Agent defers scanning the inventoried workstation until the workstation is
connected to the network.

We recommend that you set your scan schedule to match when the inventoried workstation connects
to the network.

For more information, see Section 76.5, “Scanning for Workstations That Are Periodically
Connected to the Network,” on page 1090.
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Scenario 4: Deploying Inventory Agent on Workstations that Are Never Connected to
the Network

In this scenario, the Inventory Agent is installed on workstations that are never connected to the
network. For more information, see “Collecting Inventory for Workstations That Are Not Connected
to the Network™ on page 1091.

73.1.4 Understanding the Effects of Workstation Inventory
Installation

On the Inventory servers, the Workstation Inventory installation program does the following:

On NetWare Inventory Servers

+ Copies the Workstation Inventory related files to the installation_volume.
¢ Copies the Workstation Inventory snap-ins to the ConsoleOne® directory.

¢ Creates an Inventory Service object (Inventory Service server name) in eDirectory for each
server on which Inventory server is installed. This object is populated with the following
attributes: zeninvRole (role of the server), zeninvScanFilePath (path to the scandir
directory), zeninvHostServer (DN of the server on which Inventory server is installed), and
zeninvDictionarypath (Path to the dictionary directory).

¢ [fthe Inventory Service object already exists, the object is validated and re-created again if it is
invalid.

+ During installation, the Inventory Service object is made a trustee of the NCP™ server with
Compare and Read rights.

+ Assigns the Inventory Service object as trustee to itself.

¢ Creates the scan directory with the subdirectories in the specified volume on the Inventory
server. [Root] is granted the Create rights to this directory.

¢ Creates a dictionary directory (dictdir), and copies the files of general dictionary and
private dictionary. [Root] is granted the Read and Write rights to this directory.

¢ Creates the zenworks.properties file in sys: \system. This file contains the
installation path of the Inventory server and the ZEN Web server.

¢ During the Workstation Inventory installation, if you have configured Inventory Standalone
Configuration settings, then the Inventory Service Manager is automatically started.

+ Installs the ZEN Web server on the Inventory server, if it is not installed already.

+ [f Workstation Inventory is reinstalled in the same directory as the previous installation, the
config.propertiesanddirectory.properties files are backed up and re-created.

On Windows Inventory Servers

+ Copies the Workstation Inventory related files to the installation_directory.
+ Copies the Workstation Inventory snap-in component to the ConsoleOne directory.

¢ Creates the scan directory with the subdirectories in the specified directory on the Inventory
server, and creates a share with Create rights to this directory for all users.

¢ Creates a dictionary directory (dictdir), copies the files of general dictionary and private
dictionary, and grants Read and Write rights to this directory for all users.
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+ Creates an Inventory Service object (Inventory Service server name) in eDirectory for each
server on which Inventory server is installed. This object is populated with the following
attributes: zeninvRole (role of the server), zeninvScanFilePath (path to the scandir
directory), zeninvHostServer (DN of the server on which Inventory server is installed) and
zeninvDictionarypath (Path to the dictionary directory).

¢ [f the Inventory Service object (Inventory Service server name) already exists, the object is
validated and re-created again if it is invalid.

¢ During installation, the Inventory Service object is made a trustee of the NCP server with
Compare and Read rights.

+ Assigns the Inventory Service object as trustee to itself.
¢ The Inventory Service Manager is created as a service.

+ Edits the Registry settings to add the installation path of the Inventory server and the ZEN Web
server.

¢ On the Inventory server, the ZENworks Service Management is created as a service.

¢ [f the Workstation Inventory is reinstalled in the previous installation directory, the
config.propertiesanddirectory.properties files are backed up and re-created.

On Linux Inventory Servers
+ Copies the Workstation Inventory related files through the novell-zenworks-invserver and
novell-zenworks-invrmcommon RPMs.
¢ Creates an inventory user in the inventory and zenworks groups.

¢ Creates a a scan directory (/opt/novell/zenworks/inv/ScanDir) with the
subdirectories, assigns read and execute permissions for all the directories in the path of
ScanDir and creates a samba share with Create rights to this directory for all users.

+ Creates a dictionary directory (/opt/novell/zenworks/inv/server/DictDir),
copies the files of general directory and private dictionary, and grants Read and Write rights to
this for all users.

¢ Creates an Inventory Service object (Inventory Service server name) in eDirectory for each
server on which Inventory server is installed. This object is populated with the following
attributes: zeninvRole (role of the server), zeninvScanFilePath (path to the scandir
directory), zeninvHostServer (DN of the server on which Inventory server is installed) and
zeninvDictionarypath (Path to the dictionary directory).

+ Creates the NCP shares for the ScanDir and DictDir volumes of OES.

¢ Creates the Inventory server as adaemon in /etc/init.d/novell-zdm-inv, and adds it
to be started when the server boots.

On Database Servers

+ Installs the Sybase database on the server you specify.
¢ At server startup time, the database is loaded.

¢ On NetWare, the mgmtdb . db entries are added to the sys: \system\mgmtdbs.ncf file.
On Windows, the mgmtdb . db entries are added to the registry.

¢ Creates two database objects (Inventory database server name and Desktop Management
database _server_name ) for Sybase and configures the properties of the object.
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+ [f the database server is installed in the previous installation directory, the database files are re-
created if they were found invalid or non-existing.

¢ If Sybase is already installed, only the database files are copied.

73.1.5 Starting and Stopping the Inventory Service

The section provides information on:

+ “Starting the Inventory Service on a NetWare Inventory Server” on page 925
+ “Stopping the Inventory Service on a NetWare Inventory Server” on page 925
¢ “Starting the Inventory Service on a Windows Inventory Server” on page 925
+ “Stopping the Inventory Service on a Windows Inventory Server” on page 926
+ “Starting the Inventory Service on a Linux Inventory Server” on page 926

+ “Stopping the Inventory Service on a Linux Inventory Server” on page 927

For more information about the various Inventory services, see Section 74.1, “Understanding the
Inventory Service Manager,” on page 977.

Starting the Inventory Service on a NetWare Inventory Server

Before you start the Inventory service, make sure that the Inventory database is up and running. The
Inventory database is automatically started after the installation.

To start the Inventory service on the NetWare Inventory server, enter startinv at the server
console prompt.

To start an Inventory service, enter startser inventory service name at the server
console prompt. For more information about different Inventory services, see “List of Services” on
page 978.

After starting the Inventory service, make sure that the Inventory services are up and running. To list
all services, enter 1istser * atthe server console prompt. To list an Inventory service, enter
listser inventory service name atthe server console prompt.

If the services are not up and running, check the Server Status log. For more information on the
Server Status log, see Section 78.4, “Viewing the Status of Inventory Components on a Server,” on
page 1185.

Stopping the Inventory Service on a NetWare Inventory Server

To stop an Inventory service, enter stopser Inventory service name atthe server
console prompt.

To stop all the Inventory services, enter stopser * at the server console prompt.

Starting the Inventory Service on a Windows Inventory Server

Before you start the Inventory service, make sure that the Inventory database is up and running. The
Inventory database is automatically started after the installation.

Setting Up Workstation Inventory

925



To start the Inventory services on the Windows 2000/2003 Inventory server:

1 In the Control Panel, double-click Administrative Tools.
2 Double-click Services.

3 Select Novell Inventory Service, then click Start.
To start an Inventoryservice from the console prompt:

1 Gotothe installation directory\inv\server\wminv\bin directory.

2 Atthe prompt, enter startser inventory service name.

After starting the Inventory service, make sure that the Inventory services are up and running. To list
all services, enter Listser “*” atthe server console prompt. To list an Inventory service from
the console prompt:

1 Gotothe installation directory\inv\server\wminv\bin directory.

2 Atthe prompt, enter listser inventory service name.

If the services are not up and running, check the Server Status log. For more information on the
Server Status log, see Section 78.4, “Viewing the Status of Inventory Components on a Server,” on
page 1185.

Stopping the Inventory Service on a Windows Inventory Server
To stop the Inventory services on a Windows 2000/2003 Inventory server:

1 In the Control Panel, double-click Administrative Tools.
2 Double-click Services.

3 Select Novell Inventory Service, then click Stop.
To stop an Inventory service on a Windows Inventory server from the console prompt:
1 Gotothe installation directory\inv\server\wminv\bin directory.
2 Enter stopser inventory service name.
Starting the Inventory Service on a Linux Inventory Server
¢ To start all Inventory services, do any of the following ways:

1. At the Linux server prompt, goto /etc/init.d.
2. Enter . /novell-zdm-inv start.

Or
To start all Inventory services from any directory on Linux, enter

/etc/init.d/novell-zdm-inv start

¢ To start a specific Inventory service:

1. At the Linux server prompt, go to /opt/novell/bin.
2. Enter StartSer Inventory service.
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Stopping the Inventory Service on a Linux Inventory Server
+ To stop all Inventory services, do any of the following ways:

1. At the Linux server prompt, go to /etc/init.d.
2. Enter . /novell-zdm-inv stop.

Or
To stop all Inventory services from any directory on Linux, enter

/etc/init.d/novell-zdm-inv stop
+ To stop a specific Inventory service:
1. At the Linux server prompt, go to /opt/novell/bin.

2. Enter StopSer Inventory service.

73.1.6 Checking the Status of the Workstation Inventory
Components Installed on Linux

The following table lists the Workstation Inventory components installed on Linux whose status you
can check by executing commands at the Linux console prompt.

Table 73-3 Commands to check the status of Workstation Inventory components installed on Linux

Workstation Inventory Component Command To Be Entered At the Linux Console Prompt
Inventory server daemon /etc/init.d/novell-zdm-inv status
Sybase daemon /etc/init.d/novell-zdm-sybase status
Inventory Proxy daemon /etc/init.d/novell-zen-zws status

73.1.7 Changing the Role of the Inventory Server

When you install ZENworks 7 Desktop Management, by default, the role of the Inventory server is
that of a Standalone. By configuring the Inventory Service object, you can assign specific roles to
the Inventory server based on your inventory deployment.

For example, if the deployment plan identifies three servers, such as a Root Server, an Intermediate
Server with Database, and a Leaf Server for inventory deployment, you install Workstation
Inventory on these servers, and choose the role for the server. Later, if you want to make changes in
the inventory deployment, such as attaching the inventoried workstations to the existing Root
Server, you need to change the role of the Inventory Service object from Root Server to Root Server
with Inventoried Workstations. Additionally, depending on the new role, there are some policies you
need to configure.

To change the role for any Inventory server:

1 Plan the change of roles carefully because the changes impact the existing inventory
deployment. Also, consider the disk space requirements and make sure that you have the
required configurations for Inventory.
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2 In ConsoleOne, right-click the Inventory Service object (Inventory Service server name),
click Properties, then click the Inventory Service Object Properties tab.

3 Choose the new role of the Inventory Service object, then click Apply.

4 Bring down the services running on the changed server, follow the actions that you need to
change the role, and then bring up the server.

For detailed information about how to stop and restart the Inventory service, see Section 73.1.5,
“Starting and Stopping the Inventory Service,” on page 925.

The following sections contain information to help you change the role of the Inventory Service
object:

¢ “Changing the Role of the Root Server” on page 928

¢ “Changing the Role of the Root Server with Inventoried Workstations™ on page 929

¢ “Changing the Role of the Intermediate Server” on page 930

¢ “Changing the Role of the Intermediate Server with Database” on page 932

¢ “Changing the Role of the Intermediate Server with Database and Inventoried Workstations”
on page 932

¢ “Changing the Role of the Intermediate Server with Inventoried Workstations” on page 933
¢ “Changing the Role of the Leaf Server” on page 935

¢ “Changing the Role of the Leaf Server with Database” on page 936

¢ “Changing the Role of the Standalone Server” on page 937

Changing the Role of the Root Server

To change the role of the Root Server to a different role, perform the actions specified in the
following table:

Table 73-4 Tasks to be performed to change the role of the Root Server

To change the role of the Root

Server to ... Tasks:
Root Server with Inventoried Perform the following tasks after changing the role:
Workstations
1. Configure the Workstation Inventory Policy so that the
inventoried workstations that you have attached to the Root
Server with Inventoried Workstations are scanned for.
2. Make sure that you enable the Full Scan setting in the
Inventory Service Object property page for the server. This
setting ensures that a complete scan of the inventoried
workstations attached to is done.
Intermediate Server Perform the following tasks:

1. Before changing the role, remove the Database Location
policy associated with the Root Server.

2. After changing the role, configure the Roll-Up policy to specify
the next-destination server for roll-up of information from this
server.

928 Novell ZENworks 7 Desktop Management Administration Guide



To change the role of the Root

Server to ... Tasks:

Intermediate Server with Database Perform the following task:

1. After changing the role, configure the Roll-Up policy to specify
the next-destination server for roll-up of information from this
server.

Intermediate Server with Database Perform the following tasks after changing the role:

and Inventoried Workstations
1. Configure the Workstation Inventory Policy so that the

inventoried workstations that you have attached are scanned
for.

2. Make sure that you enable the Full Scan setting in the
Inventory Service Object property page for the server. This
setting ensures that a complete scan of the inventoried
workstations is done.

3. Configure the Roll-Up policy to specify the next-destination
server for roll-up of information from this server.

Intermediate Server with Perform the following tasks:

Inventoried Workstations
1. Before changing the role, remove the Database Location

policy associated with the Root Server.

2. After changing the role, configure the Workstation Inventory
Policy so that the inventoried workstations that you have
attached are scanned for.

3. After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page for
the server. This setting ensures that a complete scan of the
inventoried workstations is done.

4. After changing the role, configure the Roll-Up policy to specify
the next-destination server for roll-up of information from this
server.

Leaf Server, Leaf Server with Workstation Inventory does not allow you to change the Root

Database, or Standalone Server Server to these servers because these changes affect the complete
inventory system. If you want to assign these roles, you must
uninstall Workstation Inventory, and then reinstall the Workstation
Inventory component.

Changing the Role of the Root Server with Inventoried Workstations

Perform the actions specified in the following table:

Table 73-5 Tasks to be performed to change the role of the Root Server with Inventoried Workstations

To Change the Role of the Root
Server with Inventoried Workstations Tasks:
to ...

Root Server Perform the following task before changing the role:

1. Remove the Workstation Inventory policy associated with the
Root Server with Inventoried Workstations.
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To Change the Role of the Root
Server with Inventoried Workstations Tasks:
to ...

Intermediate Server Perform the following tasks:

1. Before changing the role, remove the Database Location
policy associated with the Root Server with Inventoried
Workstations.

2. Before changing the role, if the Workstation Inventory policy is
associated with the Root Server with Inventoried
Workstations, remove the policy for those inventoried
workstations attached to this server.

3. After changing the role, configure the Roll-Up policy to specify
the next-destination server for roll-up of information from this
server.

Intermediate Server with Database Perform the following tasks:

1. Before changing the role, if the Workstation Inventory policy is
associated with the Root Server with Inventoried
Workstations, remove the policy for those inventoried
workstations attached to this server.

2. After changing the role, configure the Roll-Up policy to specify
the next-destination server for roll-up of information from this
server.

Intermediate Server with Database Perform the following tasks after changing the role:

and Inventoried Workstations
1. Make sure that you enable the Full Scan setting in the

Inventory Service Object property page for the server. This
setting ensures that a complete scan of the inventoried
workstations is done.

2. Configure the Roll-Up policy to specify the next-destination
server for roll-up of information from this server.

Intermediate Server with Perform the following task before changing the role:

Inventoried Workstations
1. Remove the Database Location policy associated with the

Root Server with Inventoried Workstations.

Leaf Server, Leaf Server with Workstation Inventory does not allow you to change the Root

Database, or Standalone server Server to these servers because these changes affect the complete
inventory system. If you want to assign these roles, you must
uninstall Workstation Inventory, and then reinstall the Workstation
Inventory component.

Changing the Role of the Intermediate Server

Perform the actions specified in the following table:
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Table 73-6 Tasks to be performed to change the role of the Intermediate Server

To Change the Role of the Intermediate
Server to ...

Tasks:

Root Server

Root Server with Inventoried
Workstations

Intermediate Server with Database

Intermediate Server with Database
and Inventoried Workstations

Intermediate Server with Inventoried
Workstations

Leaf Server, Leaf Server with
Database, or Standalone server

Perform the following tasks:

1. Before changing the role, remove the Roll-Up policy
associated with the Intermediate Server.

2. After changing the role, configure the Database Location
policy.
3. After changing the role, make sure that you enable the Full

Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks:

1. Before changing the role, remove the Roll-Up policy
associated with the Intermediate Server.

2. After changing the role, configure the Workstation
Inventory Policy for those workstations attached to this
server.

3. After changing the role, configure the Database Location
policy.
4. After changing the role, make sure that you enable the Full

Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks after changing the role:

1. Configure the Database Location policy for the server.

2. Make sure that you enable the Full Scan setting in the
Inventory Service Object property page for the server

Perform the following tasks after changing the role:

1. Configure the Workstation Inventory Policy so that all the
inventoried workstations associated to this Inventory
Service object are scanned for.

2. Configure the Database Location policy.

3. Make sure that you enable the Full Scan setting in the
Inventory Service Object property page for the server.

Perform the following task after changing the role:

1. Configure the Workstation Inventory Policy so that the
inventoried workstations that you have attached are
scanned for.

Workstation Inventory does not allow you to change the
Intermediate Server to these servers because these changes
affect the complete inventory system. If you want to assign
these roles, you must uninstall Workstation Inventory, and then
reinstall the Workstation Inventory component.
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Changing the Role of the Intermediate Server with Database

Perform the actions specified in the following table:

Table 73-7 Tasks to be performed to change the role of the Intermediate Server with Database

To Change the Role of the Intermediate
Server with Database to ...

Tasks:

Root Server

Root Server with Inventoried
Workstations

Intermediate Server

Intermediate Server with Database and
Inventoried Workstations

Intermediate Server with Inventoried
Workstations

Leaf Server, Leaf Server with Database,
or Standalone server

Perform the following task before changing the role:

1. Remove the Roll-Up policy associated with the
Intermediated Server with Database.

Perform the following tasks:

1. Before changing the role, remove the Roll-Up policy
associated with the Intermediated Server with
Database.

2. After changing the role, configure the Workstation
Inventory Policy so that the inventoried workstations that
you have attached are scanned for.

Perform the following task before changing the role:

1. Remove the Database Location policy associated with
the Intermediate Server with Database.

Perform the following task after changing the role:

1. Configure the Workstation Inventory Policy so that the
inventoried workstations attached are scanned for.

Perform the following tasks:

1. Before changing the role, remove the Database
Location policy associated with the Intermediate Server
with Database.

2. After changing the role, configure the Workstation
Inventory Policy so that the inventoried workstations that
you have attached are scanned for.

Workstation Inventory does not allow you to change the
Intermediate Server to these servers because these changes
affect the complete inventory system. If you want to assign
these roles, you must uninstall Workstation Inventory, and
then reinstall the Workstation Inventory component.

Changing the Role of the Intermediate Server with Database and Inventoried

Workstations

Perform the actions specified in the following table:
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Table 73-8 Tasks to be performed to change the role of the Intermediate Server with Database and Inventoried
Workstations

To Change the Role of the Intermediate

Server with Database and Inventoried Tasks:
Workstations to ...
Root Server Perform the following tasks before changing the role:

1. Remove the Roll-Up policy associated with the
Intermediate Server with Database and Inventoried
Workstations.

2. Remove the Workstation Inventory policy associated
with the server so that the inventoried workstations do
not send the scan files to this server.

Root Server with Inventoried Workstations Perform the following task before changing the role:

1. Remove the Roll-Up policy associated with the
Intermediate Server with Database and Inventoried
Workstations.

Intermediate Server Perform the following tasks before changing the role:

1. Remove the Workstation Inventory policy associated
with the lower-level servers that roll up to the
Intermediate Server with Database and Inventoried
Workstations server.

2. Remove the Database Location policy associated with
the Intermediate Server with Database and Inventoried
Workstations.

Intermediate Server with Database Perform the following task before changing the role:

1. Remove the Workstation Inventory policy of the
Intermediate Server with Database.

Intermediate Server with Inventoried Perform the following task before changing the role:

Workstations
1. Remove the Database Location policy associated with

the Intermediate Server with Database and Inventoried
Workstations.

Leaf Server, Leaf Server with Database, or Workstation Inventory does not allow you to change the

Standalone Server Intermediate Server to these servers because these
changes affect the complete inventory system. If you want to
assign these roles, you must uninstall Workstation Inventory,
and then reinstall the Workstation Inventory component.

Changing the Role of the Intermediate Server with Inventoried Workstations

Perform the actions specified in the following table:
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Table 73-9 Tasks to be performed to change the role of the Intermediate Server with Inventoried Workstations

To Change the Role of the Intermediate

Server with Inventoried Workstations to ... Tasks:

Root Server Perform the following tasks:

1. Before changing the role, remove the Roll-Up policy
associated with the Intermediate Server with
Inventoried Workstations.

2. After changing the role, configure the Database
Location policy for the server.

3. After changing the role, make sure that you enable the
Full Scan setting in the Inventory Service Object
property page for the server.

Root Server with Inventoried Workstations Perform the following tasks:

1. Before changing the role, remove the Roll-Up policy
associated with the Intermediate Server with
Inventoried Workstations

2. After changing the role, configure the Workstation
Inventory Policy for those inventoried workstations
attached to the lower-level server that roll up to this
server.

3. After changing the role, configure the Database
Location policy.

4. After changing the role, make sure that you enable the
Full Scan setting in the Inventory Service Object
property page for the server.

Intermediate Server Perform the following task before changing the role:
1. Remove the Workstation Inventory policy.
Intermediate Server with Database Perform the following tasks:

1. Before changing the role, remove the Workstation
Inventory policy associated to the server attached to
this Inventory Service object.

2. After changing the role, configure the Database
Location policy for the server.

3. After changing the role, make sure that you enable the
Full Scan setting in the Inventory Service Object
property page for the server.

Intermediate Server with Database and Perform the following tasks after changing the role:

Inventoried Workstations
1. Configure the Database Location policy for the server.

2. Make sure that you enable the Full Scan setting in the
Inventory Service Object property page for the server.

Leaf Server, Leaf Server with Database, = Workstation Inventory does not allow you to change the

or Standalone Server Intermediate Server to these servers because these changes
affect the complete inventory system. If you want to assign
these roles, you must uninstall Workstation Inventory, and
reinstall the Workstation Inventory component.
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Changing the Role of the Leaf Server

Perform the actions specified in the following table:

Table 73-10 Tasks to be performed to change the role of the Leaf Server

To Change the Role of the Leaf Server

to ...

Tasks:

Root Server

Root Server with Inventoried
Workstations

Intermediate Server

Intermediate Server with Database

Intermediate Server with Database
and Inventoried Workstations

Perform the following tasks:

1.

Before changing the role, remove the Roll-Up policy
associated with the Leaf Server.

Before changing the role, remove the Workstation
Inventory policy associated with the server.

After changing the role, configure the Database Location
policy for the Root Server.

After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks:

1.

Before changing this role, remove the Roll-Up policy
associated with the Leaf Server.

After changing the role, configure the Database Location
policy.
After changing the role, make sure that you enable the Full

Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks:

1.

Before changing the role, remove the Workstation
Inventory policy for those inventoried workstations
associated with the server or reconfigure.

Perform the following tasks:

1.

Before changing the role, remove the Workstation
Inventory policy for those inventoried workstations
associated with the server or reconfigure the policies to
send the scans to another Inventory server.

. After changing the role, configure the Database Location

policy for the server.

After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks after changing the role:

1.

Configure the Database Location policy for the server.

2. Make sure that you enable the Full Scan setting in the

Inventory Service Object property page for the server.
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To Change the Role of the Leaf Server
to ...

Tasks:

Intermediate Server with Inventoried
Workstations

Leaf Server with Database

Standalone Server

This change of role does not require any specific policy
modifications.

Perform the following tasks after changing the role:

1.

Configure the Database Location policy for the server.

2. Make sure that you enable the Full Scan setting in the

Inventory Service Object property page for the server.

Perform the following tasks:

1.

Before changing the role, remove the Roll-Up policy
associated with the Leaf Server.

After changing the role, configure the Database Location
policy for the server.

Changing the Role of the Leaf Server with Database

Perform the actions specified in the following table:

Table 73-11 Tasks to be performed to change the role of the Leaf Server with Database

To Change the Role of the Leaf Server with

Database to ...

Tasks:

Root Server

Root Server with Inventoried Workstations

Intermediate Server

Perform the following tasks:

1. Before changing the role, remove the Workstation
Inventory policy associated with the Leaf Server with
Database.

2. Before changing the role, remove the Roll-Up policy
associated with Leaf Server with Database.

3. After changing the role, make sure that you enable
the Full Scan setting in the Inventory Service Object
property page for the server.

Perform the following tasks:

1. Before changing the role, remove the Roll-Up policy
associated with the Leaf Server with Database.

2. After changing the role, make sure that you enable
the Full Scan setting in the Inventory Service Object
property page for the server.

Perform the following task:

1. Before changing the role, remove the Workstation
Inventory policy and the Database Location policy
associated with the Leaf Server with Database.
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To Change the Role of the Leaf Server with

Database to ... Tasks:

Intermediate Server with Database Perform the following tasks:

1. Before changing the role, remove the Workstation
Inventory policy associated with the Leaf Server with
Database.

2. After changing the role, make sure that you enable
the Full Scan setting in the Inventory Service Object
property page for the server.

Intermediate Server with Database and Perform the following task after changing the role:

Inventoried Workstations
1. After changing the role, make sure that you enable

the Full Scan setting in the Inventory Service Object
property page for the server.

Intermediate Server with Inventoried Perform the following task before changing the role:
Workstations
1. Remove the Database Location policy associated
with the Leaf Server with Database.
Leaf Server Perform the following task before changing the role:

1. Remove the Database Location policy associated
with the Leaf Server with Database.

Standalone Server Perform the following task before changing the role:

1. Remove the Roll-Up policy.

Changing the Role of the Standalone Server

Perform the actions specified in the following table:

Table 73-12 Tasks to be performed to change the role of the Standalone Server

To Change the Role of the Standalone

Server to ... Tasks:
Root Server Perform the following tasks:
1. Before changing the role, remove the Workstation
Inventory policy associated with the Standalone Server.
2. After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page
for the server.
Root Server with Inventoried Perform the following task after changing the role:
Workstations

1. After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page
for the server.
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To Change the Role of the Standalone
Server to ...

Tasks:

Intermediate Server

Intermediate Server with Database

Intermediate Server with Database
and Inventoried Workstations

Intermediate Server with Inventoried
Workstations

Leaf Server

Leaf Server with Database

Perform the following tasks:

1. Before changing the role, remove the Workstation
Inventory policy and the Database Location policy
associated with the Standalone Server.

2. After changing the role, configure the Roll-Up policy.

3. After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks:

1. Before changing the role, remove the Workstation
Inventory policy associated with the Standalone Server.

2. After changing the role, configure the Roll-Up policy to
specify the next-destination server for roll-up of information
from the Intermediate Server with Database.

3. After changing the role, make sure that you enable the Full
Scan setting in the Inventory Service Object property page
for the server.

Perform the following tasks after changing the role:

1. Configure the Roll-Up policy to specify the next-destination
server for roll-up of information from the Intermediate
Server with Database and Inventoried Workstations.

2. Make sure that you enable the Full Scan setting in the
Inventory Service Object property page for the server
Perform the following tasks:
1. Before changing the role, remove the Database Location
policy associated with the Standalone Server.

2. After changing the role, configure the Roll-Up policy to
specify the next-destination server for roll-up of information
from the Intermediate Server with Workstations.

Perform the following tasks:

1. Before changing the role, remove the Database Location
policy associated with the Standalone Server.

2. After changing the role, configure the Roll-Up policy to
specify the next-destination server for roll-up of information
from the Leaf Server.

Perform the following task after changing the role:

1. Configure the Roll-Up policy to specify the next-destination
server for roll-up of information from the Leaf Server with
Database.
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73.2 Setting Up the Inventory Database

This section provides information on the following topics:

¢ Section 73.2.1, “Setting Up the Sybase Inventory Database,” on page 939

¢ Section 73.2.2, “Setting Up the Oracle Inventory Database,” on page 945

¢ Section 73.2.3, “Setting Up the MS SQL Server 2000 or MS SQL Server 2005 Inventory
Database,” on page 956

If you want to replace the Inventory database, always stop the Inventory services before replacing
the database. Replace the database and restart the Inventory services. For more information, see
Section 73.1.5, “Starting and Stopping the Inventory Service,” on page 925.

73.2.1 Setting Up the Sybase Inventory Database

This section provides information on the following topics:
¢ “Adding Non-English Enumerated Values for Inventory Attributes into the Inventory
Database” on page 939
¢ “Manually Creating the Sybase Inventory Database Object” on page 940

¢ “Organizing the Sybase Database Spaces on NetWare, Windows, or Linux Servers
(AlterDBSpace Tool)” on page 941

¢ “Understanding the Sybase Database Startup Parameters” on page 943
+ “Backing Up the Sybase Inventory Database” on page 943

Adding Non-English Enumerated Values for Inventory Attributes into the Inventory
Database

You need to add the non-English enumerated values so the Inventory report can display the enum
value for the inventory attributes in internationalized versions. The non-English enum values must
be available in English version of the product so that the rolled-up inventory information from non-
English sites can be properly captured at the high-level servers where only English versions are
installed.

For more information about the list of attributes that contains enumerated values, see Appendix P,
“Enumeration Values,” on page 1243.

To add the non-English enum values:
1 Specify the JDBC connection settings in the connection.prop to connect to the Sybase
database. The file is located in the following directory:

¢ On NetWare or Windows: zenworks directory\inv\server\wminv\
properties

¢ On Linux: /etc/opt/novell/zenworks/inv
You can do this by copying the template property settings for Sybase specified in the comments

section in the connection.prop file. Specify the IP address, port number, and Database
SID in the JDBC URL string that matches your Sybase server configuration.

2 At the server prompt, enter AddEnums
directory name containing connection.prop
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On the Inventory server, run the above command from the following directory:
¢ On NetWare or Windows: zenworks directory\inv\server\wminv\bin
¢ On Linux: /opt/novell/bin

After executing the command, the a message indicating that the non-English enums have been
successfully inserted is displayed on the console prompt.

Manually Creating the Sybase Inventory Database Object
1 In ConsoleOne, right-click in the eDirectory tree where you want to create the database object,
click New, click Object, click ZENworks Database, then click OK.
2 Enter a name for the database object, then click OK.
3 Configure the Database server options of the Database object.

3a In ConsoleOne, right-click the database object, click Properties, then click the ZENworks
Database tab.

3b Select the database server object using any of the following methods:

¢ If eDirectory is installed on the database server, in the Server DN field, browse for
and select the Server object for the server where the database is physically installed
and running.

The server’s IP address is automatically populated to the Server IP Address or DNS
Name drop-down list. If the selected server object has more than one IP address,
select the appropriate IP address.

To clear the value set in the Server DN field, type the IP address of another database
server or browse and select another server object.

¢ IfeDirectory is not installed on the database server, enter the server’s IP address or
the DNS name in the Server IP Address or DNS Name field.

3¢ Type the values for the following options:
¢ Database (Read-Write) User Name: MW DBA
+ Database (Read-Write) Password: novell
¢ Database (Read Only) User Name: MW READER
+ Database (Read Only) Password: novell
+ Database (Write Only) User Name: MW UPDATER
¢ Database (Write Only) Password: novell

IMPORTANT: All Inventory components use the username and password the configured
in the database object. By default, “novell” is the password for all options. But you can
change it in the database, and update the same here.

3d Click Apply.
3e To configure the JDBC Driver properties, click the JDBC Driver Information tab.
3f Select Sybase, then click Default Settings.

This populates the fields with default JDBC driver information.

The database settings for Sybase are:

¢ Driver: com.sybase.jdbc.SybDriver
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¢ Protocol: jdbc:

¢ SubProtocol: sybase:

¢ SubName: 7ds:

¢ Port: 2638

¢ Flags: ?ServiceName=mgmtdb&JCONNECT VERSION=4

+ Database Service Name: the database name specified against the -n Sybase startup
parameter while invoking Sybase.

By default, the value of the —n switch is the IP address of the database server. If you
retain this switch value, you must enter the same IP address as the database service
name.

3g Click Apply, then click Close.

Organizing the Sybase Database Spaces on NetWare, Windows, or Linux Servers
(AlterDBSpace Tool)

If there are more volumes or drives on the multiple physical disks of the database server, placing the
Sybase database spaces files on separate volumes or drives improves the performance while
accessing the database.

If you install the Sybase database component of ZENworks 7 Desktop Management, the system
database file and the database spaces files are installed in the location on the database server you
specify. On loading the Inventory database server, the system database file (mgmtdb . db) is loaded.
this mgmtdb . db file references the inventory information in the database spaces files. the database
spaces files (mgmtdbl.db, mgmtdb2.db, mgmtdb3.db, mgmtdb4.db,
mgmtdb5.db, mgmtdb6.db, mgmtdb7.db, mgmtdb8.db, mgmtdb9.db,
mgmtdb10.db, and mgmtdbl1.db) contain the inventory information.

The alterdb.props file is installed on the database server in the following location:

¢ On Windows: inventory server installation directory\wminv\
properties

¢ On Linux: /etc/opt/novell/zenworks/inv

You can modify the sections in the file to specify the location of the database spaces on the volumes
or drives.

The contents of the alterdb.props file are as follows:

#Database Space Properties
count=11
mgmtdbl=Iocation of mgmtdbl
mgmtdb2=Iocation of mgmtdbZ2
mgmtdb3=Iocation of mgmtdb3
mgmtdb4=Iocation of mgmtdb4
mgmtdb5=Iocation of mgmtdbb
mgmtdb6=Iocation of mgmtdbé6
mgmtdb7=I1ocation of mgmtdb7
mgmtdb8=Iocation of mgmtdbé8
mgmtdb9=Iocation of mgmtdb9
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mgmtdblO=Ilocation of mgmtdbl0
mgmtdbll=Ilocation of mgmtdbll

To organize the database spaces:

1 Stop the Inventory database.
2 Stop the Inventory Service Manager that is running on the Inventory server.
3 Manually move the database spaces files on the Inventory server.
Arrange the database space files in the following way for better performance:

¢+ mgmtdbl and mgmtdb?2 in the same location

¢+ mgmtdb3 and mgmtdb6 in the same location

¢+ mgmtdb5 and mgmtdb7 in the same location

¢+ mgmtdb8 and mgmtdb4 in the same location

¢ mgmtdb9 and mgmtdb10 in the same location

¢ mgmtdbll in a location

IMPORTANT: If you want to move mgmtdb . db to another directory or volume on a netware
server, update the sys: \system\mgmtdbs.ncf file with the new location of the
mgmtdb.db.

If you want to move mgmtdb . db to another directory or volume on a Windows server, run the
ntdbconfig.exe located in the zenworks\database\dbengine directory. In the
NTDBCONFIG dialog box, enter the new path of mgmtdb . db.

4 Modify the location of the eleven database space files in the alterdb.props file.
For example,
¢ On NetWare, enter mgmtdb3=5YS: \ \ZENWORKS\ \INV\ \DB
+ On Windows, enter mgmtdb3=C: \ \ZENWORKS\ \INV\ \DB
¢ On Linux, enter mgmtdb3=/opt/sybase/zenworks/inv/db
5 Load the database.
¢ On NetWare, enter mgmtdbs.
+ On Windows, run the database service.
¢ On Linux, enter /etc/init.d/novell-zdm-sybase start.

Ignore the error messages displayed on the console. These messages are displayed because the
database spaces files are not loaded.

Make sure that the Database Location policy has been configured.
Start the Inventory Service Manager. For more information, see “List of Services” on page 978.

Stop the Storer service. For more information, see “List of Services” on page 978.

© 0 N O

On the Inventory server console, run the AlterDBSpace service by entering the following
command at the server prompt:

¢ On NetWare or Windows: Enter StartSer AlterDBSpace.
¢ On Linux: Go to /opt/novell/bin, then enter StartSer AlterDBSpace.
On the Inventory server, the AlterDBSpace tool runs as a service.

You will see a message that the database is adjusted.
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Stop the Inventory Service Manager.
Exit the database and then load the database.

Make sure that while loading the database there are no errors. Errors indicate that the specified
location of the database space files is incorrect or does not exist. Make sure that the path of the
database spaces is correct in the alterdb.props file and repeat the procedure to organize
the database spaces.

IMPORTANT: If you place the database spaces in different volumes or drives, the log file
should be placed in the same volume or drive as the System database file (mgmtdb . db).

Understanding the Sybase Database Startup Parameters

The startup parameters of the Sybase database are as follows:

*

-c: Sets the initial memory reserves for caching database pages and other server information.
For example, -¢ 32M reserves 32 MB cache size.

-ge: Sets the maximum length of time in minutes that the database server runs without doing a
checkpoint on each database. The default value is 60 minutes. For example, -gc 120 sets the
checkpoint time as 120 minutes.

-gn: Sets the number of execution threads to be used in the database server.

-m: Deletes the transaction log when a checkpoint is done, either at shutdown or as a result of a
checkpoint scheduled by the server.

-n: Specifies the host name of the database server. For example, -n IP_address.

-ti: Disconnects the connections that have not submitted a request for a certain number of
minutes. The default is 240 (4 hours). A client machine in the middle of the database
transaction locks until the transaction ends or the connection terminates. The -ti option is
provided to disconnect inactive connections and to free their locks. For example, specify -ti
400.

-x: Specifies a communication link. For example, -x tcpip indicates a TCP/IP link.

-ct: Enables character set translation by converting strings between character sets that represent
the same characters but at different values. This is useful when the client machine and the
database use different character sets.

-gss: Sets the stack size per internal execution thread in the server.

database_installation_path: Specifies the installation path of the Inventory database. For
example, c: \zenworks\inv\db\mgmtdb.db.

Backing Up the Sybase Inventory Database

Workstation Inventory provides a utility, Database Backup, to back up the Sybase Inventory
database from the server. We recommend that you back up the database on a weekly basis. However,
if you are tracking the inventory of workstations frequently, increase the frequency of backup.

You can back up the database files and the transaction log to the location relative to the SCANDIR
path.

You can run Database Backup either from the server console or ConsoleOne.
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This section provides information on the following topics:

¢ “Running Database Backup from the Server Console” on page 944
¢ “Running Database Backup from ConsoleOne” on page 944

+ “Restoring the Inventory Database” on page 945

Running Database Backup from the Server Console
Before running Database Backup from the server console, fulfill the following prerequisites:

O You can run Database Backup only on an Inventory server to which you have associated a
database server. If you deployed more than one database server, you must run Database Backup
for each database server.

O Ensure that the database you have to back up is configured in the Database Location policy. For
more information on how to access the Database Location policy, see Section 73.5,
“Configuring the Database Location Policy,” on page 968.

O The backup files are relative to the SCANDIR path. For example, if the SCANDIR path is
sys:\zenworks\inv\scandir, the database will be backed up in
sys:\zenworks\inv\scandir\Backup directory by default. To backup in another
directory, in the [DBBackup Service] section of the server property file, you must modify the
location of the backup destination in the ARGUMENTS parameter. For example, if the value of
the ARGUMENTS parameter is changed to ""Backup\\day1"", the database will be
backed up in sys:\zenworks\inv\scandir\backup\dayl.

NOTE: If the directory path is multi-level, enclose the value for ARGUMENTS in two double
quotes and use \\ instead of \ as path separator.

You must modify the server property file located on the server on which you are running
Database Backup. Modify the server property file corresponding to the role of the server. For
example, if you are running Database Backup on the Leaf Server with Database, modify the
server property file, leaf db wks.properties.

IMPORTANT: When the properties file is modified, stop and start the inventory service for
the modified property file to be loaded.

O Ensure that the Service Manager is loaded when you run Database Backup.
To run Database Backup from the server console:

1 At the Inventory server console, enter StartSer DBBACKUP

2 View the status of the backup in the backup log file. The database will be copied to
zenworks installation path\zenworks\inv\scandir\
directory you specify.

Database Backup creates a log file, bacstatus. txt, located in the
zenworks\inv\scandir directory on NetWare and Windows 2000 servers. The log records the
status of the backup operation. Open this text file to view the status of the backup. This file increases
in size for every backup operation. Remove the existing contents of the file if you do not require the
details.

Running Database Backup from ConsoleOne

1 In ConsoleOne, click Tools, click ZENworks Inventory, then click Database Backup.
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If you want to back up the latest information in the Inventory database, right-click the database
object, click ZENworks Inventory, then click Database Backup.

2 Enter the path to the directory where the database backup will be saved

WARNING: Do not use double-byte characters in the directory name. If you do so, Sybase
interprets the double-byte characters as a different name, and backs up the database in the
directory with the interpreted name.

If the Inventory database is running on a NetWare server, you can either enter the path or click
Browse to browse for and select a directory. If you enter the database backup directory name
without specifying the complete path, the backup directory will be created in the sys:
directory.

If the Inventory database is running on a Windows or Linux machine, you must manually enter
the backup directory path. If you enter the database backup directory name without specifying
the complete path, the backup directory is created in the \winnt\system32 directory on
Windows, and in the root directory on Linux.

NOTE: If you want to back up the database to a non-existent directory, only one level of the
new directory will be created. To back up the database to a subdirectory, ensure that the
primary directory already exists. For example, if you want to back up the database to a new
c:\backup directory, the \backup directory will be created and the database will be
backed up. But if you want to back up the database to a new \database directory, located
under c: \backup, the \backup directory must already exist.

3 Click Start Backup.
This backs up the database to the specified directory on the server running the database and

overwrites any existing files without prompting about the overwrite.

Database Backup creates a log file, Backupst. txt, located in the

ConsoleOne installation directory\1l.2\bin directory. The log records the status
of the backup operation. Open this text file to view the status of the backup. This file increases in
size for every backup operation. Remove the existing contents of the file if you do not require the
details.

Restoring the Inventory Database

1 If the Inventory database server is up, stop the Storer service. At the database server console,
enter StopSer Storer.
2 Exit the Sybase database.

+ On NetWare servers: At the database server prompt, enter g to stop the Sybase database.

+ On Windows 2000: In the Windows Control Panel, double-click Administrative Tools,
double-click Services, select Novell Database - Sybase, then click Stop.

3 Copy the backup files, overwriting the working database files.

4 Restart the database server.

73.2.2 Setting Up the Oracle Inventory Database

The following sections explain how to set up the Inventory database for Oracle9i and Oracle10g:.

¢ “Creating the Oracle9i Inventory Database on a Windows Server” on page 946
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“Creating the Oracle9i Inventory Database on a UNIX Server” on page 948
“Creating the Oracle10g Inventory Database on a Windows Server” on page 950
“Creating the Oracle10g Inventory Database on a UNIX Server” on page 952
“Manually Creating the Oracle Inventory Database Object” on page 954

“Configuring and Running Multiple Oracle Database Instances on a Windows Server” on
page 955

IMPORTANT: In this setup, the Inventory database is not mounted with any other version or
instances of Oracle databases.

Creating the Oracle9i Inventory Database on a Windows Server

Make sure that the following prerequisites are met:

a
Q

Oracle 9.2.0.6 must be installed on the server before configuring the Inventory database.

To maintain the Inventory database on Oracle, Workstation Inventory requires that you have a
minimum of 25 user licenses.

You must manually create the Inventory database for Oracle on Windows servers by following the
procedure below:

1

Create a directory c: \schema and copy all the files in the following directories from the
ZENworks 7 Companion 2 CD to the schema directory:

database\oracle9i\common
database\oracle9i\winntspecific

By default, create.sql,init.ora, start.sqgl are Read-only files. Make the files
writable.

Create the
user specified path\zenworks\inventory\oracle\database\trace
directory structure.

4 Inc:\schema\ create.sql,replace all instances of d: with user_specified_path.

10
1"

In c:\schema\init.ora, replace all instances of d: with user specified path.
In c:\schema\ start.sql,replace all instances of d: with user_specified_path.
If d: is not found, check and correct the path of init.ora in the database directory.

Copy c:\schema\init.ora to
user specified path\zenworks\inventory\oracle\ database.

Copy c:\schema\ start.sql touser specified path\zenworks.

Make sure that Oracle services are loaded correctly and the database is not mounted.

At the command prompt, enter sglplus /nolog to load the Oracle server manager.

At the Oracle Server Manager prompt (sqlplus prompt), enter @c:\schema\schema.sql.

Review the c: \schema\inv. log file to make sure that the database has been created
successfully. If the database has not been successfully created, inv.1og contains the
following error messages: Oracle not available, Out of space,
Compilation error.
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12 Add non-English enumerated (enum) values for certain Inventory attributes into the Inventory

13

14
15
16

17

database.

IMPORTANT: You must perform this step on the English version of the product also.

You need to add the non-English enumerated values so the Inventory ConsoleOne utilities such
as Inventory Report can display the enum value for the inventory attributes in internationalized
versions. The non-English enum values must be available in English version of the product so
that the rolled-up inventory information from non-English sites can be properly captured at the
high-level servers where only English versions are installed.

For more information about the list of attributes that contains enumerated values, see
Appendix P, “Enumeration Values,” on page 1243.

To add the non-English enum values:

12a Specify the JDBC connection settings in the
zenworks directory\inv\server\wminv\properties\
connection.prop file to connect to the Oracle database.

You can do this by copying the template property settings for Oracle specified in the
comments section in the connection.prop file. Specify the IP address, port number,

and Database SID in the JDBC URL string that matches your Oracle server configuration.

12b At the server prompt, enter AddEnums
directory name containing connection.prop

If your Inventory server is running on a Windows machine, run the above command from
zenworks directory\inv\server\wminv\bin.

12c Execute the following SQL statement at the sqlplus prompt to make sure that the localized
enumerated values are added correctly:

¢ To display the enumerated values in French: connect mw dba/password and
SELECT * FROM cim.ostype fr

¢ To display the enumerated values in Spanish: connect mw_dba/password and
SELECT * FROM cim.ostype es;

¢ To display the enumerated values in German: connect mw_dba/passwordand
SELECT * FROM cim.ostype de;

¢ To display the enumerated values in Brazilian-Portuguese: connect mw_dba/
passwordand SELECT * FROM cim.ostype pt BR;

At the sqlplus prompt, enter @c:\schemal\schemal.sqgl.

Review the c: \schema\inv1.1og file to make sure that the database has been created
successfully. If the database has not been successfully created, inv1 . 1log contains the
following error messages: Oracle not available, Out of space,
Compilation error.

At the sqlplus prompt, enter connect / as sysdba to login as DBA.
At the sqlplus prompt, enter shutdown immediate.

At the sqlplus prompt, enter @path\zenworks\ start.sqgl to start the Inventory
database.

Continue with “Manually Creating the Oracle Inventory Database Object” on page 954.
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Creating the Oracle9i Inventory Database on a UNIX Server

Make sure that the following prerequisites are met:

a

a
a
a

Oracle 9.2.0.6 must be installed must be installed on Linux or Solaris versions supported by
Oracle9i.

Hard disk free space: 4 GB or above.
Primary memory: 1 GB or above.

To maintain the Inventory database on Oracle, Workstation Inventory requires that you have a
minimum of 25 user licenses.

You must manually create the Inventory database for Oracle on UNIX servers by following the
procedure below:

1
2

10

1
12
13
14

15

Log in as an Oracle user.

Create a /schema directory in the Oracle installation directory (by default, Oracle is installed
in the /opt/oracle directory), and copy all the files in the following directories from the
ZENworks 7 Companion 2 CD to the schema directory:

database\oracle9i\common

databasel\oracle9i\unixspecific

By default, create.sql, init.ora, start.sql are Read-only files. Make the files
writable.

Create the user specified directory path/zenworks/inventory/oracle/
database/trace directory structure in /opt/oracle.

In schema/init.ora, replace all instances of SHOME with user_specified directory path.

In schema/ start.sql, replace all instances of SHOME with
user_specified_directory path.

In schema/ create.sql, replace all instances of SHOME with
user_specified_directory path.

In schema/schema. sql, replace all instances of SHOME with the schema directory
created in Step 2.

In schema/schemal . sql, replace all instances of SHOME with the schema directory
created in Step 2.

Copy schema/init.orato user specified directory path/zenworks/
inventory/oracle/database.

Copy schema/ start.sql to user_specified directory_path.
Make sure the Oracle services are up and running and no database is mounted.
At the command prompt, enter sgqlplus /nolog to load the Oracle Server Manager.

At the Oracle Server Manager prompt, enter @ SHOME / schema/schema . sgl, where
$HOME is the schema directory created in Step 2.

Review the schema/inv. log file to make sure that the database has been created
successfully. If the database has not been successfully created, inv. 1og will contain the
following error messages: Oracle not available, Out of space,
Compilation error.
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16 Add non-English enumerated (enum) values for certain Inventory attributes into the Inventory
database.

IMPORTANT: You must perform this step on the English version of the product also.

You need to add the non-English enumerated values so the Inventory ConsoleOne utilities such
as Inventory Report can display the enum value for the inventory attributes in internationalized
versions. The non-English enum values must be available in English version of the product so
that the rolled-up inventory information from non-English sites can be properly captured at the
high-level servers where only English versions are installed.

To add the non-English enum values:

16a On the Inventory Server machine, Specify the JDBC connection settings in the
zenworks directory\inv\server\wminv\properties\
connection.prop file to connect to the Oracle database.

On a Linux Inventory Server machine, Specify the JDBC connection settings in the /
etc/opt/novell/zenworks/inv/Connection.prop file to connect to the
Oracle database.

You can do this by copying the template property settings for Oracle specified in the
comments section in the connection. prop file. Specify the IP address, port number,
and Database SID in the JDBC URL string that matches your Oracle server configuration.

16b At the server prompt, enter AddEnums
directory name containing connection.prop.

If your Inventory server is running on a Windows machine, run the above command from
zenworks directory\inv\server\wminv\bin.

If your Inventory server is running on a Linux machine, run the above command from /
opt/novell/bin

16c Execute the following SQL statement at the sqlplus prompt to make sure that the localized
enumerated values are added correctly:

¢ To display the enumerated values in French: connect mw_dba/password and
SELECT * FROM cim.ostype fr

¢ To display the enumerated values in Spanish: connect mw_dba/passwordand
SELECT * FROM cim.ostype es;

¢ To display the enumerated values in German: connect mw_dba/password and
SELECT * FROM cim.ostype de;

¢ To display the enumerated values in Brazilian-Portuguese: connect mw_dba/
password and SELECT * FROM cim.ostype pt BR;

¢ To display the enumerated values in Japanese: connect mw_dba/passwordand
SELECT * FROM cim.ostype ja;

17 At the sqlplus prompt, enter @SHOME /schema/schemal.sqgl, where SHOME is schema
directory created in Step 2.

Review the schema/inv1 . log file to make sure that the database has been created
successfully. If the database has not been successfully created, inv1.1log contains the
following error messages: Oracle not available, Out of space,
Compilation error.

18 At the sqlplus prompt, enter connect / as sysdba to login as DBA.
19 At the sqlplus prompt, enter shutdown immediate.
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20

At the Oracle Server Manager prompt, enter Quser specified directory path/
zenworks/ start.sql to start the Inventory database.

Creating the Oracle10g Inventory Database on a Windows Server

Make sure that the following prerequisites are met:

a

a

Oracle10g R1 or Oracle10g R2 must be installed on the server before configuring the Inventory
database.

To maintain the Inventory database on Oracle, Server Inventory requires that you have a
minimum of 25 user licenses.

You must manually create the Inventory database for Oracle on Windows servers by following the
procedure below:

1
2

Create a directory c: \schema.
(Conditional) To create the Oracle10g R1 Inventory database, copy all the files in the following
directories from the ZENworks 7 Companion 2 CD to the c: \ schema directory:

database\oraclelOgR1\common

databasel\oraclelOgRl\winntspecific

(Conditional) To create the Oracle10g R2 Inventory database, copy all the files in the following
directories from the ZENworks 7 Companion 2 CD to the c: \ schema directory:

database\oraclelOgR2\common
database\oraclelOgR2\winntspecific

By default, create.sqgl, init.ora, start.sqgl are Read-only files. Make the files
writable.

Create the user specified path\zenworks\inventory\oracle\database\
trace directory structure.

6 Inc:\schema\ create.sql,replace all instances of d: with user_specified_path.

10
1"
12
13

14

In c:\schema\init.ora, replace all instances of d: with user specified path.
Inc:\schema\ start.sql, replace all instances of d: with user_specified path.
If d: is not found, check and correct the path of init.ora in the database directory.

Copy c:\schema\init.ora to
user specified path\zenworks\inventory\oracle\database.

Copy c:\schema\ start.sqglto user specified path\zenworks.

Make sure that Oracle services are loaded correctly and the database is not mounted.

At the command prompt, enter sqlplus /nolog to load the Oracle server manager.

At the Oracle Server Manager prompt (sqlplus prompt), enter @c:\schema\schema.sql.

Review the c: \schema\inv. log file to make sure that the database has been created
successfully. If the database has not been successfully created, inv.log contains the
following error messages: Oracle not available, Out of space,
Compilation error.

Add non-English enumerated (enum) values for certain Inventory attributes into the Inventory
database.
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16
17
18

19

IMPORTANT: You must perform this step on the English version of the product also.

You need to add the non-English enumerated values so the Inventory ConsoleOne utilities such
as Inventory Report can display the enum value for the inventory attributes in internationalized
versions. The non-English enum values must be available in English version of the product so
that the rolled-up inventory information from non-English sites can be properly captured at the
high-level servers where only English versions are installed.

For more information about the list of attributes that contains enumerated values, see
Appendix P, “Enumeration Values,” on page 1243 .

To add the non-English enum values:

14a On the Inventory Server machine, Specify the JDBC connection settings in the
connection.prop file to connect to the Oracle database. The file is located in
zenworks directory\inv\server\wminv\properties\on Windows and in
/etc/opt/novell/zenworks/inv on Linux.

You can do this by copying the template property settings for Oracle specified in the
comments section in the connection.prop file. Specify the IP address, port number,
and Database SID in the JDBC URL string that matches your Oracle server configuration.

14b If your inventory server is running on a Windows machine, at the server prompt change to
zenworks directory\inv\server\wminv\bin and enter AddEnums
zenworks directory\inv\server\wminv\properties.

If your Inventory server is running on a Linux machine, at the server prompt change to /
opt/novell/bin/ andenter AddEnums /etc/opt/novell/zenworks/inv.

14c¢ Execute the following SQL statement at the sqlplus prompt to make sure that the localized
enumerated values are added correctly:

¢ To display the enumerated values in French: connect mw_dba/password and
SELECT * FROM cim.ostype fr

¢ To display the enumerated values in Spanish: connect mw_dba/password and
SELECT * FROM cim.ostype es;

¢ To display the enumerated values in German: connect mw_dba/passwordand
SELECT * FROM cim.ostype de;

¢ To display the enumerated values in Brazilian-Portuguese: connect mw_dba/
passwordand SELECT * FROM cim.ostype pt BR;

At the sqlplus prompt, enter @c:\schema\schemal.sqgl.

Review the c: \schema\invl . log file to make sure that the database has been created
successfully. If the database has not been successfully created, invl.log contains the
following error messages: Oracle not available, Out of space,
Compilation error.

At the sqlplus prompt, enter connect / as sysdba to login as DBA.
At the sqlplus prompt, enter shutdown immediate;.

At the sqlplus prompt, enter @Qpath\zenworks\ start.sqgl to start the Inventory
database.

Continue with “Manually Creating the Oracle Inventory Database Object” on page 954.
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Creating the Oracle10g Inventory Database on a UNIX Server

NOTE: Information about Oracle 10g R2 is applicable only for ZENworks 7 with Support Pack 1

Make sure that the following prerequisites are met:

Q

a
a
a

Oracle10g R1 must be installed must be installed on Linux or Solaris versions supported by
Oraclel0g.

Hard disk free space: 4 GB or above.
Primary memory: 1 GB or above.

To maintain the Inventory database on Oracle, Workstation Inventory requires that you have a
minimum of 25 user licenses.

You must manually create the Inventory database for Oracle on UNIX servers by following the
procedure below:

1
2

Log in as an Oracle user.

Create a / schema directory in the Oracle installation directory (by default, Oracle is installed
in the /opt/oracle directory).

(Conditional) To create the Oracle10g R1 Inventory database, copy all the files in the following
directories from the ZENworks 7 Companion 2 CD to the schema directory:

Database\OraclelOgR1\Common

Database\OraclelOgRl1\unixSpecific

(Conditional) To create the Oracle10g R2 Inventory database, copy all the files in the following
directories from the ZENworks 7 Companion 2 CD to the schema directory:

Database\OraclelOgR2\Common
Database\OraclelOgR2\unixSpecific

By default, create.sql,init.ora, start.sqgl are Read-only files. Make the files
writable.

Create the user specified directory path/zenworks/inventory/oracle/
database/trace directory structure in /opt/oracle.

7 Inschema/init.ora, replace all instances of SHOME with user_specified directory_path.

8 In schema/ start.sql,replace all instances of SHOME with

10

1"

12

13
14

user_specified_directory path.

In schema/ create.sql, replace all instances of SHOME with
user_specified_directory path.

In schema/schema.sqgl, replace all instances of SHOME with the schema directory
created in Step 2.

In schema/schemal. sql, replace all instances of SHOME with the schema directory
created in Step 2.

Copy schema/init.ora to user specified directory path/zenworks/
inventory/oracle/database.

Copy schema/ start.sql touser_specified_directory path.

Make sure the Oracle services are up and running and no database is mounted.
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15
16

17

18

19

At the command prompt, enter sqlplus /nolog to load the Oracle Server Manager.

At the Oracle Server Manager prompt, enter @ SHOME / schema/schema . sql, where
$HOME is the schema directory created in Step 2.

Review the schema/inv. 1og file to make sure that the database has been created
successfully. If the database has not been successfully created, inv.1log contains the
following error messages: Oracle not available, Out of space,
Compilation error.

Add non-English enumerated (enum) values for certain Inventory attributes into the Inventory
database.

IMPORTANT: You must perform this step on the English version of the product also.

You need to add the non-English enumerated values so the Inventory ConsoleOne utilities such
as Inventory Report can display the enum value for the inventory attributes in internationalized
versions. The non-English enum values must be available in English version of the product so
that the rolled-up inventory information from non-English sites can be properly captured at the
high-level servers where only English versions are installed.

To add the non-English enum values:

18a On the Inventory Server machine, Specify the JDBC connection settings in the
connection.prop file to connect to the Oracle database. The file is located in
zenworks directory\inv\server\wminv\properties\on Windows and in
/etc/opt/novell/zenworks/inv on Linux.

You can do this by copying the template property settings for Oracle specified in the
comments section in the connection.prop file. Specify the IP address, port number,
and Database SID in the JDBC URL string that matches your Oracle server configuration.

18b If your inventory server is running on a Windows machine, at the server prompt change to
zenworks directory\inv\server\wminv\bin and enter AddEnums
zenworks directory\inv\server\wminv\properties.

If your Inventory server is running on a Linux machine, at the server prompt change to /
opt/novell/bin/ andenter AddEnums /etc/opt/novell/zenworks/inv.

18c Execute the following SQL statement at the sqlplus prompt to make sure that the localized
enumerated values are added correctly:

¢ To display the enumerated values in French: connect mw_dba/password and
SELECT * FROM cim.ostype fr

¢ To display the enumerated values in Spanish: connect mw_dba/passwordand
SELECT * FROM cim.ostype es;

¢ To display the enumerated values in German: connect mw_dba/password and
SELECT * FROM cim.ostype de;

¢ To display the enumerated values in Brazilian-Portuguese: connect mw_dba/
password and SELECT * FROM cim.ostype pt BR;

¢ To display the enumerated values in Japanese: connect mw_dba/passwordand
SELECT * FROM cim.ostype ja;

At the sqlplus prompt, enter @$HOME/schema/schemal.sql, where SHOME is schema
directory created in Step 2.

Review the schema/inv1. log file to make sure that the database has been created
successfully. If the database has not been successfully created, invl.log contains the
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following error messages: Oracle not available, Out of space,
Compilation error.

20 At the sqlplus prompt, enter connect / as sysdba to login as DBA.
21 At the sqlplus prompt, enter shutdown immediate;.

22 At the Oracle Server Manager prompt, enter Quser specified directory path/
zenworks/ start.sqgl to start the Inventory database.

Manually Creating the Oracle Inventory Database Object
1 In ConsoleOne, right-click a location in the Novell eDirectory tree for the database object, then
click New, click Object, click ZENworks Database, then click OK.
2 Type a name for the database object, then click OK.
3 Configure the database server options of the database object.

3a In ConsoleOne, right-click the database object (Inventory database server name), then
click Properties, then click the ZENworks Database tab.

3b Seclect the database server object by using either of the following methods:

¢ If eDirectory is installed on the database server, then in the Server DN field, browse
for and select the Server object of the server where the database is physically
installed and running.

The server’s IP address is automatically populated to the Server IP Address or DNS
Name drop-down list. If the selected server object has more than one IP address,
select the appropriate IP address.

IMPORTANT: Make sure that the DNS name of the database server configured for
the database object is valid. If the DNS name is invalid, you must select an
appropriate database server IP address in the Database object property page.

To clear the value set in the Server DN field, type the IP address of another database
server or browse and select another server object.

¢ [feDirectory is not installed on the database server, then specify the server IP address
or the DNS name in the Server IP Address or DNS Name field.

3¢ Specify the following values:
+ Database (Read-Write) User Name: MW DBA
+ Database (Read-Write) Password: novell
+ Database (Read Only) User Name: MWO READER
+ Database (Read Only) Password: novell
¢ Database (Write Only) User Name: MWO_UPDATER
+ Database (Write Only) Password: novel/

IMPORTANT: All Inventory components use the username and password the configured
in the database object. By default, “novell” is the password for all options. But you can
change it in the database, and update the same here.

3d Click Apply.
3e To configure the JDBC Driver properties, click the JDBC Driver Information tab.
3f Select Oracle, then click the Default Settings button.
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This populates the fields with default JDBC driver information.
The database settings for Oracle are:

¢ Driver: oracle.jdbc.driver.OracleDriver

¢ Protocol: jdbc:

¢ SubProtocol: oracle:

¢ SubName: thin:@

¢ Port: /521

+ Flags: This field is not applicable for Oracle

+ Database Service Name: orc/ (The value for the SID is the same as assigned for the
database instance.)

3g Click Apply, then click Close.

Configuring and Running Multiple Oracle Database Instances on a Windows Server

Make sure that the following prerequisites are met:

O The ZENworks supported Oracle version must be installed on the Windows Inventory server.

O To maintain the Inventory database in Oracle, Workstation Inventory requires that you have a

minimum of 25 user licenses.

O You have already set up the Inventory database.

To configure and run Oracle instances:

1

At the database server, from the desktop Start menu, click Programs, click Oracle, click
Database Administration, then click Oracle Database Configuration Assistant.

Click Create a Database, click Next, click Typical, click Next, click Copy Existing Database
Files from the CD, then click Next.

Enter the following details:

+ Global Database Alias: mgmtdb . your windows nt/2000_name

¢ SID: By default, the value is mgmtdb.
Click Finish.
This process takes a significant amount of time and creates the Oracle database.
Make sure that the OracleServiceMGMTDB service is created and started.
Load the Inventory database.

From the desktop Start menu, click Run, then click SQLPLUS to run the Oracle Server
Manager.

Enter the following commands:
set instance mgmtdb

connect internal/password for administrator
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73.2.3 Setting Up the MS SQL Server 2000 or MS SQL Server
2005 Inventory Database

This section provides information on the following topics:

+ “Configuring the MS SQL Server 2000 Inventory Database” on page 956
+ “Configuring the MS SQL Server 2005 Inventory Database” on page 959

¢ “Manually Creating the Inventory Database Object for MS SQL 2000 or MS SQL 2005 on
page 962

¢ “Connecting the Inventory Server and ConsoleOne to the MS SQL 2000 or MS SQL 2005
Inventory Database” on page 964

Configuring the MS SQL Server 2000 Inventory Database
Prerequisites for configuring the database include the following:

O Microsoft SQL Server 2000 installed on the Windows server.
O Minimum free disk space of 50 MB to extract the plmssglinvdb. zip file.
O Make sure that you have sufficient disk space to store the inventory information on the server
that has the Inventory database.
To configure the Inventory database for MS SQL Server 2000:

1 Copy the plmssglinvdb. zip file from the ZENworks 7 Companion 2
CD\database\mssqgl directory to
path_of inventory database_directory on_the_database_server.

2 Extractplmssglinvdb.zip.

3 From the MS SQL server desktop Start menu, click Programs, click Microsoft SOL Server,
then click Enterprise Manager.

4 1In the SQL Server Enterprise Manager, browse to Console Root/Microsoft SQL Servers/SQL
Server Group/machine_name_running Inventory database.

5 Right -click machine_name_running Inventory database, then click Properties.

6 In the SQL Server Properties dialog box, click the Security tab and make sure that the
authentication is set to SQL Server and Windows.

956 Novell ZENworks 7 Desktop Management Administration Guide



SQL Server Properties (Configure) - MSURENUI

x|

Server Seftings I [atabaze Settings I Fieplication | Active Directory I

General I Memory I Frocessor Security Connections

— Security

accounts and a named SAL Server login ID and password.

Authentication:

 Windows only
Audit lewvel:
* None

7 Suceess

% S0L Server provides authentication based on Windows

& SOL Server and Windows

" Failure
Al

— Startup service account

" System account
& This account

Password:

Start and run SGL Server in the following account:
K+

IAdministrator

Qg I Cancel | Help |

7 Click OK.

8 Browse to machine_name_running Inventory database/Databases and right-click Databases,
click All Tasks, then double-click Attach Database.

9 In the Attach Database dialog box, do the following:

9a Click the Browse button to browse to and select mgmtdb . mdf as the . mdf database file

to be attached.

9b Make sure that the value of the Attach As field is mgmtdb.
9c Select sa from the Specify Database Owner drop-down list.

9d Click OK.

The ZENworks Inventory database (mgmtdb) is attached to the Databases server group.

Attach Database - MSURENUNITTEST ll

MDF file of database to attach:

IG ADatabasesiM5S0LMidas database2mamtdb.mdf

_| Variy |

Original File Mame(s) |Currenl File[s] Location |ﬂ
mgrmtdb.mdf G \Databases\MSSQL\Midas\databaseZ\m(_'
mgrtdb ndf G:%Databases\MS55 0L \Midas\database e
m?mldblndf G \Databasas\M?5&L\Midas\database2\mc 'I
4 3

Attach as: Imgmldb

Specily database awner: I 'l

ak | Cancel | Help |

10 Select mgmtdb, then click the Tools menu, then click SOQL Query Analyzer.
11 In the SQL Query Analyzer, do the following:

11a Make sure that mgmtdb is selected in the drop-down list.

11b Click File, then click Open.
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11c Selectthe createloginnames. sql query file from ZENworks 7 Companion 2
CD\database\mssqgl directory.

11d Click Query, then click Execute.
On successful execution, the following message is displayed in the Message pane:
New Login Created
11e Log in as MW_DBA in the SQL Query Analyzer and execute the following drop trigger
sqls:
drop trigger cim.x$cim$Scomponent
go
drop trigger cim.xS$Scim$dependency
go
drop trigger managewise.xS$managewiseS$designates
go
drop trigger managewise.x$managewiseS$Scurrentloginuser
go
drop trigger managewise.x$managewiseS$lastloginuser
go
drop trigger cim.x$Scim$installedsoftwareelement
go
During the execution of the drop trigger sqls, the following error message might be

displayed on the console, “Cannot drop the trigger 'trigger name', because it does not
exist or you do not have permission”. Ignore the error message.

12 (Optional) Add non-English enumerated (enum) values for certain Inventory attributes into the
Inventory database.

You need to add the non-English enumerated values so the Inventory ConsoleOne utilities such
as Inventory Report can display the enum value for the inventory attributes in internationalized
versions. The non-English enum values must be available in English version of the product so
that the rolled-up inventory information from non-English sites can be properly captured at the
high-level servers where only English versions are installed.

For more information about the list of attributes that contains enumerated values, see
Appendix P, “Enumeration Values,” on page 1243.

To add the non-English enum values:

12a Specify the JDBC connection settings in the
zenworks directory\inv\server\wminv\properties\
connection.prop file to connect to the MS SQL database.

You can do this by copying the template property settings for MS SQL specified in the
comments section in the connection.prop file. Specify the IP address, port number,
and Database SID in the JDBC URL string that matches your MS SQL server
configuration.

12b At the server prompt, enter AddEnums
directory name containing connection.prop

If your Inventory server is running on a Windows machine, run the above command from
zenworks directory\inv\server\wminv\bin.

After executing the command, the a message indicating that the non-English enums have
been successfully inserted is displayed on the console prompt.
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13 Continue with “Manually Creating the Inventory Database Object for MS SQL 2000 or MS
SQL 2005 on page 962.

WARNING: Do not rename the mgmtdb database because it is set as the default database for the
user account at login.

Configuring the MS SQL Server 2005 Inventory Database

NOTE: Information about MS SQL 2005 is applicable only for ZENworks 7 with Support Pack 1.

Prerequisites for configuring the database include the following:

O Microsoft SQL Server 2005 installed on the Windows server.
U Minimum free disk space of 50 MB to extract the plmssglinvdb. zip file.
O Make sure that you have sufficient disk space to store the inventory information on the server
that has the Inventory database.
To configure the Inventory database for MS SQL Server 2005:

1 Copy the plmssqglinvdb. zip file from the ZENworks 7 Companion 2
CD\database\mssqgl directory to
path_of inventory database_directory _on_the_database_server.

2 Extract plmssglinvdb.zip.

3 From the MS SQL server desktop Start menu, click Programs, click Microsoft SOL Server
2005, then click SQL Server Management Studio.

4 1In the SQL Server Management Studio, connect to the Database Engine of the MSSQL Server
by clicking on File->Connect Object Explorer and setting the properties.

x

gﬁi: S 148 Windows Server System
Server type: IDatabase Engine j
Server name: TEST-MACHIMNE j
Authentication: IWindows Authentication j
User name: ITEST-MAEHINE\Administrator j

Paszword: I

™| Remember password

LConnect I Cancel | Help | Optiong »» |

5 Browse to machine_name_running Inventory database in the Object Explorer, and right-click
machine_name_running_Inventory database, then click Properties.

6 Inthe SQL Server Properties dialog box, click the Security tab and make sure that the
authentication is set to SQL Server and Windows.
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E Server Properties - TEST-MACHINE o [=] |

A General

A Memon

_' Processors Server authentication

’%‘ ity

# Connactions 7 Windows Authentication mads

Eﬁ D atabaze Settings
A Advanced
A Pemigsions

@ SOL Server and Windows Authentication mode

Login auditing
' Mone
' Failed loginz only
" Suceesshul loging only

" Both failed and successful logins

Server prosy account

™ Enable server prosy account

Frowy accournt: I _I
Paszword: I xxxxxxxxxx
Options
Server
TEST-MACHIME
Connection: [ Enable C2 audit tracing

TEST-MACHINE \Administratar . »
[ Cross database ownership chairing
2 View connection properties

Feady
()8 I Cancel |
4
7 Click OK.

8 Browse to machine_name_running Inventory database/Database, and right-click
Databases,click All Tasks, then double-click Attach Database.

9 In the Attach Database dialog box, do the following:

9a Click the Add button to browse to and select mgmtdb . mdf as the .mdf database file to
be attached.

9b Make sure that the value of the Attach As field is mgmtdb.
9¢ Click OK.

The ZENworks Inventory database (mgmtdb) is attached to the Databases server group.
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' Attach Databases

Seleclapa : 5 Sarpt = 4 Help

&4 General

=10l x|

Server

TEST-MACHINE

Caonnection:

TEST-MACHIME \Administrator

23 View connection properties

Ready

Databaszes to attach:

I MDF File Location

I Database .. I Attach As

D:hzenwarks-mzsglinventonysmssglhdatabasemortdb, rmdf _I mgrntdb mgrntdb

“mgmtdb"’ databaze details:

=

Add... BRemove |

Original File Name

mgmtdb. mdf i Data D:hzenworks-mssglinve...
mgmt _og.l_ulj.l-:. Log D:hzerworks-mszghinve...
rmgrmtdbl.ndf Data Di:hzermwork s-mazqglinve...
grmtdb2 ndf Data D:hzerwork s-mszqlinve...
mgmtdb3. ndf Data Dr:hzerworks-mszghinve... B
mgmtdbd. ndf Data D:hzerworks-mazglhinve: J =l
rmgrmtdb5. ndf Data D:hzerworks-mazqliinve... =
mgmtdbf. ndf Data Dhzenworks-mssghinve.. .. |
. -
;rrmrrih? nilf Nata M4 zerwainrk s-masaltines I _)l—l

I File Type I Current Fil= Path

Message ;|

Remaye |

ok I Cancel |

%

9d Right-click mgmtdb, then select New Query.
9e In the SQL Query Analyzer, do the following:

9e1 Select the createloginnames.sqgl query file from ZENworks 7
Companion 2 CD\database\mssqgl directory. Either drag and drop it on the
opened query window or copy the contents of the sql file to the query window.

9e2 Click Execute.

On successful execution, the following message is displayed in the Message pane:

New Login Created

9e3 Login as MW_DBA in the SQL Query Analyzer and execute the following drop

trigger sqls:

drop trigger cim.x$cim$component

go

drop trigger

go

drop trigger

go

drop trigger

go

drop trigger

go

drop trigger

go

cim.xS$cim$dependency

managewise.xSmanagewise$Sdesignates

managewise.xSmanagewise$Scurrentloginuser

managewise.x$managewise$lastloginuser

cim.x$cim$installedsoftwareelement
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During the execution of the drop trigger sqls, the following error message might be
displayed on the console, “Cannot drop the trigger 'trigger name', because it does not
exist or you do not have permission”. Ignore the error message.

9e4 Continue with “Manually Creating the Inventory Database Object for MS SQL 2000
or MS SQL 2005 on page 962

WARNING: Do not rename the mgmtdb database because it is set as the default database for the
user account at login.

Manually Creating the Inventory Database Object for MS SQL 2000 or MS SQL 2005

NOTE: Information about MS SQL 2005 is applicable only for ZENworks 7 with Support Pack 1.

1 In ConsoleOne, right-click a location in the Novell eDirectory tree for the database object, then
click New, click Object, click ZENworks Database, then click OK.

2 Type a name for the database object, then click OK.
3 Configure the database server options of the database object.

3a In ConsoleOne, right-click the database object (Inventory database server name), then
click Properties, then click the ZENworks Database tab.

3b Seclect the database server object by using either of the following methods:

¢ If eDirectory is installed on the database server, then in the Server DN field, browse
for and select the Server object of the server where the database is physically
installed and running.

The server’s IP address is automatically populated to the Server IP Address or DNS
Name drop-down list. If the selected server object has more than one IP address,
select the appropriate IP address.

IMPORTANT: Make sure that the DNS name of the database server configured for
the database object is valid. If the DNS name is invalid, you must select an
appropriate database server IP address in the Database object property page.

To clear the value set in the Server DN field, type the IP address of another database
server or browse and select another server object.

¢ [feDirectory is not installed on the database server, then specify the server IP address
or the DNS name in the Server IP Address or DNS Name field.

3¢ Specify the following values:
+ Database (Read-Write) User Name: MW DBA
+ Database (Read-Write) Password: novell
+ Database (Read Only) User Name: MWM READER
¢ Database (Read Only) Password: novell
¢ Database (Write Only) User Name: MWM UPDATER
+ Database (Write Only) Password: novel/
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IMPORTANT: All Inventory components use the username and password the
configured in the database object. By default, “novell” is the password for all options.
But you can change it in the database, and update the same here.

3d Click Apply.
3e To configure the JDBC Driver properties, click the JDBC Driver Information tab.

3f If you have installed ZENworks 7 Desktop Management, select MSSQL, then click the
Default Settings button.

This populates the fields with default JDBC driver information.
The database settings for MS SQL 2000 are:
¢ Driver: com.microsoft.jdbc.sqlserver.SQLServerDriver
¢ Protocol: jdbc:
¢ SubProtocol: microsoft:
¢ SubName: sqlserver.://
¢ Port: /433
¢ Flags: This field is not applicable for MS SQL 2000.
+ Database Service Name: This field is not applicable for MS SQL 2000.

3g Ifyou have installed ZENworks 7 Desktop Management and MS SQL 2000, select
MSSQL (2000), then click the Default Settings button.

This populates the fields with default JDBC driver information.
The database settings for MS SQL 2000 are:
¢ Driver: com.microsoft.jdbc.sqlserver.SQLServerDriver
¢ Protocol: jdbc:
¢ SubProtocol: microsoft:
¢ SubName: sqlserver://
¢ Port: /433
¢ Flags: This field is not applicable for MS SQL 2000.
+ Database Service Name: This field is not applicable for MS SQL 2000.

3h If you have installed ZENworks 7 Desktop Management with Support Pack 1 and MS
SQL 2005, select MSSQL (2005), then click the Default Settings button.

This populates the fields with default JDBC driver information.
The database settings for MS SQL 2005 are:
¢ Driver: com.microsoft.jdbc.sqlserver.SQLServerDriver
¢ Protocol: jdbc:
¢ SubProtocol: This field is not applicable for MS SQL 2005.
¢ SubName: sqlserver.//
¢ Port: /433
¢ Flags: This field is not applicable for MS SQL 2005.
+ Database Service Name: This field is not applicable for MS SQL 2005.
3i Click Apply, then click Close.
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4 Continue with “Connecting the Inventory Server and ConsoleOne to the MS SQL 2000 or MS
SQL 2005 Inventory Database” on page 964.

Connecting the Inventory Server and ConsoleOne to the MS SQL 2000 or MS SQL
2005 Inventory Database

The Inventory server components and the ConsoleOne use Microsoft JDBC driver to connect to the
Inventory database on MS SQL 2000. You must install and configure Microsoft SQL Server 2000
driver for JDBC driver with the Inventory system.

To configure the Microsoft SQL Server 2000 driver for JDBC to access the Inventory database
running on MS SQL 2000:

1 Download the Windows English version of Microsoft JDBC driver from the Microsoft SQL
Server Web site (http://www.microsoft.com/downloads/details.aspx?FamilylD=9f1874b6-
f8e1-4bd6-947¢-0fc5bf05bf71&DisplayLang=en).

NOTE: Skip to Step 5, if you have MS SQL 2005 as the database.

2 On a Windows Inventory server, do the following and then skip to Step 4:
2a Install the driver.

2b Copy the msbase.jar,msutil.jar,and mssqglserver.jar files to
inventory server installation directory\inv\server\lib
directory.

3 On a Linux Inventory server, do the following and continue with Step 4:

3a Extractmsbase.jar,msutil.jar,and mssqlserver.jar from the downloaded
Microsoft JDBC driver.

3b Copy the msbase.jar,msutil.jar,and mssqglserver. jar files to the
/opt/novell/zenworks/java/lib/common directory.

4 On the machine, running ConsoleOne with ZENworks 7 Inventory snap-ins, copy the
msbase.jar,msutil.jar,andmssglserver. jar files to the
consoleone installation directory\lib\zen directory.

5 In ConsoleOne, create a database object in the same container where Inventory server is
installed.

5a Right-click the container.

5b Click New, click Object, select ZENworks Database from the list of objects, then click
OK.

5c¢ Enter a name for the database object, then click OK.
6 Configure the Database server options of the Database object.

6a In ConsoleOne, right-click the database object, click Properties, then click the ZENworks
Database tab.

6b Sclect the database server object using any of the following methods:

¢ IfeDirectory is installed on the database server, in the Server DN field, browse for
and select the Server object for the server where the database is physically installed
and running.

964 Novell ZENworks 7 Desktop Management Administration Guide


http://www.microsoft.com/downloads/details.aspx?FamilyID=9f1874b6-f8e1-4bd6-947c-0fc5bf05bf71&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=9f1874b6-f8e1-4bd6-947c-0fc5bf05bf71&DisplayLang=en

The server’s IP address is automatically populated to the Server IP Address or DNS
Name drop-down list. If the selected server object has more than one IP address,
select the appropriate IP address.

IMPORTANT: Make sure that the DNS name of the database server configured for
the database object is valid. If the DNS name is invalid, you must select an
appropriate database server IP address in the Database object property page.

To clear the value set in the Server DN field, type the IP address of another database
server or browse and select another server object.

If eDirectory is not installed on the database server, then enter the server’s IP address
or the DNS name in the Server IP Address or DNS Name field.

6¢c Type the values for the following options:

*

*

*

*

*

*

Database (Read-Write) User Name: MW DBA
Database (Read-Write) Password: novell

Database (Read Only) User Name: MWM READER
Database (Read Only) Password: novell

Database (Write Only) User Name: MWM UPDATER
Database (Write Only) Password: novell

6d Click Apply.

6e To configure the JDBC Driver properties, click the JDBC Driver Information tab.
6f Select MS SQL, then click Default Settings.

This populates the fields with default JDBC driver information.

6g

Modify the database settings based on the configuration of your MS SQL Server. The
database settings for MS SQL are:

*

*

*

*

*

*

*

Driver: com.microsoft.jdbc.sqlserver.SQLServerDriver
Protocol: jdbc:

SubProtocol: microsoft:

SubName: sglserver.//

Port: /433

Flags: Not applicable for MS SQL

Database Service Name: Not applicable for MS SQL

For MS SQL 2005, select MS SQL (2005), then click Default Settings.
This populates the fields with default JDBC driver information.

Modify the database settings based on the configuration of your MS SQL Server. The
database settings for MS SQL are:

*

*

*

Driver: com.microsoft.jdbc.sqlserver.SQLServerDriver
Protocol: jdbc:

SubProtocol: Not applicable for MS SQL 20005
SubName: sqglserver.//

Port: /433

Flags: Not applicable for MS SQL 2005
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¢ Database Service Name: Not applicable for MS SQL 2005
6h Click Apply, then click Close.

For more information on Performance tips, see Section M.1, “Database Parameter Tuning Tips,” on
page 1191.

73.3 Configuring the Inventory Service Object

The Inventory Service object settings configure scanning for the associated inventoried
workstations.

To configure the Inventory Service object:

1 In ConsoleOne, right-click the Inventory Service object (Inventory Service server name), then
click Properties to display the Inventory Service Object Properties page.

2 Modify the following settings:

Inventory Server Role: Based on the servers that you have deployed for scanning inventory,
you must specify the role of the server. For more information, see Section 72.4, “Understanding
the Inventory Server Roles,” on page 886.

Based on the new role you select, you will see a list of actions to be followed. For example, if
you change the role of the Root Server to Root Server with Inventoried Workstations, you must
configure the Workstation Inventory policy for the inventoried workstations that you have
attached. Similarly, to change the role to any other server, follow the actions to make the new
role change effective. For more information, see Section 73.1.7, “Changing the Role of the
Inventory Server,” on page 927.

Plan the change of roles carefully because these changes impact the existing inventory
deployment.

Discard Scan Data Time: Select the date and time. Any scan data files (. z1ip files) that have
scan information collected before the Discard Scan Data Time that you specify in the Inventory
Service Object property page are discarded.

Scan Directory Path: Select the name of the volume on the Inventory server where you want
to store the scan data files.

The Scan directory (scandir) path is the location on the Inventory server that stores the scan
data files. The format of the Scan directory path is as follows:
inventory_server _name\volume_of the server directory.

For a NetWare server, you cannot modify the Inventory server name specified in the Scan
directory path. To modify the directory name, click Browse and select an existing directory.

For a Windows server, you cannot modify the Inventory server name specified in the Scan
directory path. To modify the directory name, you must manually type it.

For a Linux server, you cannot modify the Inventory server name or the directory path
specified in the Scan directory path of this property page. However, you can change the
directory path using the zeninvshares script. For more information, see Section 73.4,
“Changing the ScanDir Path for a Linux Inventory Server,” on page 967.

Enable Scan of Machines: Select this option to specify hardware and software scanning of the
inventoried workstations associated with this Inventory Service object. The scanners collect
inventory information only if this option is enabled. By default, the scanners collect only
hardware information for the inventoried workstations.
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Start Full Scan: When scanning the inventoried workstation for the first time, the Scanner
collects the complete inventory of the inventoried workstation. A complete inventory scan of
the inventoried workstation is referred as a full scan. After the inventoried workstation is
scanned, the next time the Scanner compares the current inventory information to the history
data that it maintains. If there are any changes to the inventoried workstation, the Scanner
creates a delta scan, which collects the changes in inventory since the last scan was done. The
delta scan setting is the default scan operation for each successive scan after the first scanning
of the inventoried workstation. If the Status Log reported by the inventory component indicates
the scanning on the inventoried workstation is not successful, you can enforce a full scan. This
policy setting is applicable for all inventoried workstations associated with it. To override the
policy, set this option for an individual inventoried workstation. For more information about
the Workstation object settings, see Section 73.6, “Configuring the Workstation Inventory
Policy,” on page 9609.

NOTE: Using the Workstation Inventory policy, you can configure the Scheduled Full scan to
send a full scan after a certain number of delta scans. The value must be between 5 and 65535.
If you do not want the Scheduled Full scan, set the value to 65535

To configure the software dictionary rules, click the Software Inventory Configuration tab. For
more information on how to configure the software dictionary rules, see Section 76.3,
“Customizing the Software Inventory Information To Be Scanned For ZENworks 7 Inventoried

Workstations,” on page 1045.
4 Click OK.

NOTE: If you are modifying the Inventory policies or configuring the objects, always stop the
Inventory services. Configure the policies and properties of the objects. Restart the Inventory
services again. For more information on how to start the inventory service, see Section 73.1.5,
“Starting and Stopping the Inventory Service,” on page 925.

73.4 Changing the ScanDir Path for a Linux
Inventory Server

You can change the scandir path for a Linux Inventory server using the zeninvshares script.
To change the scandir path:

1 At the Linux Inventory server prompt, execute the zenivshares script by entering /opt/
novell/bin/zeninvshares.

2 Enter the new scandir path.

NOTE: Do not choose a directory that might contain privileged information because this script

grants everyone Read and Execute permissions to all the directories in the scandir path.

3 (Conditional) On the OES Linux Inventory server, you are prompted to enter the eDirectory

administrator's name and password to assign the rights to the NCP shares.

After changing the scandir path, if your Linux Inventory server is running on OES, ensure that the

following entry exists in /etc/opt/novell/ncpserv.conf:
VOLUME sys /usr/novell/sys

If the entry does not exist, you must manually add it to the file, and restart Novell eDirectory by
entering /etc/init.d/ndsd restart atthe Linux server prompt.
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73.5 Configuring the Database Location Policy

The Database Location policy contains the location of the Inventory database. You can associate the
Database Location policy with a container under which the Inventory Service object (Inventory
Service server name) is located through using the Service Location Package or with an Inventory
server through using the Server Package.

NOTE: If you configure the Service Location Package and the Server Package, the Server Package
settings override the Service Location Package settings.

To associate the Database object with a container under which the Inventory Service object is
located:

1 In ConsoleOne, right-click the Service Location Package, then click Properties to display the
Policies page.

2 Select the check box under the Enabled column for the ZENworks Database policy.

3 Click Properties to display the Inventory Management page.

Browse to the DN of the Inventory Database object (Inventory database server name), then
click OK.

For a Sybase database, the database object is automatically created during the Workstation
Inventory installation unless you are installing on a Windows server without eDirectory
installed. To manually create the database object, see “Manually Creating the Sybase Inventory
Database Object” on page 940.

For an Oracle database, you must create the database object and configure the object. For more
information, see “Setting Up the Oracle Inventory Database™ on page 945.

For an MS SQL database, you must configure the database object. For more information, see
“Setting Up the MS SQL Server 2000 or MS SQL Server 2005 Inventory Database” on
page 956.

5 Click OK.
6 Click the Associations tab, then click Add.

7 Browse to select the container under which the Inventory Service object (Inventory
Service server_name) is located, then click OK.

8 Click Apply, then click Close.
To associate the Database object with an Inventory server:

1 In ConsoleOne, right-click the Server Package, then click Properties to display the Policies
page.

2 Select the check box under the Enabled column for the ZENworks Database policy.

3 Click Properties to display the Inventory Management page.

4 Browse to the DN of the Inventory Database object (Inventory database server name), then
click OK.

For a Sybase database, the database object is automatically created during the Workstation
Inventory installation unless you are installing on a Windows server without eDirectory
installed. To manually create the database object, see “Manually Creating the Sybase Inventory
Database Object” on page 940.
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For an Oracle database, you must create the database object and configure the object. For more
information, see “Setting Up the Oracle Inventory Database” on page 945.

For an MS SQL database, you must configure the database object. For more information, see
“Setting Up the MS SQL Server 2000 or MS SQL Server 2005 Inventory Database” on
page 956.

5 Click OK.

6 Click the Associations tab, then click Add.

7 Browse to select an NCP server object of an Inventory server, then click OK.
8 Click Apply, then click Close.

NOTE: If you are modifying the Inventory policies or configuring the objects, always stop the
Inventory services. Configure the policies and properties of the objects. Restart the Inventory
services again. For more information on how to start the inventory service, see Section 73.1.5,
“Starting and Stopping the Inventory Service,” on page 925.

73.6 Configuring the Workstation Inventory
Policy
1 In ConsoleOne, right-click the Workstation package, then click Properties to display the
Policies page.

2 Click the Policies tab, and then select a specific platform from the drop-down list to configure
and enable the policy for that platform. The available platforms include: Windows 9x, WinNT-
2000-XP, Windows NT, Windows 2000, or Windows XP.

3 Select the check box under the Enabled column for the Workstation Inventory Policy.
4 Click Properties to display the Workstation Inventory Policy page.
5 In the General page, configure the following settings:

5a Browse to and select the DN of the Inventory Service object (Inventory
Service server name).

5b Specify the number of delta scans after which a full scan is required.
6 (Optional) Customize the Inventory scan.
6a Click the Hardware Scan tab to specify the following settings:

Enable DMI Scan: Select this option to include scanning of hardware information from
Desktop Management Interface (DMI) on the inventoried workstations.

Enable WMI Scan: Select this option to include WMI scanning of hardware information
from Microsoft's Windows Management Instrumentation (WMI) on the inventoried
workstations.

Enable Custom Scanning: Select this option to include Custom scanning of the
inventoried workstations. You need to enter the name of the Custom Scan executable that
should be run for custom scanning.

Custom Attribute Editor: Click this button to specify the list of custom attributes.
Modify the list if necessary.

6b To customize the software scan settings for the Windows inventoried workstations where
ZENworks for Desktops 4 or ZENworks for Desktops 4.0.1 is installed, click the Software
Scan tab and configure the following settings. For more information, see Section 76.4,
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“Customizing the Software Inventory Information To Be Scanned For ZENworks for
Desktops 4.x and Earlier Versions of Inventoried Workstations,” on page 1090.

IMPORTANT: Do not configure the settings for the inventoried workstations that have
ZENworks 7 Desktop Management installed. To customize software scanning for
workstations having ZENworks 7 Desktop Management installed, see Section 76.3,
“Customizing the Software Inventory Information To Be Scanned For ZENworks 7
Inventoried Workstations,” on page 1045.

Enable Software Scan: Enables software scanning for the inventoried workstations
associated with the Inventory policy. The scan program collects software information for
the inventoried workstations and stores it in the Inventory database.

Custom Scan Editor: Enables you to customize the list of application details to scan for
at the inventoried workstations. The Inventory scanner scans for the details of the
applications listed in the Custom Scan Editor.

For example, specify the following details in the Custom Scan Editor: Vendor
Name=Microsoft; Product Name=Microsoft Office; Product Version=10.0;
FileName=winword.exe; File Size=1 MB. The Inventory scanner scans for the
winword.exe file having a size of 1 MB on the inventoried workstations. If the file is
found, the scanner stores “Microsoft;Microsoft Office;10.0” for “winword.exe;1 MB” in
the Inventory database.

Product Identification Number: Enables you to scan for the product identification
number of the Microsoft applications installed on the inventoried workstations.

Product Location: Enables you to scan for the full path of the applications installed on
the inventoried workstations.

Perform only Custom Scanning: Enables you to scan only the customized software
applications that are selected in the Custom Scan Editor.

6¢ Click the Configuration Editor tab. If required, modify the settings of the following . ini
files.

¢+ SWRules: Configure the SWRules file for the Windows inventoried workstations on
which ZENworks for Desktops 4 or ZENworks for Desktops 4.0.1 is installed. Do
not configure the file for the inventoried workstations that have ZENworks7 Desktop
Management installed.

Use the SWRules file to customize the software scanning information of vendors and
products. For more information on how to configure this file, see Section 76.4,
“Customizing the Software Inventory Information To Be Scanned For ZENworks for
Desktops 4.x and Earlier Versions of Inventoried Workstations,” on page 1090.

+ Asset Information: Use this file to scan for vendor-specific information from the
Desktop Management Interface (DMI). For more information how to configure this
file, see “Scanning for Vendor-Specific Asset Information from DMI” on page 1041.

¢ Zipped Names: Use this file to customize the hardware scanning of Jaz and Zip
drives. For more information how to configure this file, see “Customizing the
Hardware Scanning Information of Jaz, Zip, and Floppy Drive Vendors” on
page 1041.

¢ IBM Names: Use this file to scan for IBM computer models. For more information
how to configure this file, see “Scanning for IBM Computer Models” on page 1040.

+ HWRules: Use this file to customize the information on nominal size of monitors.
For more information on how to configure the hwrules.ini file, see
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Section 76.2.5, “Customizing the Hardware Information for Monitor Size,” on
page 1043.

7 Click Apply.
8 Click the Policy Schedule tab.

9 Modify the settings for scheduling the scan of the inventoried workstations, click Apply, then
click Close.

10 Click the Associations tab, then click Add.

11 Browse to and select the container object where the inventoried workstations are registered,
then click OK.

12 Click Apply, then click Close.

13 In ConsoleOne, right-click the Inventory Service object (Inventory Service server name),
click Properties, then click the Inventory Service object tab.

14 Make sure Enable Scan of Machines is selected, then click OK.

73.7 Configuring the Roll-Up Policy

The Roll-Up policy configures the Inventory server for roll-up of scan information. The settings in
the Roll-Up policy identify the next-level Inventory server (DN of the Inventory Service object) for
moving the inventory information from the selected Inventory server. These settings are stored in
eDirectory and are associated with the Inventory server object.

To configure the Roll-Up policy:

1 In ConsoleOne, right-click the Server Package, click Properties, click Policies, then select the
appropriate suboption. If you want to this policy to be applied on all servers, select the General
suboption.

2 Select the check box under the Enabled column for the Inventory Rollup Policy.
3 Click Properties to display the Roll-Up Policy page.
4 Browse to and select the DN of the Inventory Service object (Inventory Service server name).

Destination Server Object: You must specify the DN of the Inventory Service object at the
next level Inventory server for moving the inventory information from the selected Inventory
server. The server that you specify must be another Intermediate Server, Intermediate Server
with Database, Intermediate Server with Database and Inventoried Workstations, Intermediate
Server with Inventoried Workstations, Root Server, or Root Server with Inventoried
Workstations.

NOTE: Make sure that the specified Inventory server is a different server, because the roll-up
of information cannot happen on the same Inventory server. Also, the higher level roll-up
Inventory server cannot specify the lower-level Inventory server as the next-destination server
for roll-up of information.

If you want to roll up to an Inventory server in a different eDirectory tree, click the Set Context
button, enter the tree name, and select the Inventory Service object of the next-level server.

5 By default, the DNS name or the IP address (if a DNS name is not configured) of the next-level
server is populated in the field. If the next-level server has multiple IP addresses, select the
preferred address.
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IMPORTANT: Make sure that the DNS name of the next-level server is valid. If the DNS
name is invalid, you must select an appropriate server IP address.

6 If the roll-up is to an Inventory server that is across the firewall, specify the IP address or the
DNS name and the port number of the proxy server.

7 Click Apply.
8 Click the Roll-Up Policy tab, then click Roll-Up Schedule.
9 Modify the settings for scheduling the roll-up time, then click Apply.

When you schedule the roll-up of information in the Inventory policies, we recommend the
roll-up frequency should be at least one day. It is likely that if the roll-up of inventory
information is scheduled too frequently, for example less than one hour, there might be some
performance degradation of the Inventory server.

10 (Conditional) If you have not yet associated the Server Package, you are prompted to associate
it with an Inventory server or a container. The policy you configured and enabled earlier will
not be in effect until you associate this policy package with an Inventory server or a container.

To associate the policy package:
10a Click the Associations tab, then click Add.

10b Browse for and select the Inventory server or the container that you want to associate the
Roll-Up policy to.

10c Click OK, then click OK.
11 Click Apply, then click Close.

NOTE: If you are modifying the Inventory policies or configuring the objects, always stop the
Inventory services. Configure the policies and properties of the objects. Restart the Inventory
services again. For more information, see Section 73.1.5, “Starting and Stopping the Inventory
Service,” on page 925.

73.8 Configuring the Dictionary Update Policy

The Dictionary Update policy configures the Inventory server to receive the software dictionary
updates from other Inventory servers. You must manually download the dictionary updates to at
least one Inventory server in your network. This Inventory server can then act as the source of
dictionary updates to other Inventory servers.

1 In ConsoleOne, right-click the Server Package, click Properties, click Policies, then select the
appropriate suboption. If you want to this policy to be applied on all servers, select the General
suboption.

2 Select the check box under the Enabled column for the Dictionary Update policy.
3 Click Properties to display the Dictionary Update Policy page.
4 Configure the following settings:

4a (Recommended) Select the Use the Roll-Up Server as the Update Source check box if you
want the Dictionary Update Service to use the Inventory server configured in the Roll-Up
policy as the source for dictionary updates.
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If you select this check box, continue with Step 9 on page 973. If you do not select this
option, the Dictionary Update Service uses the following settings configured in this policy
(Dictionary Update Policy); continue with Step 4b on page 973.

NOTE: Do not select this option for a Standalone Server and a Root Server. You must
manually configure the settings of the policy.

4b In the Source Service Object field, browse to select the DN of the Inventory server, which
provides the dictionary updates.

4c Select the IP address or the DNS name of the Inventory server, which provides the
dictionary updates.

4d If the source Inventory server is across the firewall, specify the IP address or the DNS
name and the port number of the XML proxy server.

4e Click Apply.
5 Click the Dictionary Update Policy tab, then click the Dictionary Update Schedule suboption.

6 Configure the Dictionary Update Schedule page to establish the schedule for running the
Dictionary Consumer.

We recommend that you configure the Weekly schedule.
7 Click Apply.

(Conditional) If you have not yet associated the Server Package, you are prompted to associate
it with an Inventory server or a container. The policy you configured and enabled earlier will
not be in effect until you associate this policy package with an Inventory server or a container.

To associate the policy package:
8a Click the Associations tab, then click Add.

8b Browse for and select the Inventory server or the container that you want to associate the
Dictionary Update policy to.

8c Click OK, then click OK.
9 Click 4pply, then click Close.

NOTE: If you want to modify the Dictionary Update policy settings, you need not stop the
Inventory services.

73.9 Setting Up Distribution of Dictionary

A software dictionary can be updated in the following ways:

¢ Manually download the latest version of the dictionary from TID 10093255 in the Novell
Support Knowledgebase (http://www.novell.com/support) to each Inventory server.

NOTE: The dictionary is updated and published once in every three months in this TID.

¢ Manually download the dictionary from the Novell Support (http://www.novell.com/support)
web site to one Inventory server (preferably, the Root Server) and automatically distribute the
dictionary to all servers in your setup by configuring the Dictionary Update policy.

An Inventory server can receive dictionary updates from any other Inventory server, irrespective of
the server's role. The role of the Inventory server indicates whether the server receives the inventory
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information, stores the information into a local Inventory database, or rolls up the inventory
information.

To update and distribute the software dictionary between Inventory servers:

1 Manually download the dictionary from the Novell Support Web site (http://www.novell.com/
support) and save it in the
zenworks installation directory\zenworks\inv\server\dictdir
directory on the Inventory server.

2 Configure the Dictionary Update policy. For more information see, Section 73.8, “Configuring
the Dictionary Update Policy,” on page 972.

All Inventory servers have Dictionary Provider and Dictionary Consumer services that are
automatically installed during the Workstation Inventory installation.

When an Inventory server is started, the Dictionary Consumer reads the Dictionary Update policy
and contacts the Dictionary Provider (running on another Inventory server) specified in the policy.

Subsequently, the Dictionary Consumer checks for the dictionary updates based on the schedule set
in the Dictionary Update policy. It compares the date of the dictionary file on the Dictionary
Provider with the file that has been locally stored. If the file on the Dictionary Provider is newer,
then the Dictionary Consumer downloads the file from the Dictionary Provider using XML-RPC as
per the schedule.

The user-defined rules in the downloaded dictionary file are merged with the rules present in the
local dictionary. If the merge yields a different set of rules from those locally present, the
consolidated set of rules is written to the local dictionary. During the merge process, conflicts might
arise, which are resolved on the basis of the following considerations:

¢ The rules in the downloaded dictionary always override the rules in the local dictionary.

+ [fa conflict arises between the software identifiers, the conflicting identifiers in the local
dictionary are removed from the final (merged) dictionary.

+ For a software dictionary rule, the final result is obtained by first writing the downloaded rules
and then the local rules into the final dictionary; eliminating the duplicates during the process.
This ensures that the downloaded software rules precede the local rules.

The following scenario illustrates the distribution of the software dictionary among the Inventory
servers.

In this scenario, there is an Inventory tree consisting of one Root Server (R1), one Leaf Server (L1),
and two Standalone servers (S1 and S2). L1 rolls up the inventory information to R1.

Follow the below procedure to update the software dictionary on all the Inventory servers.
1. Manually download the dictionary on R1 from the Novell Support Web site (http://
www.novell.com/support).

2. Create and configure a Dictionary Update policy by specifying R1 as the Dictionary Provider,
and associate the policy to L1. For more information on how to configure the Dictionary
Update policy, see Section 73.8, “Configuring the Dictionary Update Policy,” on page 972.

3. For S1 and S2, you can either manually download the dictionary from the Novell Support Web
site (http://www.novell.com/support) or configure the Inventory servers to automatically
receive the latest version of the dictionary from R1.
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For S1 and S2 to automatically receive the latest version of the dictionary from R1, create and
configure a Dictionary Update policy by specifying R1 as the Dictionary Provider, and
associate the policy to S1 and S2. For more information on how to configure the Dictionary
Update policy, see Section 73.8, “Configuring the Dictionary Update Policy,” on page 972.
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Understanding Workstation
Inventory Components

The following sections describe the Novell® ZENworks® 7 Workstation Inventory components and
processes:

¢ Section 74.1, “Understanding the Inventory Service Manager,” on page 977

¢ Section 74.2, “Understanding the Server Configuration Service,” on page 980

¢ Section 74.3, “Understanding the Inventory Scanner,” on page 980

¢ Section 74.4, “Understanding the Sender and Receiver,” on page 986

¢ Section 74.5, “Understanding the TCP Receiver,” on page 990

¢ Section 74.6, “Understanding the Selector,” on page 991

¢ Section 74.7, “Understanding the Storer,” on page 993

¢ Section 74.8, “Understanding the Str Converter,” on page 993

¢ Section 74.9, “Understanding the Inventory Sync Service,” on page 994

¢ Section 74.10, “Understanding Dictionary Provider and Dictionary Consumer,” on page 995

+ Section 76.7, “Removing Redundant Inventoried Workstations from the Inventory Database,”
on page 1093

¢ Section 74.11, “Understanding the Upgrade Service,” on page 995

¢ Section 74.12, “An Overview of the Inventory Components on an Inventory Server,” on
page 997

¢ Section 74.13, “Understanding the Inventory Database,” on page 998

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

74.1 Understanding the Inventory Service
Manager

The Inventory Service Manager loads the inventory components on the Inventory server, based on
the configuration parameters specified in the Inventory server properties file.

This sections contains the following:

+ “List of Services” on page 978
+ “Services on NetWare Inventory Servers” on page 978
¢ “Services on Windows Servers” on page 979

¢ Section 74.1.4, “Services on Linux Inventory Servers,” on page 979
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74.1.1 List of Services

The Service Manager loads the following important services. You can obtain the list of services that
the Service Manager loads from the property file in

inventory server installation directory or volume\zenworks\inv\
server\wminv\properties.

Server Configuration Service
Inventory Scheduler Service
Inventory Scheduler Service
Selector Service

Receiver Service

Sender Service

Storer Service

Str Converter Service
Upgrade Service

Dictionary Consumer Service
Dictionary Provider Service

You can use these service names to list, start, and stop the respective services.

The Inventory Service Manager reads the server property file (config.properties) and the
role-based property file in the

inventory server installation directory or volume\zenworks\inv\
server\wninv\properties directory, and loads the required services and server components.

IMPORTANT: Do not modify the property files because the updates might fail to load the services
or the Service Manager.

74.1.2 Services on NetWare Inventory Servers

To start the Inventory server on a Novell NetWare® Inventory server, run startinv.ncf at the
server console prompt.

You can start, stop, or list the services, if the Inventory Service Manager is already loaded.

¢ To check if the Inventory Service Manager is loaded, enter java -show at the Inventory
server prompt

This displays the following message:
com.novell.zenworks.inventory.servercommonZENWorksInventoryService
Manager

¢ To start an Inventory service, enter StartSer service name at the Inventory server
prompt. service_name refers to any of the listed services. Follow the service naming syntax
when you modify the service_name.

For example, to start the Storer, enter StartSer Storer

+ To stop an Inventory service, enter StopSer service name at the Inventory server
prompt. service_name refers to any of the listed services. Follow the service naming syntax
when you modify the service name
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For example, to stop the Storer, enter StopSer Storer
+ To stop all Inventory services, enter StopSer * at the console prompt.

¢ To list an Inventory service, enter ListSer service name atthe Inventory server prompt.
service_name refers to any of the listed services. Follow the service naming syntax when you
modify the service name.

+ To list all Inventory services, enter ListSer * atthe console prompt.

74.1.3 Services on Windows Servers

You can start, stop, or list the services, if the Inventory Service Manager is already loaded. In the
Control Panel, double-click Services, and check the status of the Inventory service.

¢ To start the Inventory service on a Windows 2000/2003 Inventory server:

1. In the Control Panel, double-click Administrative Tools.
2. Double-click Services.
3. Select Novell Inventory Service, then click Start.

*

To start an Inventory service, go to the

installation directory\inv\server\wminv\bin directory, and enter
StartSer service name atthe command prompt. service_name refers to any of the
listed services. Follow the service naming syntax when you modify the service name.

For example, to start the Storer, enter StartSer Storer

*

To stop an Inventory service, go to the

installation directory\inv\server\wminv\bin directory, and enter
StopSer service name at the command prompt. service_name refers to any of the listed
services. Follow the service naming syntax when you modify the service name.

For example, to stop the Storer, enter StopSer Storer

*

To list an Inventory service, go to the

installation directory\inv\server\wminv\bin directory, and enter
ListSer service name at the command prompt. service_name refers to any of the listed
services. Follow the service naming syntax when you modify the service name.

To list all Inventory services, enter ListSer “*”

*

To stop the Inventory services on a Windows 2000/2003 Inventory server:

1. In the Control Panel, double-click Administrative Tools.
2. Double-click Services.
3. Select Novell Inventory Service, then click Stop.

74.1.4 Services on Linux Inventory Servers

¢ To start all Inventory services, do any of the following ways:

1. At the Linux server prompt, goto /etc/init.d.
2. Enter . /novell-zdm-inv start.

Or

To start all Inventory services from any directory on Linux, enter
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/etc/init.d/novell-zdm-inv start

+ To start a specific Inventory service:
1. At the Linux server prompt, go to /opt/novell/bin.
2. Enter StartSer Inventory service.

+ To stop all Inventory services, do any of the following ways:

1. At the Linux server prompt, goto /etc/init.d.
2. Enter . /novell-zdm-inv stop.

Or
To stop all Inventory services from any directory on Linux, enter
/etc/init.d/novell-zdm-inv stop

+ To stop a specific Inventory service:

1. At the Linux server prompt, go to /opt/novell/bin.
2. Enter StopSer Inventory service.

The following table lists the Workstation Inventory components installed on Linux whose status you
can check by executing commands at the Linux console prompt.

Table 74-1 Commands to check the status of the Workstation Inventory components installed on Linux

Workstation Inventory Component Command To Be Entered At the Linux Console Prompt
Inventory server daemon /etc/init.d/novell-zdm-inv status
Sybase daemon /etc/init.d/novell-zdm-sybase status
Inventory Proxy daemon /etc/init.d/novell-zen-zws status

74.2 Understanding the Server Configuration
Service

The Server Configuration Service performs the following tasks:
+ Reads the policy information from the Novell eDirectory™ and passes it to other Inventory
components.
¢ Validates the policies to ensure that the policies are correctly configured.

¢ Validates the Inventory database engine version.

74.3 Understanding the Inventory Scanner

ZENworks 7 Desktop Management uses the Scanner to collect hardware and software information
from Windows inventoried workstations.

The Scanner collects hardware details such as: floppy disk drive, hard disk drive, BIOS, bus, mouse,
keyboard, display adapters, network adapter cards, modems, Jaz drives, Zip drives, sound cards,
memory cards, serial ports, parallel ports, processors, and modems. The software scanning includes
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checking for applications on the inventoried workstations and reporting the information about the
scanned software, such as the vendor name, the product name and version, etc.

The following sections contain detailed information about the Inventory Scanners:

+ “Inventory Scanning Process” on page 981

¢ Section 74.3.2, “Types of Scan,” on page 981

¢ Section 74.3.3, “Scanning for the Hardware Inventory Information,” on page 982
¢ Section 74.3.4, “Scanning for the Software Inventory Information,” on page 983

+ “Inventory Scanner Log Files” on page 986

You can customize the hardware and the software information to be scanned. For more information,
see Section 76.2, “Customizing the Hardware Inventory Information To Be Scanned,” on page 1032
and Section 76.3, “Customizing the Software Inventory Information To Be Scanned For ZENworks
7 Inventoried Workstations,” on page 1045.

74.3.1 Inventory Scanning Process

1. The Workstation Inventory policy lets you configure the Scheduler to adjust scanning times at
the inventoried workstations. You can set different actions to run the scanners on one or more
inventoried workstations.

2. The Inventory scanner checks whether an updated dictionary is available at its Inventory server
and downloads the updated dictionary.

3. The scanner scans for the hardware and software information.

4. The scan information collected by the scanners is stored as scan data files (. str). The files are
sent to the Inventory server.

74.3.2 Types of Scan

You can perform the following types of scans:

¢ Full Scan: The Scanner enforces a complete scanning of the inventoried workstation. This
setting overrides the option set in the Inventory Service Object property page associated with
the inventoried workstation. When scanning the inventoried workstation for the first time, the
Scanner collects the complete hardware and software inventory of the inventoried workstation.

¢ Delta Scan: After the inventoried workstation is scanned, on subsequent scans, the Scanner
compares the current inventory information to the history data that it maintains. If there are any
changes to the inventoried workstation, the Scanner reports the delta scan data, which contains
only the changes in inventory since the last scan was reported. The Delta Scan setting is the
default scan operation for each successive scan after the first scanning of the inventoried
workstation.

¢ Scheduled Full Scan: After a specified number of delta scans, the Scanner enforces a full scan
of the inventoried workstations, associated with the Workstation Inventory policy. The
Scheduled Full scan can contain full and delta inventory information based on the Workstation
Inventory policy settings. By default, one Scheduled full scan happens after every five delta
scans.
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74.3.3 Scanning for the Hardware Inventory Information

Following are the sources on the inventoried workstations from where the hardware inventory
information is scanned:

¢ “Desktop Management Interface (DMI)” on page 982
+ “Windows Management Instrumentation (WMI)” on page 982
¢ “Probe” on page 983

For more information about the hardware information collected by the Inventory scanner, see
Appendix N, “Hardware Information Collected by the Inventory Scanners,” on page 1205.

Desktop Management Interface (DMI)

The scanners for scanning the inventoried workstations (Windows 98, Windows 2000, and Windows
XP) also include scanning based on the industry-standard Desktop Management Interface (DMI)
specification 2.0. These programs use the Management Interface (MI) of DMI to look for the
hardware components installed on the inventoried workstation. The scanners scan for specific
components that are instrumented on the inventoried workstation through DMI. The scanners query
the DMI service layer to retrieve this information.

The MI allows the DMI-compliant scanners to probe the Service Provider within the Service Layer.
The Service Provider collects information from the manageable components and stores the collected
information in the Management Information Format database. The Component Interface (CI)
communicates with the manageable components and the Service layer. The following figure shows
the scanner interaction with DMI.

For more information on DMI standards, see the DMTF Web site (http://www.dmtf.org).

NOTE: If the inventoried workstations are DMI compliant and if the Enable DMI Scan check box is
selected in the Workstation Inventory policy, the scanners collect hardware information by querying
the DMI Service Layer. Otherwise, the scanners probe for the hardware.

We recommend that you instrument DMI and also install DMI components that are supplied by the
vendors.

For example, if you have a Compaq* Family Deskpro* EN Model-SFF6500 workstation running
under Windows 98, download the Management Product software - Compaq Insight Management
Desktop Agents software for Windows 98 from the Compaq Web site.

For Dell* workstations, access the DM/Desktop Management Utilities software from the Dell Web
site.

Windows Management Instrumentation (WMI)

The scanners collect hardware information from Windows inventoried workstations based on
Microsoft Windows Management Instrumentation (WMI) specification.

WMI is the Microsoft implementation of Web-Based Enterprise Management (WBEM) that enables
accessing management information in an enterprise environment. WMI 1.5 is fully compliant with
Common Information Model (CIM) schema, which is an industry standard. For more information,
see Microsoft WMI Web site (http://www.microsoft.com/hwdev/driver/WMI). WMI also works
with existing management standards, such as DMI and SNMP.
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The scanners use WMI to look for the hardware components installed on the inventoried
workstation. The scanners also scan for specific components that are instrumented on the
inventoried workstation through WMI.

WMI-compliant scanners are supported on Windows 98, Windows XP, and Windows 2000
inventoried workstations only.

You can view the WMI information of the inventoried workstations in the Workstation Inventory.

To obtain WMI information from the inventoried workstation, you must first download Microsoft's
Windows Management Instrumentation - Core Software Installation from Microsoft WMI Web site
(http://msdn.microsoft.com/downloads/default.asp?url=/downloads/sample.asp?url=/msdn-files/
027/001/576/msdncompositedoc.xml), and then install WMI Core Software on Windows 98
workstations

IMPORTANT: Only the WMI Core Software Installation download is required to instrument an
inventoried workstation for WMI. To troubleshoot any WMI related problems, you can use the WMI
SDK download. Also, on Windows 2000/XP workstations, the WMI Core Software is already
installed.

By default, both DMI and WMI scanning are enabled. To disable either DMI or WMI scanning,
deselect the Enable DMI or Enable WMI check box in the Inventory policy window.

Probe
Probe is a special built-in algorithm in the Inventory scanner, which is used to collect hardware

information.

74.3.4 Scanning for the Software Inventory Information

The Inventory scanner scans for the following software inventory information on the Windows
inventoried workstations:

¢ “Installed Software Information” on page 983
+ “Disk Usage” on page 984
¢ “File Information” on page 984

+ “AntiVirus Definition Files” on page 985

Installed Software Information

The scanner collects software information from the following sources on the inventoried
workstation:

MSI: Includes software that is installed on the inventoried workstations using the Microsoft
Installer.

Add-Remove Programs: Includes software that is listed in the Add/Remove Programs window.

Dictionary-based scan: Includes software that is collected based on the software dictionary rules.
For more information, see Section 76.3, “Customizing the Software Inventory Information To Be
Scanned For ZENworks 7 Inventoried Workstations,” on page 1045.
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Probe: Probe is a special built-in algorithm in the Inventory scanner. It is used to collect software
information about Windows operating system, Internet Explorer, Media Player, Outlook* Express,
Microsoft Office and its installed components, Novell Client™ and its installed components, and the
ZENworks suite and its installed components.

The following table shows the software information collected by the scanner from the various
sources:

Table 74-2 Software Information collected by the Inventory Scanner

Scanned Attributes MmsSI Add/Remove Programs Dictionary-based scan Probe
Product Name Yes Yes Yes Yes
Vendor Name Yes No Yes Yes
Product Version Yes  Yes Yes Yes
Product Identifier Yes Yes No No
Product Install Location Yes Yes Yes Yes
Category No No Yes No
Description No No Yes No
Help Link Yes Yes No No
MSI Package GUID Yes Yes No Yes
Display/Internal Version Yes Yes Yes Yes
Language Yes Yes No Yes
Unlnstall String Yes Yes No No
Installation Source Yes Yes No No
Display Name Yes Yes No Yes
Support Pack No No No Yes
Product Edition No No No Yes
Last Execution Time No Yes No No
Usage Count No Yes No No
Disk Usage

The scanner collects the total disk usage information for the file extensions that are configured in the
Software Dictionary editor. For more information, see Section 76.3, “Customizing the Software
Inventory Information To Be Scanned For ZENworks 7 Inventoried Workstations,” on page 1045.

File Information

The scanner reports certain information for the files that match with the dictionary entries, and the
files that belong to the unidentified software list, which is configured using the software dictionary
rules. For more information, see Section 76.3.10, “Configuring the Software Dictionary Rules,” on
page 1054
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The scanner reports the following file attributes: FileName, FileSize, LastModifiedTime,
InternalName, FileVersion, ProductName, ProductVersion, CompanyName, Language,
DirectoryPath, and SoftwareDictionaryID.

AntiVirus Definition Files

The scanner collects information about the latest virus definition date and version that is installed on
the inventoried workstations for the following product versions:

Symantec* AntiVirus Corporate Edition 8.0

Symantec* AntiVirus Corporate Edition 9.0

Symantec* AntiVirus Corporate Edition 10.0

Norton AntiVirus* Corporate Edition for Windows 7.0

Norton AntiVirus Corporate Edition 7.6.1.0000

Symantec Norton AntiVirus 2000

Symantec Norton Internet Security 2002

Symantec Norton AntiVirus 2003 (9.00)

Symantec Norton AntiVirus 2003 Professional Edition (9.00)
Symantec Norton AntiVirus 2004 (10.00)

Symantec Norton Internet Security 2004 (10.00)

Symantec Norton AntiVirus 2004 Professional (10.00)
Symantec Norton Internet Security 2004 Professional (10.00)
Symantec Norton AntiVirus 2005 Professional (11.00)
Symantec Norton Internet Security 2005 Professional (11.00)
Network Associates McAfee* VirusScan* 4.0.3 (Windows 9x)
Network Associates McAfee VirusScan NT 4.0.3a (Windows NT)
Network Associates McAfee NetShield 4.5.0

Network Associates McAfee VirusScan 4.5.0

Network Associates McAfee VirusScan 4.5.1

Network Associates McAfee VirusScan (McAfee Security Center) 8.0
Network Associates McAfee VirusScan ASaP

Network Associates McAfee VirusScan Enterprise 7.1

Network Associates McAfee VirusScan Enterprise 8.0

Central Command Vexira AntiVirus Guard for Windows XP (2000 + NT) 2.10
Central Command Vexira AntiVirus Windows 95/98

Central Command Vexira AntiVirus NT/2000 Servers

Central Command Vexira AntiVirus Server Edition (6.26.xx.xx)
Sophos Anti-Virus - Windows NT/2000/XP/2003

Sophos Anti-Virus - Windows 95/98

Trend Micro PC-cillin 2002 (9.x)

Trend Micro PC-cillin 2003 (10.x)

Trend Micro Internet Security 11.x (PC-cillin)

Trend Micro Internet Security 2005 12.x (PC-cillin)

Trend Micro Server Protect 5.xx

Trend Micro OfficeScan 5.xx - Client for Windows NT/2000/XP
Trend Micro OfficeScan 5.xx - Client for Windows 9x
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74.3.5 Inventory Scanner Log Files

Table 74-3 Location and brief description of the Inventory Scanner log files

Filename Location Description
inventory.xml windows installation drive Contains complete hardware and
/zenworks software information after the scan.

inventorydata.xml windows installation drive Contains delta scan information.

/zenworks
zenerrors.log windows installation drive Contains the error and status information
/zenworks for the latest scan of the inventoried

workstation.

74.4 Understanding the Sender and Receiver

The Sender and the Receiver on the Inventory servers transfer the scan files from the lower-level
servers to the higher-level servers. The following sections contain more information:

*

*

*

*

*

“Understanding the Sender” on page 987

“Understanding the Receiver” on page 987

“Understanding the Compressed Scan Data File” on page 988
“Sender-Receiver Directories” on page 988

Section 74.8, “Understanding the Str Converter,” on page 993

The processing done by the Sender-Receiver is as follows:

1.
2.

The Service Manager starts the Sender-Receiver component.

The Roll-Up Scheduler activates the Sender at the specified roll-up time.

3. The Sender moves the scan data files (. st r) from the enterprise merge directory

(entmergedir) to the enterprise push directory (entpushdir) and compresses the files as
a .zip file.

. Each . zip file is again compressed with the .prp fileinto a . zip file. The .prp file is an

internal file containing information about the . zip file.

The Sender sends the . zip file from the entpushdir directory to the Receiver on the next-
level Inventory server.

6. The Receiver places the . zip files to the entpushdir\zipdir directory.

7. The Receiver copies the . z1ip files to the entpushdi r directory and deletes the . z1ip files

from the entpushdir\zipdir directory.

The Receiver copies the . z1ip files to the database directory (dbdir) if a database is attached
to the server.

The Sender-Receiver logs the status in eDirectory.
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74.4.1 Understanding the Sender

The Sender is a Java component that runs on any Leaf Server or on the Intermediate Server. The
Sender is a service loaded by the Service Manager. See Section 74.12, “An Overview of the
Inventory Components on an Inventory Server,” on page 997 for a quick reference table of server
components.

The flow of information from the Sender in the roll-up of inventory information is as follows:

1. The Service Manager starts the Sender on the Inventory server. At the specified time scheduled
in the Roll-Up Schedule, the Sender moves the scan data files (. str) from the enterprise
merge directory (entmergedir) to the enterprise push directory (entpushdir).

The Sender compresses these . str files in the entpushdir directory of the server as a

. zip file and then deletes the . str files. This .zip fileis again compressed with the .prp
file into a . zip file. The . prp file is an internal file containing information about the .zip

file. For more information, see “Understanding the Compressed Scan Data File” on page 988.

2. The Sender creates a new record in the zeninvRollUpLog attribute of the Inventory Service
object in eDirectory with the following details: server on which the Sender compresses the
.str files and the name and size of the .zip file.

3. Based on the Discard Scan Data Time in the Inventory Service object properties of the
Receiver, the Sender deletes the compressed . z1ip files in the entpushdir directory that have
been created earlier than the specified discard scan data time. This removes unwanted scan
information being sent in the roll-up.

4. The Sender sends the compressed . zip files to the Receiver, with the oldest compressed files
sent first.

5. The Sender, after transferring the . z1ip files, deletes the compressed files in the entpushdir
directory.

6. After the roll-up of information, the Sender updates the zeninvRollUpLog attribute of the
server on which the compressed file was created with the following details: server from which
the Sender transmitted the file, name of the . z1ip file, time of transmission, total time taken to
transmit the files, and the server to which it was sent.

The status information for all actions of the Sender is logged in the Roll-Up Log and Server
Status log. For more information, see “Monitoring Workstation Inventory Using Status Logs”
on page 1183.

If the Sender is unable to connect to the Receiver, the Sender retries to connect after 10 seconds. The
time interval increases exponentially by a factor of 2. After 14 retries, the Sender stops trying to
connect to the Receiver. The Sender retries for approximately 23 hours before it discontinues trying.
The Sender does not process any other information while it is establishing the connection.

74.4.2 Understanding the Receiver

The Receiver is a Java component that runs on the Intermediate Server or on the Root Server. The
Receiver is a service loaded by the Service Manager. See Section 74.12, “An Overview of the
Inventory Components on an Inventory Server,” on page 997 for a quick reference table of server
components.

On a Standalone Server, the Receiver is not loaded.

Understanding Workstation Inventory Components

987



The processing done by the Receiver is as follows:
1. The Receiver receives the scan . z1ip file from the Sender. The file is placed in the
entpushdir\zipdir directory.

2. The Receiver copies the . zip fileto the entpushdir directory and deletes the . zip files
from the entpushdir\zipdir directory.

On an Intermediate Server, the file is copied to entpushdir. On an Intermediate Server with
Database, or an Intermediate Server with Database and Inventoried Workstations, the file is
copied to \entpushdir and copied to the Database Directory (\dbdir).

3. The Receiver on the Root Server or the Root Server with Inventoried Workstations receives the
. z1ip files from the Senders and places the . zip files in the entpushdir\zipdir
directory. It copies the files to the DBDIR directory on the server.

4. The Receiver logs the status information in the Roll-Up log. For more information, see
“Monitoring Workstation Inventory Using Status Logs” on page 1183.

74.4.3 Understanding the Compressed Scan Data File

The Sender compresses the scan data files (. str) into a . zip file. This . zip file is again
compressed with the .prp fileintoa . zip file. The . zip file (containing the . z1ip files and
.prp) is named using the following naming conventions:

scheduledtime_inventoryservername_treename_storedstatus.zip

where scheduledtime refers to the date and time when the . zip file is created, inventoryservername
refers to the Inventory server on which the . z1ip file was compressed, treename refers to the unique
tree name in which the . zip file is currently located, storedstatus refers to the storage status of the
. z1ip file, and zip is the file extension for the compressed files.

The storedstatus is represented by 0, 1, or 2. 0 indicates the . zip file has not yet been stored. 1
indicates the . zip file will be stored for the first time in the server. 2 indicates the . zip file has
already been stored once.

The .zip filename changes depending on if the database is attached to the server.

The . zip file contains the . z1ip files and a property file. The property file is named using the
following conventions:

scheduledtime_inventoryservername.prp

The property file contains the scheduled time, Inventory server name, and signature. The signature
helps to authenticate the . zip file.

Each . zip file can contain a maximum of 50 .str files.

74.4.4 Sender-Receiver Directories

The following table provides a quick reference of the directories that the Sender-Receiver uses:

988 Novell ZENworks 7 Desktop Management Administration Guide



Table 74-4 List of directories used by Sender and Receiver

ENTPUSHDIR

Server Sender Receiver ENTMERGDIR \ ZIPDIR ENTPUSHDIR DBDIR
Leaf Server, Runs on - Sender - Sender compresses -
Leaf Server  this moves the the
with Inventory .str filesto .strfiles as a
Database server the .zip file.
entpushdir
Sender deletes the
.strfiles.
Sends the .zip file
to the next-level
Inventory server.
Intermediate  Runs on Runson  -- Receiver Receiver copies the --
Server this this receives the .zip files from the
Inventory  Inventory .zip files lower-level
server server from the Inventory server in
lower-level this directory.
server in this
directory. Sender sends the
. zip files to the
next-level Inventory
server.
Intermediate  Runs on Runson  Sender Receiver Receiver copies the --
Server with  this this moves the receives the .zip files from
Inventoried Inventory  Inventory .strfilesto .zipfiles ZIPDIR into this
Workstations server server the from the directory.
entpushdir. lower-level
Inventory Sender sends the
serverin this -zip files to the
directory. next-level Inventory
server.
Sender compresses
the
.strfilesin to
.zip files.
Sender deletes the
.str files.
Intermediate  Runs on Runson  -- Receiver Receiver copies the Receiver
Server with  this this receives the .zip files from copies the
Database Inventory  Inventory .zip files ZIPDIR into this file in this
server server from the directory. directory.
lower-level
serverin this Sender sends the
directory. .zip file to the

next-level Inventory
server.
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ENTPUSHDIR

Server Sender Receiver ENTMERGDIR \ ZIPDIR ENTPUSHDIR DBDIR
Intermediate  Runs on Runson  Sender Receiver Receiver copies the Receiver
Server with  this this moves the receives the .zip files from copies the
Database Inventory  Inventory .str filesto .zip files ZIPDIR into this file in this
and server server the from the directory. directory.
Workstations entpushdir. lower-level
Inventory Sender compresses
server in this the
directory. .strfilesas a
.zip file.
Sender deletes the
.strfiles.
Sender sends the
. zip file to the
next-level Inventory
server.
Root Server, -- Runson  -- Receiver - Receiver
this receives the copies the
R9°t Server Inventory .zip files .zip files
with server from the from the
Inventoried lower-level lower-level
Workstations Inventory Inventory
server in this server in
directory. this

directory.

74.5 Understanding the TCP Receiver

The TCP Receiver is a Java component on the Inventory server that converts ZENworks for
Desktops 4.x and ZENworks 6.5 Desktop Management residual .str and .zip files on the
server and the . zip files received from lower-level ZENworks for Desktops 4.x and ZENworks 6.5
Desktop Management Inventory servers to the format required by the ZENworks 7 Desktop
Management Inventory server. See Section 74.12, “An Overview of the Inventory Components on
an Inventory Server,” on page 997 for a quick reference table of server components.

The processing done by the TCP Receiver is as follows:

1. The Service Manager starts the TCP Receiver on the Inventory server.

2. The TCP Receiver receives the scan . zip file from the ZENworks for Desktops 4.x and
ZENworks 6.5 Desktop Management Sender and places the file is in the Receiver Conversion
directory (entpushdir\ recvconv).

3. The TCP Receiver converts the following ZENworks for Desktops 4.x and ZENworks 6.5
Desktop Management files into the format required by ZENworks 7 Desktop Management
components:

Residual . zip files in \dbdir
.strand .prp files in dbdir\temp
Residual . zip filesin \entpushdir
Residual . str files in \entpushdir
Residual . str filesin \entmergedir
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.z1ip files

After conversion, these . zip files are copied to entpushdir\zipdir directory for
further processing by the Receiver.

4. The Receiver logs the status information in the Roll-Up log. For more information, see
“Monitoring Workstation Inventory Using Status Logs” on page 1183.

The TCP Receiver uses the following directories:

¢ The TCP Receiver receives the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
Management . zip files in \entpushdir\recvconv directory. The . zip files are
converted to the ZENworks 7 Desktop Management format and copied to
\entpushdir\zipdir directory. The Upgrade service copies the ZENworks for Desktops
4.x and ZENworks 6.5 Desktop Management residual . zip files in the \dbdir directory to
the \entpushdir\dbdirconv directory. The . z1ip files are converted to the ZENworks
7 Desktop Management format and copied to the \dbdir directory.

*

The Upgrade service copies the residual . str and . prp files in the dbdir\temp directory to
the \entpushdir\dbdirconv directory. The .str and .prp files are converted to the
ZENworks 7 Desktop Management format and copied to the \dbdi r directory.

*

The Upgrade service copies the residual . zip files in entpushdir directory to the
\entpushdir\entpushzipconv directory. The . z1ip files are converted to the
ZENworks 7 Desktop Management format and copied to the \entpushdi r directory.

*

The Upgrade service copies the residual . str files in the entpushdir directory to the
\entpushdir\entpushstrconv directory. The . str files are converted to the
ZENworks 7 Desktop Management format and copied to the \entpushdir directory.

*

The Upgrade service copies residual . str files in the entmergedir to the
\entpushdir\entmergeconv directory. The . str files are converted to the ZENworks
for Desktops 4.x and ZENworks 6.5 Desktop Management format and copied to the
\entmergedir directory.

74.6 Understanding the Selector

The Selector is a Java component on the server that receives the inventory information from the
inventoried workstations. These servers can be any of the following: Leaf Server, Leaf Server with
Database, Intermediate Server with Database and Inventoried Workstations, Intermediate Server
with Inventoried Workstations, Root Server with Inventoried Workstations, and Standalone Server.
See Section 74.12, “An Overview of the Inventory Components on an Inventory Server,” on

page 997 for a quick reference table of server components.

The processing done by the Selector is as follows:

1. While scanning the inventoried workstation, the Scanner creates a scan data file (. str) in the
scan directory (\scandir) at the server for each scan done on the inventoried workstation.
The location of \ scandir is obtained from the Inventory Service object. The Selector
processes the . str files placed by the Scanner in the \ scandir directory.

The Selector also detects the . st r files generated by the ZENworks for Desktops 4.x and
ZENworks 6.5 Desktop Management Scanners and moves the . str files to the
\scandir\conv directory for the Str Converter to process these files.
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The Selector processes the following types of . str files.

¢ Full: Contains complete hardware and software inventory information of the inventoried
workstation.

¢ Delta: Contains only the changes in the inventory since the last scan.

¢ Delete: Contains the information needed for the Storer to delete the inventoried
workstation object from the database. This . str file is created when the inventoried
workstation object is deleted from the eDirectory.

¢ Scheduled Full: Contains full and delta scans. Depending upon the last stored status of
the inventoried workstation object data, the Storer processes either the full or delta scan.
The Scheduled Full . str file is used by the Storer to rectify the errors in the inventoried
workstation inventory data that is stored in the database.

Using the Workstation Inventory Policy, you can configure the Scheduled Full scan to
send a full scan after a certain number of delta scans. The value must be between 5 and
65535. If you do not want the Scheduled Full scan, set the value to 65535.

2. The Selector checks for the following conditions to ensure that the . str file, generated by the
Scanner, is valid.

+ If a Scheduled Full scan is done at the inventoried workstation, the . st r file should
contain both full and delta scan data. The Identification section in the Scheduled Full Str
file should have SCHEDFULL as ScanType.

+ If delta scan is done at the inventoried workstation, the . str file should contain two
instances of the Inventory Scanner objects.

¢ The integer value logged in the . str file is based on the . str file name with the actual
value of the .str file.

¢ The actual size of the . st r file should be in sync with the size recorded in the . str file.

The Selector processes only valid . str files. If invalid files are present in the directory, the
Selector deletes them.

3. Based on the role of the server, the Selector copies the individual . str files from the
\scandir directory to the dodir\entmergedir directory.

The following table lists the directories that the Selector copies or renames the files to:

Renames the Renames the .str

Copies the .str file str file in the file in the
Server to the database ’ enterprise merge

L . database .
directory (dbdir) ;e ctory (dbdir) ?;:if::ge i)

Leaf Server with Database Yes - Yes
Leaf Server - - Yes
Intermediate Server with Database and Yes - Yes

Inventoried Workstations
Standalone Server - Yes -

Root Server with Inventoried Workstations -- Yes --

4. The Selector updates the sequence number of valid . str files in eDirectory.
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The Selector determines whether to enforce a full scan if the scanning sequence number in the
.str file is improper. If the . str file is invalid or if there are discrepancies in the sequence
number of the . str file, the Selector enforces a full scan.

The Selector logs the status in the Server log. For more information, see “Monitoring
Workstation Inventory Using Status Logs™ on page 1183.

The Selector removes the existing . str files in the \scandir directory.

74.7 Understanding the Storer

The Storer is a Java component on the server that has a database attached to it. These servers can be
any of the following: Leaf Server with Database, Intermediate Server with Database, Intermediate
Server with Database and Inventoried Workstations, Root Server, and Root Server with Inventoried
Workstations. See Section 74.12, “An Overview of the Inventory Components on an Inventory
Server,” on page 997 for a quick reference table of server components.

The Storer runs as a service loaded by the Service Manager. It processes the files in the dbdir
directory.

The processing done by the Storer is as follows:

1.

The Storer reads the Startup configuration parameters from the Inventory Server Configuration
Service.

. The Selector places the . str files in dbdir and the Receiver places the . zip files in

dbdir.

3. The Storer processes the . str files and . z1ip files alternately.

The Storer extracts the . z1ip file containing the compressed . zip files and the . prp fileto a
temp directory (dbdir\temp) and updates the database with the inventory information.

If the inventoried workstations are connected directly to the Inventory server or if the . str
files are stored for the first time in the tree, the Storer forces a full scan of an inventoried
workstation if there are errors in the . str files. However, enforcing a full scan of the
inventoried workstations located in a different tree is not supported.

The Storer updates the status in the Workstation Status log and updates the Roll-Up log. For
more information, see “Monitoring Workstation Inventory Using Status Logs” on page 1183.

If the inventoried workstations are connected directly to the Inventory server or if the . str
files are stored for the first time in the tree, the status messages are logged directly into the
inventoried workstation objects and can be viewed from the Workstation Status Log.

For rolling up inventory information across trees, the roll-up status messages are logged into
the first Inventory server receiving the rolled-up . str files in the tree.

The Storer processes the converted ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
Management .str filesand . zip files similarly to how it processes the ZENworks 7
Desktop Management . st r files. However, the Storer does not enforce a full scan if a
processing error occurs during the conversion to . str files.

74.8 Understanding the Str Converter

The Str Converter is a Java component on the Inventory server that has workstations attached to it.
The Str Converter converts the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
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Management files to the ZENworks 7 Desktop Management format in order to support backward
compatibility with ZENworks for Desktops 4.x and ZENworks 6.5 Desktop Management.

You can run the Str Converter on the following servers:

¢ Leaf Server with Inventoried Workstations

¢ Leaf Server with Inventoried Workstations and Database

¢ Intermediate Server with Inventoried Workstations

¢ Intermediate Server with Inventoried Workstations and Database
¢ Root Server with Inventoried Workstations

¢ Standalone Server

For a quick reference table of server components, see Section 74.12, “An Overview of the Inventory
Components on an Inventory Server,” on page 997.

The Str Converter runs as a service loaded by the Service Manager. It processes the files in the
scandir\conv directory.

The Str Converter process sequence is as follows:

1. The Str Converter reads the Startup configuration parameters, such as scandir, from the
Inventory Server Configuration Service. If the conv and the convtemp directories do not
exist, they are created under the scandir directory.

2. The selector places the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop Management
.str files in conv directory.

3. The Str Converter converts the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
Management . str files into the ZENworks for Desktops 4.x format and places the files in the
convtemp directory.

4. The converted .str files from the convtemp directory are moved to the scandi r directory
to be retrieved again by the Selector and are processed similar to ZENworks 7 Desktop
Management . str files.

NOTE: The status log is not updated for the Str Converter component.

74.9 Understanding the Inventory Sync Service

The Inventory Sync Service is a service loaded by the Inventory Service Manager. It runs on all the
Inventory servers that have inventoried workstations attached to them and removes the inventory
information of the workstations from the attached Inventory database if they have already been
deleted from eDirectory.

The Inventory Sync Service schedule is not automatically created after the Workstation Inventory
installation. To schedule the Inventory Sync Service:

1 In ConsoleOne®, right-click the Inventory Service object (Inventory Service server name) of
the designated Inventory server, click Properties.

2 Click the Inventory Service Object tab, select the Inventory Service Sync Schedule suboption.

3 Modify the settings for scheduling the Inventory Sync Service.

4 Click Apply, then click Close.
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The Inventory Sync Scheduler reads the Inventory Service Sync Schedule and triggers the Inventory
Sync service at the specified time. The Inventory Sync service, is started by the Inventory Service
Manager, but is activated by the Inventory Service Sync Scheduler.

The processing done by the Inventory Sync service is as follows:

1. The Inventory Sync Service maintains a list of DN of all the inventoried workstations attached
to that Inventory server. The Inventory Sync Service reads the list and validates whether each
inventoried workstation is registered in eDirectory.

2. If the inventoried workstation is not present in eDirectory, the Inventory Sync Service creates a
delete str file for that inventoried workstation in the scandir directory.

3. The Selector validates the delete str files and copies the files into the dbdir and
entmergedir directories.

4. The Storer reads the delete str file in the dbdir and deletes the inventoried workstations
from the attached Inventory database.

5. If the inventory deployment rolls up the inventory information across servers, the delete
str file is also rolled up to the next level Inventory server.

The inventoried workstation is removed from the Inventory database at all Inventory server tree
hierarchy levels.

NOTE: If you restore a backup of the Inventory database, the database will contain the workstations
that you have removed from eDirectory. The Inventory service does not remove these workstations.
To remove these workstations, you must use the Inventory Removal Service. For more information,
see Section 76.7, “Removing Redundant Inventoried Workstations from the Inventory Database,” on
page 1093.

74.10 Understanding Dictionary Provider and
Dictionary Consumer

All Inventory servers and inventoried workstations have Dictionary Provider and Dictionary
Consumer services that are automatically installed during the Workstation Inventory installation.

When an inventoried workstation is started, the Dictionary Consumer reads the Dictionary Update
policy and contacts the Dictionary Provider (running on the Inventory server) specified in the policy.

Subsequently, the Dictionary Consumer checks for the dictionary updates based on the schedule set
in the Dictionary Update policy. It compares the date of the dictionary file on the Dictionary
Provider with the file that has been locally stored. If the file on the Dictionary Provider is newer,
then the Dictionary Consumer downloads the file from the Dictionary Provider using XML-RPC as
per the schedule.

74.11 Understanding the Upgrade Service

The Upgrade service runs as a service loaded by the Service Manager and performs the following
functions:

1. Migrates ZENworks for Desktops 4.x and ZENworks 6.5 Desktop Management database to
ZENworks 7 Desktop Management database. For more information, see “Inventory Database
Migration” on page 996.
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2. Converts the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop Management residue
. str files to ZENworks 7 Desktop Management . st r files. For more information, see
“Conversion and Movement of ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
Management Residue Files” on page 996.

The Upgrade service performs all the functions in a state-driven method. This is to make sure that
the Upgrade service does not execute the same steps when one step is executed successfully. The
Upgrade service runs as an uninterrupted service. Therefore, you cannot manually stop the Upgrade
service. The Upgrade service stops automatically after completing all its functions.

This section contains the following:

+ “Inventory Database Migration” on page 996

¢ “Conversion and Movement of ZENworks for Desktops 4.x and ZENworks 6.5 Desktop
Management Residue Files” on page 996

74.11.1 Inventory Database Migration

The Inventory database migration consists of two phases, Schema migration and Data migration.
The Inventory database migration involves the following activities:
1. The . zip files that contains all the SQL scripts are unzipped. Before the schema migration
begins, the SQL files are transformed by filling the constants from the database.

2. Schema migration phase: The tables, procedures, views, and other related schema objects are
either altered or added in compliance with the ZENworks 7 Desktop Management schema. The
grants are provided appropriately to the tables, procedures, and views.

3. Data migration phase: The old data in the ZENworks for Desktops 4.x and ZENworks 6.5
Desktop Management schema is migrated to the ZENworks 7 Desktop Management schema.
This phase consumes some time depending upon the size of the database.

4. Post-migration corrections.

The Database migration activity is additionally traced into a migration log, which could be found in
the installation path\zenworks\inv\server\wminv\logs\migrationlogs
directory.

74.11.2 Conversion and Movement of ZENworks for Desktops
4.x and ZENworks 6.5 Desktop Management Residue Files
The residue files are the ZENworks for Desktops 4.x and ZENworks 6.5 Desktop Management

.str or .zip files that are collected before the ZENworks 7 Desktop Management Inventory
services runs for the first time.

The Upgrade service performs the following functions:

¢ Converts the . str files in the dbdir directory to ZENworks 7 Desktop Management . str
files

Moves the . zip files in the dbdir directory to the dbdirconv directory

*

*

Moves the . zip files in the entpush directory to the entpushzipconv directory.

*

Moves the . str files in the entpush directory to the entpushstrconv directory.
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¢+ Moves the .str filesinthe entmerge directory to the entmergeconv directory.

¢ Moves the . str files and the . prp files in the dbdir\ temp directory to the
dbdirtempconv directory.

This is to make sure that the ZENworks 7 Desktop Management Storer and Sender-Receiver
services process the residue files present in the dbdir, entpush, and entmerge directories
before they process and refresh the new inventory information.

WARNING: You must not delete the residue files during or after upgrade.

Dbdirconv, entpushzipconv, entpushstrconv, entmergeconv, and
dbdirtempconv are auxiliary directories created by the upgrade service to facilitate its

functioning.

74.12 An Overview of the Inventory Components
on an Inventory Server

Depending on the type of the Inventory server, the following inventory components exist on the

Inventory server.

Table 74-5 [nventory components running on the Inventory server

Intermed
. . iate
Root Server Leaf Intermediate Intermedi Server
Stand Root . Server Leaf . Server with ate .
Server with . Intermedi with
alone Serv . with Serv Databaseand Server .
Component Inventoried ate Server N X Inventori
Server er . Databa er Inventoried with
Workstations . ed
se Workstations Database
Workstat
ions
Service Yes Yes Yes Yes Yes Yes Yes Yes Yes
Manager or
Server
Configuration
Selector Yes No Yes Yes Yes No Yes No Yes
Storer Yes Yes Yes Yes No No Yes Yes No
Sender No No No Yes Yes Yes Yes Yes Yes
Receiver No Yes Yes No No Yes Yes Yes Yes
Str Converter Yes No Yes Yes Yes No Yes No Yes
TCP Receiver NoO Yes Yes Yes Yes Yes Yes Yes Yes
Upgrade Yes Yes Yes Yes Yes Yes Yes Yes Yes
Service
Database Yes Yes Yes Yes No No Yes Yes No
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Intermed

Root Server Leaf Intermediate Intermedi ISat:sver
Stand Root . Server Leaf . Server with ate .
Server with . Intermedi with
alone Serv . with Serv Databaseand Server .
Component Inventoried ate Server X ¥ Inventori
Server er . Databa er Inventoried with
Workstations . d
se Workstations Database
Workstat
ions
Dictionary Yes Yes Yes Yes Yes Yes Yes Yes Yes
Consumer
and
Dictionary
Provider

74.13 Understanding the Inventory Database

The Inventory database functions as a repository of the inventoried workstation hardware and
software information. The Storer updates the database with the inventory information of the . str
file. The network administrator can view the inventory information, query the database, and
generate inventory reports in ConsoleOne. For more information, see “Understanding the Inventory
Database Schema” on page 999.
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Understanding the Inventory
Database Schema

This section describes the design of the Novell® ZENworks® 7 Inventory database schema
implemented using the Common Information Model (CIM) of the Distributed Management Task
Force (DMTF). To understand this section effectively, you should be familiar with terminology such
as CIM and Desktop Management Interface (DMI). You should also have a solid understanding of
relational database based managed systems (RDBMS) and database concepts.

The following sections provide in-depth information:

¢ Section 75.1, “Overview,” on page 999
¢ Section 75.2, “CIM Schema,” on page 1000

¢ Section 75.3, “Inventory Database Schema in ZENworks 7 Desktop Management,” on
page 1006

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

75.1 Overview

The DMTF is the industry organization leading the development, adoption, and unification of
management standards and initiatives for desktop, enterprise, and Internet environments. For more
information about DMTF, see the DMTF Web site (http://www.dmtf.org).

The DMTF CIM is an approach to system and network management that applies the basic
structuring and conceptualization techniques of the object-oriented paradigm. The approach uses a
uniform modeling formalism that together with the basic repertoire of object-oriented constructs
supports the cooperative development of an object-oriented schema across multiple organizations.

A management schema is provided to establish a common conceptual framework at the level of a
fundamental topology, both with respect to classification and association, and to a basic set of
classes intended to establish a common framework for a description of the managed environment.
The management schema is divided into the following conceptual layers:

¢ Core Model: An information model that captures notions that are applicable to all areas of
management.

¢+ Common Model: An information model that captures notions that are common to particular
management areas, but independent of a particular technology or implementation. The
common areas are systems, applications, databases, networks, and devices. The information
model is specific enough to provide a basis for the development of management applications.
This model provides a set of base classes for extension into the area of technology-specific
schema. The Core and Common models together are expressed as the CIM schema.

+ Extension Schemas: This schema represents technology-specific extensions of the Common
model. These schemas are specific to environments, such as operating systems, for example,
NetWare® or Microsoft Windows.
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CIM comprises a specification and a schema (see the DMTF Web site (http://www.dmtf.org/
standards/standard_cim.php). The specification defines the meta-schema plus a concrete
representation language called Managed Object Format (MOF).

75.2 CIM Schema

The elements of the meta-schema are classes, properties, and methods. The meta schema also
supports indications and associations as types of classes and references as types of properties.

Classes can be arranged in a generalization hierarchy that represents subtype relationships between
classes. The generalization hierarchy is a rooted, directed graph that does not support multiple
inheritance.

A regular class can contain scalar or array properties of any intrinsic type such as Boolean, integer,
string, and others. It cannot contain embedded classes or references to other classes.

An association is a special class that contains two or more references. It represents a relationship
between two or more objects. Because of the way associations are defined, it is possible to establish
a relationship between classes without affecting any of the related classes. That is, addition of an
association does not affect the interface of the related classes. Only associations can have references.

The schema fragment in the following illustration shows the relationships between some CIM
objects that ZENworks 7 Desktop Management uses.
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CIM.Processor
CIM.VideoBIOSElement Stepping, DevicelD, Family (Enum),
OtherFamilyDescription, MaxClockSpeed,
Manufacturer, Version, CurrentClockSpeed, Role (Enum),
InstallDate, isShadowed UpgradeMethod (Enum)
Software PartComponent
| |
ZENworks_InstalledDriver ComputerSystemProcessor

\
GroupComponent

CIM.UnitaryComputerSystem

System
DeviceSoftware Name, PrimaryOwnerName
Purpose J GroupComponent
\
SystemDevice InstalledOS
|
T PartComponent
ZENworks.VideoAdaptor ZENworks.ZENOperatingSystem
>Description, >0OSType (Role),
>NumberOfColorPlanes, >Caption,
>CurrentHorizontalResolution, CodePage,
>CurrentVerticalResolution, Role (Enum),
>VideoArchitecture, >Version,
>VideoMemoryType, >InstallDate,
>MaxMemorySupported, >TotalVirtualMemorySize,
>CurrentBitsPerPixel, >TotalVisibleMemorySize,
>MaxRefreshRate, ProviderName
>MinRefreshRate,
DACType 1
ChipSet
ProviderName
‘ ZENworks.WinOperatingSystem
Realizes
CIM.Card Other Operating Systems
Manufacturer ZENworks.NetWareOperatingSystem ZENworks.UnixOperatingSystem
AccountingVersion, KernelVersion
InternetBridgeSupport,
MaxNumberOfVolumes,
PeakConnectionsUsed,

PrintServerVersion,
QueuingVersion,
RevisionLevel,
SecurityRestrictionLevel,
SFTLevel,

TTSLevel,

VAPVersion,
VirtualConsoleVersion,
InternalNetworkNumber

The illustration shows how the CIM schema maps to a relational DBMS schema. The classes are
shown with the class name as the box heading. The associations are labeled within the lines between
two classes.
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The inheritance hierarchy of this schema fragment is shown in the following illustration of the CIM
2.2 schema. The references shown as type Ref are in bold with each association subtype narrowing
the type of the reference.

Component Dependency
- GroupComponent : Ref - Antecedent : Ref
- PartComponent : Ref - Dependent : Ref
£ )
[ I I 1
InEndpointGrouping | |HostedService ||HostedAccessPoint || SAPSAPDependency || ServicesSAPDependency
X X £
InLogicalNetwork ManagedSystemElement BindsTo EmploysEndPoint
- Caption : String
4 - Description : String A
InSegment - InstallDate : DateTime RelaysAmong
- Name : String
- Status : String X
4 RoutesAmong

LogicalElement

Zy
[ I 1
System ServiceAccessPoint EndpointGrouping

- CreationClassName : String - CreationClassName : String
- NameFormAt : String - SystemCreationClassName : String T
- PrimaryOwnerContact : String|| - SystemName : String LogicalNetwork
- PrimaryOwnerName : String
- Roles : String[ ] T

Zy ProtocolEndpoint T

ComputerSystem - Address : String R
A - CreationClassName : String
¢

L2ProtocolEndpoint

UnitaryComputerSystem

- InitialLoadInfo : String] ]

- LastLoadInfo : String - Speed : uint64
- PowerManagementSupported : boolean
- PowerManagementEnabled : boolean L3ProtocolEndpoint

- CurrentTimeZone : sint16
- ResetCapability : String

75.2.1 CIM-to-Relational Mapping

CIM is an object model complete with classes, inheritance, and polymorphism. The generated
mapping to a relational schema preserves these features to the maximum extent. The following two
aspects are part of the relational mapping:

+ Logical Schema: The logical schema defines how the data appears to applications, similar to
an API. The goal is that the logical schema remains the same irrespective of the underlying
database so that application software can run unchanged on any supported databases. Although
SQL is a standard, this goal is not fully possible. Application software needs to know more
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about the database in use and this information can be abstracted and isolated to a small area of
the application code.

¢ Physical Schema: The physical schema defines how the data is structured in the database. The
schema tends to be specific to the database because of the nature of SQL and RDBMS. This
document describes the physical schema in general terms only.

A table in the database represents each class in the CIM hierarchy. A column of the appropriate type
in the table represents each non-inherited property in the class. Each table also has a primary key,
id$, which is a 64-bit integer that uniquely identifies an instance. An instance of a CIM class is
represented by a row in each table that corresponds to a class in its inheritance hierarchy. Each row
has the same value for id$.

Each CIM class is also represented by a view that uses id$ to join rows from the various tables in the
inheritance hierarchy to yield a composite set of properties (inherited plus local) for an instance of
that class. The view also contains an extra column, class$, of type integer that represents the type of
the actual (leaf-most) class of the instance.

Associations are mapped in the same manner as regular classes, with a reference property being
represented by a column with the id$ field of the referenced object instance. Thus, associations can
be traversed by doing a join between the reference field in the association and the id$ field in the
referenced table.

The following illustration depicts a typical query using this mapping:

Get Computers for Segment

SELECT CIM.UnitaryComputerSystem.*

FROM  CIM.UnitaryComputerSystem, CIM.Segment, CIM.L2ProtocolEndPoint,
CIM.HostedAccessPoint, CIM.InSegment

WHERE CIM.SegmentName = xxx'

AND  CIM.InSegment.GroupComponent = CIM.Segment.id$

AND  CIM.InSegment.PartComponent = CIM.L2ProtocolEndPoint.id$

AND  CIM.HostedAccessPoint.Dependent = CIM.L2ProtocolEndPoint.id$

AND  CIM.HostedAccessPoint.Antecedent = CIM.UnitaryComputerSystem.id$

InSegment BindsTo RoutesAmong HostedService
of '\%’( N N &y
& %, & s, & %% & e,
S 2, & /)% & o 3 %,
S N 7 S 0 5 *
s N N N Ny
Segment L2ProtocolEndPoint L3ProtocolEndPoint RouterService UnitaryComputerSystem
\D N /
epe”dent N\&e"e(\e

\/

HostedAccessPoint

This query finds all the computers attached to a given network segment. The classes and
relationships involved are highlighted with borders.

Understanding the Inventory Database Schema 1003



The following topics describe both the schema types:

+ “Logical Schema” on page 1004
¢ “Physical Schema” on page 1006

75.2.2 Logical Schema

The logical schema is the database schema as seen by users of the database and the application
program. The schema consists of stored procedures and views. The underlying tables are not visible
to the application.

ZENworks 7 Desktop Management Inventory components use JDBC to issue SQL statements to the
RDBMS and to convert between RDBMS data types and Java data types. Using JDBC with stored
procedures and views provides a level of abstraction that insulates application code from the
underlying database technology and from changes to the physical schema.

The various elements of the logical schema are discussed in more detail in the following sections:

+ “Naming Schema Elements” on page 1004
¢ “Users and Roles” on page 1005

+ “Data Types” on page 1005

* “Views” on page 1005

Naming Schema Elements

We recommend that you use the CIM names unchanged in the database schema. Some problems
could still ensue because of the differences in the naming schemes, such as the following:

+ Names in CIM and SQL are not case sensitive.

€6 ¢

+ All databases have different sets of reserved words that must be enclosed in quotes (“ ) when
used as schema element names; however, in Oracle, enclosing a name in quotes makes it case
sensitive.

¢ CIM classes avoid using SQL reserved words as names.

¢ CIM names are not limited in length and usually the names are long. Sybase allows up to 128
characters, but Oracle restricts the names to 30 characters.

Most of these problems are avoided during schema generation by preserving the case of CIM names,
abbreviating any names longer than 30 characters, and placing quotes around any name that is in the
union of the sets of reserved words.

Any name longer than 28 characters is abbreviated to a root name of 28 or fewer characters to allow
a two-character prefix so that all associated SQL schema elements can use the same root name. The
abbreviation algorithm shortens a name so that it is mnemonic, recognizable, and also unique within
its scope. The abbreviated name is given a # character as a suffix (note that # is an illegal character
in CIM) to prevent clashes with other names. If two or more names within the same scope generate
the same abbreviation, an additional digit is appended to make the name unique. For example,
AttributeCachingForRegularFilesMin is abbreviated to AttCacForRegularFilesMin#.

All such mangled names are written to the mangled name table so that a program can look up the
real CIM name and retrieve the mangled name to use with the SQL.
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Views are the schema elements that are most often manipulated by application code and queries.
They use the same name as the CIM class they represent. For example, the
CIM.UnitaryComputerSystem class is represented by a view named CIM.UnitaryComputerSystem.

When necessary, names for indexes and auxiliary tables are created by concatenating the class name
and property name separated by a $ character. These names are usually abbreviated. For example,
NetworkAdapter§NetworkAddresses is abbreviated to NetAdapter§NetAddresses#. This does not
have any adverse impact on ZENworks 7 Desktop Management schema users.

Users and Roles

In SQL, a user with the same name as the schema is the owner of each schema, for example, CIM,
ManageWise®, ZENworks, and others.

Additionally, there is an MW _DBA user that has Database Administrator privileges and rights to all
schema objects. The MW_Reader role has read-only access to all schema objects and the
MW _Updater role has read-write-execute access to all schema objects.

Application programs should access the database as either MW_Reader or MW_Updater for a
Sybase database, MWO_Reader or MWO_Updater for an Oracle database, and MWM_Reader or
MWM_ Updater for MS SQL Server database, depending on their requirements.

Data Types

CIM data types are mapped to the most appropriate data type provided by the database. Usually, the
Java application does not require the type because it uses JDBC to access the data.

Java does not natively support unsigned types, so you should use classes or integer types of the next
size to represent them. Also, make sure that there are no problems while reading or writing to the
database. For example, reading or writing a negative number to an unsigned field in the database is
likely to cause an error.

Strings in CIM and Java are Unicode, so the database is created using the UTF-8 character set.
Internationalization does not pose any problems; however, it might create problems with case
sensitivity in queries.

All databases preserve the case of string data stored within them, but might access the data as either
case sensitive or otherwise during queries. In ZENworks 7 Desktop Management, the Inventory
Query and the Data Export components are not affected because the queried data is retrieved from
the database before being