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About This Guide

This Novell ZENworks 7 Desktop Management Installation Guide includes information about the
planning, installing, setting up, and testing processes that Novell® ZENworks® 7 Desktop
Management customers typically encounter while implementing this product.

The information in this guide is organized in several parts:

¢ Part [, “Overview,” on page 21

¢ Part II, “Preparation,” on page 39

¢ Part II1, “Windows-Based Installation,” on page 79

¢ Part IV, “Installing ZENworks Desktop Management Services on Linux,” on page 295
¢ Part V, “Post-Installation,” on page 347

¢ Part VI, “Upgrade,” on page 361

¢ Part VII, “Interoperability,” on page 479

¢ Part VIII, “Uninstall/Reinstall,” on page 505

¢ Part IX, “Appendixes,” on page 529

Audience

This guide is intended for system administrators installing ZENworks 7 Desktop Management
software (or ZENworks 7 Desktop Management with Support Pack 1 software) on NetWare®,
Windows*, or Linux* servers. These users should be familiar with their own networks, including the
server hardware where they intend to install this product and the Windows desktops where they
intend to distribute policies and applications, remotely manage workstations, or collect asset
information from workstations. A working knowledge of Novell eDirectory® and Novell
ConsoleOne® is required.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent, updated version of the ZENworks 7 Desktop Management Installation Guide,
visit the Novell ZENworks 7 documentation Web site (http://www.novell.com/documentation/
zenworks?7).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

About This Guide
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When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX*, should use forward slashes as required by your software.

Additional Documentation
ZENworks 7 includes other manuals that can help you administer your ZENworks system:

* Novell ZENworks 7 Desktop Management Administration Guide

*

Novell ZENworks 7 Server Management Installation Guide

*

Novell ZENworks 7 Server Management Administration Guide
Novell ZENworks 7 Handheld Management Installation Guide
Novell ZENworks 7 Handheld Management Administration Guide

*

*
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Overview

The information in this section includes the following:

¢ Chapter 1, “What Is ZENworks Desktop Management?,” on page 23
¢ Chapter 2, “Platform Support for the Desktop Management Infrastructure,” on page 29
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What Is ZENworks Desktop
Management?

Novell® ZENworks® 7 Desktop Management is one of the core components of the ZENworks 7
Suite. It uses policy-driven automation to reduce and in some cases eliminate desktop management
tasks such as software distribution, software repair, desktop configuration, workstation imaging,
remote management, and workstation inventory throughout the life cycle of the device.

¢ Section 1.1, “Automatic Workstation Import and Removal,” on page 23

¢ Section 1.2, “Workstation Management,” on page 23

¢ Section 1.3, “Application Management,” on page 24

¢ Section 1.4, “Workstation Imaging,” on page 25

¢ Section 1.5, “Remote Management,” on page 25

¢ Section 1.6, “Workstation Inventory,” on page 26

¢ Section 1.7, “Sybase,” on page 27

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

1.1 Automatic Workstation Import and Removal

The Automatic Workstation Import service and the Automatic Workstation Removal service
provide simplified, hands-off management of users’ workstations.

Automatic Workstation Import imports workstations into eDirectory™ and integrates them
automatically. The Workstation objects created by Automatic Workstation Import provide you with
a way to push software and computer settings down to the workstations by using the Novell
Application Launcher™ (NAL) and ZENworks Desktop Management policies.

Automatic Workstation Removal removes obsolete workstation data from the directory and from the
Inventory database.

1.2 Workstation Management

Workstation Management helps you reduce the overall cost and complexity of configuring and
maintaining workstation desktops in your network. ZENworks policies provide you with automatic
management of server, user, and workstation configurations, processes, and behaviors, which means
that you do not need to visit each workstation in your site to configure user settings and
workstations. Using Workstation Management, you can:

+ Enable roaming profiles and set default desktop preferences for users

+ Use extensible policies to control any application function that is configured in the Windows
registry

¢ Set group policies for Windows 2000/XP workstations and users and Windows 2000/2003
Terminal Server users
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¢ Set parameters for remotely managing users' workstations, including remote control, remote
view, diagnostics, file transfer, remote execute, and Wake-on-LAN

¢ Set parameters for imaging workstations
¢ Set parameters to specify what inventory information to collect
¢ Set parameters to automatically import new workstations into the eDirectory tree

¢ Set parameters for using Novell iPrint, which facilitates the distribution of the iPrint client and
printers, in addition to providing users with a Web browser interface for installing printers on
their workstations

1.3 Application Management

Application Management helps you manage the distribution of applications to users on Windows
workstations. Using Application Management, you can:

¢ Distribute traditional Windows applications and Microsoft* Windows Installer applications.
Traditional Windows applications include their own installation programs. Windows Installer
applications utilize the Windows Installer and an .ms 1 file for installation.

+ Distribute Web applications. Web applications run on a Web server, so the distribution
typically involves making the URL available to the user.

¢ Distribute applications from the network (while connected to eDirectory) or from removable
media, such as a CD, Jaz* drive, or Zip* drive (even while disconnected from eDirectory).

¢ Determine which users an application is distributed to. You must associate an application with
a user through eDirectory before the application is available for distribution to the user. You
can also associate applications with workstations so that they are available on the workstation
regardless of which user is logged in.

¢ Create application dependencies. Through application dependencies, you can require that
Application B is installed and running before Application A can be launched.

¢ Determine how distributed applications are presented to users on their workstations.

For a user to receive applications you've configured in eDirectory and associated with him or
her, Novell Application Launcher must be running on the user's workstation. Application
Launcher accesses eDirectory to know which applications are associated with the user and
performs all distribution processes (including installing and uninstalling) for the applications.

Application Launcher provides three views through which applications can be presented: 1) the
Application Window, a standalone window that displays icons for the distributed applications,
2) Application Explorer, a component that includes a standalone window like the Application
Window and also includes Windows Explorer integration so distributed application icons can
be displayed on the Windows desktop, the Start menu, the system tray, and the Quick Launch
bar, and 3) the Application Browser, a Web browser view that displays icons for the distributed
applications. All three views are made available to users when Application Launcher is
installed.

+ Distribute applications to newly imaged workstations as part of the imaging process.

¢ Control which non-distributed applications can be run on a workstation. For example, if you
don't want users to be able to launch the Microsoft Calculator because you want them to use a
calculator application you've distributed to them, you can disable their ability to launch
Calculator even though it was not distributed through Application Launcher.
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¢ Uninstall any distributed applications. The uninstall includes the deletion of all non-shared
files, . ini entries, and registry entries associated with the distribution of the application.

1.4 Workstation Imaging

Using Workstation Imaging, you can perform the following imaging operations:
¢ Take an image of a workstation and store it on the same workstation (locally) or on an imaging
(proxy) server.
¢ Create an “add-on” image of selected files.
¢ Customize an image.
+ Compress an image to minimize storage space.

+ Retrieve an image that has been saved to a workstation (locally) or an imaging (proxy) server,
and restore it to a workstation. You can do this manually at each workstation or automatically
from ConsoleOne®.

+ Use a workstation or server policy to define imaging operations.

¢ Create a script to customize and automate how you perform imaging operations.
+ Restore an image to many workstations simultaneously in a multicast session.

+ View information about the partitions and storage devices on a workstation.

¢ Create, delete, and activate partitions.

1.5 Remote Management

Remote Management lets you remotely manage workstations (called managed workstations) from
the remote management console. Remote Management lets you do the following:

+ Remotely wake up a powered-off managed workstation

¢ Remotely control the managed workstation

+ Remotely view the managed workstation

+ Remotely run executables found on the managed workstation with system rights, even if the
logged-in user is not a member of the local Administrators Group

+ Transfer files between the remote management console and the managed workstation
+ Display information to diagnose problems on the managed workstation

¢ Log audit record information about the Remote Management sessions that are performed on the
managed workstation

¢ Blank the managed workstation screen during a Remote Control session

+ Lock the keyboard and mouse controls at the managed workstation during a Remote Control
session

IMPORTANT: You cannot use ZENworks 7 Desktop Management to obtain Remote Management
functionality on the servers. The Remote Management functionality of ZENworks Server
Management can be used to remotely manage Windows 2000/2003 servers. For more information,
see the ZENworks Server Management documentation (http://www.novell.com/documentation).
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1.6 Workstation Inventory

ZENworks Desktop Management lets you gather and administer complete hardware and software
information for all workstations connected to your network. From ConsoleOne, you can view the
complete hardwareand software inventory of the workstations. You can also query the centralized
database of the workstations and generate reports. Desktop Management also provides roll-up of
inventory information across servers, firewall, and eDirectory trees for large networks.

The following brief glossary provides basic definitions of Workstation Inventory terms:

¢ Inventoried workstation: A Windows workstation whose hardware and software data you
want to scan and maintain in a central repository. To gather complete hardware and software
inventory for a workstation, you must install the Inventory Agent (part of the ZENworks
Desktop Management Agent) on that workstation.

+ Inventory server: A NetWare®, Windows, or Linux server where you run the Inventory
service. This server can also run any other Desktop Management services. The Inventory server
collects the inventory data from associated inventoried workstations and stores it in the
Inventory.

+ Inventory database: A repository of inventory information of all the inventoried workstations.
The Inventory database can be Sybase*, Oracle*, or MS SQL.

¢ Database server: A NetWare, Windows, or Linux (the Open Enterprise Server (OES) version
of the Linux or the SUSE* Linux Enterprise Server (SLES) version of Linux) server running
the Inventory database.

¢+ Management console: A Windows workstation or server running Novell ConsoleOne with
Desktop Management Workstation Inventory ConsoleOne snap-ins installed. The management
console provides the interface to administer the inventory system.

The focus of the Installation Guide is to set up a pilot system so that you can better understand
Workstation Inventory. The pilot system consists of a management console, an Inventory server, an
Inventory database running Sybase, and one or more inventoried workstations, as shown below.

Figure 1-1 Workstation Inventory Pilot System

S

)

Management =
Cor%sole
Windows Inventory ~
Workstation Database
—
Inventory Inventoried
Server Workstations

This setup has the following features:

¢ The Inventory server and the inventoried workstations reside on the same Novell eDirectory
tree.
¢ The Inventory server has inventoried workstations attached to it.

¢ The Inventory server has an Inventory database attached to it.
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The Inventory scanning cycle is as follows:

1. The Inventory scanner sends hardware and software information from the inventoried
workstations to the Inventory server as per the scan schedule.

2. The Inventory server stores the inventory information in the Inventory database.

3. At the management console, you can view and retrieve the inventory information from the
Inventory database using Inventory tools such as Reporting and Summary.

To install Workstation Inventory in your production environment, you must plan and decide the
Inventory server tree hierarchy for your company. Also, you should organize your inventory
deployment based on your network and information requirements. For detailed information, see
“Workstation Inventory” in the Novell ZENworks 7 Desktop Management Administration Guide.

1.7 Sybase

Sybase Adaptive Server* Anywhere (ASA) is a network database server bundled with ZENworks
Desktop Management. Desktop Management lets you install Sybase ASA as the database platform
for mounting Workstation Inventory and Novell Application Launcher databases on NetWare,
Windows, and Linux.

What Is ZENworks Desktop Management?
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Platform Support for the Desktop
Management Infrastructure

Novell® ZENworks® 7 Desktop Management has been tested on NetWare® 6, NetWare 6.5,
Windows 2000 Advanced server, Windows Server 2003, Novell Open Enterprise Server (OES)
Linux 1.0, and SUSE® Linux Enterprise Server (SLES) 9 Support Pack 1 (SP1) or later.

This section includes details about the ZENworks 7 server configurations that have been tested and
are supported:
¢ Section 2.1, “Tested Windows and NetWare Server Platform Combinations,” on page 29
* Section 2.2, “Tested Linux and Other Server Platform Combinations for ZENworks 7,” on
page 34
+ Section 2.3, “Additional Linux and Other Server Platform Combinations Tested for SP1,” on
page 36
¢ Section 2.4, “Additional Linux Platforms Tested for SP1 IR2,” on page 38

The section also includes information about the workstations and devices that are supported with
ZENworks 7 Desktop Management and ZENworks 7 Desktop Management with Support Pack 1:

¢ Section 2.5, “Supported Workstation Platforms and Devices,” on page 38

IMPORTANT: ZENworks 7 Desktop Management with Support Pack 1 Interim Release 1 (SP1
IR1) has additonal platform support for Windows 2003 SP2, and SLES 10 SP1; however, the
product has not been exhaustively tested with all possible server and middle tier server
combinations.

2.1 Tested Windows and NetWare Server
Platform Combinations

The following tables show the ZENworks Desktop Management combinations (that is, the
ZENworks Middle Tier Server platform connecting to the Desktop Management Server platform) of
the Windows and NetWare servers that have been fully tested and are fully supported by Novell
ZENworks 7 Desktop Management and ZENworks 7 Desktop Management with SP1:

¢ Section 2.1.1, “Tested Platforms for ZENworks 7 Desktop Management,” on page 30

¢ Section 2.1.2, “Additional Platform Combinations Tested for ZENworks 7 Desktop
Management with SP1,” on page 33

Platform Support for the Desktop Management Infrastructure

29



2.1.1 Tested Platforms for ZENworks 7 Desktop Management

Table 2-1 Tested Windows and NetWare Server Platform Combinations for ZENworks 7 Desktop Management

Desktop
Management Server Notes for this Scenario
Platform

Middle Tier Server
Platform

Windows 2000 Windows 2000 Both of these servers must be members of the same
Advanced Server  Advanced Server Microsoft domain.

SP4 SP4
If you want to install the Middle Tier Server software on the

same machine with the Novell Client™, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (lIS) installed (the version
shipping with Windows 2000 Advanced Server).

The Desktop Management Server on Windows 2000 must
have the following:

+ Novell ConsoleOne® 1.3.6 and Novell eDirectory™
8.7.1 (minimum) or 8.7.3 (recommended) installed

+ Novell Client 4.9 SP1a installed and configured to use
the IP protocol, not IPX™

* The current location of eDirectory (usually c: \novell)
shared using the name SYS

This configuration is supported only when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

Windows Server Windows 2000 Both of these servers must be members of the same
2003 Standard Advanced Server Microsoft domain.

Edition or SP4
Enterprise Edition If you want to install the Middle Tier Server software on the

same machine with the Novell Client, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (lIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server on Windows 2000 must
have the following:

+ Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.1
(minimum) , 8.7.3, or 8.8x (now supported) installed

+ Novell Client 4.9 SP1a installed and configured to use
the IP protocol, not IPX

+ The current location of eDirectory (usually c: \novell)
shared using the name SYS
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Middle Tier Server
Platform

Desktop
Management Server
Platform

Notes for this Scenario

Windows Server
2003 Standard
Edition

Windows Server
2003 Standard
Edition

Both of these servers must be members of the same
Microsoft domain.

If you want to install the Middle Tier Server software on the
same machine with the Novell Client, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (IIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server on Windows Server 2003
must have the following:

+ Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3
(minimum) or 8.8x (also supported) installed

+ Novell Client 4.9 SP1a (or later) installed and
configured to use the IP protocol, not IPX

+ The current location of eDirectory (usually c: \novell)
shared using the name SYS

This configuration is also supported when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

Windows Server
2003 Enterprise
Edition

Windows Server
2003 Enterprise
Edition

Both of these servers must be members of the same
Microsoft domain.

If you want to install the Middle Tier Server software on the
same machine with the Novell Client, the client must be
installed first.

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (IIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server on Windows Server 2003
must have the following:

+ Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3
(minimum) or 8.8x (also supported) installed

+ Novell Client 4.9 SP1a (or later) installed and
configured to use the IP protocol, not IPX

+ The current location of eDirectory (usually c: \novell)
shared using the name SYS

This configuration is also supported when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

Platform Support for the Desktop Management Infrastructure

31



Desktop

Middle Tier Server Management Server Notes for this Scenario

Platform Platform

Windows Server NetWare 6 SP4 If you want to install the Middle Tier Server software on the
2003 Standard same machine with the Novell Client, the client must be
Edition or installed first.

Enterprise Edition
The ZENworks Middle Tier Server must have Microsoft

Internet Information Server (lIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server must have the latest
versions of the JVM*, ConsoleOne, and eDirectory installed.

Windows Server OES (NetWare) 1.0/ If you want to install the Middle Tier Server software on the

2003 Enterprise NetWare 6.5 same machine with the Novell Client, the client must be
Edition or Standard Support Pack 3 installed first.
Edition

The ZENworks Middle Tier Server must have Microsoft
Internet Information Server (IIS) installed (the version
shipping with Windows Server 2003).

The Desktop Management Server must have the latest
versions of the JVM, ConsoleOne, and eDirectory installed.

NetWare 6 SP4 NetWare 6 SP4 The Desktop Management Server must have the latest
versions of the JVM, ConsoleOne, and eDirectory installed.

This configuration is also supported when both the Middle
Tier Server and the Desktop Management Server are
installed on the same machine.

OES (NetWare) NetWare 6 SP4 The Desktop Management Server must have the latest
1.0/NetWare 6.5 versions of the JVM, ConsoleOne, and eDirectory installed.
Support Pack 3

OES (NetWare) OES (NetWare) 1.0/ The Desktop Management Server must have the latest
1.0/NetWare 6.5 NetWare 6.5 versions of the JVM, ConsoleOne, and eDirectory installed.

Support Pack 3 Support Pack 3
This configuration is also supported when both the Middle

Tier Server and the Desktop Management Server are
installed on the same machine.

Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3 are included on the Novell ZENworks 7
Companion I CD. You can obtain the files necessary to create an eDirectory 8.7.x evaluation license
diskette from the Novell eDirectory 8.7.x Evaluation License Download (http://www.novell.com/
products/edirectory/licenses/eval_87.html) Web site.

Novell ConsoleOne 1.3.6¢e and Novell eDirectory 8.8.1 are included on the Novell ZENworks 7 with
Support Pack 1 Companion I CD. No license is necessary for eDirectory 8.8.1 if you purchase
ZENworks 7 with Support Pack 1.

The most current Novell Client (version 4.9 SP2 or later) is available for download from the Novell
Product Downloads (http://download.novell.com/index.jsp) Web site.

Support Pack files for NetWare are available from the Minimum Patch List (http://
support.novell.com/produpdate/patchlist.html) at the Novell Support Connection Web site.
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The ZENworks Middle Tier Server and the ZENworks Desktop Management Server can be installed

on the same machine.

IMPORTANT: The following items are of particular importance as you consider platform support:

¢ If NetWare 6.5 SP2 or later is installed on the server where you authenticate workstations for
ZENworks functionality, you cannot administer the eDirectory tree or a server with
ConsoleOne 1.3.6 until you upgrade the version of the Novell Client installed on the machine

to 4.9 SP2.

¢ Ifyou plan to install ZENworks Patch Management (PatchLink), you should plan the use of
your network resources. Patch Management requires the following Windows server
configuration for installation:

¢ New and unmodified Windows XP, 2000, or Server 2003 with IIS and asp.net installed

+ Windows 2000 Advanced server updated with Service Pack 2 (other upgrades applied
after PatchLink application)

+ No other application software installed on the system

¢ ZENworks Patch Management must be installed on a dedicated machine.

2.1.2 Additional Platform Combinations Tested for ZENworks 7

Desktop Management with SP1

In addition to the platforms tested in ZENworks 7 Desktop Management, ZENworks 7 Desktop
Management with Support Pack 1 has been tested with the platform combinations listed in the table

below.

Table 2-2 Tested Windows and NetWare Server Platform Combinations for ZENworks 7 Desktop Management with

SP1

Middle Tier Server Platform

Desktop Management Server

Platform

Notes

Windows 2000 Advanced
Server SP4

OES (NetWare) 1.0 SP2

Windows 2000 Advanced
Server SP4

NetWare 6.5 SP4

Windows 2000 Advanced
Server SP4

Windows 2000 Advanced

Server SP4

Middle Tier Server and Desktop Management
Server installed on the same machine.

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

NetWare 6.5 SP5

Platform Support for the Desktop Management Infrastructure

33



Middle Tier Server Platform

Desktop Management Server

Platform

Notes

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Middle Tier Server and Desktop Management
Server installed on the same machine.

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

Windows Server 2003
Enterprise Edition or
Standard Edition, R2

Windows Server 2003
Enterprise Edition or
Standard Edition, SP1

OES (NetWare) 1.0 SP2

Windows Server 2003
Enterprise Edition, SP1

NetWare 6 SP5

NetWare 6 SP5

OES (NetWare) 1.0 SP2

NetWare 6 SP5

NetWare 6 SP5

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

NetWare 6.5 SP4

NetWare 6.5 SP4

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

NetWare 6.5 SP4

NetWare 6.5 SP4

Middle Tier Server and Desktop Management
Server installed on the same machine.

NetWare 6.5 SP5

NetWare 6 SP5

NetWare 6.5 SP5

NetWare 6.5 SP5

Middle Tier Server and Desktop Management
Server NOT installed on the same machine.

NetWare 6.5 SP5

NetWare 6.5 SP5

Middle Tier Server and Desktop Management
Server installed on the same machine.

NetWare 6.5 SP5

Windows Server 2003
Enterprise Edition, SP1

2.2 Tested Linux and Other Server Platform
Combinations for ZENworks 7

The following tables show the Desktop Management combinations (that is, the ZENworks Middle
Tier Server platform connecting to the Desktop Management Server platform) that have been fully
tested and that are fully supported by Novell ZENworks 7 Desktop Management.

¢ Section 2.2.1, “No Network Firewall,” on page 35

¢ Section 2.2.2, “Network Firewall In Place,” on page 36

For information about the tested Linux and other platform combinations for ZENworks 7 Desktop
Management with SP1, see
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2.2.1 No Network Firewall

Table 2-3 ZENworks 7: Tested Linux and Other Server Platform Combinations with No NetWork Firewall Installed

Middle Tier Server Desktop Management Server
Comments

Platform Platform

SLES 9 SP1 SLES 9 SP1 + Middle Tier and Desktop Management
Servers operating on the same Linux
machine

+ ZENworks for Desktops 4.0.1 Desktop
Management Agent does not work (does
not copy files)'

SLES 9 SP1 SLES 9 SP1 + Middle Tier and Desktop Management
Servers operating on different Linux
machines

+ ZENworks for Desktops 4.0.1 Desktop
Management Agent does not work (does
not copy files)'

SLES 9 SP1 OES (Linux) 1.0

OES (Linux) 1.0 SLES 9 SP1 ZENworks for Desktops 4.0.1 Desktop

Management Agent does not work (does not
copy files)'

OES (Linux) 1.0 Windows 2000 Advanced ZENworks for Desktops 4.0.1 Desktop

Server SP4 Management Agent does not work (does not
copy files)'

OES (Linux) 1.0 OES (Linux) 1.0 Middle Tier and Desktop Management Servers

operating on the same Linux machine

OES (Linux) 1.0 OES (Linux) 1.0 Middle Tier and Desktop Management Servers

operating on different Linux machines

OES (Linux) 1.0 NetWare 6 Support Pack 5

OES (Linux) 1.0 OES (NetWare) 1.0/NetWare Desktop Management Server operating in a

6.5 Support Pack 3 Novell Cluster Services™ environment

Windows Server 2003 SLES 9 SP1

Windows Server 2003 OES (Linux) 1.0

OES (NetWare) 1.0/ OES (Linux) 1.0
NetWare 6.5 Support
Pack 3

I'To work around this issue, see the steps in TID 10099065 in the Novell Support Knowledgebase
(http://support.novell.com/search/kb_index.jsp).
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2.2.2 Network Firewall In Place

Table 2-4 ZENworks 7. Tested Linux and Other Server Platform Combinations with a Network Firewall Installed

Middle Tier Server Desktop Management Server Comments

Platform Platform

Windows Server 2003 OES (Linux) 1.0

Windows Server 2003 SLES 9 SP1

OES (Linux) 1.0 OES (Linux) 1.0 Middle Tier and Desktop Management Servers

operating on the same Linux machine

OES (NetWare) 1.0/  OES (Linux) 1.0
NetWare 6.5 Support
Pack 3

OES (Linux) 1.0 OES (NetWare) 1.0/NetWare
6.5 Support Pack 3

2.3 Additional Linux and Other Server Platform
Combinations Tested for SP1

The following table shows the Desktop Management combinations (that is, the ZENworks Middle
Tier Server platform connecting to the Desktop Management Server platform) that have been fully
tested and that are fully supported by Novell ZENworks 7 Desktop Management with SP1.

Table 2-5 ZENworks 7 with SP1: Tested Linux and Other Server Platform Combinations with No NetWork Firewall
Installed

Middle Tier Server Platform Desktop Management Server Platform Comment

Windows 2000 Advanced Server SLES 9 SP3 x86
SP4

Windows 2000 Advanced Server SLES 9 SP3 x64
SP4

Windows 2000 Advanced Server OES (Linux) 1.0 SP2
SP4

Windows 2000 Advanced Server SLES 10’
SP4

Windows Server 2003 Enterprise  SLES 9 SP3 x64
Edition or Standard Edition, SP1/
R2

Windows Server 2003 Enterprise  OES (Linux) 1.0 SP2
Edition or Standard Edition, SP1/
R2

Windows Server 2003 Enterprise  SLES 10"
Edition or Standard Edition, SP1/
R2
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Middle Tier Server Platform Desktop Management Server Platform Comment

Windows Server 2003 Enterprise  SLES 9 SP2
Edition or Standard Edition, SP1

NetWare 6 SP5 OES (Linux) 1.0 SP2
NetWare 6 SP5 SLES 9 SP3 x64
NetWare 6.5 SP4 OES (Linux) 1.0 SP2
OES (NetWare) 1.0 SP2/NetWare OES (Linux) 1.0 SP2
6.5 SP5
OES (NetWare) 1.0 SP2/NetWare SLES 9 SP3 x64
6.5 SP5
SLES 9 SP2 OES (Linux) 1.0 SP1
SLES 9 SP2 Netware 6.5 SP4
SLES 9 SP2 SLES 9 SP2 Middle Tier Server and
Desktop Management Server
installed on the same
machine.
SLES 9 SP3 x86 Windows Server 2003 Enterprise
Edition or Standard Edition, SP1
SLES 9 SP3 x86 Windows Server 2003 Enterprise
Edition or Standard Edition, SP1/R2
SLES 9 SP3 x86 OES (NetWare) 1.0 SP2
SLES 9 SP3 x86 SLES 9 SP3 x86
OES (Linux) 1.0 SP2 OES (NetWare) 1.0 SP2
OES (Linux) 1.0 SP2 NetWare 6.5 SP4
OES (Linux) 1.0 SP2 OES (Linux) 1.0 SP2 Middle Tier Server and
Desktop Management Server
installed on the same
machine.
OES (Linux) 1.0 SP2 SLES 9 SP3 x64
OES (Linux) 1.0 SP2 Windows 2000 Advanced Server
SP4
OES (Linux) 1.0 SP2 Windows Server 2003 Enterprise
Edition or Standard Edition, SP1/R2
OES (Linux) 1.0 SP2 OES (Linux) 1.0 SP2
OES (Linux) 1.0 SP2 SLES 10'

11 you plan to install ZENworks 7 Desktop Management with Support Pack 1 on a SLES 10 server
where Novell eDirectory 8.8.1 is installed, you need to make sure that, at a minimum, ports TCP 427
and TCP 524 are opened on the server.

If these ports are not opened, the SLES 10 server cannot be added to the eDirectory tree where you
plan to install ZENworks.
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2.4 Additional Linux Platforms Tested for SP1
IR2

The following Desktop Management Server platforms are supported by Novell ZENworks 7
Desktop Management with SP1 IR2:

¢ SLES 10 SP1
¢ OES (Linux) 2.0

2.5 Supported Workstation Platforms and
Devices

ZENworks 7 Desktop Management has been extensively tested to manage the following desktop
platforms:

+ Windows 2000 Professional, with Service Pack 4 applied

+ Windows NT 4 SP6a (for more information, see Section 37.3, “Interoperability with Windows
NT 4 Workstations,” on page 483).

+ Windows XP Professional, with Service Pack 1 (minimum) or Service Pack 2 applied
¢ Windows 98 SE
+ Windows XP Tablet PC Edition

ZENworks 7 Desktop Management also supports distribution of policies and applications to the
following terminal server platforms:

+ Citrix Presentation Server* 3
* Windows 2000 Terminal Server

+ Windows 2003 Terminal Server

2.5.1 Added Workstation Platform and Device Support for SP1

ZENworks 7 Desktop Management with Support Pack 1 supports distribution of policies and
applications to Tablet PCs running the Windows XP Tablet PC 2005 Edition. It also supports
distributions using Citrix Presentation Server 4.

Support Pack 1, Interim Release 1

No new workstation platforms and devices are supported with Support Pack 1, Interim Release 1.
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Preparation

This section includes important information you need before installation and while you are using the
installation programs for the major components of Novell® ZENworks® 7 Desktop Management,
including:

*

*

Chapter 3, “Prerequisites for the Workstation Running the Installation,” on page 41

Chapter 4, “Prerequisites for Installing the ZENworks Desktop Management Server,” on
page 43

Chapter 5, “Preparing a Linux Server for ZENworks Functions,” on page 55
Chapter 6, “Prerequisites for Installing the ZENworks Middle Tier Server,” on page 65
Chapter 7, “User Workstation Requirements,” on page 73

Chapter 8, “Preparing the Administration Workstation or Server,” on page 75

Preparation
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Prerequisites for the Workstation
Running the Installation

The following table lists the software requirements for the workstation you use as you install
Desktop Management Services and Middle Tier Server software on Windows or NetWare® servers
using a Windows machine.

Installing these services on a Linux server can be accomplished from a Linux server only.

Table 3-1 Software Requirements for the Installing Workstation

ZENworks Component to

Install Software Requirement for the Installing Workstation

Desktop Management + Windows 2000 Professional SP4 (or later) workstation, Windows XP
Services SP1 (or later) workstation, Windows 2000 Server SP4 (or later), or
Windows Server 2003 (or later), Standard Edition or Enterprise Edition

+ Novell Client™ 4.9 SP1a (or later) installed
¢ Internet Explorer 5.5 SP2 (or later) installed

+ If you intend to install ZENworks snap-ins to the local workstation,
ConsoleOne® 1.3.6 must already be installed on this workstation. For
more information, see Step 8 in the section entitled Section 9.1.2,
“Performing the Full Installation (Including Schema Extension),” on
page 85.

Not Supported: The following software configurations are not supported for
Desktop Management Server software installation:

¢ Installing from a Windows 95/98/ME/NT 4 workstation.

+ Installing the product from one side of a firewall, such as a Network
Address Translation (NAT) configuration, to the other side of a firewall.

Middle Tier Server + Windows 2000 (or later) workstation, Windows XP SP1 (or later)
workstation, or Windows 2000/2003 (or later) server

+ Novell Client 4.9 SP1a (or later) installed

Not Supported: The following software configurations are not supported for
ZENworks Middle Tier Server software installation:

+ |Installing from a Windows 95/98/ME/NT 4 workstation.

+ Installing from a network where Network Address Translation (NAT) has
been configured.

The login session at the installing workstation must meet these requirements:

¢ You must be logged in as Admin or an Admin equivalent if the server you are installing to is a
NetWare® server. This enables the installation program to extend the eDirectory™ schema and
to browse for eDirectory trees and NetWare servers.

Prerequisites for the Workstation Running the Installation
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NOTE: Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either
of these installation programs from a Windows server and if that server is not part of the tree
you have selected, you cannot install the Desktop Management Server locally.

¢ Ifyou are installing to a Windows 2000 server or Windows Server 2003, you must be logged in
as Administrator (or equivalent) in order to authenticate to the server you are installing to.

The Novell Client must be installed on the workstation or server where you will be running
ConsoleOne for administering ZENworks 7 Desktop Management. This is because ConsoleOne is
dependent on the client's NetWare libraries.

For more information about installing the Desktop Management Server, see “Installing the
ZENworks Desktop Management Server” on page 81.
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Prerequisites for Installing the
ZENworks Desktop Management
Server

This section includes the following information:

¢ Section 4.1, “Desktop Management Server Hardware Requirements,” on page 43
¢ Section 4.2, “Desktop Management Server Software Requirements,” on page 46

¢ Section 4.3, “Desktop Management Server Installation Prerequisites,” on page 52

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1 (SP1) and for ZENwork 7 Desktop Management with SP1 Interim Release 1 (SP1
IR1). For more details about the tested platforms for SP1 and SP1 IR1, see Chapter 2, “Platform
Support for the Desktop Management Infrastructure,” on page 29.

4.1 Desktop Management Server Hardware
Requirements

Although Novell® ZENworks® 7 Desktop Management Services can all be installed on one
machine, your network resources or design might require you to install some components on
different servers. This section lists the hardware requirements for those servers.

¢ Section 4.1.1, “Consolidated Component Installation Hardware Requirements,” on page 43

¢ Section 4.1.2, “Preboot Services Subinstallation Hardware Requirements,” on page 44

¢ Section 4.1.3, “Workstation Inventory Subinstallation Hardware Requirements,” on page 45

¢ Section 4.1.4, “Database Subinstallation Hardware Requirements,” on page 46

4.1.1 Consolidated Component Installation Hardware
Requirements
For full functionality and performance, the Desktop Management Services require the following

minimum amounts of processing power, disk space, and RAM on servers where they will be
installed:

Table 4-1 ZENworks Desktop Management Server Hardware Requirements

Resource Minimum Disk Space Minimum Hardware Requirement

NetWare® 6 SPx server 290 MB Pentium* lll (minimum) processor, 512
MB RAM; if scaled to 200 concurrent
users, use Pentium Ill, 1 GB RAM. Scale
thereafter as appropriate.

Prerequisites for Installing the ZENworks Desktop Management Server
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Resource Minimum Disk Space

Minimum Hardware Requirement

NetWare 6.5 SPx server 290 MB

Pentium Il (minimum) processor, 512
MB RAM; if scaled to 200 concurrent
users, use Pentium lll, 1 GB RAM. Scale
thereafter as appropriate.

Windows 2000x server 290 MB

Pentium Il (minimum) processor, 512
MB RAM,; if scaled to 200 concurrent
users, use Pentium lll, 1 GB RAM. Scale
thereafter as appropriate.

Windows Server 2003x 290 MB
(32-bit only)

Pentium Il (minimum) processor, 512
MB RAM; if scaled to 200 concurrent
users, use Pentium Ill, 1 GB RAM. Scale
thereafter as appropriate.

SLES 9x 32-bit or 64-bit * |ess than 100 users = 190 MB
100 - 500 users = 290 MB

*

Pentium Il (minimum) processor running
at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

SLES 10 32-bit or 64 bit ¢ less than 100 users = 190 MB
100 - 500 users = 290 MB

*

Pentium Il (minimum) processor running
at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium lll, 4 GB
RAM. Scale thereafter as appropriate.

OES (Linux) 1.0 SPx ¢ less than 100 users = 190 MB
100 - 500 users = 290 MB

*

Pentium Il (minimum) processor running
at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

OES (Linux) 2.0 is ¢ less than 100 users = 190 MB

additionally supported in s 100 - =290 MB
ZENworks 7 Desktop 00 - 500 users = 290

Management SP1 IR2.

Pentium Il (minimum) processor running
at 1 GHz, 512 MB RAM,; if scaled to 200
concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

IMPORTANT: Windows servers reserve disk space for operating system use. To install ZENworks
Desktop Management, make sure you have sufficient space above the amount reserved for the

SErver.

Of the four pre-built software “sets” available for the SLES 9x installation (that is, Minimum System,
Minimum Graphical System, Full, and Default System installations) only the Default System

installation mode for SLES 9x supports ZENworks 7 Desktop Management. All other modes used
for SLES 9x installation cause a subsequent ZENworks 7 Desktop Management installation failure.

4.1.2 Preboot Services Subinstallation Hardware Requirements

To function correctly, Desktop Management Preboot Services requires a local area network (LAN)

with IP layer support. The following are also required:
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Table 4-2 Desktop Management Preboot Services Server Hardware Requirements

Specification Minimum Requirement

Processor Pentium Il, 350 MHz or faster
Available Disk Space 10 MB
RAM 128 MB

LAN Connection Ethernet

For Preboot Services hardware requirements for workstations, see Section 7.2, “User Workstation
Hardware Requirements,” on page 73.

4.1.3 Workstation Inventory Subinstallation Hardware
Requirements
If you choose to install the Workstation Inventory component of Desktop Management Services,

you can install it on a separate NetWare 6, NetWare 6.5, Windows 2000, or Windows Server 2003
machine that has one of the following hardware configurations:

Table 4-3 Workstation Inventory Server Hardware Requirements

Resource Minimum Disk Space Minimum Hardware Requirement

NetWare 6 SPx server 100 MB free space for Pentium Il (minimum) processor, 512 MB RAM,;
inventory with database; 35 if scaled to 200 concurrent users, use Pentium
MB for inventory alone Ill, 1 GB RAM. Scale thereafter as appropriate.

NetWare 6.5x server 100 MB free space for Pentium Il (minimum) processor, 512 MB RAM;
inventory with database; 35 if scaled to 200 concurrent users, use Pentium
MB for inventory alone Ill, 1 GB RAM. Scale thereafter as appropriate.

Windows 2000 server 100 MB free space for See “Consolidated Component Installation

SPx inventory with database; 25 Hardware Requirements” on page 43.

MB for inventory alone

Windows Server 100 MB free space for See “Consolidated Component Installation
2003x inventory with database; 25 Hardware Requirements” on page 43.
MB for inventory alone

SLES 9x 100 MB free space for See “Consolidated Component Installation
inventory with database; 25 Hardware Requirements” on page 43.
MB for inventory alone

SLES 10 100 MB free space for See “Consolidated Component Installation
inventory with database; 25 Hardware Requirements” on page 43.
MB for inventory alone

OES (Linux) 1.0 SPx 100 MB free space for See “Consolidated Component Installation
inventory with database; 25 Hardware Requirements” on page 43.
MB for inventory alone

Prerequisites for Installing the ZENworks Desktop Management Server
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Resource Minimum Disk Space Minimum Hardware Requirement

OES (Linux) 2.0 is 100 MB free space for See “Consolidated Component Installation
additionally supported inventory with database; 25 Hardware Requirements” on page 43.

in ZENworks 7 MB for inventory alone

Desktop Management

SP1 IR2.

4.1.4 Database Subinstallation Hardware Requirements

If you choose to install the Inventory Database component of Desktop Management Services, you
can install it on a separate NetWare 6, NetWare 6.5, Windows 2000, or Windows Server 2003
machine that has the following hardware:

Table 4-4 Workstation Inventory Database Server Hardware Requirements

Component Minimum Hardware and Software Requirements

RAM ¢ Recommended minimum memory for the database is 512 MB with a minimum
cache size of 128 MB. 768 MB is minimum and 1 GB or higher is recommended
at the Root Server level with a cache size of 256 MB.

Hard Disk + Recommended minimum hard disk space for the lowest level server with 10,000
workstations is 5 GB.

¢ The minimum hard disk space on the topmost level server (Root Server) is 20
GB.

+ Depending on the number of workstations attached, the hard disk size might vary
from 1 GB to 25 GB.

4.2 Desktop Management Server Software
Requirements

Although all of the Desktop Management services can be installed on one machine, your network
resources or design might require you to install some components on different servers. This section
lists the software requirements for those servers.

¢ Section 4.2.1, “Software Requirements for Installing All Components,” on page 47

¢ Section 4.2.2, “Software Requirements for Installing Workstation Inventory Only,” on page 49

¢ Section 4.2.3, “Software Requirements for Installing the ZENworks Database Only,” on
page 51

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1 (SP1) and for ZENwork 7 Desktop Management with SP1 Interim Release 1 (SP1
IR1). For more details about the tested platforms for SP1 and SP1 IR1, see Chapter 2, “Platform
Support for the Desktop Management Infrastructure,” on page 29.
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4.2.1 Software Requirements for Installing All Components

The following table lists the software configurations that are required on the machine where you
install the Desktop Management Server software.

Table 4-5 Server Software Requirements for Installing all ZENworks Desktop Management Components

Platform Minimum Software Requirement

NetWare 6 + Support Pack 4 (minimum)
+ Novell eDirectory™ 8.6.2 (minimum), 8.7.1, 8.7.3, or 8.8x (recommended)
+ JVM 1.4.1 for NetWare (minimum)
+ LDAP configured and running

* |P protocol stack bound and available on the server

IMPORTANT: We strongly recommend that you download and install the version of the
NetWare 6 Support Pack that ships in the current Consolidated Support Pack, along
with the version of the JVM shipping in the current Consolidated Support Pack. They
are designed to work together.

If this NetWare 6 server will also be running the ZENworks 7 Middle Tier Server, you
must upgrade eDirectory on the server to version 8.7.3 (or later).

NetWare 6.5 + Support Pack 1.1 (minimum)
+ eDirectory 8.7.3 (minimum)
+ LDAP configured and running

* |P protocol stack bound and available on the server

IMPORTANT: If NetWare 6.5 SP2 is installed on the server where you authenticate
workstations for ZENworks functionality, you cannot administer the eDirectory tree or a
server with ConsoleOne® 1.3.6 until you upgrade the version of the Novell Client™
installed on the machine to 4.9 SP2.

Windows 2000 + Windows Service Pack 4 (minimum)
+ Novell Client 4.9 SP1a installed and configured to use IP only, not IPX™
+ eDirectory 8.6.2 (minimum); 8.7.1, 8.7.3, or 8.8x (recommended)
+ LDAP configured and running
+ The current location of eDirectory should be shared with the name of SYS

Installing eDirectory to any drive other than c: in combination with the ZENworks
7 Imaging components is not supported.

+ |P Protocol Stack must be bound and available on the server

+ If connecting to a ZENworks Middle Tier Server on Windows 2000, both Windows
2000 servers must be members of the Microsoft domain that is running Active
Directory*

+ |f the Windows 2000 server is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.
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Platform Minimum Software Requirement

Windows + Novell Client 4.9 SP1a (or later) installed and configured to use IP only, not IPX

Server 2003
Automatic Workstation Import and Removal (AWI) uses the Novell Client to work

properly. Versions of eDirectory after 8.7.3 do not install the client, so make sure
that the client is installed if you want to use AWI.

+ eDirectory 8.7.3 (minimum)
+ LDAP configured and running
* The current location of eDirectory should be shared with the name of SYS

Installing eDirectory to any drive other than C: in combination with the ZENworks 7
Imaging components is not supported.

* |P Protocol Stack must be bound and available on the server

+ If connecting to a ZENworks Middle Tier Server on Windows Server 2003, both
Windows Server 2003 machines must be members of the Microsoft domain that is
running Active Directory

+ |f the Windows Server 2003 is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.

SLES 9 + SUSE® Linux Enterprise Server 9 Support Pack 1 (minimum) installed
+ Novell eDirectory 8.7.3 (minimum) installed on the Desktop Management Server
+ LDAP for eDirectory configured and running
+ |P Protocol Stack must be bound and available on the server

+ Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
install or upgrade it to the recommended version using YaST Online Update.

IMPORTANT: Of the four pre-built software “sets” available for the SLES 9 installation
(that is, Minimum System, Minimum Graphical System, Full, and Default System
installations) only the Default System installation mode for SLES 9 supports ZENworks
7 Desktop Management. All other modes used for SLES 9 installation cause a
subsequent ZENworks 7 Desktop Management installation failure.

SLES 10 ¢ SUSE Linux Enterprise Server 10
+ Novell eDirectory 8.8.1 (minimum) installed on the Desktop Management Server
+ LDAP for eDirectory configured and running
+ |P Protocol Stack must be bound and available on the server

+ Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
install or upgrade it to the recommended version using YaST Online Update.

IMPORTANT: Of the four pre-built software “sets” available for the SLES 10 installation
(that is, Minimum System, Minimum Graphical System, Full, and Default System
installations) only the Default System installation mode for SLES 10 supports ZENworks
7 Desktop Management. All other modes used for SLES 10 installation cause a
subsequent ZENworks 7 Desktop Management installation failure.

OES (Linux) + Novell Open Enterprise Server (Linux) 1.0 (minimum) installed
1.0 + Novell eDirectory 8.7.3 (minimum) installed on the Desktop Management Server
+ P Protocol Stack must be bound and available on the server

+ Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
install or upgrade it to the recommended version using Red Carpet®.
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Platform Minimum Software Requirement

OES (Linux) + Novell Open Enterprise Server (Linux) 2.0 (minimum) installed

gaod:zonally + Novell eDirectory 8.8.2 (minimum) installed on the Desktop Management Server
supported in + P Protocol Stack must be bound and available on the server

ZENworks 7 + Ensure that Samba 3.0.9-2.6 (Samba Server, not Samba Client) is installed, or
Desktop install or upgrade it to the recommended version using Red Carpet®.
Management

SP1 IR2.

Novell ConsoleOne 1.3.6 and Novell eDirectory 8.7.3 are included on the Novell ZENworks 7
Companion I CD. You can obtain the files necessary to create an eDirectory 8.7.x evaluation license
diskette from the Novell eDirectory 8.7.x Evaluation License Download (http://www.novell.com/
products/edirectory/licenses/eval_87.html) Web site.

Novell ConsoleOne 1.3.6¢ and Novell eDirectory 8.8.1 are included on the Novell ZENworks 7 with
Support Pack 1 Companion 1 CD. No eDirectory 8.8.1 license is needed if you purchase ZENworks
7 Desktop Management with Support Pack 1.

The most current Novell Client (version 4.91 SP2 or later) is available for download from the Novell
Product Downloads (http://download.novell.com/index.jsp) Web site.

Support Pack files for NetWare are available from the Minimum Patch List (http://
support.novell.com/produpdate/patchlist.html) at the Novell Support Connection Web site.

The download for JVM version 1.4.1 for NetWare 6 is available in the latest Consolidated Support
Pack download (http://support.novell.com/tools/csp/csplist.html) at the Novell Support Connection
Web site.

ConsoleOne 1.3.6 (or later), must be installed after any NetWare Support Packs are applied.

IMPORTANT: The Desktop Management Server does not function in an IP-to-IP gateway or in an
IPX-to-IP gateway environment.

4.2.2 Software Requirements for Installing Workstation
Inventory Only
If you choose to install Workstation Inventory component of Desktop Management Services, you

can install the back-end services for this component on the server platforms listed in the following
table:
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Table 4-6 Server Software Requirements for Workstation Inventory Installation

Platform Minimum Software Requirement

NetWare 6 + See Section 4.2.1, “Software Requirements for Installing All Components,” on
server page 47

+ Long name space installed

IMPORTANT: If this NetWare 6 server will also be running the ZENworks 7 Middle Tier
Server, you must upgrade eDirectory to version 8.7.3 (required minimum).

NetWare 6.5
server

See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 47

Long name space installed

Windows 2000
server

See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 47

Novell Client 4.9 SP1a installed with the patch available with TID 2967860 and
configured to use IP only, not IPX. For more information on TID 2967860, see the
Novell Support Knowledgebase (http://support.novell.com/search/kb_index.jsp).

If the Windows 2000 server is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.

Windows
Server 2003

See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 47

Novell Client 4.9 SP1a installed with the patch available with TID 2967860 and
configured to use IP only, not IPX. For more information on TID 2967860, see the
Novell Support Knowledgebase (http://support.novell.com/search/kb_index.jsp).

If the Windows Server 2003 is functioning as a Windows Terminal Server, it must
be run in Remote Admin mode. Application mode is not supported.

SLES 9 SP1

See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 47

Novell eDirectory 8.7.3 (or later) installed on the Desktop Management Server

At least one replica of every partition containing ZENworks objects must be
hosted on a server running eDirectory 8.5 or above

SLES 10 SP1

See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 47

Novell eDirectory 8.7.3 (or later) installed on the Desktop Management Server

At least one replica of every partition containing ZENworks objects must be
hosted on a server running eDirectory 8.5 or above

OES (Linux)
1.0

See Section 4.2.1, “Software Requirements for Installing All Components,” on
page 47.

Novell eDirectory 8.8.1 (or later) installed on the Desktop Management Server

At least one replica of every partition containing ZENworks objects must be
hosted on a server running eDirectory 8.5 or above.
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Platform Minimum Software Requirement

OES (Linux) + See Section 4.2.1, “Software Requirements for Installing All Components,” on
20is page 47.

addltlonally_/ + Novell eDirectory 8.8.2 (or later) installed on the Desktop Management Server
supported in

ZENworks 7 + At least one replica of every partition containing ZENworks objects must be
Desktop hosted on a server running eDirectory 8.5 or above.

Management

SP1 IR2.

IMPORTANT: For Windows servers, the server’s DNS short name must be the same as the
server’s name. Either rename Windows servers where the server’s name does not match its DNS
short name before running the installation, or do not select these servers for installing Workstation
Inventory.

4.2.3 Software Requirements for Installing the ZENworks
Database Only

If you choose to install the database component of the Desktop Management Server software, you
can install it on a separate NetWare, Windows, or Linux machine.

Table 4-7 Server Software Requirements for Installing the ZENworks Database

Component Minimum Hardware and Software Requirements

Database + Sybase ASA 8.0.2 is installed automatically when you choose to install the inventory
database on:

¢ NetWare 6 SP3

¢ NetWare 6.5

+ Windows 2000 Server SP4

+ Windows 2003 Standard Edition
+ Windows 2003 Enterprise Edition
¢ SLES 9 SP1 or OES (Linux) 1.0

¢ SLES 10 SP1 or OES (Linux) 2.0 (Additionally added for ZENworks 7 Desktop
Management SP1 IR2)

+ Oracle can be used as an alternative to Sybase. Oracle 9.2.0.6 or Oracle 10g R1 on:
+ Windows 2000 Server SP4
+ Windows 2003 Standard Edition
+ Windows 2003 Enterprise Edition
+ SLES 9 SP1 or Solaris versions supported by Oracle
+ MS SQL can be used as an alternative to Sybase:
¢ (Recommended) MS SQL version 2000 SP3a
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4.3 Desktop Management Server Installation
Prerequisites

Before you can install Desktop Management Services, there are several prerequisites that must be

met.

a
a

(W]

This section contains the prerequisite information you need.

Make sure that you have made and archived a reliable backup of the server.

Make sure that the recommended version of ConsoleOne is installed on the server where you
will install the Desktop Management Server software.

Make sure that you have Admin or equivalent rights to eDirectory on all servers where you will
install the Desktop Management Server software.

Make sure that you have Admin or equivalent rights to extend the directory schema.

If you will be installing to a NetWare server, unload java .nlm (at the Server Console, type
java -killall,thentype java -exit). Make sure you do this when Java* is not being
used by another process and the proper Java components have already been installed.

Exit any program that uses files in the sys : public directory on any server where you will be
installing Desktop Management Server software.

The display on the workstation you use to install or administer the Desktop Management
Server software must be set at a resolution of 1024 x 768. Installing with the display set at 800
x 600 makes the resolution of the installation and ConsoleOne screens too large for displaying
important information.

If you choose to install Desktop Management Server software on a Windows server, make sure
that you first close the Service Control Manager window.

If you choose to install Desktop Management Server software from a Windows 2000
workstation or a Windows 2000 XP SP1 workstation to a Windows 2000/2003 server, the
workstation should be authenticated to both eDirectory and as the local or domain
administrator of the Windows server you will be installing to.

If you will be installing the Inventory Server component, make sure that the name of the server
where you will install the Inventory server and the tree where the server resides does not
contain “#”.

The Desktop Management Server installation program lets you install any of the Desktop
Management components individually (or in a grouping of your choice) on the servers you select.
For more information about these components, see Chapter 1, “What Is ZENworks Desktop
Management?,” on page 23.

NOTE: Both the Desktop Management Server installation program and the Middle Tier Server
installation program allow you to select servers from only one eDirectory tree. If you run either of
these installation program from a Windows server and if that server is not part of the tree you have
selected, you cannot install the Desktop Management Server locally.

If you know that you want to use only certain Desktop Management components, this can save time
and server space. The following components can be individually selected:

Desktop Management Services

*

*

Application Management

Workstation Management Common Components
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*

Remote Management

Additional Options

*

*

Desktop Management Database
Inventory Database

Inventory Server

Inventory Proxy Server

Imaging Server

PXE Server

Workstation Import/Removal Server

Desktop Management Services Snap-ins

If you choose to install Remote Management:

a

Make sure you have administrator rights to install the Remote Management Agent.

If you choose to install Workstation Inventory:

a

Stop Sybase Adaptive Server Anywhere.
On NetWare: Enter Q at the Sybase console prompt.

On Windows 2000: In the Control Panel, double-click Administrative Tools > Services, select
Novell Database - Sybase, then click Stop.

On Linux: Enter /etc/init.d/novell-zdm-sybase stop atthe Sybase console
prompt.

Use top-down deployment for Inventory installation. Always begin the installation at the
topmost-level server and proceed with the next lower-level servers. For example, in an
inventory setup with a Root Server and a Leaf Server, complete the inventory installation at the
Root Server, and then run the installation for the Leaf Server.

Make sure that the servers where you want to install the Desktop Management Inventory server
and the Database components have a valid DNS name configured. Also, make sure that the
workstation you will use for installing Desktop Management Server software is properly
configured to perform DNS lookup.

If the servers do not have a DNS name, you must select an IP address for the server during
Desktop Management Inventory policy configuration. For more information about configuring
a server IP address or DNS name, see Section 27.1, “Configuring the Inventory Database
Object on a NetWare Server,” on page 349.

If the selected servers have the Server Inventory component of ZENworks for Servers 3.0.2 or
earlier installed, you must upgrade the component to ZENworks 7 Server Management before
installing ZENworks 7 Desktop Management. For more information on how to upgrade to
ZENworks 7 Server Management, see “Upgrading from ZENworks for Servers 3.x” in
“Upgrade” in the Novell ZENworks 7 Server Management Installation Guide.
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Preparing a Linux Server for
ZENworks Functions

When you install Novell® ZENworks® 7 Desktop Management on a Linux server, it might be
necessary to further configure that Linux server to accommodate ZENworks functions. This section
includes information to help you make those configurations. The following content is included in
this section:

¢ Section 5.1, “Configuring a Linux Server for ZENworks File Access,” on page 55

¢ Section 5.2, “Preparing the Linux Inventory Server,” on page 63

NOTE: The information in this section also applies to ZENworks 7 Desktop Management with
Support Pack 1.

5.1 Configuring a Linux Server for ZENworks File
Access

When you use a Linux server as the “back end” for ZENworks file storage and access, you need to
configure it (either prior to installing the ZENworks Desktop Management Server or after that
installation is complete) so that ZENworks can later access the files stored there.

NOTE: Setting up the Linux server for file access is optional; you can set up NetWare® or
Windows servers to provide file access while still using your Linux back end server.

This section includes information about configuring SUSE® Linux Enterprise Server (SLES)
servers for ZENworks file access rather than configuring Novell Open Enterprise Server (OES)
servers for that purpose. OES Linux already includes Novell eDirectory™ and provides Novell
Storage Services (NSS) access to its file system. Therefore, policy or application files stored on the
OES Linux server can simply use the UNC-style path (that is, \\OES server name/sys/
public/....), making further configuration for ZENworks file access unnecessary.

Configuring a SLES server to enable file access requires that you configure Samba server software
to obtain authentication information either from the Active Directory* domain or the eDirectory
tree, and then create one or more Samba shares on the server. This allows the share to be managed
by the directory.

The intent of this section is to present a basic method showing how to accomplish the required
authentication. There are many ways to configure Samba; for more information, see the Samba
Documentation Collection (http://samba.org/samba/docs/man/).

The following information is included in this section:

¢ Section 5.1.1, “Configuring a Linux Server in an Active Directory Environment,” on page 56

¢ Section 5.1.2, “Configuring a Linux Server in an eDirectory Environment,” on page 58

Preparing a Linux Server for ZENworks Functions
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5.1.1 Configuring a Linux Server in an Active Directory
Environment
If you plan to use Active Directory on the SLES 9 or SLES 10 server where you want to install the

ZENworks Management Server, you need to enable directory-based CIFS access to the applications
and other files you want to store on that server for use by ZENworks.

IMPORTANT: Although it is not recommended, users can access an OES server/Samba share
from a Windows workstation where the Novell Client™ is installed, but you need to configure
Samba to provide a netBIOS name that is not the same as the OES server name.

This section includes the following information.

¢ “Configuring Samba to Use Kerberos” on page 56

+ “Setting Up a Samba Share” on page 57

Configuring Samba to Use Kerberos
Use the following steps to configure the SLES 9 server to use Kerberos* for authentication:
1 Edit the Kerberos (heimdal-lib version 0.6 or later) configuration file to indicate the name of
the Active Directory domain you want to join.
1a Using a text editor, open /etc/krb5.conf on the Linux server.

1b Find the following lines in the file:

[libdefaults]
default realm = YOUR.KERBEROS.REALM

[realms]
YOUR.KERBEROS.REALMS = {
kdc = your.kerberos.server

}
1c Revise these lines as follows:

[libdefaults]
default realm = DOMAIN NAME

[realms]
DOMAIN NAME = ({
kdc = wins name
admin server = wins name
kpasswd server = wins name

}

The DOMAIN NAME value shown in the sample is the fully qualified name of the Active
Directory domain you want to join (for example,
RESEARCH.MYLOCATION.DIGITALAIRLINES.COM). Make sure you enter this
name using uppercase characters.

The wins name value shown in the revised kdc line, and in the newly added
admin_server and kpasswd_server lines is the primary domain controller or any domain
controller in the domain (for example, DC1).
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2 Edit the Samba server configuration file to indicate that Kerberos will be used to authenticate
users to the Active Directory domain.

2a Using a text editor, open /etc/samba/smb.conf on the Linux server.
2b Find the following line in the Global section of the file:
security = user

2c Revise this line and add more lines as follows:

security = ADS

realm = YOUR.KERBEROS.REALM
encrypt passwords = yes
netbios name = advertised name

The YOUR. KERBEROS . REALM value shown in the sample is the domain name specified
in the krb5. conf file (see Step 1c on page 56).

The advertised name value shown in the netbios name line is the advertised network
name of your Samba server, as well as its name in Active Directory (for example,
myserver smb).

3 Put the name of the server into an Active Directory container:

3a At the Linux server command line, type the following command:
kinit administrator@YOUR.KERBEROS.REALM

The YOUR. KERBEROS . REALM value shown in this example is the domain name
specified in the krb5. conf file.

3b At the Linux server command line, enter the following command:
net ads join

Setting Up a Samba Share

It is necessary to create a Samba share in order for Windows workstations to access files on the
SLES 9 or SLES 10 server.

1 Using a text editor, open /etc/samba/smb.conf on the Linux server then add the
following lines to the file:

[sharename]

path = local directory
guest ok = no

read only = no

The sharename value shown in the first line is the advertised network name of the Samba
share (for example, zenfiles).

The Iocal directory value shown in the second line is the local directory on the server
where you want the share to reside.
2 Map all users who will access the share to a single Linux account.

2a At the Linux server command line, type the following command:

/usr/sbin/useradd new account name

The new _account name parameter is the Linux account you are creating (for
example, smbuser).

2b Find the /etc/samba/smbusers file on the Linux server.

2c Add the following line to the file:
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new _accoun t_name = *

The new account name value in this line is the account name you created in Step 2a
on page 57.

3 At the Linux server command line, type the following commands to change the ownership of
the path to the share:

mkdir -p directory name
chown -R Linux account name directory name

chmod 755 directory name

The directory name value is the path to the local directory that you specified in Step 1 on
page 57.

The Linux account name value is the “new account name” you assigned in Step 2a on
page 57.

4 At the Linux server command line, enter the following command to restart the Samba server so
that the configuration file is executed with its new parameters:

/etc/init.d/smb restart

5.1.2 Configuring a Linux Server in an eDirectory Environment

If you plan to use eDirectory on the SLES 9 SLES 10 server where you want to install the
ZENworks Management Server, you need to enable directory-based CIFS access to the applications
and other files you want to store on that server for use by ZENworks.

This section includes information that you need to know for configuring the SLES 9 or SLES 10
server for use with ZENworks Desktop Management in an eDirectory environment:

¢ “Configuring Linux to Authenticate to eDirectory Using LDAP” on page 58

¢ “Creating Samba Credentials for Any User” on page 61

¢ “Setting Up a Samba Share” on page 62

* “Accessing Workstation-Associated ZENworks Files on a SLES 9 Server (Option A)” on
page 62

* “Accessing Workstation Associated ZENworks Files on a SLES 9 or SLES 10 Server (Option
B)” on page 63

¢ “Defining Restricted Users” on page 63
Configuring Linux to Authenticate to eDirectory Using LDAP

This section describes the steps necessary to configure a SLES 9 or SLES 10 server (which acts as
the LDAP client) and Novell eDirectory (which acts as the LDAP server) to provide authentication
redirection over LDAP to Novell eDirectory. The content assumes that Novell eDirectory 8.7.3 (or
later) has already been installed on the SLES 9 or SLES 10 server.

When the server is configured, any user can log in to a SLES 9 or SLES 10 server using his or her
eDirectory credentials.

Use the following procedures in the order listed below:

1. “Extending the eDirectory Schema for Linux Account Authentication” on page 59

2. “Extending the eDirectory Schema for Samba” on page 59
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3. “Creating a Proxy User for Anonymous Binds” on page 60
4. “Configuring the SLES 9 or SLES 10 Server (LDAP Client)” on page 60

5. “Configuring eDirectory Accounts for Linux Authentication” on page 61

Extending the eDirectory Schema for Linux Account Authentication

Configuring the SLES 9 or SLES 10 server for eDirectory authentication requires extension of the
existing eDirectory schema (the schema on an OES server is already extended by the ZENworks
installation).

Extending the schema can be accomplished using either the ndsschema utility or the ICE utility.
Both of these utilities reside on the SLES 9 or SLES 10 server. Command line syntax for both
utilities is provided in this section.

IMPORTANT: Prior to using the ICE utility, you need to make sure to use ConsoleOne to check
the properties of the LDAP Group object in the eDirectory tree you will be using.

Right-click the LDAP Group object, click Properties, click General, then deselect Require TLS For
Simple Binds With Password.

The schema defined for Linux account authentication is defined in RFC 2307 (http://www.fags.org/
rfcs/rfc2307.html). Novell offers schema import files in traditional eDirectory schema format and in
Lightweight Data Interchange Format (LDIF) to be used for extending the Novell eDirectory
schema.

Use the following steps to extend the eDirectory schema in your environment:

1 Log in to the Linux server running Novell eDirectory as the root user.
2 At the bash prompt, enter cd /usr/lib/nds-schema.
3 Run a utility to extend the schema.
+ ndsschema method: At the bash prompt, enter the following command to extend the
schema:
ndssch cn=admin name.o=admin container name rfc2307-
usergroup.sch
¢ ICE method: At the bash prompt, enter the following command to extend the schema:

ice -S LDIF -f rfc2307-usergroup.ldif -D LDAP -s localhost -d
cn=admin name, o=admin_container name -W

Extending the eDirectory Schema for Samba

1 At the bash prompt, enter the following command:
cd /usr/share/doc/packages/samba/examples/LDAP

This location is provided by the samba-doc RPM package. Alternatively, you can use the
following command to find the schema file in the samba-client RPM package:

cd /usr/share/samba/LDAP
2 Enter the following command to use the ICE utility to extend the eDirectory schema for
Samba:

ice -S LDIF -f samba-nds.schema -D LDAP -s localhost -d
cn=admin name,o=admin_container name -W
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Creating a Proxy User for Anonymous Binds
Use the following steps to set up a proxy user in eDirectory for anonymous binds:

1 In ConsoleOne, create a new user account and set the password to null. Do not click Cancel
when prompted; instead, click OK so that Public/Private keys are generated.

2 Right-click the new User object, click Properties, click Password Restrictions, then deselect
Allow User to Change Password.

3 At the Root object of the tree, right-click the object, select Trustees of this Object, grant the
new user Browse entry rights, then grant the new user Read and Compare property rights on the
following attributes:

CN
Description
(0]

ou

Object Class
dc

gecos
gidNumber
homeDirectory
loginShell
memberUid
uidNumber
uniquelD

Make sure that Inheritable is selected for each of these attributes as you configure them.
4 Remove [All Attributes Rights] from the list of attributes for this User object.

5 Right-click the LDAP Group object, click Properties, click General, then select this new user
as the proxy user.

TIP: You cannot access the General tab from the version of ConsoleOne included on the
ZENworks 7 Companion I CD. To use ZENworks Desktop Management properly, you need to
download the ZENworks 7 Desktop Management snap-ins for ConsoleOne 1.3.6 (http://
download.novell.com/Download?buildid=6kuY0Y cDGdc~) from the Novell Downloads Web
site.

Follow the instructions at the download site to install the snap-ins.

6 Right-click the LDAP Server object, click Properties, click General, then select Refiresh
NLDAP Server Now.

Configuring the SLES 9 or SLES 10 Server (LDAP Client)

1 Start the YaST2 Control Center.
1a Run /sbin/yast?2
1b Enter menu.
2 From the menu, select Network Services, select LDAP Client, then select Use LDAP.

As an alternative to Steps 1 and 2 above, you can simply run /sbin/yast2 ldap from the
command line to open the LDAP client configuration window.
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3 Add the LDAP server in the server field and the search base of where users are located. For
example:

Base DN: ou=users, ou=novell
Addresses of LDAP Servers: /27.0.0.1
4 Select LDAP TLS/SSL, then click Finish to save your changes.

Configuring eDirectory Accounts for Linux Authentication

Use the following steps to add the posixAccount auxiliary class to a user account and set the
required fields:

1 In ConsoleOne, select and right-click a User account.

2 Select Extensions of this Object.

3 Click Add Extension.

4 In the list, select posixAccount, then click OK.

5 In the Generic Editing dialog box, click OK.

6 In the New posixAccount dialog box, fill in the fields. The following table shows the field
names, their purpose, and an example of the data you would fill in.

Field Name Purpose Example

Name The name of this extension posixAccount
homeDirectory The user home directory /home/tjones
uniquelD The unique ID of the user tjones

Common Name  The Linux gecos field Trevor Jones
gidNumber The GID in Linux 515

uidNumber The GID in Linux 515

Other attributes that are required and that can be added on the Other page of the User object
include the following:

Field Name Purpose Example

loginShell Sets the user's shell.The loginShell attribute /bin/bash
is required by SUSE Linux for proper X login.

7 Click OK to save the changes.

Creating Samba Credentials for Any User

The Samba credentials for any managed user are maintained separately from standard Linux
credentials. Use the following steps to add Samba credentials for any user account.

1 Login as Root at the SLES 9 or SLES 10 server, then enter the following command at the
bash prompt:

smbpasswd —-a username
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This configuration prompts users who are logging in to the server for the Samba password for
the server. In this syntax, username is the user's eDirectory user name. Users need to be in the
context specified as the base DN when they configure to an LDAP client. For more
information, see “Configuring the SLES 9 or SLES 10 Server (LDAP Client)” on page 60.

NOTE: This is a basic method for Samba account creation. There are many utilities and
methods you can use for maintaining both the Linux and Samba passwords with one command.
For more information, see the Samba Documentation Collection (http://samba.org/samba/docs/
man/).

Setting Up a Samba Share

It is necessary to create a Samba share in order for Windows workstations to access files on the
SLES 9 or SLES 10 server.

1 Using a text editor, open /etc/samba/smb.conf on the Linux server, then add the
following lines to the file:

[sharename]

path = local directory
guest ok = no

read only = no

The sharename value shown in the first line is the advertised network name of the Samba
share (for example, zenfiles).

The 1ocal directory value shown in the second line is the local directory on the server
where you want the share to reside.

2 At the Linux server command line, enter the following commands to change the ownership of
the path to the share:

mkdir -p directory name
chown -R admin user name

chmod 755 directory name

The admin user name value is the username that you use when you create policies and
applications in ZENworks. This username is used to access the Samba share.

The directory name value represents the path to the local directory that you specified in
Step 1 on page 62.

3 Atthe Linux server command line, enter the following command to restart the Samba server so
that the configuration file is executed with its new parameters:

/etc/init.d/smb restart

Accessing Workstation-Associated ZENworks Files on a SLES 9 Server (Option A)

If you need to access workstation-associated policy and application files on a SLES 9 server using
the eDirectory method, the Samba share must be marked to allow Guest access. Use the following
steps to mark the Samba share:

1 Using a text editor, open /etc/samba/smb.conf on the server.

2 Find the following line in the [sharename] section of the file:

guest ok = no
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The sharename value is the advertised network name of the Samba share (for example,
zenfiles).

3 Modify the line as follows:

guest ok = yes

Accessing Workstation Associated ZENworks Files on a SLES 9 or SLES 10 Server
(Option B)

If you using a Windows Middle Tier Server to access workstation-associated policy and application
files on a SLES 9 or SLES 10 server using the eDirectory method, the Samba share does not need to
be marked “World-read” (see Step 3 above) to allow Guest access. Use the following steps to allow
access to the files:

1 Ensure that the Windows Middle Tier Server (share credentials) are entered when you create
the Middle tier during the installation. These could also be configured on the Middle Tier using
the NSAdmin utility (LMAUTH credentials).

2 Make sure that the Middle Tier Server has the same credentials locally.

Even if you have a firewall, the Middle Tier can access the ZENworks files on behalf of the
workstation.

Defining Restricted Users

You can modify the smb . conf file to allow you to define the users for whom you want to restrict
file modification rights. Use the following steps to define restricted users.
1 Using a text editor, open /etc/samba/smb.conf on the server.
2 Find the following line in the [sharename] section of the file:
read only = no

The sharename value is the advertised network name of the Samba share (for example,
zenfiles).

3 Modify the line as follows:
read only = yes
4 At the bash prompt, enter the following command:

write list = admin user name

NOTE: The admin user name value is the username (or a comma-delimited list of usernames)
that has only Read rights to the files on the Samba share.

5.2 Preparing the Linux Inventory Server

If you want to install the Workstation Inventory component of ZENworks 7 Desktop Management
on a Linux server, perform the following tasks before the installation:

O Ensure that the Samba server is up and running.

O If workstations that do not have Novell Client installed send scans to an OES Linux Inventory
server, then ensure that the OES server name is same as the DNS name.
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O Ifyou want LDAP access to use a secure connection between the ZENworks 7 Inventory server
and Novell eDirectory, you need to enable a Secure Socket Layer (SSL) during the ZENworks
7 Desktop Management installation.

Before you enable SSL during installation, you must export the Trusted Root Certificate. Use
the following steps to export the certificate:

1 In ConsoleOne, browse the eDirectory tree to find the container of the NCP™ server object for
the Linux server where you want to install the ZENworks Inventory Server, right-click the SSL
Certificate object (SSLCertificateDNS-server name), then click Properties.

2 Click the Certificates tab, click the Trusted Root Certificate suboption, then click Export.
The Export a Certificate dialog box is displayed.
3 Click Export to select the default settings.

The default path and the filename of the certificate is c: \rootcert .der. You can change
the path and the filename of the certificate.

4 Click Apply, then click Close.

5 Copy the certificate to the Linux server (any location) where you will be installing the
ZENworks 7 Inventory Server.

6 Note the location of the certificate on the Linux server because you need to specify the location
during the ZENworks 7 Desktop Management Server installation.

For more information about enabling SSL during the installation, see Installing All ZENworks
Features on a Linux Server, Installing Only the Desktop Management Server on a Linux Server, or
Customizing the ZENworks Desktop Management Installation on a Linux Server in Part IV,
“Installing ZENworks Desktop Management Services on Linux,” on page 295.
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Prerequisites for Installing the
ZENworks Middle Tier Server

You must be logged in as Admin or an Admin equivalent if the server you are installing to is a
NetWare® server. This enables the installation program to browse for eDirectory™ trees and
NetWare servers.

If you are installing to a Windows 2000 server, you must be logged in as Administrator (or
equivalent).

This section includes the following information:

*

*

*

*

*

Section 6.1, “ZENworks Middle Tier Server Limitations,” on page 65
Section 6.2, “ZENworks Middle Tier Server Hardware Requirements,” on page 67
Section 6.3, “ZENworks Middle Tier Server Software Requirements,” on page 68

Section 6.4, “Configuring Ports for the Middle Tier Web Server and the Desktop Management
Agent,” on page 69

Section 6.5, “Optimizing the Apache Web Server for the Middle Tier Server,” on page 72

6.1 ZENworks Middle Tier Server Limitations

You should be aware of the following limitations before installing the ZENworks® Middle Tier
Server:

*

ZENworks 7 Desktop Management does not support the installation of the ZENworks Middle
Tier Server on Windows NT* 4 servers.

ZENworks 7 Desktop Management does not support the installation of the ZENworks Middle
Tier Server on Windows Terminal Servers running in Application mode. For a Windows
Terminal Server to function as a ZENworks Middle Tier Server, it must be run in Remote
Admin mode.

ZENworks 7 Desktop Management does not support the installation of the ZENworks Middle
Tier Server in a Novell Clustering Services™ environment. For more information, see
Appendix B, “Installing in a Novell Cluster Services Environment,” on page 541.

By default, the Apache Web Server is configured to communicate on ports 80 (HTTP) and 443
(HTTPS), but if other NetWare 6 components, such as Novell iFolder® and iPrint, were also
initially installed on NetWare 6, it is possible that the NetWare Port Resolver has assigned
ports 80 and 443 to an HTTP stack other than Apache.

Novell iFolder also uses Apache for its operations. If the Apache server in iFolder 1.3 is loaded
into protected memory space, not kernel memory, it creates a different instance of the HTTP
stack. The Desktop Management Agent communicates with the ZENworks Middle Tier Server
using the ports configured for both Apache and the Desktop Management Agent. For more
information about configuring ports, see Section 6.4, “Configuring Ports for the Middle Tier
Web Server and the Desktop Management Agent,” on page 69.
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*

The ZENworks 7 Middle Tier Server does not support the multiprocessor-enabled version of
the Apache Web Server on NetWare 6. Installing the ZENworks Middle Tier Server on a
NetWare 6 server with the multiprocessor-enabled version of Apache abends the server.

There is no such limitation for installing the Middle Tier on NetWare 6.5 or later.

*

Novell NetStorage is not supported on ZENworks 7 Middle Tier Servers installed on NetWare
6. If you intend to use NetStorage beyond its Desktop Management functions, we recommend
that you install NetStorage on a separate server.

Novell NetStorage is installed with the ZENworks 7 Middle Tier Server. If you intend to use
the ZENworks Middle Tier frequently, and if you intend to use NetStorage beyond its Desktop
Management functions, we recommend that you also install NetStorage on a separate server to
avoid Middle Tier performance degradation.

ZENworks 7 Desktop Management with Support Pack 1 downgrades the Middle Tier RPMs on
OES Linux servers. Because of this downgrade, NetStorage stops working. We therefore
strongly recommend that you do not install ZENworks 7 Desktop Mangement with SP1 on the
same server where Novell NetStorage is installed. For more information see Section 40.5,
“Interoperability with Novell NetStorage,” on page 504.

If you install the Novell Client™ on a Windows 2000/2003 server, then install the Middle Tier
Server on the same machine, then uninstall the Novell Client from this server, the Middle Tier
Server fails. The client uninstall program removes important files needed by the ZENworks
Middle Tier Server.

In this same software combination scenario, if you subsequently upgrade the client to 4.9 SP2,
a different version of nicm. sys is installed. If you do not use the nicm. sys included in
ZENworks 7 Middle Tier Server, the Middle Tier Server fails.

To work around this issue, you have two options:

*

*

*

1) Save the nicm. sys file included in the ZENworks 7 Middle Tier Server installation prior
to the client upgrade and then recopy after the client upgrade (this could also be
accomplished by reinstalling the Middle Tier Server after the client upgrade).

2) After the client upgrade, download nicm. sys from TID 10093371 in the Novell Support
Knowledgebase (http://support.novell.com/search/kb_index.jsp) and copy it to overwrite the
updated client version of nicm. sys.

¢ [fyou try to authenticate through the ZENworks Middle Tier Server to a Desktop Management
Server installed on a Windows 2000/2003 machine that already has Active Directory (installed
because the Desktop Management Server acts as the Primary Domain Controller) and
eDirectory (installed to accommodate ZENworks Desktop Management) both installed, the
authentication fails unless the user logs in with a full context.

The reason for this failure is a contention for the default LDAP port between the Active
Directory and eDirectory LDAP listeners. To work around this port conflict, during the
installation of eDirectory, choose an LDAP port other than the default, then use the NSAdmin
utility in ZENworks Middle Tier Server to configure the ZENworks Middle Tier Server to
communicate over that port.

To configure the LDAP port using NSAdmin:
1 In the Address box of Internet Explorer, type the URL for the NSADMIN utility. For example:

http://Middle Tier IP address/oneNet/nsadmin
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2 In the Value field of the LDAP Port configuration parameter, specify the LDAP Port number
you already set in eDirectory and that the ZENworks Middle Tier Server should use to
communicate with the Desktop Management Server, then click Submit.

6.2 ZENworks Middle Tier Server Hardware
Requirements

The network server where you install ZENworks Middle Tier Server software requires the following
hardware configuration:

Table 6-1 Hardware Requirements for the ZENworks Middle Tier Server

Resource Minimum Free Disk Space = Minimum Hardware Requirement

NetWare 6 server 160 MB Pentium 11l (minimum) processor, 256 MB RAM; if
scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

NetWare 6.5 160 MB Pentium Il (minimum) processor, 256 MB RAM,; if
server scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

Windows 2000 160 MB Pentium 1l (minimum) processor, 256 MB RAM,; if
server scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

Windows Server 160 MB Pentium Il (minimum) processor, 256 MB RAM; if
2003 scaled to 200 concurrent users, use Pentium Ill, 1 GB
RAM. Scale thereafter as appropriate.

SLES 9 SP1 + lessthan 100 users = Pentium Il (minimum) processor running at 1 GHz, 512
10 GB MB RAM; if scaled to 200 concurrent users, use
* 100 - 500 users = 25 Pentium Ill, 1 GB RAM. Scale thereafter as appropriate.
GB
OES (Linux) 1.0 ¢ lessthan 100 users = Pentium Il (minimum) processor running at 1 GHz, 512
10 GB MB RAM; if scaled to 200 concurrent users, use
* 100 - 500 users = 25 Pentium Ill, 1 GB RAM. Scale thereafter as appropriate.
GB

NOTE: ZENworks Middle Tier Server software is not supported on Windows NT 4 servers. It is
also not supported on Windows 2000 Professional workstations that have IIS installed.

Of the four pre-built software “sets” available for the SUSE® Linux Enterprise Server (SLES) 9
installation (that is, Minimum System, Minimum Graphical System, Full, and Default System
installations) only the Default System installation mode for SLES 9 supports ZENworks 7 Desktop
Management. All other modes used for SLES 9 installation cause a subsequent ZENworks 7
Desktop Management installation failure.
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6.3 ZENworks Middle Tier Server Software
Requirements

The network server where you install the ZENworks Middle Tier Server software requires the
following software configuration:

Table 6-2 Software Requirements for the ZENworks Middle Tier Server

Platform

Minimum Software Requirement

NetWare 6 server

*

*

Support Pack 4 (minimum)

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICl is available from the Novell Product
Download Web site (http://download.novell.com).

eDirectory 8.7.3 (required minimum)

NetWare 6.5 server

Support Pack 1 (minimum)

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICI is available from the Novell Product
Download Web site (http://download.novell.com).

Windows 2000
server

IIS installed (version shipping with Windows 2000 server)
Windows 2000 Server Service Pack 4 (minimum)
IP Protocol Stack must be bound and available on the server

If connecting to a Windows 2000 Desktop Management Server, both
Windows 2000 servers must be members of the same Active Directory
domain or a trust relationship must exist between the domains they belong
to. The workstation logging in does not need to be a member of that domain
unless the Desktop Management Server is delivering MSI applications. A
server designated as the Domain Controller must be present in the domain;
either the ZENworks Middle Tier Server or the Desktop Management Server
can be designated as a Domain Controller.

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICI is available from the Novell Product
Download Web site (http://download.novell.com).

Windows Server
2003

IIS installed (version shipping with Windows Server 2003)
IP Protocol Stack must be bound and available on the server

If connecting to a Windows Server 2003 Desktop Management Server, both
Windows Server 2003 machines must be members of the same Active
Directory domain or a trust relationship must exist between the domains they
belong to. The workstation logging in does not need to be a member of that
domain unless the Desktop Management Server is delivering MSI
applications. A server designated as the Domain Controller must be present
in the domain; either the ZENworks Middle Tier Server or the Desktop
Management Server can be designated as a Domain Controller.

Novell International Cryptographic Infrastructure (NICI) client 2.4.0 installed if
SSL connections will be used. NICI is available from the Novell Product
Download Web site (http://download.novell.com).
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Platform Minimum Software Requirement

SLES 9 + SUSE Linux Enterprise Server (SLES) 9 Support Pack 1 (minimum)
+ |P Protocol Stack must be bound and available on the server

IMPORTANT: Of the four pre-built software “sets” available for the SLES 9
installation (that is, Minimum System, Minimum Graphical System, Full, and
Default System installations) only the Default System installation mode for SLES 9
supports ZENworks 7 Desktop Management. All other modes used for SLES 9
installation cause a subsequent ZENworks 7 Desktop Management installation
failure.

OES 1.0 + Novell Open Enterprise Server (Linux) 1.0

+ |P Protocol Stack must be bound and available on the server

IMPORTANT: If the IIS Web Server is not configured correctly for logging, Web site logging files
(C:\windows\system32\logfiles w3svcl\yymmdd.1log) used by IIS in conjunction
with the Middle Tier Server might grow to a very large size and use an unacceptable amount of disk
space on the Windows server.

For information about how to configure Web site logging for Windows Server 2003, see the
Microsoft Knowledgebase Article 324279 (http://support.microsoft.com/default.aspx?scid=kb;en-
us;324279) at the Microsoft Knowledgebase Web site.

The Middle Tier Server is also used to host applications available through the Web browser view of
Novell Application Explorer, called myapps.html. For more information about installing
myapps . html, see Chapter 13, “Installing the Novell Application Launcher Plug-In,” on

page 165. For information about configuring and using myapps .html, see “Customizing the
Application Browser View” in “Novell Application Launcher: Customizing Views” in the Novel/
ZENworks 7 Desktop Management Administration Guide.

6.4 Configuring Ports for the Middle Tier Web
Server and the Desktop Management Agent

The Desktop Management Agent can communicate with the ZENworks Middle Tier Server when
the workstation is located either inside or outside the corporate firewall, provided that the Desktop
Management Agent and the Web server software installed on the ZENworks Middle Tier Server
machine (Apache HTTP Server on NetWare and Internet Information Server (IIS) on Windows) are
set up to communicate on the same port.

You need to know how to configure the communication ports if the installation of the Web server
changes the default port assignment from 80 and 443, if you want to either change or assign an
additional port other than the default, or if you want to change the Desktop Management Agent port
to match the Web server port.

NOTE: For a list of configurable ports, see the Port Number Assignments Appendix in Getting
Results with Novell Web Servers and Tools in Managing Web Servers and Other Web Tools at the
NetWare 6 documentation Web site (http://www.novell.com/documentation/lg/nw6p/index.html).
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This section includes the following information:

¢ Section 6.4.1, “Configuring Ports for the Apache Web Server on NetWare 6.x,” on page 70
¢ Section 6.4.2, “Configuring Ports for the Apache Web Server on Linux,” on page 70
¢ Section 6.4.3, “Configuring Ports for IIS on Windows,” on page 71

¢ Section 6.4.4, “Changing the DHost Port Assignment On a Windows 2000 Server with
eDirectory 8.7.3 Installed,