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About This Guide

This guide describes how to administer the Novell Identity Manager User Application. It includes
these parts:

+ Partl, “Overview,” on page 19

* Part 1, “Configuring the User Application Environment,” on page 45

+ Part I11, “Administering the User Application,” on page 125

+ Part IV, “Portlet Reference,” on page 291

+ Part V, “Configuring and Managing Provisioning Workflows,” on page 369

* Part VI, “Web Service Reference,” on page 423

+ Part VII, “REST Services,” on page 659

* Part VIII, “Appendixes,” on page 741

To learn about administering the other features of Identity Manager (which are common to all
packagings), see the Novell Identity Manager: Administration Guide.

Audience

Theinformation in this guide is for system administrators, architects, and consultants who are
responsible for configuring, deploying, and managing the identity self-service features and
workflow-based provisioning features of the Identity Manager User Application.

End-user documentation for these features is provided in the Identity Manager User Application:
User Guide.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentati on/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Identity Manager User Application: Administration Guide, visit
the Identity Manager Documentation Web site (http://www.novell.com/documentation/idm401).

About This Guide
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Overview

This section introduces you to the Identity Manager User Application, and helps you plan for its use
in your organization.

+ Chapter 1, “Introduction to the User Application,” on page 21

Overview 19



20 User Application: Administration Guide



Introduction to the User
Application

This section introduces the Identity Manager User Application. Topics include:

* Section 1.1, “About the User Application,” on page 21

+ Section 1.2, “User Application Architecture,” on page 28

+ Section 1.3, “User Application User Types,” on page 34

* Section 1.4, “Design and Configuration Tools,” on page 40
¢ Section 1.5, “What's Next,” on page 42

1.1 About the User Application

The Identity Manager User Application is the business user’s view into the information, resources,
and capabilities of Identity Manager. The User Application is a browser-based Web application that
gives the user the ability to perform avariety of identity self-service tasks. The User Application
provides a complete roles-based provisioning solution, giving users the ability to initiate and
manage provisioning and role-based requests and approvals. In addition, the User Application offers
support for compliance features, giving an organization away to ensure that personnel conform to
relevant business laws and regulations.

The User Application enables you to address the following business needs:
+ Providing aconvenient way to perform roles-based provisioning actions.

The User Application allows you to manage role definitions and role assignments within your
organization. Role assignments can be mapped to resources within a company, such as user
accounts, computers, and databases.

For details on setting up the Roles and Resources tab, see Section 2.9, “Configuring the Roles
and Resources Tab,” on page 86.

+ Ensuring that an organization has a method for verifying that personnel are fully aware of
organizational policies and are taking steps to comply with these policies.

For details on setting up the Compliance tab, see Section 2.10, “Configuring the Compliance
Tab,” on page 93.

+ Providing user self-service, allowing a new user to self-register, and providing access to
anonymous or guest Users.

For more information, see Part |V, “ Portlet Reference,” on page 291.

+ Ensuring that access to corporate resources complies with organizational policies and that
provisioning occurs within the context of the corporate security policy.

You can grant users access to identity data within the guidelines of corporate security policies.
For more information, see Section 2.2, “ Security,” on page 49.

+ Reducing the administrative burden of entering, updating, and deleting user information across
al systemsin the enterprise.

Introduction to the User Application
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You can create customized workflows to provide a Web-based interface for users to manipulate
distributed identity data triggering workflows as necessary.

For more information, see Part V, “ Configuring and Managing Provisioning Workflows,” on
page 369.

+ Managing manual and automated provisioning of identities, services, resources, and assets, and
supporting complex workflows.

You can implement manual provisioning by creating workflows that route provisioning
reguests to one or more authorities. For automated provisioning, you can configure the User
Application to start workflows automatically in response to events occurring in the Identity
Vault.

For more information, see Part V, “ Configuring and Managing Provisioning Workflows,” on
page 369.

IMPORTANT: The User Application is an application and not aframework. The areas within the
User Application that are supported to be modified are outlined within the product documentation.
Modifications to areas not outlined within the product documentation are not supported.

1.1.1 About Identity Self-Service

Identity isthe foundation of the User Application. The application uses identity as the basis for
authorizing users access to systems, applications, and databases. Each user’s unique identifier—and
each user’s roles—comes with specific access rights to identity data. For example, users who are
identified as managers can access salary information about their direct reports, but not about other
employeesin their organization.

The I dentity Self-Service tab within the application gives users a convenient way to display and
work with identity information. It enables your organization to be more responsive by giving users
accessto the information they need whenever they need it. For example, users might use the Identity
SHf-Service tab to:

+ Manage their own user accounts directly

+ L ook up other users and groups in the organization on demand

+ Visualize how those users and groups are related

+ List applications with which they are associated
The User Application Administrator is responsible for setting up the contents of the Identity Self-

Service tab. What business users can see and do is typically determined by how the application has
been configured, by their job requirements and level of authority.

NOTE: In Identity Manager 4.0.1 Standard Edition, if you logon as a business user, the | dentity
Salf-Service tab isthe only tab you will see in the User Application. If you logon as a User
Application Administrator, you see the Administration tab as well.
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1.1.2 About Roles-Based Provisioning

The purpose of the Roles and Resources tab within the User Application isto give you a convenient
way to perform roles-based provisioning actions. These actions allow you to manage role definitions
and role assignments within your organization. Role assignments can be mapped to resources within
a company, such as user accounts, computers, and databases. For example, you might use the Roles
and Resources tab to:

+ Makerole requests for yourself or other users within your organization
+ Create roles and role relationships within the roles hierarchy

+ Create separation of duties (SoD) constraints to manage potential conflicts between role
assignments

+ Look at reports that provide details about the current state of the Role Catalog and the roles
currently assigned to users, groups, and containers

When arole assignment request requires permission from one or more individualsin an
organization, the request starts aworkflow. The workflow coordinates the approval s needed to fulfill
the request. Some role assignment requests require approval from a singleindividual; others require
approval from several individuals. In some instances, arequest can be fulfilled without any
approvals.

When arole assignment request resultsin a potential separation of duties conflict, the initiator has
the option to override the separation of duties constraint, and provide ajustification for making an
exception to the constraint. In some cases, a separation of duties conflict can cause aworkflow to
start. The workflow coordinates the approvals needed to allow the separation of duties exception to
take effect.

Your workflow designer and system administrator are responsible for setting up the contents of the
Roles and Resources tab for you and the others in your organization. The flow of control for aroles-
based workflow or separation of duties workflow, as well as the appearance of forms, can vary
depending on how the approval definition for the workflow was defined in the Designer for Identity
Manager. In addition, what you can see and do istypically determined by your job regquirements and
your level of authority.

For details on setting up the Role Subsystem, see Section 2.9, “ Configuring the Roles and Resources
Tab,” on page 86. For details on using the Roles and Resources tab, see the discussion of the Roles
and Resources tab in the Identity Manager User Application: User Guide (http://www.novell.com/
documentation/idm401/pdf doc/ugpro/ugpro.pdf).

NOTE: The ability to define custom roles is only available with Identity Manager 4.0.1 Advanced
Edition. Standard Edition only supports the use of system roles. The Roles and Resources tab and
the Work Dashboard tab are not available in Standard Edition.

Introduction to the User Application
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1.1.3 About Resource-Based Provisioning

The purpose of the resource functionality within the User Application isto give you a convenient
way to perform resource-based provisioning actions. These actions allow you to manage resource
definitions and resource assignments within your organization. Resource assignments can be
mapped to users or to roles within a company. For example, you might use resources to:

+ Make resource requests for yourself or other users within your organization

+ Create resources and map them to entitlements
When a resource assignment request requires permission from one or more individualsin an
organization, the request starts aworkflow. The workflow coordinates the approval s needed to fulfill
the request. Some resource assignment requests require approval from asingle individual; others

require approval from several individuals. In someinstances, a request can be fulfilled without any
approvals.

The following business rules govern the behavior of resources within the User Application:

+ Resources can only be assigned to a user. This does not preclude aresource being granted to
usersin acontainer or group based on implicit role assignment. However, the resource
assignment will only be associated with a user.

+ Resources can be assigned in any of the following ways:
+ Directly by auser through Ul mechanisms

*

Through a provisioning request

*

Through arole request assignment
Through a Rest or SOAP interface

+ The sameresource can be granted to a user multipletimes (if this capability hasbeen enabled in
the resource definition).

*

+ A resource definition can have no more then one entitlement bound to it.

+ A resource definition can have one or more same-entitlement references bound to it. This
capability provides support for entitlements where the entitlement parameters represent
provisionable accounts or permssions on the connected system.

+ Entitlement and decision support parameters can be specified at design time (static) or at
reguest time (dynamic).

Your workflow designer and system administrator are responsible for setting up the User
Application for you and the othersin your organization. The flow of control for a resource-based
workflow, as well as the appearance of forms, can vary depending on how the approval definition
for the workflow was defined in the Designer for Identity Manager. In addition, what you can see
and do istypically determined by your job requirements and your level of authority.

NOTE: Resources require Identity Manager 4.0.1 Advanced Edition. Standard Edition does not
support this feature. The Roles and Resources tab and the Work Dashboard tab are not availablein
Standard Edition.
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Resources

A resourceisany digital entity such as a user account, computer, or database that a business user
needs to be able to access. The User Application provides a convenient way for end users to request
the resources they need. In addition, it provides tools that administrators can use to define resources.

Each resource is mapped to an entitlement. A resource definition can have no more than one
entitlement bound to it. A resource definition can be bound to the same entitlement more than once,
with different entitlement parameters for each resource.

Resource Requests

Resources can be assigned to users only. They cannot be assigned to groups or containers. However,
if aroleisassigned to agroup or container, the users in the group or container may automatically be
granted access to the resources associated with the role.

Resource requests may require approvals. The approval process for aresource may handled by a
provisioning request definition, or by an external system by setting the status code on the resource
request.

If aresource grant request isinitiated by arole assignment then it is possible that the resource will
not be granted, even though the role is provisioned. The most likely reason for thiswould be that the
necessary approvals were not provided.

A resource request can grant aresource to a user or revoke aresource from a user.

Role and Resource Service Driver

The User Application uses the Role and Resource Service Driver to manage back-end processing of
resources. For example, it manages all resource requests, starts workflows for resource requests, and
initiates the provisioning process for resource requests.

Resource Request Process Flow

The following example shows the process flow for aresource assignment regquest. In this example, a
user requests a resource that grants access to an SAP profile:

Introduction to the User Application
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Figure 1-1 Process Flow for a Resource Request
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The stepsin the process are described below:

1. A user requests aresource within the User Application.

A User Request object is created in the Identity Vault.

The Role and Resource Service Driver processes the new request.

The Role and Resource Service Driver starts aworkflow, and changes the request status.

The approval process is performed within the User Application. Upon completion of the
approval process, the workflow activity changes the request status.

a c WD

6. The Role and Resource Driver picks up the change in the status, and begins to provision the
resource, if all of the necessary approvals have been provided.

7. The User Object attributes are updated to included the resource binding and approval
information.

8. An entitlement request is made for the SAP Profile.
9. The SAP Driver processes the entitlement and creates the profilein SAP.

1.1.4 About Workflow-Based Provisioning

A key feature of the Identity Manager User Application is workflow-based provisioning, which
enables you to initiate workflow processes to manage the approval and revocation of user access to
your organization’'s secure systems.

The User Application’s Work Dashboard tab gives users a convenient way to make workflow
process requests. A provisioning request is auser or system action intended to initiate a process.
Provisioning requests can be initiated directly by the user (through the Work Dashboard tab), or
indirectly in response to events occurring in the Identity Vault.
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When a provisioning request requires permission from one or more individuals in an organization,
the request starts one or more workflows. The workflows coordinate the approvals needed to fulfill
the request. Some provisioning requests require approval from asingle individual; others require
approval from several individuals. In some instances, arequest can be fulfilled without any
approvals.

By default, the Work Dashboard tab in the User Application does not display any provisioning
reguests. To configure a provisioning request a designer familiar with your business needs creates a
provisioning request definition, which binds the resource to aworkflow. The designer can configure
workflows that proceed in a sequential fashion, with each approval step being performed in order, or
workflows that proceed in aparallel fashion. A parallel workflow allows more than one user to act
on aworkflow task concurrently.

| dentity Manager provides a set of Eclipse-based tools for designing the data and the flow of control
within the workflows. In addition, Identity Manager provides a set of Web-based tools that provide
the ability to view existing provisioning requests and manage workflows that are in process. For
more information, see Section 1.4, “Design and Configuration Tools,” on page 40.

The Provisioning Administrator is responsible for managing the workflow-based provisioning
features of the User Application. For more information, see Section 1.3, “User Application User
Types,” on page 34.

NOTE: Workflow processes require Identity Manager 4.0.1 Advanced Edition. Standard Edition
does not support this feature.

1.1.5 About Compliance

Complianceis the process of ensuring that an organization conforms to relevant business laws and
regulations. One of the key elements of compliance is attestation. Attestation gives an organization a
method for verifying that personnel are fully aware of organizational policies and are taking stepsto
comply with these policies. By requesting that employees or administrators regularly attest to the
accuracy of data, management ensures that personnel information such as user profiles, role
assignments, and approved separation of duties (SoD) exceptions are up-to-date and in compliance.

To allow individuals within an organization to verify the accuracy of corporate data, a user makes an
attestation request. This request in turn initiates one or more workflow processes. The workflow
processes give the attester s an opportunity to attest to the correctness of the data. A separate
workflow processisinitiated for each attester. An attester is assigned a workflow task in the My
Tasks list on the Requests & Approvalstab. To complete the workflow process, the attester opensthe
task, reviews the data, and attests that it is correct or incorrect.

The Roles Based Provisioning Module supports four types of attestation:

+ User profile

+ SoD violations

+ Role assignment

+ User assignment
For details on setting up the Compliance tab, see Section 2.10, “ Configuring the Compliance Tab,”
on page 93. For details on using the Compliance tab, see the discussion of the Compliancetab in the

| dentity Manager User Application: User Guide (http://www.novell.com/documentation/idm401/
pdfdoc/ugpro/ugpro.pdf).

Introduction to the User Application
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NOTE: Compliance requires Identity Manager 4.0.1 Advanced Edition. Standard Edition does not
support this feature. The Compliance tab is not available in Standard Edition.

1.2 User Application Architecture

The Identity Manager User Application relies on a number of independent components acting
together. The core components are shown in Figure 1-2.

Figure 1-2 User Application Core Components
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1.2.1 User Interface

The Identity Manager User Application is a browser-based Java application. It is comprised of a
collection of JSR168-compliant portlets that run within a Web portal, JavaServer Pages, and
JavaServer Faces that run within a Java Web application on a J2EE-compliant application server.
The User Application framework provides container services, such as managing window state,
portlet preferences, persistence, caching, theming, logging, and acts as a security gatekeeper. The
application server, on which the User Application runs, provides various services to the application
as awhole, such as scalability through clustering, database access via JDBC, and support for

certificate-based security.
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NOTE: The portal functionality within the User Application is being deprecated in Identity
Manager 4.0.1.

1.2.2 Directory Abstraction Layer

The directory abstraction layer provides alogical view of the Identity Vault data. You define a set of
entities and their related attributes based on the Identity Vault objects that you want users to view,
modify, or delete in the User Application. The Directory Abstraction layer:

+ Performsall of the User Application’s LDAP queries against the Identity Vault. Thisisolates
presentation-layer logic from the I dentity Vault, so that al requests for identity data go through
the directory abstraction layer.

+ Checks constraints and access control on data requests made via the User Application.

+ Caches runtime configuration and entity-definition data obtained from the I dentity Vault. See
Section 5.1.1, “Caching Management,” on page 131

You use the directory abstraction layer editor plug-in (available in Designer for Identity Manager) to
define the structure of the directory abstraction layer data definitions. To learn more, see the section
on the directory abstraction layer editor in the Identity Manager User Application: Design Guide.

1.2.3 Workflow Engine

The Workflow Engineis a set of Java executables responsible for managing and executing stepsin
an administrator-defined workflow and keeping track of state information (which is persistedin a
database). When the necessary approvals have been given, the Provisioning System provisions the
resource as requested.

During the course of workflow execution, the Workflow Engine can send one or more e-mail
messages to notify users of changes in the state of the workflow. In addition, it can send e-mail
messages to notify users when updates have been made to proxy, delegate, and availability settings.

You can edit an e-mail template in the Designer for Identity Manager or in iManager and then use
thistemplate for email notifications. At runtime, the Workflow Engine retrieves the template from
the directory and replaces tags with dynamic text suitable for the notification.

Additional details about the Workflow Engine, including how to configure and manage provisioning
workflows, arein Part V, “Configuring and Managing Provisioning Workflows,” on page 369.

1.2.4 SOAP Endpoints

The User Application provides the following SOAP endpoints to allow third-party software
applications to take advantage of User Application services:

Introduction to the User Application

29



Table 1-1 SOAP Endpoints

SOAP Endpoint

Description

Provisioning Web Service

Metrics Web Service

Notification Web Service

Directory Abstraction Layer (VDX) Web Service

Role Web Service

To support third-party access, the provisioning
Workflow Engine includes a Web service endpoint.
The endpoint offers all provisioning functionality (for
example, allowing SOAP clients to start a new
approval flow, or list currently executing flows).

The workflow engine also includes a Web Service
for gathering workflow metrics. The addition of the
Metrics Web Service to the Workflow Engine lets
you monitor an approval flow process. In addition, it
provides indicators the business manager can use
to modify the process for optimal performance.

The Provisioning System includes an e-mail
notification facility that lets you send e-mail
messages to notify users of changes in the state of
the provisioning system, as well as tasks that they
need to perform. To support third-party access, the
notification facility includes a Web service endpoint
that lets you send an e-mail message to one or
more users.

The directory abstraction layer provides a logical
view of the Identity Vault data. To support access by
third-party software applications, the directory
abstraction layer includes a Web service endpoint
called the VDX Web Service. This endpoint lets you
access the attributes associated with entities
defined in the directory abstraction layer. It also lets
you perform ad hoc searches for entities and
execute predefined searches called global queries.

To support access by third-party software
applications, the Role subsystem includes a Web
service endpoint called the Role Web Service. It
supports a wide range of role management and
SoD management functions.

1.2.5 Application Server (J2EE-Compliant)

The application server provides the runtime framework in which the User Application, directory
abstraction layer and Workflow Engine execute. The User Application is packaged as a Java Web
Application Archive, or WAR file. The WAR is deployed to the application server.

The User Application runs on JBOSS and WebSphere. For a complete list of supported platforms,
see the Roles Based Provisioning Module Installation Guide.
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1.2.6 Database

The User Application relies on a database (MySQL* by default; see the Roles Based Provisioning
Module Installation Guide for alist of supported databases) to store several kinds of information:

+ User application configuration data: for example, Web page definitions, portlet instance
registrations, and preference values.

+ Workflow state information is persisted in the database. (The actual workflow definitions are
stored in the User Application driver in the Identity Vault.)

+ Novell Identity Audit logs

1.2.7 User Application Driver

The User Application driver is an important enabling piece of the User Application. It isresponsible
for:
+ Storing application-specific environment configuration data.
+ Notifying the directory abstraction layer when important data values change in the I dentity
Vault. This causes the directory abstraction layer to update its cache.
The User Application driver can be configured to:

+ Allow eventsin the Identity Vault to trigger workflows.

+ Communicate the success or failure of aworkflow's provisioning activity back to the User
Application database, which alows usersto view the final status of their requests.

+ Start workflows automatically in response to changes of attribute values in the Identity Vault.

The User Application driver isnot only aruntime component but a storage wrapper for directory
objects (comprising the User Application’s runtime artifacts).

Table 1-2 Artifacts Stored in the User Application Driver

Artifacts Description

Driver Set Object Every Identity Manager installation requires that drivers be grouped into
driver sets. Only one driver set can be active at a time (on a given
directory server). The drivers within that set can be toggled on or off
individually without affecting the driver set as a whole. The User
Application driver (like any other Identity Manager driver) must exist inside
a driver set. The driver set is not automatically created by the User
Application; you must create one, then create the User Application driver
within it.

User Application The User Application driver object is the container a variety of artifacts.
The User Application driver implements Publisher and Subscriber channel
objects and policies. The Publisher channel is not used by the User
Application but is available for custom user cases.
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Artifacts Description

App Config Object The AppConfig object is a container for the following User Application
configuration objects.

* RequestDefs: Container for Provisioning Request Definitions. The
definitions stored here (as XML) represent the classes of requests
that end users with appropriate rights can instantiate via the User
Application.

* WorkflowDefs: :Container for Workflow objects, including design-
time descriptions plus any template or unused flows.

+ ResourceDefs: Container for Provisioned Resource definitions,
including design-time descriptions plus any templates or unused
targets.

+ ServiceDefs: Container for Service Definition objects, which wrap
Web Services called by workflows.

+ DirectoryModel: Directory abstraction layer objects that represent
different types of content of the Identity Vault that can be exposed in
the User Application.

+ AppDefs: Container for configuration objects that initialize the
runtime environment, such as cache configuration information and
e-mail notification properties.

+ ProxyDefs: Container for proxy definitions.

+ DelegateeDefs: Container for delegate definitions.

1.2.8 Role and Resource Service Driver

The Roles subsystem uses the Role and Resource Service driver to manage backend processing of
roles. For example, it manages all role assignments, starts workflows for role assignment requests
and SoD conflictsthat require approvals, and maintainsindirect role assignments according to group
and container membership, as well as membership in related roles. The driver also grants and
revokes entitlements for users based on their role memberships, and performs cleanup procedures
for requests that have been compl eted.

The Role and Resource Service driver performs the following functions:
+ Starts an SoD workflow and waits for approvals in situations where a role request requires an
SoD workflow

+ Starts arole assignment workflow and waits for approvalsin situations where a role request
reguires aworkflow

+ Adds usersto and remove users from roles. To do this, the Role and Resource Service driver:
+ Waitsfor a start date before making assignments
+ Terminates arole assignment when the end date is reached

+ Adds and removes higher-level and lower-level role relationships

+ Adds and removes role assignments for groups

+ Adds and removes role assignments for containers

+ Maintains al role membership information for indirect role assignments, including:
+ Role assignments acquired through role relationships
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+ Role assignments that result from membership in groups

+ Role assignments that result from membership in containers
+ Grants and revokes entitlements to and from users according to their role memberships
+ Maintains additional reporting information that is associated with each role assignment
+ Maintains additional reporting information on objects in eDirectory, such as:

+ Approva information

+ Where indirect assignments come from

+ Where entitlements come from
+ Logseventsto an auditing service
+ Cleans up processed requests after a user-specified amount of time
+ Recalculates role assignments based on dynamic and nested groups on a polled basis

1.2.9 Designer for Identity Manager

Designer for Identity Manager provides a set of plug-ins you can use to define the directory
abstraction layer objects and provisioning requests and their associated workflows. For more
information, see Section 1.4, “Design and Configuration Tools,” on page 40

1.2.10 iManager

iManager provides a set of plug-ins you can use to view provisioning requests and manage their
associated workflows. For more information, see Section 1.4, “Design and Configuration Tools,”
on page 40.

1.2.11 Identity Manager Engine

The Identity Manager engine provides the runtime framework that monitors eventsin the Identity
Vault and connected systems. It enforces policies and routes datato and from the Identity Vault. The
| dentity Manager User Application is a connected system. Communication between the Identity
Vault, the User Application’s directory abstraction layer, and the Workflow Engine occurs through
the User Application driver.

1.2.12 Identity Vault

The Identity Vault isthe repository for user data (and other identity data) plus the |dentity Manager
driver set and the User Application driver. Because the User Application relies on various | dentity
Vault objects, it's necessary to extend the eDirectory schemato accommodate the custom LDAP
objects and attributes required by the User Application. The schema extension occurs automatically
as part of the User Application install. The custom objects and attributes are popul ated with default
values after the User Application driver isinstalled and activated.

1.2.13 Novell Identity Audit

Novell Identity Audit is an independent logging server that can persist avariety of kinds of data
(such as data generated by steps of aworkflow). For more information, see Chapter 3, “ Setting Up
Logging,” on page 109.
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1.3 User Application User Types

The Identity Manager User Application usersfall into these categories:

+ Administrative Users

+ Domain Administrators, Domain Managers, and Team Managers
+ Designers

+ Business Users

1.3.1 Administrative Users

The User Application defines several types of administrative users. The administrative users defined
in Table 1-3 are defined at installation.

Table 1-3 User Application Administrative Users

User Description
Identity Vault A user who has rights to configure the Identity Vault. This is a logical role that
Administrator can be shared with other administrative user types.

The Identity Vault Administrator account is a proxy user for the User
Application to carry out tasks on the LDAP server that an ordinary logged-in
user might not have permission to execute, such as creating a new user,
group, or container. It represents credentials (username and password) used
to bind to the Identity Vault to perform system LDAP operations, so these are
the rights that the User Application itself needs to run. The Identity Vault
Administrator needs:

* Supervisor rights to the User Application Driver and all the objects it
contains. You can accomplish this by setting the rights at the driver
container level and making them inheritable.

* Supervisor Entry rights to any of the users that are defined through the
directory abstraction layer user entity definition. This should include Write
attribute rights to objectClass and any of the attributes associated with
the DirXML-EntitlementRecipient, srvprvEntityAux and srvprvUserAux
auxiliary classes.

* Supervisor rights to the container object cn=DefaultNotificationCollection,
cn=Security. This object persists e-mail server settings used for
automated provisioning e-mails. It can contain SecretStore credentials for
authenticating to the e-mail server itself.
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User Description

User Application A user who has the rights to perform administrative tasks for the User
Administrator Application. This user can:

+ Use the Administration of the User Application to manage the User
Application.

+ Use iManager to administer workflow tasks (such as enabling, disabling,
or terminating an in-process workflows)

* Run reports on Novell Identity Audit logging data.
This user does not have any special privileges within the User Application.

This user does not need any special directory rights because it controls
application level access via the Administration page. Although a User
Application Administrator has the ability to manage themes in the
Administration page, the User Application uses the LDAP administrator
credentials to modify the theme selections in the Identity Vault.

Password self-service: One task of the User Application Administrator is to
configure password self-service for the User Application. A feature of password
self-service is password synchronization status.To enable the User Application
Administrator to view the password synchronization status for other users (for
troubleshooting or other reasons), it is recommended that you create a
PasswordManagement group and assign one or more users to this group. The
members of this group are allowed to view the password synchronization
status of other users. If you choose to create this group, it must:

¢ Be named PasswordManagement.

+ Be given the privileges to the Identity Vault. The group must have rights to
read the user’s eDirectory object attribute for users whose password
synchronization status they need to view.

1.3.2 Domain Administrators, Domain Managers, and Team
Managers

The Roles Based Provisioning Module uses a security model that recognizes three genera
categories of administrators and managers:

+ The Domain Administrator isan administrator who has the full range of capabilities within a
particular domain, which gives a user assigned to be this type of administrator the ability to
perform all operations on all objects within the domain for al users.

+ The Domain Manager is a delegated administrator who has the ability to perform selected
operations for a subset of authorized objects within the domain for all users.

+ The TeamManager isabusiness line manager who can perform selected operations for a subset
of authorized objects within the domain, but only for a designated set of users (team members).

The following diagram illustrates the security model:
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Figure 1-3 Security Model
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Domain Administrators and Domain Managers

Domain Administrators and Domain Managers are designated through system role assignments. The
Roles Based Provisioning Module allows you to assign usersto any of the following system roles:

Table 1-4 System Roles for Domain Administrators and Domain Managers

Role Description

Compliance Administrator A Domain Administrator who has the full range of
capabilities within the Compliance domain. The
Compliance Administrator can perform all possible
actions for all objects within the Compliance
domain.

Configuration Administrator A Domain Administrator who has the full range of
capabilities within the Configuration domain. The
Configuration Administrator can perform all
possible actions on all objects within the
Configuration domain. The Configuration
Administrator controls access to navigation items
with the Roles Based Provisioning Module. In
addition, the Configuration Administrator configures
the delegation and proxy service, the provisioning
user interface, and the workflow engine.
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Role

Description

Provisioning Administrator

Provisioning Manager

Report Administrator

Resource Administrator

Resource Manager

Role Administrator

Role Manager

A Domain Administrator who has the full range of
capabilities within the Provisioning domain. The
Provisioning Administrator can perform all possible
actions for all objects within the Provisioning
domain.

A Domain Manager who can perform only allowed
actions for a subset of objects within the
Provisioning domain.

A Domain Administrator who has the full range of
capabilities within the Report domain. The Report
Administrator can define report permissions, which
include the ability to use the Identity Manager
Reporting tool. A Report Administrator is given the
Access Reporting Tool navigation access
permission automatically, which allows the user to
access the reporting tool directly from the Work
Dashboard.

A Domain Administrator who has the full range of
capabilities within the Resource domain. The
Resource Administrator can perform all possible
actions for all objects within the Resource domain.

A Domain Manager who can perform only allowed
actions for a subset of objects within the Resource
domain.

A Domain Administrator who has nearly the full
range of capabilities within the Role domain. The
Role Administrator can perform all possible actions
for all objects (except for the System Roles) within
the Role domain.

A Domain Manager who can perform only allowed
actions for a subset of objects within the Role
domain.
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Role Description

Security Administrator A Domain Administrator who has the full range of
capabilities within the Security domain. The
Security Administrator can perform all possible
actions for all objects within the Security domain.
The Security domain allows the Security
Administrator to configure access permissions for
all objects in all domains within the Roles Based
Provisioning Module. The Security Administrator
can configure teams, and also assign domain
administrators, delegated administrators, and other
Security Administrators.

NOTE: For testing purposes, Novell does not lock
down the security model in Standard Edition.
Therefore, the Security Administrator is able to
assign all domain administrators, delegated
administrators, and also other Security
Administrators. However, the use of these
advanced features is not supported in production.
In production environments, all administrator
assignments are restricted by licensing. Novell
collects monitoring data in the audit database to
ensure that production environments comply.
Furthermore, Novell recommends that only one
user be given the permissions of the Security
Administrator.

Theseroles areinitialized at install time, but can also be assigned through the Administrator
Assignments user interface on the Administration tab. For details on assigning users to the system
roles, see Section 8.3, “Administrator Assignments,” on page 265.

In Identity Manager 4.0.1 Advanced Edition, the following administrators need to be assigned:

¢ User Application Administrator
+ Provisioning Administrator

+ Compliance Administrator

+ Roles Administrator

+ Security Administrator

+ Resources Administrator

+ Configuration Administrator

+ Report Administrator

NOTE: Atinstal time, you can simply specify a User Application Administrator and alow all other
assignments to default to this user.

In Identity Manager 4.0.1 Standard Edition, the following administrators need to be assigned:

+ User Application Administrator
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+ Report Administrator
* Security Administrator

Team Managers

A Team Manager