Administration Guide
Messenger 3.0

February 2015

Novell N



Legal Notices

Novell, Inc. makes no representations or warranties with respect to the contents or use of this documentation, and specifically
disclaims any express or implied warranties of merchantability or fitness for any particular purpose. Further, Novell, Inc.
reserves the right to revise this publication and to make changes to its content, at any time, without obligation to notify any
person or entity of such revisions or changes.

Further, Novell, Inc. makes no representations or warranties with respect to any software, and specifically disclaims any
express or implied warranties of merchantability or fithess for any particular purpose. Further, Novell, Inc. reserves the right to
make changes to any and all parts of Novell software, at any time, without any obligation to notify any person or entity of such
changes.

Any products or technical information provided under this Agreement may be subject to U.S. export controls and the trade
laws of other countries. You agree to comply with all export control regulations and to obtain any required licenses or
classification to export, re-export, or import deliverables. You agree not to export or re-export to entities on the current U.S.
export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. export laws. You agree to not use
deliverables for prohibited nuclear, missile, or chemical biological weaponry end uses. Please refer to www.novell.com/info/
exports/ for more information on exporting Novell software. Novell assumes no responsibility for your failure to obtain any
necessary export approvals.

Copyright © 2005-2015 Novell, Inc. All rights reserved. No part of this publication may be reproduced, photocopied, stored on
a retrieval system, or transmitted without the express written consent of the publisher.

Novell, Inc.

1800 South Novell Place
Provo, UT 84606

U.S.A.

www.novell.com

Online Documentation: To access the online documentation for this and other Novell products, and to get updates, see
www.novell.com/documentation.

Novell Trademarks

For Novell trademarks, see the Novell Trademark and Service Mark list (http://www.novell.com/company/legal/trademarks/
tmlist.html).

Third-Party Materials

All third-party trademarks are the property of their respective owners.


http://www.novell.com/company/legal/trademarks/tmlist.html

Contents

About This Guide
1 Understanding Your Novell Messenger System

1.1 Software Components . .. ... .
111 Messaging Agent. . . ... .
1.1.2  Archive Agent . ...
1.1.3  Administration Files . . . ... ..

1.2 eDirectory Objects . . . ... i
1.21 MeESSENGEr SEIVICE . . . it
1.2.2 Servers and AgeNntS . . . ... e
123 Scope Profiles . . ...
124  LDAP Profiles . . ...
1,25 Chat. . o
1.2.6 HOSES . o
1.2.7 POlICIES . .o
1.2.8 User Properties . ... ... e

1.3 Language Availability . . . . ...

2 Managing the Messaging Agent

21 Starting the Messaging Agent . . ... ...
211 Starting the Linux Messaging Agent .. ........ .. . . . i
2.1.2  Starting the Windows Messaging Agent .. ... ... i
2.1.3  Changing the eDirectory Access Method for Starting the Messaging Agent. . ... .......

2.2 Configuring the Messaging Agentin ConsoleOne . . .. ... ... ... . i

2.3  Configuring Messaging Security with SSL Encryption. .. ........ ... . . i
2.3.1 Generating a Certificate Signing Requestand PrivateKey. . .......................
232 Submitting the Certificate Signing Request to a Certificate Authority .................
2.3.3 Installing the Certificate onthe Server. .. ... ... .. ... .. . . . .
2.34  Modifying the Server Object SSL Certificate . ... .......... ... ... ... ... ... ......
2.3.5 Modifying the SSL Cipher Suite. . . ... ... .

2.4  Changing the Agent User Password . . ........... . e
241 Changing the Agent User Passwordon Windows . . .. ............ ... .. ...........
2.4.2 Changing the Agent User Password on Linux. .. ...... ... ... ... ..

2.5 Monitoring the Messaging Agent . . ... ... . e
251 Using the Messaging Agent Console on Windows . . ...... ... ... ... ... .. .......
252 Using the Messaging AgentWeb Console . ......... ... ... . . . . i,
253 Using Messaging AgentLog Files . . ... ... ..
254 Using GroupWise Monitor . . .. .. .. o
255 Using SNMP Monitoring Programs . . ... it e e e

2.6 Optimizing Messaging Agent Performance . . .......... ... e

2.7 Managing the Messaging Server . . .. ... ... e
271 Binding the Messaging Agent to a SpecificIPAddress. ...........................
2.7.2  Changing the Messaging Server's Network Address. ... ......... ... .. ...
273 Moving the Messaging Agent Working Directory. . ......... ... . ...

2.8 Using Messaging Agent Startup Switches . . . ... .. .
2.8.1 feertfile . .
2.8.2  feertpath. ...
2.8.3  dhparm ...
2.8.4  [dirdefaultconnections . .. ... .. ...
2.8.5 diridletimeout . .. .. ...

Contents

11

1
12
12
13
13
13
15
17
19
21
22
23
24
24

3



4

2.8.6 /dirmaxconnNECtioNS . . . ... ... 65

2.8.7 [dirpoolresettime . ... ... ... 65
2.8.8  /dirquerymaxresults . . . .. ... 66
2.8.9  [dirreplicaipaddr (Linux and Windows only). . ........... ... ... .. .. it 66
2810 /diruseralias . . .. ... 66
2.8.11 [diruserauthbind. . .. ... .. 66
2.8.12 [diruserforcedirect . ... ... ... 67
2,813  INOME. . o 67
2.8.14  IhHppassWord. . .. ... .. 67
2.8.15  hHpport . .. 67
2.8.16  JhHpsSl . ... 68
2,87 IRHPUSEr. . .o 68
2. 818 I e 68
2819 Jkeepalive. . . ... 69
2.8.20 JKeYfile . . .. 69
2.8.21  JKEYPASSWOID. . . . ottt e e 69
2.8.22 [flanguage (WIindows ONly) . . .. ... i e 70
2.8.23 ldapipaddr. . .. 70
2.8.24  IHAPPOIt. . . oo 70
2.8.25  lAApPWA . . 71
2.8.26  lAPSSI. . .. 71
2.8.27 IAAPSSIKEY . . . .o 71
2.8.28  JldAPUSET . . .o 71
2.8.29  JI0G . . o 72
2.8.30  Jl0GAaYs . . .o 72
2.8.31  [logdiskoff. . . . oo 72
2.8.32  floglevel . . ..o 72
2.8.33  JIOgMaAX . ..t 73
2.8.34  IMAXCOMNS . . o\ttt ittt e 73
2.8.35 /mtpconnectiimeout . . .. ... ... 73
2.8.36 /mtpdatatimeout. . ... ... ... 74
2.8.37  Imipipaddr . .. 74
2.8.38  ImippOrt . .. 74
2.8.39  Imipssl. ... 74
2.8.40  INOMD . . 75
2,841  INOSNMID . . .o 75
2.8.42  [pasSWOId. . . ..ot 75
2. 843 POt . 75
2.8.44 Jproductinfo . ... .. 76
2845 JQUEBUE . . ... i 76
2.8.46 /sslCiphersuite . . ... ... 76
2.8.47  [SSIOPtiON . . oo 77
2848 threads . ... ... ..o 77
2.8.49  JUSEI. . .o 77
3 Managing Messenger Client Users 79
3.1 Adding Users to Your Messenger System . . ... ...ttt 79
3.1.1 Adding New eDirectory Users . . .. ... . . 80
3.1.2  Editing the Default Scope Profile to Include Additional eDirectory Users ... ........... 82
3.2  Customizing eDirectory Access for Users . ............ i e 84
3.2.1 Providing LDAP Access to eDirectory for MessengerUsers. .. ..................... 85
3.2.2 Providing Full Name Indexing . . ... ..t 95
3.2.3 Selecting Bind or Compare eDirectory AccessforUsers .......................... 96
3.24  Forcing Direct eDirectory Access forUsers. . ... i 97
3.2.5  Customizing Authentication and Searches by eDirectory Attribute . . . ................ 97
3.3 Providing User Searches Based on Email Addresses . . ............ ... ... ... ... 98
3.3.1 Establishing a Hostname for Your Messenger System ... .......... ... ... ... ...... 98
3.3.2 Setting Up Multiple Hostnames . ... ... ... . 100
3.4 Setting User PoliCies . . ... ... i 105

Novell Messenger 3.0 Administration Guide



3.4.1 Editing the Default User Policy . ....... ... e 106

3.4.2 Creatinga User Policy . . . ... . .. e 107
3.4.3  Customizing Messenger Client Features. . . ............ ... .. ... ... . . ... 110
344 Customizing Personal History Features . ......... ... ... ... ... ... ... .. .. ..... 112
3.4.5 Controlling Users' Contact Lists. . . . ... ... e 113
3.4.6 SettingUpaDefault Privacy List. .. ... .. . . 114
3.4.7 Selecting Default Display Attributes. ... ... ... . . 116
3.4.8 Creating ACustom Status . . ... ... .. 118
3.4.9 Applying a Policy to SpecificUsers . . ... .. . 120
3.5 Distributing the Messenger Client Software. . .. ... ... .. . i 121
3.5.1 Using the Novell Messenger Download Page . .. ....... ... .. ... . ... 122
3.5.2 Setting Up Auto-Update. .. ... ... . e 123
3.5.3 Configuring Your Web Server to Download the Messenger Client . ................. 124
3.5.4  Using ZENworks Configuration Management to Distribute the Messenger Windows
Clent . o 126
3.55 Using Red Carpet on Linux to Distribute the Cross-Platform Messenger Client
SO WA, . . .t 127
3.6 Configuring the Messenger Client Software. . .. ........ ... ... ... .. .. . . . . 127
3.6.1 Using the Configuration File (setup.cfg) When Installing the Windows Messenger
Gl Nt . . 127
3.6.2  Using Startup Switches When Starting the Messenger Client. . . ................... 130
3.6.3  Using URL Commands in Your Web Browser on Windows. . ...................... 134
3.6.4 Changing the Messenger Server IP Address and Port Number .................... 136
3.7  Excluding Users from Your Messenger System. ... ......... . .. 136
Managing Messenger Mobile Applications 137
4.1 Submitting a Certificate Signing Request. . .. ... ... ... . . . 137
4.2 Installing the Signed Certificate into Your Messenger System. .. .......... ... ... ... ... .... 138
4.3  Configuring Novell Push Notification Service. ... ...... ... .. . . i 138
4.3.1 Understanding Novell Push Notification Service . . .......... ... ... ... ... ... .... 138
4.3.2 Configuring Novell Push Notification Service ............ ... ... ... . ... ... ... ... 140
4.4  Allowing or Blocking Mobile Access for Users . .. ...t 141
4.5 Managing Mobile DeViCes . . . . ... ... 141
451 Adding and Configuring the Android App in Mobilelron. . .. ....... ... ... .. ... .... 141
452  Adding and Configure the iOS App in Mobilelron ... ...... ... ... ... . ... ........ 142
453 Distributing the Messenger Appto Devices. . . .......... . i, 143
Enabling and Managing Archiving 145
5.1  Establishing the Master Archive Agent. . ... ... .. 145
5.2  Starting the Archive Agent . . .. ... .. . 147
5.2.1 Starting the Linux Archive Agent . . . ... .. . . . e 148
5.2.2 Starting the Windows Archive Agent . .. ... 150
5.2.3  Changing the eDirectory Access Method for Starting the Archive Agent. ... .......... 151
5.3  Enabling Archiving in Your Messenger System . . .. ... e 153
5.4  Granting Authorized User Accesstothe Archive. .. ... ... ... . i 153
5.5  Configuring the Archive Agentin ConsoleOne. . ... .t 154
5.6  Enhancing Archive Security with SSL Encryption .. ...... ... ... .. . 156
5.7 Changing the Agent User Password . . .......... e 157
5.7.1 Changing the Agent User Passwordon Windows . . .. ............... ..., 157
5.7.2 Changing the Agent User Passwordon Linux. . ........... ... .. ... ... ... . 157
5.8 Configuring and Indexing the Messenger Archive . . ......... ... ... . . . .. 157
5.9 Establishing Archive Maintenance . . ... ... .. 159
5.9.1 Expiring Old Conversations . . . ... ...t e 159
5.9.2 Repairing the Archive. . ... ... . 160
5.10 Monitoring the Archive Agent. . . ... ... 161

Contents

5



6

5.10.1  Using the Archive Agent Consoleon Windows . . ............ ... ... ... ... ... ... 161

5.10.2 Using the Archive Agent Web Console and GroupWise Monitor. .. ................. 163
5.10.3 Using Archive AgentLog Files. . .. ... .. .. .. 163
5.10.4 Using SNMP Monitoring Programs . . . ... .. i 164
5.11 Optimizing Archive Agent Performance . . ............. . . .. i 164
5.11.1  Optimizing Connections between the Archive Agent and Messenger Users. .. ........ 164
5.11.2 Optimizing the Connection between the Archive Agent and the Messaging Agent. . .. .. 166
512 Managing the Archive Server. . . ... ... . 166
5.12.1 Binding the Archive Agent to a SpecificIP Address .......... ... ... . ... ... ... ... 166
5.12.2 Changing the Archive Server's IP Address or DNS HostName ... ................. 166
5.12.3 Moving the Archive Agent Working Directory .. ........ .. ... .. .. 167
5.12.4 Moving the Archive . ... ... .. 167
5.12.5 Maintaining the Archive Store . . ... ... . .. . . 168
5.12.6 Moving the Archive Queue Directories . ........ ... ... .. 169
5.13 Using Archive Agent Startup Switches. . ... .. . 171
5131 fcertfile . . ..o 174
5.13.2  Jcertpath. . .o 174
5.13.3  JAhparm . .. 175
5.13.4 /dirdefaultconnections . . .. ... .. ... 175
5.13.5 /diridletimeout .. ... ... ... 175
5.13.6  /dirmaxconnections . . .. ... ... 175
5.13.7 [dirpoolresettime . . ... . ... e 176
5.13.8 /dirquerymaxresults . . . . ... 176
5.13.9 [/dirreplicaipaddr (Linux and Windows only). . ........ ... ... . .. 176
5.13.10 /diruseralias . . . .. ... 176
5.13.11 /diruserauthbind. . ... ... . 177
5.13.12 [diruserforcedirect . . ... ... 177
51313 INOME. .« o 177
5.13.14 [hHpPassWOrd. . . . ..o 178
5.13.15 IhHpPOrt . . .o 178
51316 IhHPSS| . . .o 178
51317 INHPUSEr. . . . 178
5188 D et 179
51319 JKeYfile . . o 179
5.13.20 /KEYPASSWOIA . . . . .o ittt et e e 179
5.13.21 /language (Windows only) . . ... ... 180
5.13.22 /ldapipaddr. . . ... e 180
5.13.23 /Idapport. . ..o 180
5.13.24 /IdappWd . ..o 181
5.13.25 /Idapssl. . . . 181
5.13.26 /1dapssIKey . . . ..o 181
5.13.27 ldaPUSET . . o 181
518,28 JI0g .« et 182
5.13.29 /10gaays . . . oo 182
5.13.30 Jlogdiskoff. . . . .o 182
5.13.31 Jloglevel . . ..o 182
5.13.32 JI0gMAX . . ottt 183
5.13.33 /MaXCONNS . . . o ottt e 183
5.13.34 /mipipaddr . ... 183
5.13.35 Imipport . . . 184
5.13.36 /MIPSSl . .. 184
5.3 37 INOMD . .o 184
5.13.38 INOSNMID . . .o 184
5.13.39 /PasSWOrd. . . . .ot 184
51340 [P0t . .o 185
5.13.41 Jproductinfo . ... .. 185
5342 JQUEBUE . . .. 185
5.13.43 /sslciphersuite . .. ... ... . 186
5.13.44 [SSIOPtiON . . oot 186
5.13.45 [threads . . ... .o 186

Novell Messenger 3.0 Administration Guide



D184 JUSEI. . .o

6 Managing Chat Rooms

6.1

6.2

6.3
6.4

Creating Chat ROOMS. . . .. ... . e e e e
6.1.1 Creating a Chat Roomin ConsoleOne . .......... .. . . it
6.1.2 Creatinga ChatRoominthe Client. .. ... ... ... ... ... .. ... . . . .. . . . ...
Editing Chat Room Settings. . . .. ... e
6.2.1 Editing Chat Room Settings InConsoleOne . . ......... ... . ... ... ..
6.2.2 Editing Chat Room Settingsinthe Client. . ............ .. ... ... ... ... ... ......
Allowing or Blocking Chat RoOm ACCESS . . . .. ... i e e
Allowing Users to Create Chat Rooms. . . . ... ... . . . e

7 Integrating Novell Vibe with Novell Messenger

71
7.2
7.3

8.1
8.2
8.3
8.4

8.5

8.6

Creating a Limited-Rights User . . ... ... . . . e e
Defining an Allowed Service User . . ... .. . e
Specifying the Allowed Service User in the Vibe Installation Program. .. ....................

8 Securing Novell Messenger
Limiting Physical Access to Messenger Servers . . .......... .
Limiting Physical Access to Client Workstations . ............ ... ... .. ... ... . . . ...,
Securing File System ACCESS. . . . ..ot
Securing the Messenger Agents . ... ... .
8.4.1 Enabling SSL for Client/Server Connections. . . ........ ... ... .. ..
8.4.2  Enabling SSL for the Message Transfer Protocol .. .............................
8.4.3 Enabling SSLforthe Web Console . ..... ... ... ... . ..
8.4.4 Enabling Password Protection forthe Web Console. . ...........................
8.45 SecuringtheDataFiles . ....... ... . i
Securing DireCtory ACCESS . . . . .o vt
8.5.1 Enabling SSL for LDAP . . . ..o
8.5.2 Creating a Proxy User for LDAP ACCESS . . . ... oot
8.5.3 Using DirUserAuthBind . . . ... ..
Securing the Messenger System . . .. ... ...
8.6.1 Configuring Remember Passwords. ... ......... .. .
8.6.2  Understanding History and Save Conversation Security. .. .......................
8.6.3 Using Scope Profiles as Security. . ... ... ..

Contents

189

189

189
191
193

193
196
199

199

201

201
201
202

7



8

Novell Messenger 3.0 Administration Guide



About This Guide

This Novell Messenger 3.0 Beta Administration Guide helps you configure and manage your Novell
Messenger system.

+ Chapter 1, “Understanding Your Novell Messenger System,” on page 11

+ Chapter 2, “Managing the Messaging Agent,” on page 27

+ Chapter 3, “Managing Messenger Client Users,” on page 79

+ Chapter 4, “Managing Messenger Mobile Applications,” on page 137

¢ Chapter 5, “Enabling and Managing Archiving,” on page 145

+ Chapter 6, “Managing Chat Rooms,” on page 189

+ Chapter 7, “Integrating Novell Vibe with Novell Messenger,” on page 201

+ Chapter 8, “Securing Novell Messenger,” on page 203

Audience

This guide is intended for network administrators who administer Messenger.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the comment on this topic feature at the bottom of each page
of the online documentation.

Documentation Updates

For the most recent version of the Messenger 3.0 Beta Administration Guide, visit the Novell
Messenger 3.0 documentation website (http://www.novell.com/documentation/novell_messenger30/).

Additional Documentation
For additional Messenger documentation, see the Messenger 3.0 Beta Installation Guide at the

Novell Messenger 3.0 documentation website (http://www.novell.com/documentation/
novell_messenger30/).
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1.1

Understanding Your Novell Messenger
System

By following the instructions in the Novell Messenger 3.0 Installation Guide, you set up a basic
Messenger system. With the help of the Messenger Installation program, you installed software and
created NetlQ eDirectory objects. The following topics help you understand your initial Messenger
system:

¢ Section 1.1, “Software Components,” on page 11

+ Section 1.2, “eDirectory Objects,” on page 13

+ Section 1.3, “Language Availability,” on page 24

Software Components

During the installation of your Messenger system, you selected components to install, as described in
“Installing a Novell Messenger System” in the Novell Messenger 3.0 Installation Guide.

Figure 1-1 Installation Options Page of the Messenger Installation Program

i )

Movell Messenger Server Setup

Create a new system or add a server to an existing system.

Installation Options N

* Create or update a system: Extend the directony schema, create the necessany
directory objects, and install or update the Movell
M ezzenger zoftware on a server.

" Ingtall or update a zerver: Install or update the Movell Messenger software on a
SETVEL

" Extend schema only: Extend the directary schema only.

£ Admin files anly: Orly install the necesszany files bo administer a Mowell

Mezzenger spztem thraugh Conzolelne.

Inztallation Guide MHext > | Cancel
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NOTE: The Installation program interface illustrated throughout this section is available when
installing from a Windows workstation, but not when installing on Linux, where a text-based interface
is used.

¢ Section 1.1.1, “Messaging Agent,” on page 12
+ Section 1.1.2, “Archive Agent,” on page 12
¢ Section 1.1.3, “Administration Files,” on page 13

111 Messaging Agent

One Messaging Agent runs in your Messenger system. The Messaging Agent performs the following
activities:

+ Accesses NetlQ eDirectory on behalf of users to authenticate users to the Messenger system
when they start the Messenger client, to search for contacts as users build their contact lists, to
save users' option settings for the Messenger client, and so on

+ Transfers instant messages back and forth between Messenger users

+ Maintains presence information about Messenger users so that the Messenger client can show
user availability status (such as online, busy, away, and idle)

+ Passes conversations to the Archive Agent if archiving is enabled

The Messaging Agent is highly scalable. If you are setting up a large Messenger system, you should
run the Messaging Agent on a dedicated server with a processor speed of 1-2 GHz and with 1 GB of
RAM. The Messaging Agent has been tested to easily support 1000 active conversations on such
hardware. If you assume that 2% of Messenger users might be conversing simultaneously, you could
plan on your Messenger system including as many as 50,000 users. Although Messenger has not
been tested with this many actual users, you can be confident that it can scale to meet the needs of a
very large number of users. For more information on the Messaging Agent, see Chapter 2, “Managing
the Messaging Agent,” on page 27.

11.2 Archive Agent

If you need to retain a long-term record of all conversations, you can enable archiving. For example,
you might need to retain conversations for legal reasons, as an aspect of a corporate email retention

policy.
In order to enable archiving, you need to run one Archive Agent in your Messenger system. The
Archive Agent performs the following activities:
+ Accesses eDirectory on behalf of authorized Messenger users in order to grant them access to
the Messenger archive

+ Receives completed conversations from the Messaging Agent and stores them in the
Messenger archive

+ Indexes the archived conversations so that they can be searched by authorized Messenger
users

+ Performs searches in the Messenger archive for authorized Messenger users
+ Manages expiration of old conversations

+ Repairs the Messenger archive in case of damage to its database

For more information on the Archive Agent, see Chapter 5, “Enabling and Managing Archiving,” on
page 145.

12 Novell Messenger 3.0 Administration Guide



11.3

1.2

1.21

Administration Files

Messenger system administration is performed by using ConsoleOne. The Messenger snap-in to
ConsoleOne can be installed with the version of ConsoleOne that runs on Windows workstations and
servers or Linux workstations and servers. After the initial installation of your Messenger system, you
can install the Messenger snap-in to ConsoleOne to additional workstations and servers by using the
Admin Files Only option of the Messenger Installation program.

eDirectory Objects

When you create your Messenger system, the following eDirectory objects are created:

+ Section 1.2.1, “Messenger Service,” on page 13
¢ Section 1.2.2, “Servers and Agents,” on page 15
+ Section 1.2.3, “Scope Profiles,” on page 17

+ Section 1.2.4, “LDAP Profiles,” on page 19

¢ Section 1.2.5, “Chat,” on page 21

¢ Section 1.2.6, “Hosts,” on page 22

+ Section 1.2.7, “Policies,” on page 23

¢ Section 1.2.8, “User Properties,” on page 24

Messenger Service

During the creation of your Messenger system, you specified where you wanted to create your
Messenger system in eDirectory, as described in “Installing a Novell Messenger System” in the Novell
Messenger 3.0 Installation Guide.

Understanding Your Novell Messenger System 13
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Figure 1-2 System Configuration Page of the Messenger Installation Program

+

Movell Messenger Server Setup

Syztem Configuration N

Specify the tree and contesxt of a new spgtem or point bo an existing
spztem

Specify the directory tree and context bo create a new Movell Meszenger spstem in ar the
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Tree: |EDHP_THEE ﬂ

Context: |HDVE” Browse. .. |

Specify the names of the following directory objects:

Syztemn container object; |Messenger5 EMviCe

Server object: |WINDDWS-GF'SVHEISEH'\-"E

Server object contest: WINDOWS-GPSYHBISERVER. MessengerService.novell C..
Installation Guide | < Back Meut = Cancel

The MessengerService object created at that location represents your Messenger system in
eDirectory.
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1.2.2

Figure 1-3 MessengerService Object
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The MessengerService container object provides container objects for a variety of types of
Messenger objects. It might be convenient for you to store all Messenger objects under the
MessengerService container, but this is not required. You can create Messenger objects elsewhere in
the eDirectory tree, if necessary.

Servers and Agents

During the creation of your Messenger system, you selected a location where the Messenger agents
were installed, as described in “Installing a Novell Messenger System” in the Novell Messenger 3.0
Installation Guide.

Understanding Your Novell Messenger System 15
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Figure 1-4 Server Information Page in the Messenger Installation Program

Movell Messenger Server Setup @
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Select the inztallation path and the tppe of server on which pou wil N
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As a result, you have one Messenger Server object (named after the server where you installed the
Messenger agents) that contains objects for the Messaging Agent and Archive Agent. These agent
objects store the configuration information for the agents.
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1.2.3

Figure 1-5 Server and Agent Objects
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If you do not want to enable archiving, or if you want to run the Archive Agent on the same server with
the Messaging Agent, one Messenger Server object is sufficient. If you want to enable archiving and
run the Archive Agent on a different server, you should remove the initial Archive Agent object and
then rerun the Messenger Installation program to create a second Messenger Server object that
contains just an Archive Agent object. For instructions, see Chapter 5, “Enabling and Managing
Archiving,” on page 145.

Scope Profiles

During the creation of your Messenger system, you provided a list of eDirectory contexts that contain
User objects that you want to include in your Messenger system, as described in “Installing a Novell
Messenger System” in the Novell Messenger 3.0 Installation Guide.
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Figure 1-6 User Configuration Page in the Messenger Installation Program
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This list of contexts was stored in the Default Scope Profile object in eDirectory.
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Figure 1-7 Scope Container Object and Contents
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You can add users to your Messenger system at any time by adding their eDirectory contexts to the
Default Scope Profile object, as described in “Editing the Default Scope Profile to Include Additional
eDirectory Users” on page 82.

If you want to subdivide your Messenger users into groups based on their email addresses, you can
create multiple scope profiles, as described in Section 3.3, “Providing User Searches Based on Email
Addresses,” on page 98.

LDAP Profiles

During the creation of your Messenger system, you chose between direct access and LDAP access
to eDirectory, as described in “Installing a Novell Messenger System” in the Novell Messenger 3.0
Installation Guide.
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Figure 1-8 Directory Access Page in the Messenger Installation Program
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This choice applies initially to how the Messenger agents access eDirectory to obtain their
configuration settings from their eDirectory objects. This access method information is stored in the
agent startup files. Without additional configuration, the eDirectory access method chosen during
installation also applies to how the Messaging Agent accesses eDirectory on behalf of Messenger
users when they log in to Messenger, search for contacts, establish conversations, and so on.

You might want the Messaging Agent to access eDirectory differently on behalf of Messenger users
than how the agents access eDirectory to obtain their configuration information. If so, you will create
an LDAP Profile object in the LDAP Container object.
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Figure 1-9 LDAP Container Object and Contents
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An LDAP profile is used instead of a scope profile to provide a list of LDAP servers that the
Messenger agents can contact when they need eDirectory access. By creating an LDAP profile, you
have more LDAP-specific options available when you configure eDirectory access, as described in
“Providing LDAP Access to eDirectory for Messenger Users” on page 85.

Chat

The Messenger Chat container is used to store chat room objects. When a chat room is created, a
chat room object is created in the Chat Container. The chat room objects contain the information
about the chat room, including who owns the chat room, the name of the chat room, access, and
other such information.
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1.2.6

Figure 1-10 Chat Container and Contents
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You can use the chat room objects to edit the chat rooms on the system. You can assign new owners,
rename the chat rooms, change access, and other such settings. For more information on chat room
administration, see Chapter 6, “Managing Chat Rooms,” on page 189.

Hosts

Messenger Host objects (referred to as host profiles) are used to divide Messenger users into groups
based on the Internet domain portion of their Messenger addresses (which you configure to be
equivalent to their email addresses). No host profiles are created by default in your Messenger
system.
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Figure 1-11 Host Container and Contents
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You can organize your Messenger system at any time by using hostnames and Messenger
addresses, as described in Section 3.3, “Providing User Searches Based on Email Addresses,” on

page 98.

Policies

During the creation of your Messenger system, a Default Policy object is created that establishes

some basic Messenger user policies.

Figure 1-12 Policy Container and Contents
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User policies for controlling specific functionality of the Messenger client, creating a default contact
list, setting default privacy, establishing default contact list information, and creating default custom

statuses can be established at any time
page 105.

1.2.8 User Properties

, as described in Section 3.4, “Setting User Policies,” on

During the creation of your Messenger system, all User objects that are located within the scope of
your Messenger system have a Novell Messenger tab added to their object properties.

Figure 1-13 User Object Properties for a Messenger User
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The properties on each User object ena

ble you to override user policies for each user as needed, as

described in Section 3.4, “Setting User Policies,” on page 105.

1.3 Language Availability

You can run the Messenger Installation program, administer your Messenger system in ConsoleOne,

and run the Messenger agents in the following languages:

+ English
+ French

+ German
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¢ Spanish

+ Portuguese
All available administration languages are automatically installed.

By default, the Messenger Installation program, ConsoleOne, and the Messenger agents start in the
language of the operating system, if it is available. If the operating system language is not available

for Messenger, the next default language is English. In the Installation program, you can select from
among the available languages to override the English default. When starting the Messenger agents,
you can use the /language startup switch to override the English default on Windows servers.

You can run the Messenger client in the following languages:

¢ Czech

+ Chinese - Simplified
¢ Chinese - Traditional
+ Danish

¢ Dutch

+ English

+ Finnish

+ French

+ German

+ Hungarian

+ |talian

+ Japanese

+ Korean

+ Norwegian

+ Polish

+ Portuguese

+ Russian

+ Spanish

+ Swedish

Users can select the languages they want when they install the Messenger client.

By default, the Messenger client starts in the language of the operating system, if it is available. If the
operating system language is not available, the next default language is English. In the Messenger
client, you can click Tools > Options, then select an interface language from those that have been
installed. When starting the Messenger client, you can use the /| startup switch to override the English
default and select an interface language from those that have been installed.
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2 Managing the Messaging Agent

2.1

The Messaging Agent is the heart of your Messenger system. To review its various roles, see
“Messaging Agent” on page 12. The following sections help you manage and monitor the Messaging
Agent in your Messenger system:

*

*

Section 2.1, “Starting the Messaging Agent,” on page 27

Section 2.2, “Configuring the Messaging Agent in ConsoleOne,” on page 33
Section 2.3, “Configuring Messaging Security with SSL Encryption,” on page 35
Section 2.4, “Changing the Agent User Password,” on page 37

Section 2.5, “Monitoring the Messaging Agent,” on page 38

Section 2.6, “Optimizing Messaging Agent Performance,” on page 56

Section 2.7, “Managing the Messaging Server,” on page 57

Section 2.8, “Using Messaging Agent Startup Switches,” on page 61

Starting the Messaging Agent

When you finish creating your Messenger system, the Installation program can start the Messenger
agents for you. If you installed the Messenger agents on a Windows server, the Messaging Agent
console appears on the Windows server console, as follows:

Managing the Messaging Agent
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2.1.1

Figure 2-1 Messaging Agent Console
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If you installed the Messenger agents on a Linux server, the Messaging Agent, by default, runs as a
daemon and has no comparable user interface. However, you can, if desired, start it in a terminal
window so that status messages are displayed, as described in “Starting the Linux Messaging Agent
in a Terminal Window” on page 29. In addition, you can monitor the Messaging Agent from your
browser, as described in “Using the Messaging Agent Web Console” on page 40.

The following sections help you start the Messaging Agent manually, as well as automatically
whenever the server restarts:

+ Section 2.1.1, “Starting the Linux Messaging Agent,” on page 28

¢ Section 2.1.2, “Starting the Windows Messaging Agent,” on page 30

+ Section 2.1.3, “Changing the eDirectory Access Method for Starting the Messaging Agent,” on
page 31

Starting the Linux Messaging Agent

You have several alternatives for starting the Messaging Agent on Linux:

+ “Starting the Linux Messaging Agent as a Daemon” on page 29
+ “Starting the Linux Messaging Agent in a Terminal Window” on page 29
+ “Configuring the Linux Messaging Agent to Start Automatically as a Startup Service” on page 29
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Starting the Linux Messaging Agent as a Daemon

To start the Messaging Agent as a daemon, use the startup script provided in the /etc/init.d
directory.

1 At the Linux server, become root by entering su and the root password.

2 Change to the /etc/init.d directory.

3 To start the Messaging Agent, enter the following command:
./novell-nmma start

You can also use the stop, restart, and status options for the Messaging Agent from the same
directory.

Messaging Agent log files are created in the /var/opt/novell/log/messenger directory. The
Messaging Agent can be monitored using the agent Web Consoles from your browser, as
described in “Using the Messaging Agent Web Console” on page 40.

Starting the Linux Messaging Agent in a Terminal Window

To start the Messaging Agent in a terminal window, run the Messaging Agent executable.

1 At the Linux server, become root by entering su and the root password.
2 Change to the /opt/novell /messenger/bin directory.
3 To start the Messaging Agent, enter the following command:

./nmma @/etc/opt/novell/messenger/strtup.ma

Agent status information and messages are displayed in the terminal window.

To stop the Messaging Agent when it is running in a terminal window, press Ctrl+C and the
Messaging Agent performs a normal shutdown.

Configuring the Linux Messaging Agent to Start Automatically as a
Startup Service

A startup service starts automatically each time the server reboots.

+ “Configuring the Messaging Agent as a Startup Service on SUSE Linux” on page 29
+ “Configuring the Messaging Agent as a Startup Service on Red Hat Linux” on page 30

Configuring the Messaging Agent as a Startup Service on SUSE Linux

1 At the Linux server, become root by entering su and the root password.
2 If eDirectory for Linux is installed, enter the following command:

insserv novell-nmma

or

If eDirectory for Linux is not installed, use the following command to override the dependency on
the ndsd service:

insserv -f novell-nmma

If you later want to remove the Messaging Agent as a startup service, enter the following command in
a terminal window:

insserv -r novell-nmma
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Configuring the Messaging Agent as a Startup Service on Red Hat Linux

1 At the Linux server, become root by entering su and the root password.
2 Enter the following command:

chkconfig --add novell-nmma

If you later want to remove the Messaging Agent as a startup service, enter the following command in
a terminal window:

chkconfig --del novell-nmma

21.2 Starting the Windows Messaging Agent

Follow the instructions for the Windows installation option you chose:

+ “Starting the Messaging Agent as a Windows Application” on page 30
+ “Starting the Messaging Agent as a Windows Service” on page 30

Starting the Messaging Agent as a Windows Application
To start the Messaging Agent manually:
1 Click Start > Programs > Novell Messenger Agents > Messaging Agent.
You might want to create a desktop shortcut for this action.
To start the Messaging Agent automatically whenever the server restarts:
1 Click Start > Settings > Taskbar & Start Menu > Advanced > Add.
2 Browse to the directory where you installed the Messaging Agent (\novell\nm\ma).

3 Double-click nmma . exe, then add the startup file (strtup.ma) to the command line.

Example: nmma.exe @strtup.ma
4 Click Next.
5 Select the Startup folder, provide a name for the shortcut, then click Finish.

Starting the Messaging Agent as a Windows Service

To start the Messaging Agent manually:

1 Click Start > Settings > Control Panel.
2 Double-click Administrative Tools > Services.
3 Right-click the Novell Messenger Messaging Agent service, then click Start.

To start the Messaging Agent automatically whenever the server restarts:

1 Click Start > Settings > Control Panel.

2 Double-click Administrative Tools > Services.

3 Right-click the Novell Messenger Messaging Agent service, then click Properties.
4 Set Startup Type to Automatic.
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5 Click OK to save the Windows service startup setting.

If you do not want to run the Archive Agent along with the Messaging Agent, ensure that the
Novell Messenger Archive Agent service is disabled.

To start the Messaging Agent without a user interface on the Windows server desktop:

1 Click Start > Settings > Control Panel.

2 Double-click Administrative Tools > Services.

3 Right-click the Novell Messenger Messaging Agent service, then click Properties.
4 Click Log On, then deselect Allow Service to Interact with Desktop.

If you suppress the Messaging Agent console in this manner, the Messaging Agent can still be
monitored from the Messaging Agent Web Console, as described in “Using the Messaging Agent
Web Console” on page 40.

5 Click OK to save the Windows service logon setting.

21.3 Changing the eDirectory Access Method for Starting the
Messaging Agent
The Messaging Agent cannot start if it cannot read its configuration settings from the Messaging

Agent object in eDirectory. During installation, an eDirectory access method was selected, as
described in “Installing a Novell Messenger System” in the Novell Messenger 3.0 Installation Guide.

Figure 2-2 Directory Access Page in the Messenger Installation Program
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The information for the eDirectory access method was stored in the Messaging Agent startup file as
settings for the following startup switches:
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Table 2-1 Startup Switches

Access Method Startup Switch Description

Use Direct Access /dirreplicaipaddr  Specifies the IP address of the server where the eDirectory
replica resides (for direct access on a Linux or Windows

server).
Use LDAP to /Idapipaddr Specifies the IP address of the LDAP server.
Access the
Directory
/ldapport Specifies the port number on which the LDAP server listens for

service requests. Port 636 indicates an SSL connection; port
389 indicates a non-SSL connection.

/Idapssl Indicates whether the LDAP server uses an SSL connection,
depending on whether you filled in the Root Certificate field.

/Idapsslkey Specifies the full path to the root certificate for the server if SSL
is in use.

To change the directory access method selected during installation, follow the appropriate set of
instructions:

+ “Using LDAP Access for the Messaging Agent” on page 32

¢ “Using Direct Access for the Messaging Agent” on page 32

Using LDAP Access for the Messaging Agent

1 Edit the Messaging Agent startup file (strtup.ma).
On Linux, the startup file is located in /etc/opt/novell/messenger.

On Windows, the startup file is located in the Messenger Agent installation directory. You can
edit the startup file from the Messaging Agent console. See “Controlling the Messaging Agent
from the Messaging Agent Console” on page 40.

2 Comment out the /dirreplicaaddr switch.
3 Scroll down to the bottom of the startup file.

4 Remove the comment character (;) from the /Idap* switches and provide the required LDAP
information, as listed in Table 2-1.

5 Save the startup file.

6 Stop and then start the Messaging Agent so that it reads its updated startup file and uses LDAP
access to eDirectory.

If you have already created an LDAP profile to configure eDirectory access for Messenger users, as
described in “Providing LDAP Access to eDirectory for Messenger Users” on page 85, the LDAP
profile continues to be used for users, while the startup switches now control how the Messaging
Agent accesses eDirectory to obtain its configuration information.

Using Direct Access for the Messaging Agent

1 Edit the Messaging Agent startup file (strtup.ma).
On Linux, the startup file is located in /etc/opt/novell /messenger.
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On Windows, the startup file is located in the Messenger Agent installation directory. You can
edit the startup file from the Messaging Agent console. See “Controlling the Messaging Agent
from the Messaging Agent Console” on page 40.

2 Remove the comment character (;) from the /dirreplicaaddr switch and provide the IP address of
the eDirectory replica that you want the Messaging Agent to access.

3 Scroll down to the bottom of the startup file.
4 Comment out the /Idap* switches.

Removing the LDAP information causes the Messaging Agent to access the eDirectory replica
directly.

5 If you want users to continue to use LDAP access, create an LDAP profile for them, as described
in “Providing LDAP Access to eDirectory for Messenger Users” on page 85.

6 Save the startup file.

7 Stop and then start the Messaging Agent so that it reads its updated startup file and uses direct
access to eDirectory.

2.2 Configuring the Messaging Agent in ConsoleOne

The advantage to configuring the Messaging Agent in ConsoleOne, as opposed to using startup
switches in the Messaging Agent startup file, is that the Messaging Agent configuration settings are
stored in eDirectory.

1 In ConsoleOne, browse to and expand the Messenger Service object.
2 Select the Messenger Server object where the Messaging Agent runs.
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3 Right-click the Messaging Agent object, then click Properties.
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Table 2-2 summarizes the Messaging Agent configuration settings in the Messaging Agent object

property pages and how they correspond to Messaging Agent startup switches (as described in
Section 2.8, “Using Messaging Agent Startup Switches,” on page 61):

Table 2-2 Messaging Agent Configuration Settings in the Messaging Agent Object Property Pages

ConsoleOne Properties Pages and Corresponding Tasks and Startup Switches

Settings

Identification Page

IP Address DNS Host Name Bind to
This Address Client/Server Port
Description

General Page

Enable Messenger Services

Enable SNMP

Work Path

Security Page

Certificate Path SSL Certificate SSL
Key File Set Password Enable SSL
for Client/Server Enable SSL for
Message Transfer Protocol

Log Settings Page

Log Level Enable Disk Logging Log
Files Path Log Maximum Age Log
Maximum Size

Web Console Page

HTTP Port HTTP Username HTTP
Password Enable SSL for Web
Console

Performance Page

Maximum Number of Users Client/
Server Threads Default Number of
Connections Idle TImeout
Maximum Number of Connections
Maximum Query Results

Messaging page
Messaging Queue Path

Enable Client Download through a
Browser

Displays the Messaging Agent server information established
during installation.

Turns on and turns off the availability of instant messaging for all
Messenger users.

See “Using SNMP Monitoring Programs” on page 52. See also /
nosnmp.

See “Moving the Messaging Agent Working Directory” on
page 60.

See Section 2.3, “Configuring Messaging Security with SSL
Encryption,” on page 35. See also /certpath, /certfile, /keyfile, and
/keypassword.

See “Using Messaging Agent Log Files” on page 49. See also /
loglevel, /log, /logdays, /logmax, and /logdiskoff.

See “Setting Up the Messaging Agent Web Console” on page 40.
See also /httpport, /httpuser, /httppassword, and /httpssi.

See Section 2.6, “Optimizing Messaging Agent Performance,” on
page 56.

See “Moving the Messaging Agent Conversation Holding Queue”
on page 169.

See “Using the Novell Messenger Download Page” on page 122.
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2.3

2.3.1

After you install the Messaging Agent software, you can further configure the Messaging Agent by
using a startup file. See Section 2.8, “Using Messaging Agent Startup Switches,” on page 61 to
survey additional ways the Messaging Agent can be configured.

Configuring Messaging Security with SSL
Encryption

Secure Sockets Layer (SSL) ensures secure communication between programs by encrypting the
complete communication flow between the programs. The Installation program required configuring
the messaging agent for SSL encryption, as described in “Installing a Novell Messenger System” in
the Novell Messenger 3.0 Installation Guide.

When you set up SSL encryption during installation, the Installation program copied the certificate file
and key file you specified to the \novell\nm\certs directory to ensure availability for the Messenger
agents.

If you want to import a new certificate or switch from internal to external certificates, you must
complete the following tasks:

+ Section 2.3.1, “Generating a Certificate Signing Request and Private Key,” on page 35

+ Section 2.3.2, “Submitting the Certificate Signing Request to a Certificate Authority,” on page 36
+ Section 2.3.3, “Installing the Certificate on the Server,” on page 36

+ Section 2.3.4, “Modifying the Server Object SSL Certificate,” on page 36

¢ Section 2.3.5, “Modifying the SSL Cipher Suite,” on page 37

Generating a Certificate Signing Request and Private Key

Before the Messaging Agent can use external SSL encryption, you must create a certificate by
generating a certificate signing request (CSR) and having it issued by a certificate authority (CA).
This can be issued either by a public CA or a local CA, such as Novell Certificate Server. (Novell
Certificate Server, which runs on a server with NetlQ eDirectory, enables you to establish your own
Certificate Authority and issue server certificates for yourself. For more information, see the Novell
Certificate Server documentation (https://www.netiq.com/documentation/crt33/) site.). The CSR
includes the hostname of the server where the Messaging Agent runs. The Messaging Agent and the
Archive Agent can use the same certificate if they run on the same server. The CSR also includes
your choice of name and password for the private key file that must be used with each certificate. This
information is needed when configuring the Messaging Agent to use SSL encryption.

One way to create a CSR is to use the GroupWise GWCSRGEN utility. See “Generating a Certificate
Signing Request” (https://www.novell.com/documentation/groupwise2014/gw2014_guide_admin/
data/adm_secadm_cert_server.html#akf47cc) in the GroupWise 2014 Administration Guide (https://
www.novell.com/documentation/groupwise2014/gw2014_guide_admin/data/admin_front.html) for
instructions. This utility takes the information you provide and creates a . csr file to submit to a
certificate authority. You might want to name the . csr file after the server it goes with. For example,
server name.csr.
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2.3.2

2.3.3

2.3.4

Submitting the Certificate Signing Request to a Certificate
Authority

To receive a server certificate, you need to submit the certificate signing request (server name.csr
file) to a certificate authority. If you have not previously used a certificate authority, you can use the
keywords “Certificate Authority” to search the web for certificate authority companies. You can also
issue your own certificates with a local CA, such as Novell Certificate Server. (Novell Certificate
Server, which runs on a server with NetlQ eDirectory, enables you to establish your own Certificate
Authority and issue server certificates for yourself. For more information, see the Novell Certificate
Server documentation (https://www.netiq.com/documentation/crt33/) site.)

The certificate authority must be able to provide the certificate in Base64/PEM or PFX format.

IMPORTANT: You cannot use an eDirectory root certificate (rootcert.der file) as a public
certificate.

The process of submitting the CSR varies from company to company. Most provide online
submission of the request. Follow their instructions for submitting the request.

Installing the Certificate on the Server

After processing your CSR, the certificate authority returns to you a certificate (server name.crt)file
and a private key (server name.key) file. Copy the files to the certs subdirectory of the Messenger
agent installation directory.

Modifying the Server Object SSL Certificate

After you have a certificate and a private key file available on the server where the Messaging Agent
runs, you are ready to configure the Messaging Agent to use SSL encryption.

1 In ConsoleOne, browse to and expand the Messenger Service object.

2 Right-click the Messenger Server object, then click Properties.

3 Click Server > Security.

4 Fill in the following fields:

Certificate Path: Certificates are placed by default in \novell\nm\certs for Windows, and /
opt/novell/messenger/certs for Linux.

IMPORTANT: The certificate path must be located on the same server where the Messenger
agents are installed. If your SSL certificate and key file are located on a different server, you
must copy them into the directory specified in the Certificate Path field so that they are always
accessible to the Messenger agents.

SSL Certificate: Browse to and select the certificate file. Or, if it is located in the directory
specified in the Certificate Path field, you can simply type the file name.

SSL Key File: Browse to and select your private key file. Or, if it is located in the directory
specified in the Certificate Path field, you can simply type the file name.

Set Password: Provide the key file password you established when you submitted the
certificate signing request.
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2.3.5

2.4

2.4.1

Because you provided the SSL information on the Messenger Server object, it applies to both
the Messaging Agent and the Archive Agent if both agents are running on the same server. The
same information can be provided on the Security page of each Messenger agent if necessary.

5 Click OK to save the SSL settings.
6 Stop and then start the Messaging Agent to start using SSL encryption.

Corresponding Startup Switches: You can also use the /certpath, /certfile, /keyfile, and /
keypassword startup switches in the Messaging Agent startup file to modify the Messaging Agent
SSL certificates.

Modifying the SSL Cipher Suite

You can modify the SSL cipher suite if you need to disable certain ciphers that do not work in your
environment. The ciphers suite can be modified both on the Archive Agent and the Messaging agent.

IMPORTANT: Unless you are required to modify the cipher suite for your environment, consider
carefully before you make any changes as this decreases the security of your Messenger system.

The cipher list must be in OpenSSL format. For more information on OpenSSL format, see Cipher
List Format (https://www.openssl.org/docs/apps/ciphers.htmli#CIPHER-LIST-FORMAT).

To modify the SSL cipher suite use the /sslciphersuite startup switch.

Changing the Agent User Password

When the Messaging Agent and Archive Agent are installed, the user’s eDirectory password that is
used to read the configuration that starts the agents is stored in the startup file for each agent. The
password is obfuscated to prevent it from being read.

The NMPassword utility is used to change the password in the startup file for both the Messaging
Agent and the Archive Agent.

+ Section 2.4.1, “Changing the Agent User Password on Windows,” on page 37
¢ Section 2.4.2, “Changing the Agent User Password on Linux,” on page 38

Changing the Agent User Password on Windows

Before using the utility, you must verify that a drive has been mapped to the location of the startup file.
To change the password:

1 In Windows, click Start > Run, then enter cmd to open a command window.
2 Use the following command to change the password:

c:\gwm202\server\utility\nmpwd\nmpwd.exe --startup=<path to startup file> --
password=<new password>
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24.2 Changing the Agent User Password on Linux

Before using the utility, you must verify that a drive is mapped to the location of the startup file.

1 Change to the /opt/novell/messenger/bin/ directory.
2 Become root by entering sux and the root password.
3 Use the following command to change the password:

./nmpwd --startup=<path to startup file> --password=<new password>

2.5 Monitoring the Messaging Agent

By monitoring the Messaging Agent, you can determine whether its current configuration is meeting
the needs of your Messenger users. You have a variety of tools to help you monitor the operation of
the Messaging Agent:

*

Section 2.5.1, “Using the Messaging Agent Console on Windows,” on page 38

*

Section 2.5.2, “Using the Messaging Agent Web Console,” on page 40

*

Section 2.5.3, “Using Messaging Agent Log Files,” on page 49

*

Section 2.5.4, “Using GroupWise Monitor,” on page 51

*

Section 2.5.5, “Using SNMP Monitoring Programs,” on page 52

251 Using the Messaging Agent Console on Windows

The following topics help you use the Messaging Agent console on Windows:

+ “Monitoring the Messaging Agent from the Messaging Agent Console” on page 38

+ “Controlling the Messaging Agent from the Messaging Agent Console” on page 40

NOTE: The Messaging Agent console is not available on Linux. Use the Web Console instead, as
described in “Using the Messaging Agent Web Console” on page 40.

Monitoring the Messaging Agent from the Messaging Agent Console

The Messaging Agent console provides information, status, and message statistics about the
Messaging Agent to help you assess its current functioning.
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Figure 2-3 Messaging Agent Console
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The Messaging Agent console includes several areas of information:

Table 2-3 Messaging Agent Console Information

Information Description

Information Box Identifies the Messaging Agent, displays description information provided in
ConsoleOne, and shows how long the Messaging Agent has been running.

Status Box Displays the number of current Messenger client users and the number of
conversations that are queued for archiving. The rotating processing bar shows
that the Messaging Agent is running.

Statistics Box Displays the number of requests that the Messaging Agent has received from
Messenger clients or from the Archive Agent, along with the number of requests
that it has been unable to respond to. Pending requests might indicate a need to
optimize Messaging Agent performance to better serve Messenger users.

Log Message Box Displays the same information that is being written to the Messaging Agent log
file. The amount of information displayed depends on the current log settings for
the Messaging Agent. See “Using Messaging Agent Log Files” on page 49. The
information scrolls up automatically.
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2.5.2

Controlling the Messaging Agent from the Messaging Agent
Console

You can perform the following tasks to monitor and control the Messaging Agent from the Messaging
Agent console at the server where the Messaging Agent is running:

Table 2-4 Performing Messaging Agent Tasks

Task Windows

Stop the Messaging Agent File > Exit

Edit the startup file Configuration > Edit Startup File
Display current agent settings Configuration > Agent Settings

Display the current log file Log > Auto Scroll Off > scroll as needed
Display a selected log file Log > View Log

Change log settings for the current  Log > Log Settings
agent session

Start a new log file Log > Cycle Log

Display online help Help > Help

Using the Messaging Agent Web Console

The Messaging Agent Web Console enables you to monitor and control the Messaging Agent from
any location where you have access to a browser and the Internet. This provides substantially more
flexible access than the Messaging Agent console, which can only be accessed from the server
where the Messaging Agent is running.

+ “Setting Up the Messaging Agent Web Console” on page 40

+ “Accessing the Messaging Agent Web Console from Your Web Browser” on page 41

+ “Monitoring the Messaging Agent at the Web Console” on page 44

+ “Accessing the Messaging Agent Web Console from GroupWise Monitor” on page 49

Setting Up the Messaging Agent Web Console

1 In ConsoleOne, browse to and expand the MessengerService object.
2 Select the Messenger Server object to display its contents.

3 Right-click the Messaging Agent object, then click Properties.

4 Click Agent > Web Console.
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Properties of MessagingAgent

Agent = | MDZ Rights - I Cther | Right= ta Files ahd Faolders
Wb Congole

HTTP Port: 5314 j‘

HTTF Authentication

zername: |

| Password: Set Password

[ Enahle S5L for YWeh Consale

Page Options. . Cancel Help

5 Fill in the following fields:

HTTP Port: Specify the port number for the Messaging Agent to listen on for service requests
from your browser; for example, 8313.

Username: If you want to restrict access to the Messaging Agent Web Console, specify a user
name for the Messaging Agent to prompt for before allowing access to the Web Console.

Password: Specify the password for the Messaging Agent to prompt for before allowing access
to the Web Console.

Enable SSL for Web Console: Select this option if you want the Messaging Agent to use SSL
encryption when communicating with your browser.

In order to use SSL encryption for the Web Console, you must properly configure the Messaging
Agent, as described in Section 2.3, “Configuring Messaging Security with SSL Encryption,” on
page 35.

6 Click OK to save the Web Console settings.
7 Stop and then start the Messaging Agent to put the HTTP settings into effect.

Corresponding Startup Switches: You can also use the /httpport, /httpuser, /httppassword, and /
httpssl startup switches in the Messaging Agent startup file to enable and secure the Messaging
Agent Web Console.

Accessing the Messaging Agent Web Console from Your Web
Browser

To monitor the Messaging Agent from your browser, view the following URL:
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http://Messenger server:agent port

where Messenger_server represents the IP address or hostname of the server where the Messaging
Agent is running and agent_port represents the port number you specified in Step 5 in “Setting Up the
Messaging Agent Web Console” on page 40. For example:

http://172.16.5.18:8313
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Figure 2-4 Messaging Agent Web Console Status Page
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Monitoring the Messaging Agent at the Web Console

The Messaging Agent Web Console provides several pages of information to help you monitor the
performance of the Messaging Agent. The bar at the top of the Messaging Agent Web Console
displays the name of the agent. Below this bar appears the Web Console menu that lists the pages of
information available in the Messaging Agent Web Console.

+ “Monitoring Messaging Agent Status” on page 44

+ “Checking Monitor Agent Configuration” on page 46
“Checking the Messaging Agent Operating System Environment” on page 46

*

+ “Viewing and Searching Messaging Agent Log Files” on page 47

Monitoring Messaging Agent Status
When you first access the Messaging Agent Web Console, the Status page is displayed.

44 Novell Messenger 3.0 Administration Guide



Figure 2-5 Messaging Agent Web Console Status Page
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The Web Console provides more detailed status information than the Messaging Agent console.

Click Current Users to display a list of current Messenger users and their IP addresses. Click the
User ID, then click Disconnect User to disconnect the user.
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Click C/S Handler Threads to display the Messaging Agent client/server threads, the number of
requests each thread has handled, and each thread's current activity.

Click Chat Rooms to display a list of current chat rooms and their CN names, owners, and number of
active participants. Click Re-initialize Chat List to re-initialize the chat room process. By re-initializing
the chat room process, chat rooms that are added in ConsoleOne are added to the list of chat rooms.

Users can also use ConsoleOne to access the chat rooms after they have been added.

Checking Monitor Agent Configuration

On the Messaging Agent Web Console menu, click Configuration to display Messaging Agent
configuration information.

Figure 2-6 Messaging Agent Web Console Configuration Page
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Checking the Messaging Agent Operating System Environment

On the Messaging Agent Web Console menu, click Environment to display information about the
operating system where the Messaging Agent is running.

On a Linux server, the following information is displayed:
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Figure 2-7 Messaging Agent Web Console Environment Page for Linux
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On a Windows server, the following information is displayed:

Figure 2-8 Messaging Agent Web Console Environment Page for Windows

viessaging Agent

Status | Configuration | Environment | Log Files
D35 Data
Windows MT (TMW) “ersion 4.0 (Build 1381) Service Pack B

Viewing and Searching Messaging Agent Log Files

On the Messaging Agent Web console menu, click Log Files to display and search Messaging Agent

log files.
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Figure 2-9 Messaging Agent Web Console Log Files Page
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To view a particular log file, select the log file, then click View Events.

To search all log files for a particular string, type the string in the Events Containing field, select Select
All, then click View Events. You can also manually select multiple log files to search. The results of

the search are displayed on a separate page, which can be printed.

To start a new log file, click Cycle Log.

To view your log settings for the current Messaging Agent session, click Event Log Settings to display
the Configuration page. To change your log settings for the current Message Agent session, click

Event Log on the Configuration page.
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Figure 2-10 Message Agent Web Console Event Log Settings Page

Adessaging Agent
Status | Configuration | Environment | Log Files

Event Log Settings
& Marmal

T Verbose

" Diagnostic

Log File:

& Enabled

" Disahled
Log Maintenance Settings

hax Log File Age (days): |14
Max Log Disk Space (MB): |128

Submit | Reset |

Accessing the Messaging Agent Web Console from GroupWise
Monitor

If you use GroupWise Monitor to monitor your GroupWise agents, you can add the Messaging Agent
to the list of monitored agents. Continue with “Using GroupWise Monitor” on page 51.

2.5.3 Using Messaging Agent Log Files

Error messages and other information about Messaging Agent functioning are written to log files as
well as displaying on the Messaging Agent console. Log files can provide a wealth of information for
resolving problems with Messaging Agent functioning.

1 In ConsoleOne, browse to and expand the MessengerService object.

2 Select the Messenger Server object.

3 Right-click the Messaging Agent, then click Properties.

4 Click Agent > Log Settings.
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X

Properties of MessagingAgent

Agent ~ | NDSRights ~ | Other | Rightsto Files and Folders |
Log Settings

Log Level normal -
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Page Options. . Cancel Help

5 Fill in the following fields:

Log Level: Controls the amount of information logged by the Messaging Agent. Logged
information is displayed in the log message box and written to the Messaging Agent log file
during the current agent session. The default is Normal, which displays only the essential
information suitable for a smoothly running Messaging Agent. Use Verbose to display the
essential information, plus additional information helpful for troubleshooting. Use Diagnostic
where very detailed, code-specific information is required.

Enable disk logging: Select this option so that the information displayed in the message log
box at the Messaging Agent console is also saved to disk in log files.

Log Files Path: Specify the directory where the Messaging Agent stores its log files. On
Windows, the default location is the 1ogs subdirectory of the Messaging Agent installation
directory. On Linux, the default location is /var/opt/novell/log/messenger/ma.

Typically, you find multiple log files in the specified directory. The first four characters represent
the date. The next three identify the agent. A three-digit extension allows for multiple log files
created on the same day. For example, a log file named 0518nma. 001 indicates that it is a
Messaging Agent log file, created on May 18. If you restarted the Messaging Agent on the same
day, a new log file started, named 0518nma. 002.

Log Maximum Age: Specify how many days to keep Messaging Agent log files on disk. The
default is 14 days.

Log Maximum Size: Specify the maximum amount of disk space for all Messaging Agent log
files. When the specified disk space is consumed, the Messaging Agent deletes existing log files,
starting with the oldest. The default is 128 MB.

6 Click OK to save the log file settings.
7 Stop and then start the Messaging Agent to put the new log settings into effect.
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Corresponding Startup Switches: You can also use the /log, /loglevel, /logdays, and /logmax
startup switches in the Messaging Agent startup file to configure Messaging Agent log files.

254 Using GroupWise Monitor

GroupWise Monitor can be configured to monitor the Messaging Agent as well as the GroupWise
Agents (Post Office Agent, Message Transfer Agent, Internet Agent, and WebAccess Agent). For
background information about GroupWise Monitor, see “Monitor” in the GroupWise 2014
Administration Guide.

1 Enable the Messaging Agent Web Console, as described in “Setting Up the Messaging Agent
Web Console” on page 40.

2 At the Windows Monitor Agent console, click Configuration > Add Novell Messenger System.

Add Movell Messenger System

MHovell Messenger System Object | Browse... (] 4

Cancel

Specify a usermname and pazsword to access the directorny

Ilzer Hame | Browse. . Help

Pazzword |

diil,

Specify how to access the directony

ze direct access

Replica Address:
(=T R |

3 Fill in the following fields:
Novell Messenger System Object: Browse to and select the MessengerService object.

User Name: Browse to and select a User object that has sufficient rights to enable the Monitor
Agent to access Messenger agent object properties in eDirectory.

Password: Specify the eDirectory password associated with the selected User object.
4 Provide the same eDirectory access information as you provided during installation:
Use Direct Access: Select this option if the Messaging Agent uses direct access to eDirectory.

+ Replica Address: If the Messaging Agent is installed on a Windows server, provide the IP
address of a server where the Messaging Agent can access a replica of eDirectory.

5 Click OK to save the information about your Messenger system.

The Messaging Agent appears in the root agent group, along with the Archive Agent if it is
running on the same server. You might want to create an agent group specifically for the
Messenger agents. See “Creating and Managing Agent Groups” in “Monitor” in the GroupWise
2014 Administration Guide.
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2.5.5

Using SNMP Monitoring Programs

You can monitor the Messaging Agent from the Management and Monitoring component of any
SNMP management and monitoring program. When properly configured, the Messaging Agent sends
SNMP traps to network management consoles for display along with other SNMP monitored
programs. It also responds to requests for configuration and status information from SNMP
management and monitoring programs.

Although the Messaging Agent is SNMP-enabled by default, the server where the Messaging Agent
is installed must be properly configured to support SNMP, and the Messaging Agent object in
eDirectory must be properly configured as well. To set up SNMP services for your Messenger server,
complete the following tasks:

+ “Setting Up SNMP Services for the Messaging Agent” on page 52

+ “Copying and Compiling the Messaging Agent MIB File” on page 54

+ “Configuring the Messaging Agent for SNMP Monitoring” on page 55

Setting Up SNMP Services for the Messaging Agent

Select the instructions for the platform where the Messaging Agent runs:

+ “Setting Up SNMP Services on a Linux Server” on page 52
+ “Setting Up SNMP Services on a Windows Server” on page 53

Setting Up SNMP Services on a Linux Server

The Linux Messaging Agent is compatible with NET-SNMP. An older version of SNMP called UCD-
SNMP cannot be used with the Linux Messaging Agent. NET-SNMP comes with the versions of Red
Hat Linux supported for Messenger 1.0 for Linux, but it does not come with the supported versions of
SUSE Linux. If you are using SUSE Linux, you must update to NET-SNMP in order to use SNMP to
monitor the Linux Messaging Agent.

1 Ensure you are logged in as root.

2 |f NET-SNMP is not already set up on your Linux server, use the following command to configure
SNMP:

snmpconf -g basic_setup

The snmpconf command creates the snmpd . conf file in one of the following directories,
depending on your version of Linux:

/usr/share/snmp ~
/usr/local/share/snmp
/ . snmp
3 Locate the snmpd. conf file on your Linux server.
4 In a text editor, modify the snmpd. conf file:
4a Add the following line:
dlmod Nmweb /opt/novell/messenger/lib/libnmsnmp.so.1
4b Save and exit the snmpd.conf file.
5 Restart the SNMP daemon (snmpd) to put the changes into effect.
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6 In a text editor, modify the nmsnmp . conf file in the /etc/opt/novell /messenger directory:

6a Set/daemonPort to a unique port number for the Messaging Agent to listen on; for exa