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About This Guide

This guide describes the J2EE Agents and explains how to install, configure, and manage them:

+ Chapter 1, “Installing the J2EE Agents,” on page 11

+ Chapter 2, “Configuring the Agent for Authentication,” on page 45

+ Chapter 3, “Clustering J2EE Agents,” on page 63

+ Chapter 4, “Preparing the Applications and the J2EE Servers,” on page 67

+ Chapter 5, “Configuring the Basic Features of a J2EE Agent,” on page 85

+ Chapter 6, “Protecting Web and Enterprise JavaBeans Modules,” on page 89
+ Chapter 7, “Deploying the Sample Payroll Application,” on page 95

+ Chapter 8, “Managing a J2EE Agent,” on page 109

+ Chapter 9, “Troubleshooting the J2EE Agent,” on page 119

Audience

This guide is intended for Access Manager administrators. It is assumed that you have knowledge of
evolving Internet protocols, such as:

+ Extensible Markup Language (XML)

+ Simple Object Access Protocol (SOAP)

+ Security Assertion Markup Language (SAML)

+ Public Key Infrastructure (PKI) digital signature concepts and Internet security

+ Secure Socket Layer/Transport Layer Security (SSL/TLS)

+ Hypertext Transfer Protocol (HTTP and HTTPS)

+ Uniform Resource Identifiers (URIS)

+ Domain Name System (DNS)

+ Web Services Description Language (WSDL)

Feedback

We want to hear your comments and suggestions about this guide and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to Documentation Feedback (http://www.novell.com/documentation/
feedback.html) at www.novell.com/documentation/feedback.html and enter your comments there.

Documentation Updates

For the most recent version of the Access Manager J2EE Agent Guide, visit the Novell Access
Manager Documentation Web site (http://www.novell.com/documentation/novellaccessmanager31).

About This Guide


http://www.novell.com/documentation/feedback.html
http://www.novell.com/documentation/novellaccessmanager31
http://www.novell.com/documentation/novellaccessmanager31

Additional Documentation

Before proceeding, you should be familiar with the Novell Access Manager 3.1 SP4 Installation
Guide and the Novell Access Manager 3.1 SP4 Setup Guide, which provide information about
setting up the Access Manager system.

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.
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Installing the J2EE Agents

The J2EE Agents allow you to use roles and other types of policies to restrict access to specific
application modules and Enterprise JavaBeans. These agents leverage the Java Authentication and
Authorization Service (JAAS) and Java Authorization Contract for Containers (JACC) standards for
Access Manager-controlled authentication and authorization to Java Web applications and
Enterprise JavaBeans.

NOTE: You cannot upgrade J2EE Agents from version 3.0 to 3.1. You must perform a fresh
installation of the 3.1 version of J2EE Agents.

Access Manager currently has J2EE agents for JBoss, WebLogic, and WebSphere servers. The
agents can be installed on Linux, Windows, Solaris and AIX platforms.

This section has the following information:

+ Section 1.1, “Overview of the J2EE Agents,” on page 11

+ Section 1.2, “Overview of the Sample Payroll Application,” on page 12
+ Section 1.3, “Prerequisites,” on page 12

+ Section 1.4, “Software Requirements,” on page 12

+ Section 1.5, “Installing the J2EE Agents on JBoss,” on page 13

+ Section 1.6, “Installing the J2EE Agent on WebSphere,” on page 22

+ Section 1.7, “Installing the J2EE Agent on WebLogic,” on page 31

+ Section 1.8, “Verifying If a J2EE Agent Is Installed,” on page 43

+ Section 1.9, “Uninstalling a J2EE Agent,” on page 43

1.1 Overview of the J2EE Agents

Users of application servers, such as J2EE servers, commonly fall into one of three abstract roles:
buyer, seller, or administrator. For example, a rental car company might apply a variety of Enterprise
JavaBeans (EJB) components that offer different products and services to clients. One service could
be a specific component that enables a \Web-based reservation process. In this case, the customer
could access a Web site to reserve a rental car. The seller could access a site that provides a list of
available cars and prices. Then the administrator could access a site that tracked inventory and
maintenance schedules. These components provide the basic business services for the application to
function and the tasks they accomplish require a security policy to enforce appropriate use of such
services.

Using the deployment descriptors, the application developer can set up a method to protect the
components by using abstract security role names. For example, there can be a role called Service
Representative, which protects the component that creates a rental agreement. Similarly, there can
be a role called Approver, which protects the component that approves the agreement. Although
these roles convey the intent of the application vendor or developer to enforce such security policies,
they are not useful unless these abstract role names are mapped to real life principals such as actual
users or actual roles.

Installing the J2EE Agents
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1.2 Overview of the Sample Payroll Application

Novell provides a test application, Payrol 1App.ear, that is copied to the J2EE server during
installation of the J2EE Agents.

This sample payroll application is configured to grant access based on whether the user has an
Employee role or a Manager role.

For more information on deploying and using the sample payroll application, see Chapter 7,
“Deploying the Sample Payroll Application,” on page 95

1.3 Prerequisites

O Make sure that the system on which you want to install J2EE Agent does not have any other
Access Manager components installed on it.
O You must have a static IP address.

If you do not have a static IP address and the address assigned at boot changes, the J2EE Agent
and the Administration Console can no longer communicate with each other.

1.4 Software Requirements

Table 1-1 Software requirements

Requirements JBoss WebSphere WebLogic

Application Software JBoss 4.2.3 WebSphere 6.1 and 7.0 BEA WebLogic 9.2 and

WebLogic 10.0
The JBoss server

package does not ship
on the SUSE Linux
Enterprise Server
(SLES) installation

NOTE: *The 64-bit
version is not
supported on

media. To download and Solaris.
install JBoss version + WebLogic 10.0 is
4.2.3, see JBoss not supported on
Application Server Solaris.

Downloads (http://
labs.jboss.com/portal/
jbossas/download).

Novell Access Manager 3.1 SP4 J2EE Agent Guide
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Requirements

JBoss

WebSphere

WebLogic

Operating System

Java

RAM

Hard Disk Space

Linux: The following
operating systems are
supported on Linux:

¢ SUSE Linux
Enterprise Server
10 on 32-bit and
64-bit platforms.

¢ Red Hat 5

Windows: The following
versions of operating
systems, with the latest
support packs, are
supported on Windows:

* Windows Server*
2003

JRE 1.5

NOTE: The JBoss Agent

has not been tested with
the IBM* JRE.

4GB

100 GB

Linux: The following
operating systems are
supported on Linux:

SUSE Linux Enterprise
Server 10 on 32-bit and
64-bit platforms.

Windows: The following
versions of operating
systems, with the latest
support packs, are
supported on Windows:

+ Windows Server
2003

AlIX: AIX 5.3

NOTE: WebSphere 7.0
on AlX is not tested.

JRE1.5

4GB
100 GB

Linux: The following
operating systems are
supported on Linux:

SUSE Linux Enterprise
Server 10 on 32-bit and
64-bit platforms.

Windows: The following
versions of operating
systems, with the latest
support packs, are
supported on Windows:

+ Windows Server
2003

Solaris: Solaris 10 on
SPARC?*, X86, 32-hit,
and 64-bit platforms.

NOTE: There is no
support for Novell Audit
on Solaris for this
release.

JRE 1.5

4GB

100 GB

NOTE: The software versions listed in the table have been tested with the product. Higher Later

versions of the software might or might not work.

1.5 Installing the J2EE Agents on JBoss

This section describes the prerequisites and the procedure to install J2EE Agents on a JBoss
machine. You must install the J2EE Agents on the same machine as the JBoss server. For specific
requirements for J2EE Agents, see Section 1.5.1, “Prerequisites,” on page 14.

+ Section 1.5.1, “Prerequisites,” on page 14

+ Section 1.5.2, “Installing and Configuring the JBoss Web Deployer Service,” on page 14

+ Section 1.5.3, “Installing JBoss by Using the Installer,” on page 15

+ Section 1.5.4, “Installing the JBoss Agent through the Console,” on page 21

Installing the J2EE Agents
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1.5.1 Prerequisites

O You must know the path where the JBoss server is installed. For more information, refer to the
JBoss documentation.

O You must know the server configuration set you have selected for your JBoss server.

Q Verify that the machine meets the minimum requirements. See Section 1.4, “Software
Requirements,” on page 12.

Q If you use the custom configurations for JBoss, complete the steps in Section 1.5.2, “Installing
and Configuring the JBoss Web Deployer Service,” on page 14, before you proceed with the
installation.

1.5.2 Installing and Configuring the JBoss Web Deployer
Service
The Novell J2EE Agents depend on the JBoss Web deployer service in order to use a custom JBoss
configuration. The JBoss Web deployer service must be already installed before you proceed with
the installation of the Novell J2EE Agents.

+ “Verifying if the JBoss Web Deployer Service is Installed” on page 14

+ “Installing the JBoss Web Deployer Service” on page 14

Verifying if the JBoss Web Deployer Service is Installed

To verify if the JBoss Web deployer service is already installed, browse to the following location
and check to see if a folder named jboss-web.deployer already exists:

<path-to-your-custom-configuration>/deploy/

If the folder does exist, it indicates that the JBoss Web Deployer service is installed. You can
proceed with installing the agent. For more information, see Section 1.5.3, “Installing JBoss by
Using the Installer,” on page 15.

If the folder does not exist, refer to “Installing the JBoss Web Deployer Service” on page 14 to
install the JBoss Web Deployer service.

Installing the JBoss Web Deployer Service

Follow the steps given below to install and configure the JBoss Web deployer service for your JBoss
server:

1 Enter the following command to copy the JBoss Web deployer:

cp -R <jboss-home>/server/default <path-to-your-custom-configuration>/deploy/
Replace <jboss-home> with the home directory of JBoss.
Replace <path-to-your-custom-configuration> with the location of the custom configuration.

2 To use the custom JBoss configuration, you must disable the services that JBoss Web deployer
service depends on. To disable the services, open the <path-to-your-custom-
configuration>/deploy/jboss-web.deployer/META-INF/jboss-service.xml file and
comment out lines that are within the <depends></depends> tags. By default, JBoss depends
on the following services:
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<depends>jboss:service=TransactionManager</depends>
<depends>jboss. jca:service=CachedConnectionManager</depends>

3 Open the <path-to-your-custom-configuration>/deploy/jboss-web.deployer/
server .xml file, delete content within the <CachedConnectionvalve></
CachedConnectionvalve> tags.

4 Add the required security services to the <path-to-your-custom-configuration>/conf/
jboss-service.xml file within the <mbean></mbean> tags. For example:

<mbean code="org.jboss.security.plugins.SecurityConfig"
name="jboss.security:service=SecurityConfig'>

<attribute name="LoginConfig'>jboss.security:service=XMLLoginConfig</
attribute>

</mbean>

<mbean code="org.jboss.security.auth.login.XMLLoginConfig"
name=""jboss.security:service=XMLLoginConfig'>

<attribute name="ConfigResource">login-config.xml</attribute>
</mbean>

<I-- JAAS security manager and realm mapping -->

<mbean code="org.jboss.security.plugins.JaasSecurityManagerService"
name=""jboss.security:service=JaasSecurityManager'>

<attribute name="ServerMode'>true</attribute>

<attribute

name=""SecurityManagerClassName'>org. jboss.security.plugins.JaasSecurityMa
nager</attribute>

<attribute name="DefaultUnauthenticatedPrincipal'>anonymous</attribute>
<attribute name="DefaultCacheTimeout'>1800</attribute>

<attribute name="DefaultCacheResolution'>60</attribute>

<attribute name="DeepCopySubjectMode'>false</attribute>

</mbean>

5 Copy the login-config.xml and standardjboss.xml files from the <jboss- home>/
server/default/conf location to the <path-to-your-custom-configuration>/conf
location.

6 Copy the ejb-deployer.xml file from the <jboss-home>/server/default/deploy/
location to the <path-to-your-custom-configuration>/deploy location

7 Specify the following commands to copy the additional JAR files in sequence:
cd default/lib/
cp jboss.jar jboss-j2ee.jar jbosssx.jar servlet-api.jar

Jsp-api.jar jbossws* el-api.jar jboss-ejb3x.jar <path-to-your-custom-
configuration>/lib

8 Restart the JBoss application server.

9 Proceed with the installation of the JBoss Agent. For more information, see Section 1.5.3,
“Installing JBoss by Using the Installer,” on page 15.

1.5.3 Installing JBoss by Using the Installer

1 If JBoss is running, stop JBoss.
2 Download and execute the agent installer.

The license agreement page is displayed. For software download instructions, see the Novell
Access Manager Readme.
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%! Novell Access Manager J2EE Agents Installation

5]
O
@]
o
@
@]
@]
@]
o

Installation and Use of Novell Access Manager JZEE Agents Requires Acceptance of the Following
License Agreement:

Howell g, Access Manager 3.1 5F1

Mowell Software License Agreemert

FLEASE READ THIS ASREEMENT CAREFULLY. BY INSTALLING, DOWHNLOADING OR OTHERWISE USING THE
SOFTWARE, ¥0OU AGREE TO THE TERMS OF THIS ASREEMENT. IF ¥0OU DO NOT ASREE WITH THESE TERMS, DD
NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE. THE SOFTWARE MAY NOT BE S0OLD, TRANSFERRED, OR
FURTHER DISTRIBUTED EXCEPT AS AUTHORIZED BY NOWVELL.

This Nowell Saftware License Agreement Agreement? is a legal agreement between You {an entity or a person) and
Mowell, Ing. (Movell). The sofhvare product identified in the title of this Agreement, media (if amy) and
accompanying documentation (colle ctively the *Sofhware”) is prote cted by the copyright lames and treaties of the
United States (0.5 and other countries and iz subject to the terms of this Agreement. If You do not agree with the
terms of thiz Agreement, do not download, install or othemwise use the Software and, if applicable, return the entire
unused package to the resellerwith our receipt for a refund. The Software is licensed to You, notsold. If the
Sofhware is an update orsupport release, then ou must have validly licensed the version and quantity of the

() 1 do NOT aceept the terms of the License Agreement

3 Review the License Agreement, accept it, then click Next. The installation selection page is
displayed.

¥ Novell Access Manager J2EE Agents Installa

@
9
O
@
(@]
@]
@]
@)
@]

Where Would You Like to Install?
|C:'|,Pr0gram FilesiMovell Access Manager 12EE Agents |

Hestore Default Folder ” Choose... ]

[ Previous ] [ et ]

4 Select a directory to install the Novell J2EE agent components, then click Next. The Choose a
Java Virtual Machine page is displayed.
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%! Novell Access Manager J2EE Agents Installation

O Please Choose a Java WM for Use by the Installed Application
0 C:\Program Files\Javaljrel.5.0_05\binljava.exe
=)
Q
O
O
O
)
N
[ Previous ] ’ Mext ]

5 Select a Java Virtual Machine (JVM¥*) to be used by the installed application.
A default JVM is displayed.

If you do not select a JVM here, the installer uses the java.home property value of the Java
runtime that is used to run the installer to proceed with the installation

6 (Optional) If you want to select another JVM, click Choose Another and browse to select the
JVM of your choice. Click Search for Others to get a list of available JVMs and select the one
you want.

7 Click Next. The Administration Server Communication page is displayed.
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%! Novell Access Manager J2EE Agents Installation E”E| fgl

0 Administration Console IP Address
@ [192.186.1.1 |
@ Username
@ |admin |
O P d
O FEREFEY |
O
O Confirm Password
FEEFEL 1?| |
Application Server IP Address {Current Host)
| |
’ Cancel ] ’ Help ] [ Previous ] ’ Mext

8 Specify the information required for server communication between the agent and the

10

Administration Console;

Administration Console IP Address: Specify the IP address of your Novell Access Manager
Administration Console.

Username: Specify the username of the admin user of the Novell Access Manager
Administration Console.

Password: Specify password of the admin user of the Novell Access Manager Administration
Console.

Confirm Password: Specify the password again to confirm it.

Application Server IP Address (Current Host): Review the entered address. If your server is
configured for more than one IP address, make sure you specify the IP address of the machine
from which the Novell Access Manager Administration Console is reachable.

Click Next.

(Conditional) If you do not have the audit server installed, the J2EE installer installs the Audit
server for you. Specify the IP address of the Novell Access Manager Administration Console as
the Audit Server IP.
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Y2 Novell Access Manager, J2EE Agents Installation |Z”E| E|

O Use the existing Novell Audit configur ation
@ (O Use the existing Novell Audit configuration
@ @ Use following Audit Serer
54 _
Q) nud.rtServerIP
Audit Server IP | 164.99.84.171
O
O
)
@
’ Cancel ] ’ Help ] [ Previous ] | et

11 (Conditional) If you have the Audit server installed, follow the prompts to continue using the
existing Audit server or to replace it:

Novell Audit Agent Already Installed §|

Hovell Audit Agent Already Installed

l;

Movell Audit Agent is already installed in the system. Do wou want to
replace it?

11a (Conditional) To continue using the same server, click Yes to display the Audit Server
Setting page.

11b Select Use following Audit Server,then continue with Step 13
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11c (Conditional) To use another server, click No, select Use following Audit Server, then
specify an IP address for the Audit server.

Use the eizisting Novell Audit configuration
() Use the eixisting Movell Audit configuration

& Use following Audit Server

Audit Server IP
Audit Server IP |12?.1.1.1

12 Click Next. The Select Application Server page is displayed.

%! Novell Access Manager J2EE Agents Installation E”E| fgl

@
@
@
(7]
(]
@]
@]
@]
o

Select Application Server
) WehSphere (6.1 or later)

& JBoss (4.2.3)
O Wehlogic (9.2 of laten

N

’ Cancel ] ’ Help ] Previous ] [ Mext

13 Click OK on the Alert when the following prompt is displayed.

Novell J2EE Agent Installation §|

\:!‘) Alert!

Flease refer to the following Howell Access Manager 3.1
Documentation for detailed information on the prerequisite for
installing this agent before proceeding with the next step.

http:fmm. nowvell comfdocumentationfnovellacceszmanagerd1fjzas

agentsfindex.btm|?page=/documentationfnovellaccessmanager3 14
2eeagents’datasbBvwazqgq.himl

14 Select JBoss, then click Next. The JBoss Application Server Settings page is displayed.
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15

16
17
18
19
20

21

%! Novell Access Manager J2EE Agents Installation

0 Application Server Directary| CHiProgram Filesijboss

@ Restore Default ” Choose...
@

@ Enter the JBoss server configuration to deploy to | default

&

O

O

O

O

Previous | [ e

Specify the following information:

Application Server Directory: Specify the directory where you have installed the JBoss
server.

Enter the JBoss server configuration to deploy to: Specify the name of the server
configuration folder.

Click Next. The JCC Dependencies page is displayed.

Click Install to install the dependent JCC packages.

Review the installation summary, then click Install to install the agent.

Click Done when the installation is complete.

Start JBoss.

The agent is not imported into the Administration Console until the JBoss server is running.

To verify the installation of the agent, see Section 1.8, “Verifying If a J2EE Agent Is Installed,”
on page 43.

1.5.4 Installing the JBoss Agent through the Console

1

Download the agent installer. For software download instructions, see the Novell Access
Manager Readme.

Enter the following command in the command prompt to run the installer on the console:
<filename> -i console

Replace <filename> with the name of the J2EE agent installer.

Review the License Agreement, then press Y to accept it.

4 Specify an absolute path to install the Novell J2EE agent components, or press Enter to

continue with the default installation path.
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22

5

10
11
12
13
14

Specify a Java Virtual Machine (JVM) to be used by the installed application.

All the available JVMs are displayed with a number. The default JVM is displayed with an
arrow. Press Enter to select the default JVM, or specify the number of one of the listed JVMs.

Specify the information required for communication between the agent and the Administration
Console:

+ Specify the IP address of your Novell Access Manager Administration Console.

+ Specify the username and password of the admin user of the Novell Access Manager
Administration Console. Confirm the password by re-entering it.

+ Specify the IP address of the Application Server. If your server is configured for more than
one IP address, make sure you specify the IP address of the machine from which the
Novell Access Manager administration console is reachable.

(Conditional) If you do not have the Audit server installed, J2EE installer installs the Audit
server for you. Specify the IP address of the Novell Access Manager Administration Console as
the Audit Server IP, then press Enter.

(Conditional) If the Audit server is already installed on your machine:
8a To specify if you want to replace the existing Audit server or use the existing server:
+ Press 1 to use the existing Audit server.

+ Press 2 to replace the existing Audit server, then specify the IP address of the new
server.

8b (Conditional) Press 1 to use the existing Novell Audit Configuration.

8c (Conditional) Press 2 to use a different Audit Server and then specify the IP address.
For the Web Application Server to be installed, specify 2 for JBoss, then press Enter.

Read the alert message and press Enter to continue.

Specify the directory where you have installed the JBoss server, then press Enter to continue.
Specify the name of the server configuration folder, then press Enter.

Review the installation summary, then press Enter to install the agent.

To verify the installation of the agent, see Section 1.8, “Verifying If a J2EE Agent Is Installed,”
on page 43.

1.6 Installing the J2EE Agent on WebSphere

You must install J2EE Agents on the same machine as your WebSphere server, and your WebSphere
server needs to be installed on a machine that does not contain any Access Manager components.

The WebSphere agent supports the WebSphere LTPA and SWAM authentication mechanisms. To
support this mechanism, the J2EE agent installer modifies the LTPA, LTPA_WEB, SWAM,
WEB_INBOUND, and JAAS login configurations in your WebSphere configurations.

*

*

Section 1.6.1, “Prerequisites,” on page 23
Section 1.6.2, “Installing on WebSphere by Using the Installer,” on page 23

+ Section 1.6.3, “Installing the WebSphere Agent through the Console,” on page 28
+ Section 1.6.4, “Configuring WebSphere for J2EE Agents,” on page 29
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1.6.1 Prerequisites

O Know the following about your WebSphere installation:
+ Path to the directory where WebSphere is installed.
+ Username and password of the WebSphere administrator.

Q Verify the version of the JVM used by WebSphere, then download and install the JVM of same
version. Do not use the JVM provided by WebSphere.

O Verify that the machine meets the minimum requirements. See Section 1.3, “Prerequisites,” on
page 12.

NOTE: If you have disabled the admin security feature in WebSphere, the installation of J2EE
agent will be successful, but you must enable admin security to import the Agents into the
administration console.

1.6.2 Installing on WebSphere by Using the Installer

1 Download and execute the agents installer. For software download instructions, see the Novell
Access Manager Readme.

The Licence Agreement page is displayed.

Y2 Novell Access Manager J2EE Agents Installation

S
O
O
@]
(@]
@]
@]
(@]
@]

Installation and Use of Hovell Access Manager J2EE Agents Requires Acceptance of the Following
License Agreement:

Howellg Access Manager 3.1 S5P1

Mowell Software License Agree mert

FLEASE READ THIS ASREEMENT CAREFULLY. BY INSTALLING, DOWNLOADING OR OTHERWISE USING THE
SOFTWARE, ¥OU ASREE TO THE TERMS OF THIS ASREEMENT. IF ¥0OU DO NOT AGREE WITH THESE TERMS, DO
NOT DOWHLOAD, INSTALL OR USE THE SOFTWARE. THE SOFTWARE hMAY NOT BE SOLD, TRANSFERRED, OR
FURTHER DISTRIBUTED EXCEPT A5 AUTHORIZED BY NOYELL.

Thiz Nowvell Sofhware Licenze Agreement (Ygreement? iz a legal agreement between You (an entity ar a perzon) and
Mowell, Inc. ("Nowell”). The sothware product identified in the title of thiz Agreement, media (if anmy) and
accompanying documentation (collectively the "Software™ is prote cted by the copyright laws and tre aties of the
United States ("U.5."1 and other countries and is subject to the terms of this Agreement. If Yoo do not agree with the
terms of thiz Agreement, do not download, install or othenvise use the Software and, if applicable, return the entire
unused package to the resellerwith vour receipt for a refund. The Software iz licensed to You, notsold. If the
Softmare is an update orsupport release, then ¥ou must have validly licensed the wversion and quantity of the v

N

O | do HOT accept the terms of the License Agreemert

2 Review the License Agreement, accept it, then click Next. The installation selection page is
displayed.
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%! Novell Access Manager J2EE Agents Installation |Z||:| [g|

@
5]
O
@]
O
O
O
O
@]

Where Would You Like to Install?
|C:'|,Pr0gram Files\Movell Access Manager JZEE Agents |

Restore Default Folder ” Choose... ]

N

Help [ Previous ] [ Mext ]

3 Select a directory to install the Novell J2EE agent components, then click Next. The Choose
Java Virtual Machine page is displayed.

Y2 Novell Access Manager J2EE Agents Installation |z||:| [g|

Please Choose a Java VWM for Use by the Installed Application

C:\Program Files)Javaljrel.5.0_0Sihinijava.exe

O00O0O0O®ee

N

Help [ Previous ] ’ et ]

Search For Others Choose Another...

4 Select a Java Virtual Machine (JVM) to be used by the installed application.
A default JVM is displayed.
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If you do not select a JVM here, the installer uses the java.home property value of the Java
runtime that is used to run the installer to proceed with the installation.

5 (Optional) If you want to select another JVM, click Choose Another and browse to select the
JVM of your choice. Click Search for Others to get a list of available JVMs and select the one
you want.

6 Click Next. The Administration Server Communication page is displayed.

Y2 Novell Access Manager J2EE Agents Installation

0 Administration Console IP Address
g 192.166.1.1
@ Username
@ admin
O Password
O FTEFEEN
O
@) Confirm Password
FEREFLF
Application Server IP Address (Current Host)
’ Cancel ] ’ Help ] [ Previous ] ’ Mext

7 Specify the information required for server communication between the agent and the
Administration Console:

Administration Console IP Address: Specify the IP address of your Novell Access Manager
Administration Console.

Username: Specify the username of the admin user of the Novell Access Manager
Administration Console.

Password: Specify password of the admin user of the Novell Access Manager Administration
Console.

Confirm Password: Specify the password again to confirm it.

Application Server IP Address (Current Host): Review the entered address. If your server is
configured for more than one IP address, make sure you specify the IP address of the machine
from which the Novell Access Manager administration console is reachable.

8 Click Next. The Audit Server page is displayed.
9 Specify the audit server IP address:

9a Conditional) If you do not have the audit server installed, the J2EE installer installs the
Audit server for you. Specify the IP address of the Novell Access Manager Administration
Console as the Audit Server IP.
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Y2 Novell Access Manager J2EE Agents Installation

@ Audit Server IP

@ 164,99.86.134

@

&

O

@

@

0]

O

[ Previous ] [ Mest

9b Conditional) If you have the Audit server installed, specify if you want to replace the
existing audit server or use the existing server.

%2 Nowell Access Manager, J2EE Agents Installation

O Use the existing Novell Audit configuration
@ O Use the existing Novell Audit configuration
@ ® Use following Audit Server

=

) nud.it Server IP

Audit Server |P | 164.99.84,171

@

@

O

O
Previous ] [ medt

10 Click Next. The Select Application Server page is displayed.
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%I Novell Access Manager J2EE Agents Installation

0 Select Application Server
0 ®
@ () JBoss (4.2.3)
9 O wisblagi
gic (9.2 ar latery
o
O
7]
0]
O
’ Cancel ] ’ Help ] [ Previous ] ’ Mext

11 Select WebSphere, then click Next. The WebSphere Application Server Settings page is
displayed.

Y2 Novell Access Manager J2EE Agents Installation

O WebSphere Server Product Installation Directont|C:'|.Program Files\IBM} WebSpherelAppServer |
0 Restore Default ” Choose... ]
@

@

Q

O

@

o

O

’ Sancel ] ’ Help ] [ Previous ] [ Mext

12 Specify the directory where you have installed the WebSphere server and click Next.
The JCC Dependencies page is displayed.
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13 Click Install to continue with the Agent installation.
14 Review the installation summary, then click Install to install the agent.

When installation is complete, the Configure IBM WebSphere Application Server Instance
page is displayed.

15 (Conditional) If you want to complete the configuration now, select the Configure IBM
WebSphere Application Server option to configure application server instances, then click Next
to launch the configuration utility.

Complete the configuration procedure in Section 1.6.4, “Configuring WebSphere for J2EE
Agents,” on page 29.

or

If you want to perform the configuration at a later point of time, click Next. The successful
installation page is displayed.

16 Click Done to quit the installer.

1.6.3 Installing the WebSphere Agent through the Console

1 Download the file and execute it.
For software download instructions, see the Novell Access Manager Readme.

2 Enter the following command in the command prompt to run the installer on the console:
<filename> -i console
Replace <filename> with the name of the J2EE agent installer.

3 Review the License Agreement, then press Y to accept it.

4 Specify an absolute path to install the Novell J2EE agent components, or press Enter to
continue with the default installation path.

5 Specify a Java Virtual Machine (JVM) to be used by the installed application.

All the available JVMs are displayed with a number. The default JVM is displayed with an
arrow. Press Enter to select the default JVM, or specify the number of one of the listed JVMs.

6 Specify the information required for communication between the agent and the Administration
Console:

+ Specify the IP address of your Novell Access Manager Administration Console.

+ Specify the username and password of the admin user of the Novell Access Manager
Administration Console. Confirm the password by re-entering it.

+ Review the entered address. If your server is configured for more than one IP address,
make sure you specify the IP address of the machine from which the Novell Access
Manager administration console is reachable.

7 (Conditional) If you do not have the Audit server installed, the J2EE installer installs the Audit
server for you. Specify the IP address of the Novell Access Manager Administration Console as
the Audit Server IP, then press Enter.

8 (Conditional) If the Audit server is already installed on your machine:
8a To specify if you want to replace the existing Audit server or use the existing server:
+ Press 1 to use the existing Audit server.

+ Press 2 to replace the existing Audit server, then specify the IP address of the new
server.
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8b (Conditional) Press 1 to use the existing Novell Audit Configuration.
8c (Conditional) Press 2 to use a different Audit Server and then specify the IP address.
9 For the Web Application Server to be installed, specify 2 for JBoss, then press Enter.
10 Read the alert message and press Enter to continue.
11 Specify the directory where you have installed the WebSphere server. Press Enter to continue.
12 Review the installation summary, then press Enter to install the agent.

13 Complete the configuration procedure in Section 1.6.4, “Configuring WebSphere for J2EE
Agents,” on page 29.

1.6.4 Configuring WebSphere for J2EE Agents

After you install the WebSphere application server, you must use the ConfigureWSAgent utility to
configure it for the J2EE Agent.

NOTE: You can run the configure_websphere_agent.sh or
configure_websphere_agent.bat multiple times to configure multiple instances of a WebSphere
application server on a single physical machine.

1 Start the utility located at:
Linux/AlX: Zopt/novel I/nids-agents/bin/configure_websphere_agent.sh

Windows: <Instal lation-directory>/nids-agents/bin/
configure_websphere_agent.bat

2 Ensure that WebSphere is running.

3 Review the License Agreement, accept it, then click Next. The Novell J2EE Agent
Configuration page is displayed.

Yd Novell Access Manager J2EE Agents WebSphere Configuration

O Choose Novell Access Manager J2EE Agent Installtion Directory

=]

8 | Restore Default Falder |’ Choose...
O

O

O

O

’ Cancel ] ’ Help Previous ] ’ Mext
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4 Select the directory where the J2EE agent is installed and click Next. The Novell
Administration Server Communications Credentials page is displayed.

Y2 Novell Access Manager J2EE Agents Installation

0 Username

o |admin

@ Password

O |

O Confirm Password
O |

@]

)

’ Cancel ] ’ Help ]

[ Previous ] ’ Mext ]

5 Specify the administration credentials to contact the Novell Access Manager and click Next.

The WebSphere Application Server Settings page is displayed.

Y2 Novell Access Manager J2EE Agents Installation

O Application Server Hame

0 |server1|

0 Application Server Profile Directory

@ | E:\IBMywebSphere\AppServeriprofiles\appsrv0l
O

O

O

O

’ Cancel ] ’ Help ]

Restore Default ” Choose... ]

Previous ] ’ I ext

6 Specify the following:
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Application Server Name: Specify a name for the application server.
Application Server Profile Directory: Specify the path to the application server profile.

7 Click Next. The WebSphere Application Server Security Settings page is displayed.

8 Specify the following:

10

11

12

13

14

Username: Specify the name of the WebSphere administrator.
Password: Specify the password of the WebSphere administrator.
Re-enter Password: Specify the password again to reconfirm.
Click Next. The Pre-configuration Summary page is displayed.

Click Next to configure changes required for this application server instance. The
Configuration Complete page is displayed.

Click Done to exit the utility.
When the installation completes, restart WebSphere.

The agent is not imported into the Administration Console until the WebSphere server is
running.

(Conditional) If you are using the WEB_INBOUND login configuration (which is the default),
you need to manually move the J2EE agent login module
(com.novell.nids.agent.auth.websphere.NidsLTPALoginModule) to the top of the list:

13a Open the IBM administration console.

13b Click Security > Global Security > Secure administration, applications, and
infrastructure

13c Expand the Java Authentication and Authorization Service option and click System
Logins.

13d Select WEB_INBOUND > JAAS login modules.

13e Change the order of com.novell.nids.agent.auth.websphere.NidsLTPALoginModule so it
is first in the list.

13f Save your changes.

(Optional) To verify the installation of the agent, see Section 1.8, “\erifying If a J2EE Agent Is
Installed,” on page 43.

1.7 Installing the J2EE Agent on WebLogic

The agent needs to be installed on the same machine as your WebL ogic server. The WebLogic server
must be installed on a machine that does not contain any Access Manager components.

*

*

*

*

Section 1.7.1, “Prerequisites,” on page 32

Section 1.7.2, “Installing WebLogic Agent by Using the Installer,” on page 32
Section 1.7.3, “Installing a J2EE Agent through the Console,” on page 39
Section 1.7.4, “Configuring WebLogic for J2EE Agents,” on page 40
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1.7.1 Prerequisites

O You must know the following about your WebL ogic installation:
+ Path to the directory where WebLogic is installed.
+ Username and password of the WebLogic administrator.

O Make sure that your installation folder name has no spaces. For example, you cannot specify
the folder name as Novel I Access Manager J2EE Agents, but you can specify the name as
Novell_Access_Manager_ J2EE_Agents.

Q Verify that the machine meets the minimum requirements. See Section 1.3, “Prerequisites,” on
page 12.

1.7.2 Installing WebLogic Agent by Using the Installer

1 Make sure that the WebLogic server is running.

The WebLogic server must be running if you are performing a single server installation of
J2EE Agents. The WebLogin server does not need to be running if you are installing J2EE
Agents in a Base or Cluster mode.

2 Download and execute the agent installer.
For software download instructions, see the Novell Access Manager Readme.
3 Review the License Agreement, accept it, then click Next. The installation selection page is

displayed.
%! Novell Access Manager J2EE Agents Installation
@ Where Would You Like to Install?
@ C:\Program Files\Movell Access Manager JZEE Agents
O Restore Default Folder ] ’ Choose...
@
@
O
O
O
o
(o ] o]

4 Select a directory to install the Novell J2EE Agent components, then click Next. The Choose a
Java Virtual Machine page is displayed.
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%! Novell Access Manager J2EE Agents Installation

O Please Choose a Java WM for Use by the Installed Application
0 C:\Program Files\Javaljrel.5.0_05\binljava.exe
=)
Q
O
O
O
)
N
[ Previous ] ’ Mext ]

5 Select a Java Virtual Machine (JVM) to be used by the installed application.
A default JVM is displayed.

If you do not select a JVM here, the installer uses the java.home property value of the Java
runtime that is used to run the installer to proceed with the installation.

6 (Optional) If you want to select another JVM, click Choose Another and browse to select the
JVM of your choice. Click Search for Others to get a list of available JVMs and select the one
you want.

7 Click Next. the Administration Server Communication page is displayed.
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8

10

%! Novell Access Manager J2EE Agents Installation

@ Administration Console IP Address
0 192.166.1.1
@ Username
@ admin
O Password
O FEREFEY
O
O Confirm Password
FEREFLF
Application Server IP Address {Current Host)
’ Cancel ] ’ Help ] [ Previous ] ’ Mext

Specify the information required for server communication between the agent and the
Administration Console:

Administration Console IP Address: Specify the IP address of your Novell Access Manager
Administration Console.

Username: Specify the username of the admin user of the Novell Access Manager
Administration Console.

Password: Specify password of the admin user of the Novell Access Manager Administration
Console.

Confirm Password: Specify the password again to confirm it.

Application Server IP Address (Current Host): Review the entered address. If your server is
configured for more than one IP address, make sure you specify the IP address of the machine
from which the Novell Access Manager Administration Console is reachable.

Click Next. The Audit Server page is displayed.
Specify the audit server IP address:

10a (Conditional) If you do not have the Audit server installed, the J2EE installer installs the
Audit server for you. Specify the IP address of the Novell Access Manager Administration
Console as the Audit Server IP.
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Y2 Novell Access Manager J2EE Agents Installation

@
@
@
Q
O
@]
O
o
O

Audit Server IP
164.99.86,134

N

T

10b (Conditional) If you have the Audit server installed, specify if you want to replace the
existing Audit server or use the existing server.

%2 Nowell Access Manager, J2EE Agents Installation

@
@
@
e
O
@]
O
o
O

Use the existing Novell Audit configuration
O Use the existing Novell Audit configuration

® Use following Audit Server

Audit Server IP
Audit Server |P | 164.99.84,171

N

11 Click Next. The Select Application Server page is displayed.
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%! Novell Access Manager J2EE Agents Installation |Z”E| E|

@ Select Application Server

@ ) WebSphere (6.1 of later)

@ O JBoss (4.2.3)

1

2

O

O

0]

]

’ Cancel ] ’ Help ] [ Previous ] ’ Mext

12 Select WebLogic, click Next. The installation selection page is displayed.

Y2 Novell Access Manager J2EE Agents Installation

O Choosze WeblLogic Home Falder

@

@

@

Q

O

@ Choose a Folder:

O |,|’r00t,|’bea| |
Restore Default Folder ” Choose... ]

[ Previous ] ’ et ]

13 Specify the path to the directory where WebLogic is installed, or click Choose to select a folder

for installation. Click Restore Default to restore the default installation location.

14 Click Next. The Installation Type page is displayed.
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3 Nowell Access Manager J2EE Agents Installation g|§|®

g Selectthe type of installation you want to perfarm

@

]

=

O

@) @ Single Server O Base () Cluster

O

O

Previous ] [ mewt

15 Specify any one of the following options, then click Next:
Single Server: Select this option to install a single instance of an application server.

Base: Select this option while installing the agent on a machine that acts as a node and is part
of a cluster.

Cluster: Select this option while installing the agent on a machine where the domain is
configured.

The WebLogic Domain page is displayed.
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Y2 Novell Access Manager J2EE Agents Installation

0 Enter the domain you want to configure

@

@

@

5]

O

Q Choose a folder

O | E:\ Testing-WeblLogiciweblogic92samplesidomains wl_server |
O Restore Default Folder ” Choose... ]
’ Cancel ] ’ Help ] [ Previous ] | et

16 Specify the WebLogic Domain Home folder. Click Choose to select a folder for installation.
Click Restore Default to restore the default installation location.

17 Click Next. The WebLogic Administration Console Details page is displayed.

Y2 Novell Access Manager J2EE Agents Installation

O Server
o | AdminServer |
@ Administration Console Host
@ [192.160.1.1 |
@ Administration Console Port
o [7011 |
O A .
O Administration C Username
admin
| |
Administration Console Password
FEEFEL 1"| |
T

18 Specify the information required for server communication between the agent and the
Administration Console. Fill in the following fields:
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19
20
21
22
23

24

25
26

Server: Specify the name of the WebLogic Administration Console server.
Administration Console Host: Specify the IP address of the Administration Console.
Administration Console Port: Specify a port number for the Administration Console.

Administration Console Username: Specify the username of the admin user of the
Administration Console.

Administration Console Password: Specify the password of the admin user of the
Administration Console.

Click Next. The JCC Dependent Packages Installation page is displayed.
Click Install to continue with the agent installation.

Review the installation summary, then click Install to install the agent.
Click Done when the installation is complete.

Complete the procedure in Section 1.7.4, “Configuring WebLogic for J2EE Agents,” on
page 40.

Optional) To verify if the installation of the agent is complete, see Section 1.8, “Verifying If a
J2EE Agent Is Installed,” on page 43.

Stop the WebLogic Server if it is running.

(Optional) If you want to deploy the sample Payroll application to test the WebLogic Agent,
refer to “Deploying the Sample Payroll Application” on page 95.

1.7.3 Installing a J2EE Agent through the Console

1

Download the agent installer.

For software download instructions, see the Novell Access Manager Readme.

Enter the following command in the command prompt to run the installer on the console:
<filename> -i console

Replace <filename> with the name of the J2EE agent installer.

Review the License Agreement, then press Y to accept it.

4 Specify an absolute path to install the Novell J2EE Agent components, or press Enter to

continue with the default installation path.
Specify a Java Virtual Machine (JVM) to be used by the installed application.

All the available JVMs are displayed with a number. The default JVM is displayed with an
arrow. Press Enter to select the default JVM, or specify the number of one of the listed JVMs.

Specify the information required for communication between the agent and the Administration
Console:

+ Specify the IP address of your Novell Access Manager Administration Console.

+ Specify the username and password of the admin user of the Novell Access Manager
Administration Console. Confirm the password by re-entering it.

+ Review the entered address. If your server is configured for more than one IP address,
make sure you specify the IP address of the machine from which the Novell Access
Manager Administration Console is reachable.
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7 (Conditional) If you do not have the Audit server installed, the J2EE installer installs the Audit
server for you. Specify the IP address of the Novell Access Manager Administration Console as
the Audit Server IP, then press Enter.

8 (Conditional) If the Audit server is already installed on your machine:

8a You are asked to specify if you want to replace the existing Audit server or use the existing
Server:

+ Press 1 to use the existing Audit server.
+ Press 2 to replace the existing Audit server.
8b (Conditional) Press 1 to use the existing Novell Audit Configuration.
8c (Conditional) Press 2 to use a different Audit Server and then specify the IP address.
9 Specify 3 for WebLogic, then press Enter.
10 Read the alert message and press Enter to continue.
11 Specify the path to the directory where WebL ogic is installed, then press Enter.
12 Specify the WebLogic Domain Home folder, then press Enter.
13 Specify the name of the WebLogic Administration Console server, then press Enter.
14 Specify the IP address of the Administration Console, then press Enter.
15 Specify a port number for the Administration Console, then press Enter.
16 Specify the username of the admin user of the Administration Console, then press Enter.
17 Specify the password of the admin user of the Administration Console, then press Enter.
18 Click Next. The JCC Dependent Packages Installation page is displayed.
19 Press Enter.
20 Review the installation summary, press Enter to install the agent, then press Enter again.
21 To verify the installation, see Section 1.8, “Verifying If a J2EE Agent Is Installed,” on page 43.

1.7.4 Configuring WebLogic for J2EE Agents

After you install the WebLogic application server, you must configure it for the WebLogic J2EE
Agent as follows:

+ “Modifying the WebLogic Java Security Policy” on page 40
+ “Configuring the Login” on page 41
Modifying the WebLogic Java Security Policy

Java 2 Security uses the weblogic. policy file to determine access to resources. You can modify
the policy file so that it uses the correct defaults.

1 Inatext editor, browse to and open one of the following files, depending on your platform:
¢ Linux: <Domain Home>/bin/startWeblogic.sh
+ Windows: <Domain Home>/bin/startWeblogic.cmd

2 Remove the following Java parameter:

-Djava.security.policy=<filename>
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3 If you are running WebLogic 9.2, add Java permissions by adding the following lines to the
file:

grant {
jJava.security.AllPermission
};

There appears to be a bug in WebLogic 9.2 that prevents the Administration Console
applications from functioning with the default permissions in the weblogic.policy file. This bug
also prevents some of the Java 2 permissions for the agent to be explicitly set when the security
manager is enabled. The only workaround Novell has found is to grant Java 2 permissions to
everything. This should not add any more security risk than running WebLogic without the
security manager enabled, which is the default configuration for WebL ogic.

4 Save and close the file.
5 Continue with “Configuring the Login” on page 41.

After the installation of J2EE Agents, the security policy refers to the <AGENT_HOME>/
weblogic.policy file.

Configuring the Login
To configure the login, you can use either use a script or the WebLogic Administration Console:

+ “Using a Script to Configure Login” on page 41
+ “Using the Administration Console to Configure Login” on page 42

Using a Script to Configure Login

1 Start WebLogic.

2 Execute the weblogic_config.jy WebLogic scripting tool. Specify the command
appropriate for the platform:

Linux: WL_HOME/common/bin/wlst.sh
Windows: WL_HOME\common\bin\wlst.cmd

Use the following parameters to execute the script. Separate each parameter with a space.
Running the script without additional parameters prints the required parameters

Parameter Possible Value Description

WebLogic administrator weblogic The name of the administrator that

username you specified when you installed
WebLogic.

WebLogic administrator password The password for the specified

password user.

Domain name base_domain Specify the WebLogic domain
name.

Server name AdminServer By default, WebLogic names the

server AdminServer. If you
changed this name during
installation, specify your name.
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4

5

Parameter Possible Value Description

Hostname and port localhost:7001 The host and port are separated
with a colon.

Linux Example: Zopt/bea/weblogic92/common/bin/wlst.sh /opt/novell/
nids_agents/bin/weblogic_config.jy weblogic password base_domain
AdminServer localhost:7001

Windows Example: C:\bea\weblogic92\common\bin\wlst.cmd
C:\NovelI\bin\weblogic_config.jy weblogic password base_domain AdminServer
localhost:7001

Restart the WebL ogic server.

The agent should import into the Access Manager Administration Console when the WebLogic
server starts.

(Optional) Verify and test the installation:

+ To verify that the agent is installed, see Section 1.8, “Verifying If a J2EE Agent Is
Installed,” on page 43.

+ To test the agent, see Chapter 7, “Deploying the Sample Payroll Application,” on page 95.

Continue with Chapter 2, “Configuring the Agent for Authentication,” on page 45 to configure
the J2EE Agent.

Using the Administration Console to Configure Login

In the WebLogic Administration Console, you need to configure the JAAS Login Module:

1
2

0 N o O~ W

10
11
12
13

Start WebL ogic.
In a browser, log in to the WebLogic Administration console:
http://<weblogic ip>:<Weblogic port>/console

Replace <weblogic ip> with the IP address or DNS name of your WebLogic Administration
Console.

Replace <weblogic port> with the port number of your Web.
In the Domain Structure list, click Security Realms.

Click the default realm (myrealm).

Click the Providers tab.

In the top right corner, click Lock and Edit.

In the Authentication Providers list, click New.

Specify a name in the name field, select NovellAccessManagerAuthenticator for the type, then
click OK.

In the Authentication Providers list, click DefaultAuthenticator and change the Control Flag
from Required to Sufficient.

Return to the Authentication Providers list.

Change the NovellAccessManagerAuthenticator Control Flag to Sufficient.
Click Activate Changes.

Restart the WebL ogic server.
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The agent imports into the Access Manager Administration Console when the WebL ogic server
starts.

14 (Optional) Do the following to verify and test the installation:

+ To verify that the agent is installed, see Section 1.8, “\erifying If a J2EE Agent Is
Installed,” on page 43.

+ To test the agent, see Chapter 7, “Deploying the Sample Payroll Application,” on page 95.

15 Continue with Chapter 2, “Configuring the Agent for Authentication,” on page 45 to configure
the J2EE Agent.

1.8 Verifying If a J2EE Agent Is Installed

You can verify the installation of the agent by using the Administration Console.

1 Inthe Administration Console, click Devices > J2EE Agents.

If the installation was successful, the IP address of your agent appears in the Server list. The
import into Administration Console can take a few minutes, so if your agent does not appear in
the list, wait a few minutes, then refresh the screen.

If an agent starts to import into the Administration Console but fails to complete the process,
the following message appears:

Server agent-<name> is currently importing. If it has been several minutes
after installation, click repair import to fix it.

If you have waited at least ten minutes, but the message doesn’t disappear and the agent doesn’t
appear in the list, click the repair import link. If the agent isn’t in the list and you don’t receive
a repair import message, verify that you have restarted the J2EE server after installing the
agent. The J2EE server must be running for the import process to begin. For additional help,
see Section 9.1, “Troubleshooting the J2EE Agent Import,” on page 119.

2 The agent must be configured before the Server Status turns green. See Chapter 2,
“Configuring the Agent for Authentication,” on page 45.

1.9 Uninstalling a J2EE Agent

1 Browse to <agent Install folder>\Novell Access Manager J2EE
Agents\Uninstall_Novell Access Manager J2EE Agents

2 Double-click the uninstaller.
3 Click Next in the Uninstall J2EE Agents page.
4 Select one of the following options in the Uninstall Options page:

+ Complete Uninstall: This removes all the features and files that were installed during the
installation.

+ Uninstall Specific Features: This allows you to select the features that you want to
uninstall.

5 (Optional) If you selected the Uninstall Specific Features option, select the features that you
want to uninstall.

6 Click Uninstall.
7 Click Done to complete the uninstallation procedure.
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Configuring the Agent for
Authentication

You can configure the Access Manager to interact with your application server.

*

You can configure it as an identity provider for the user authentication and user roles. In this
configuration, the application server is accessed directly by the user, and the agent is
configured to redirect the user to the Identity Server for authentication and user roles. If you
need the security of SSL, you need to configure the application server for SSL.

You can configure it as a protected resource of the Access Gateway. When the agent is
configured to be an Access Gateway protected resource, the IP address of the application server
is hidden from the user and the user must access it through the Access Gateway. You can
configure the Access Gateway to require SSL connections without configuring the application
server for SSL.

This section has the following information.

*

*

*

*

*

Section 2.1, “Prerequisites,” on page 45

Section 2.2, “Possible Configurations,” on page 45

Section 2.3, “Configuring the Agent for Direct Access,” on page 47

Section 2.4, “Configuring Authentication Contracts,” on page 49

Section 2.5, “Protecting the Application Server with the Access Gateway,” on page 53

2.1 Prerequisites

a

You have set up a basic configuration. See “Setting Up a Basic Access Manager Configuration”
in the Novell Access Manager 3.1 SP4 Setup Guide.

You have a J2EE application server that has an application with security constraints.

You have configured the Identity Server with policies for the roles required by your
application. For the sample payroll application, this is an Employee role and a Manager role.

You have the agent installed on your J2EE server. See Chapter 1, “Installing the J2EE Agents,”
on page 11.

2.2 Possible Configurations

The J2EE server uses the Identity Server for authentication.You can configure your J2EE server in
such a way that either the users have direct access to it or the J2EE server is a protected resource of
the Access Gateway.

*

*

Section 2.2.1, “Allowing Direct Access to the J2EE Server,” on page 46
Section 2.2.2, “Protecting the Application Server with the Access Gateway,” on page 46
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2.2.1 Allowing Direct Access to the J2EE Server

This scenario is most often used when you have users who want to access the application server
behind your firewall. This configuration requires an internal DNS server that resolves the DNS
name of the application server to its IP address.

When you configure the Identity Server to provide authentication for the applications on the J2EE
server, the communication process follows the paths illustrated in Figure 2-1.

Figure 2-1 JBoss Applications Using the Identity Server

Identity Server LDAP Directories

0 S ;
o 0

O
W=

Browser J2EE Server with
Agent and Applications
1. The user requests access to an application on the J2EE server. The user is redirected to the

Identity Server.
2. The Identity Server prompts the user for a username and password.

3. The Identity Server verifies the username and password against a user store (an LDAP
directory).

N

. The Identity Server builds the roles for the user and redirects the user back to the application
server.

5. The agent verifies the user’s credentials and obtains the user’s role information.

6. The application server allows access to the requested application.
For configuration information, see Chapter 2, “Configuring the Agent for Authentication,” on
page 45.

2.2.2 Protecting the Application Server with the Access
Gateway

In this scenario, the J2EE server with the application is protected by the Access Gateway. The
Access Gateway is a reverse proxy server that restricts access to Web-based content, portals, and
Web applications that employ authentication and access control policies.

When you configure the Access Gateway to protect the application server, the communication
process follows the paths illustrated in Figure 2-2.
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Figure 2-2 The J2EE Server as a Protected Resource

|dentity Server LDAP Directories

A

Browser Access Gateway J2EE Server with
Agent and Applications

1. The user requests access to the application server by using a published DNS name. The request
is sent to the Access Gateway, and the Access Gateway proxies the request to the agent.

2. The agent redirects the request to the Access Gateway, and the Access Gateway redirects the
user to the Identity Server, which prompts the user for a username and password.

3. The Identity Server verifies the username and password against a user store (an LDAP
directory).

4. The ldentity Server builds the roles for the user and redirects the user back to the Access
Gateway.

5. The Access Gateway directs the user’s request to the application server.
6. The agent verifies the user’s credentials and obtains the user’s role information.
7. The application server allows the user to access to the requested application.

For configuration information, see Section 2.5, “Protecting the Application Server with the Access
Gateway,” on page 53.

2.3 Configuring the Agent for Direct Access

1 Inthe Administration Console, click Devices > J2EE Agents > Edit.
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Cluster Configuration: Linux-Clustering

JZEE Agent Configuration
|dentity Server Cluster: idp-59 b
Contract: Mame/Password - Basic A

JZEE Application Server URL:

Enable tracing

504P related configuration

Cluster Member:  server!

S0O4P Base URL:

2 Fill in the fields:
Identity Server Cluster: Select the Identity Server you want the agent to trust for
authentication by selecting the configuration you have assigned to the Identity Server.
The [None] option is used as the default, before you configure the agent.

Contract: Select the type of contract, which determines the information a user must supply for
authentication. By default, the Administration Console allows you to select from the following
contracts and options when specifying an authentication contract.

+ Name/Password - Basic: Specifies basic authentication over HTTP, using a standard
login pop-up provided by the Web browser.

+ Name/Password - Form: Specifies a form-based authentication over HTTP, using the
Access Manager login form.

+ Secure Name/Password - Basic: Specifies basic authentication over HTTPS, using a
standard login pop-up provided by the Web browser.

+ Secure Name/Password - Form: Specifies a form-based authentication over HTTPS,
using the Access Manager login form.

+ Any Contract: If the user has authenticated, this option allows any contract defined for
the Identity Server to be valid; or if the user has not authenticated, it prompts the user to
authenticate by using the default contract assigned to the Identity Server configuration.

You can configure other contract types.

J2EE Application Server URL.: Specify the URL to access the application server, including
the port. For example, if the DNS name of your J2EE server is j2ee.mycompany.com, enter the
following:

https://j2ee.mycompany.com:8443

SOAP Base URL.: Specify the URL used to communicate between the agent components
residing in an application server. If you have created a cluster, select each cluster node from the
Cluster Member drop-down list and specify separate URLS for each node. The SOAP URL
must end with nesp. For example:

https://j2ee._mycompany.com:8443/nesp
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Both the J2EE application server and SOAP base URL have three parts:

+ Scheme: For the scheme, specify the scheme you have configured the application server
to use for connections (HTTP or HTTPS). See your application server documentation for
information on configuring SSL so you can use HTTPS.

For more information on SSL and the required certificates for the agent, see Section 5.3,
“Configuring SSL Certificate Trust,” on page 87.

+ Domain: Specify a DNS name in the URL if you want to configure the application server
in such a way that it is accessible internally behind your firewall and externally outside the
firewall.

+ Port: Port 8443 is the standard HTTPS port for an SSL connection to a JBoss server, port
7002 for an SSL connection to a WebL ogic server, and port 9443 for an SSL connection to
a WebSphere server. The HTTP port is 8080 for JBoss, 7001 for WebL ogic, and 9080 for
WebSphere. If you have configured a different port, use that port.

3 Click OK, then click Update > OK.
4 To update the Identity Server, click Identity Servers, then click Update > OK.

Whenever you set up a new trusted identity configuration, you need to update the Identity
Server configuration.

5 Continue with “Preparing the Applications and the J2EE Servers” on page 67.

2.4 Configuring Authentication Contracts

The Novell J2EE Agent now comes with the ability to configure different authentication contracts to
protect different applications that reside on the same application server instance. You can also
configure additional authentication contracts to applications that require them.

+ Section 2.4.1, “Protecting Different Applications by Using Different Authentication
Contracts,” on page 49

+ Section 2.4.2, “Configuring Additional Authentication for Applications,” on page 52

2.4.1 Protecting Different Applications by Using Different
Authentication Contracts

1 Inthe Administration Console, click Devices > J2EE Agents > Edit. The J2EE Agents
Configuration page is displayed.
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Server Configuration: AdminServer

JZEE Agent Configuration
|dentity Server Cluster: |idp-251 v|
Contract: | Hame/Passwaord - Basic v|

J2EE Application Server URL: |http:f}'weblogic-rhel.agentcluster.com:????

Enable tracing

SOAP related configuration

SOAP Base URL: |http:m54.99.1&4.254:?001 Inesp

Audit Configuration

Startup, shutdown, and reconfigure

[ successful authentications [ uUnsuccessful authentications
D Alowed EJB access D Denied EJB access

[ Miowed web resource access [ Denied web resource access

D Mlowed clear text access

|:| Denied clear text access

Access Control Configuration

Enforce application server policy
|:| Enforce additional autharization palicy

Manage authorization policies

Service Provider Certificates
Signing
Mutual 550

Trusted Roots

0K | (Cancel | Revert |

2 Click Manage authorization policies to configure J2EE Agents Policies. The Protected Web
and EJB Resource page is displayed.

Protected Web and EJB Modules

Mew.,., | Delete | Enable | [izable
i Hame Enabled ltems

O @ mn v
O % w § 1

Server(s) must be updated before changes mad

0K | Cancel |

3 Click New to create a new protected Web resource.
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Hew

Madule File Rame: |Pa~,.rr-:uuWeb.war |

Tvpe: Web Module [war)
Ype EJB Module s jar)

0K Cancel

Fill in the following fields:

Module File Name: Specify the name of the file you are protecting, including the file
extension (. jar or.war).

Type: Select Web Module (.war) to protect the Web application. You can configure different
authentication contracts only for different Web applications.

Click OK.
Click the newly added protected Web resource.

I T RS TR, Authorization Policy |

Protected Resource: payrallweb

Description: ||

%Llse different authentication contract

ontract: | |

[ =51 Required

URL Path List

Mew... | Delete 1 itemis)
D URL Path

O =~

Server(s) must be updated before changes made on thiz panel will be used, Seel

0K | Cancel |

Fill in the following fields:
Protected Resource: Displays the name of the resource you are configuring

Description: (Optional). Provides a field where you can enter a description for this protected
resource. You can use it to briefly describe the purpose for protecting this resource.

SSL Required: If this option is selected, the J2EE Agent sets up an SSL connection between
the client and the application.

IMPORTANT: If the Web pages that you are now protecting with SSL have been publicly
available over HTTP, they remain publicly available over HTTP until you either restart the Web
server or reinstall the application. If this is a new application, reinstalling the application might
be less disruptive to your network environment than restarting the Web server.
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For the JBoss Agent, selecting the SSL Required option is only part of the process. On JBoss,
you must also either disable the HTTP port and enable the SSL port or configure SSL in the
web . xml file.

6 Click New in the URL Path List section and add a new URL path, then click OK.

For example, to allow access to all the pages in the public directory on the Web server, specify
the following path:

/public/*

To allow access to everything on the Web server, specify the following path:

/*

To use this protected resource to protect a single page, specify the path and the filename. For
example, to protect the login.html page in the /login directory, specify the following
/login/login.html

7 Repeat Step 1 to Step 6 for all the applications for which you want to configure different
authentication contract.

8 Click OK, then click Update > OK.
9 To update the Identity Server, click Identity Servers, then click Update > OK.

Whenever you set up a new trusted identity configuration, you need to update the Identity
Server configuration.

2.4.2 Configuring Additional Authentication for Applications

You might want to configure additional authentication for certain resources. For example, in an
organization, certain confidential policies can be viewed only by Managers. In such a scenario, you
need to perform additional authentication.

1 Complete the procedure in Section 2.3, “Configuring the Agent for Direct Access,” on page 47.

2 Click the protected resource for which you want to add an additional authentication contract.

3 Click New in the URL Path List section and add a new URL path, then click OK.

URL Path List

Mew... | Delete 2 itemi(s)
[] uRL path

4 Click OK, then click Update > OK.
5 To update the Identity Server, click Identity Servers, then click Update > OK.

Whenever you set up a new trusted identity configuration, you need to update the Identity
Server configuration.
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2.5 Protecting the Application Server with the
Access Gateway

When you configure the Access Gateway so it can protect your application server, the Access
Gateway must be configured to protect multiple resources. The first reverse proxy and proxy service
combination of the Access Gateway is assigned to perform authentication. The agent must be set up
as a secondary proxy service because the proxy service for an agent cannot be used for
authentication.

If the Access Gateway has multiple IP addresses, you can configure the Access Manager so that
users access different types of Web resources from each IP address. If the Access Gateway has only
one IP address, you still can configure it so users access different types of resources. In this case,
you configure the resources to use multi-homing. The following configuration steps assume that you
have only one IP address and that you must use multi-homing to access multiple resources, either
domain-base or path-based.

With path-based multi-homing, you use one DNS name for the Access Gateway, and have the user
specify a path-based URL to access the correct resource. For example:

+ You configure the name, www.mytest.com, to resolve to the Access Gateway, and the Access
Gateway is configured to proxy the request to a Web server.

+ You have users access the application server with the URL www.mytest.com/j2ee. The domain
name, www.mytest.com, resolves to the Access Gateway, and the Access Gateway uses the
path portion of the URL to proxy the request to the J2EE server.

For more information, see Section 2.5.1, “Setting Up a Path-Based Proxy Service for an Application
Server,” on page 53.

With domain-based multi-homing, your Access Gateway uses domain names to access multiple
resources. For example:

+ You configure the name mytest.company.com to resolve to the Access Gateway, and the Access
Gateway is configured to proxy the request to a Web server.

+ You configure the name j2ee.company.com to resolve to the Access Gateway, and the Access
Gateway is configured to proxy it to the application server.

For more information, see Section 2.5.2, “Setting Up a Domain-Based Proxy Service for an
Application Server,” on page 57.

2.5.1 Setting Up a Path-Based Proxy Service for an Application
Server

Figure 2-3 illustrates the basic configuration for a path-based proxy service. The www.mytest.com
name is the published DNS name of the parent proxy service that protects the Web servers. The

www.mytest.com/j2ee name resolves to the Access Gateway, and the Access Gateway uses the /j2ee
path to proxy the request to the application server.
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Figure 2-3 Protecting the Application Server with Path-Based Multi-Homing

Access Gateway

IP Address:
10.15.167.53 t————————p
DNS Names: i
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Identity Server

LDAP Directory
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and Agent

v

IP Address: Published DNS Name:
10.10.10.40 == www.mytest.com
\ e Multi-Homing Type: Path-Based
Path: / j2ee
Web Server
IP Address: Published DNS Name:

——

10.10.10.10 www.mytest.com

Your DNS server needs to be configured to resolve www.mytest.com and www.mytest.com/j2ee to

the Access Gateway.

1 Inthe Administration Console, click Devices > Access Gateways > Edit > [Reverse Proxy

Name].

The following steps assume that you have already enabled SSL between the Access Gateway
and the browsers. If you haven’t, see “Configuring SSL Communication with the Browsers and
the Identity Server ” in the Novell Access Manager 3.1 SP4 Access Gateway Guide.

2 In the Proxy Service List section, click New.

Prowy Service Name:
Multi-Haming Type:
Published DNS Marme:

Path:

Host Header:

[Alternate Host Mame)

Web Server P Address:

Web Server Host Mame:

IPath-Eased j

Imm'uw. myteszt,com

|
—

I'I.I'l.l'el:u Server Host Mame j

QK Cancel

3 Fill in the following fields:

Proxy Service Name: Specify a display name for this configuration.

Multi-Homing Type: Select Path-Based.
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Path. Specify the path for J2EE server. For this example, this is /j2ee.

Web Server IP Address: Specify the IP address of the application server. For the
configuration in Figure 2-3, enter 10.10.10.40.

Host Header: Select Web Server Host Name.
Web Server Host Name: Specify the DNS name of the application server.
4 Click OK.

5 To create a protected resource for the application server, select the name of the parent proxy in
the Proxy Service List.

6 Click Protected Resources, then click New.
7 Specify a name for the resource, then click OK.

Specify a name that allows you to associate this protected resource with your path-based
service.

8 Configure the resource for the type of protection you want.

Public Access to the First Page: If you want users to be able to access the first page of the
application without authentication, select None for the type of contract and accept the default
path of /* in the URL Path List. Click OK and continue with Step 9. If you have already
created this type of protected resource, you don’t need to create another one.

J2EE Agent configuration allows you to set up authentication and access restrictions to the
pages in the application.

Authentication Required for the First Page: If you want users to authenticate before they
have access to the first page of the application, you need to create two protected resources: one
to prompt for authentication and one to allow public access to the nesp application. A path-
based service can only have multiple protected resources if the multi-homing path exists on the
Web server and the path is not removed when the request is sent to the Web server (see

Step 10). To create the multiple resources:

8a For this first protected resource, select None for the contract.

8b In the URL Path List, specify the path to the nesp application. For this example:
/j2ee/nesp

8c Click OK twice.

8d To add a second protected resource, click New, specify a name, then click OK.

8e For the contract, select the contract you want to use for authentication.

8f In the URL Path List, specify the path to the application. For the sample payroll
application, this is the following path:

/j2ee/payroll
8g Click OK three times.
9 In the Proxy Service List, select the path-based proxy service.
10 Configure the Remove Path on Fill option.

+ If the path you specified for the proxy service exists on the Web server and specifies the
location of the Web resource, do not select this option.

+ If the path you specified for the proxy service does not exist on the Web server, select this
option. The Reinsert Path in “set cookie” Header option is also selected.
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11 Inthe Path List on the Path-Based Multi-Homing page, configure the paths.

+ Remove Path on Fill Service: If the path is removed before sending the request to the
J2EE server, the path specified here must allow public access (no authentication required)
to the nesp application. A path is automatically created for you (in this example, /j2ee)
and a protected resource is assigned. Click the Protected Resource link, verify that the
contract for this resource is None and the path is /*, then click OK.

If the wrong type of protected resource is assigned, return to Step 8 and create a protected
resource that allows public access.

+ Keep Path on Fill Service: If you are keeping the path, select the default path and delete
it. Click New, specify the path to the nesp application (for example, /j2ee/nesp), then
click OK. The protected resource that you created for this path should be automatically
assigned to the path.

Create the path to the application. Click New, specify the path to the application (for
example, /j2ee/payroll), then click OK. The protected resource that you created for
this path should be automatically assigned to the path.

If the wrong protected resource is assigned, return to Step 8 and create protected resources
with the correct paths.

12 Click the Web Servers tab.
13 To configure SSL, select Connect Using SSL.

This option is not available if you have not set up SSL between the browsers and the Access
Gateway. See “Configuring SSL Communication with the Browsers and the Identity Server ” in
the Novell Access Manager 3.1 SP4 Access Gateway Guide and select the Enable SSL between
Browser and Access Gateway field.

14 Configure how you want the certificate verified.
+ To not verify this certificate, select Do not verify.

+ To allow the certificate to match any certificate in the trust store, select Any in Reverse
Proxy Trust Store. Continue with Step 18.

+ To add a certificate to the trust store for the application server, click the Manage Reverse
Proxy Trust Store icon. Continue with Step 15.

The auto import screen appears.
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15

16

17
18

19
20
21
22

Trust Store: ag45-proxy-truststore

Trust store name:  agd5-proxy-truststore
Trust store type:  DER

Cluster name:

Cluster Members® Trust Stores

Change Password. ..

[T Trust Store Mame Type Device
[T Prowy Trust Store DER 10.10.16.45
[T Prowy Trust Store DER 10.10.16.46

Trusted Rocts

Add... | Remowe | Auto-Import From Server...
[~ Trusted Root A pytg-import From Server L
Server |P/DMN5 |10.10.15.59 j

Server Port: |443

0K | Cancel |

Select the IP address of the application server and change the port if the application server is
using a different port for SSL.

Click OK.

The server certificate, the root CA certificate, and any CA certificates from a chain are
displayed and selected.

Specify an alias, then click OK.

In the Connect Port option, specify the port that your application server uses for SSL
connections. For JBoss, the default value is 8443. For WebSphere, the default value is 9443.
For WebLogic, the default value is 7002.

Click OK.

Click the Access Gateways link.

On the Access Gateways page, click Update.

Continue with “Configuring a Protected Agent for Access” on page 60.

2.5.2 Setting Up a Domain-Based Proxy Service for an
Application Server

Figure 2-4 illustrates the basic configuration for a domain-based proxy service. The
mycompany.com name is the published DNS name of parent proxy service that protects the Web
server. The j2ee.mycompany.com name is the published DNS name of the proxy service that
protects the J2EE server.
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Figure 2-4 J2EE Server as a Domain-Based Protected Resource

Identity Server LDAP Directory
= v
3
Access Gateway J2EE Server
v
DNS Names: IP Address: IP Address: == DNS Name:
mycompany.com 10.15.167.53 4————>  10.10.70.25 : j2ee.mycompany.com

j2ee.mycompany.com

X

Web Server
L _ IP Address: DNS Name:
~10.10.70.21 mywebserver.com

You must set up your DNS configuration so that it resolves mycompany.com and
j2ee.mycompany.com to the IP address of your Access Gateway. The Access Gateway URL
requests for mycompany.com to the Web server (mywebserver.com) and requests for
j2ee.mycompany.com to the application server.

1 Inthe Administration Console, click Devices > Access Gateways > Edit > [Reverse Proxy
Name].

The following steps assume that you have already enabled SSL between the Access Gateway
and the browsers. If you haven’t, refer to the Novell Access Manager 3.1 SP4 Access Gateway
Guide.

2 Inthe Proxy Service List section, click New.

New
Proxy Service Mame: |J2EE_|33YFDU |
tAulti-Homing Type: | Domain-Based A |
Published DMS Marmne: |j2&e.myc0mpany-com |
Path: | |
Wb Server IP Address:
Host Header: | Forward Received Host Man
Web Server Host Mame: | |
[dlternate Host Mame)

oK Cancel |

3 Fill in the following fields.
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Proxy Service Name: Specify a display name for this configuration.

Multi-Homing Type: Because this configuration example uses a domain name to access the
J2EE server, select Domain-Based.

Published DNS Name. Specify the domain name for the application server.

Web Server IP Address: Specify the IP address of the application server. For the
configuration in Figure 2-4, enter 10.10.70.25.

Host Header: Select either Forward Received Host Name or Web Server Host Name.
Click OK.

Click the name of the proxy service you just created.

Click Web Servers.

To configure SSL, select Connect Using SSL.

This option is not available if you have not set up SSL between the browsers and the Access
Gateway. See “Configuring the Access Gateway for SSL and Other Security Features” in the
Novell Access Manager 3.1 SP4 Access Gateway Guide and select the Enable SSL between
Browser and Access Gateway field.

Configure how you want the certificate verified.
+ To not verify this certificate, select Do not verify.

+ To allow the certificate to match any certificate in the trust store, select Any in Reverse
Proxy Trust Store. Continue with Step 12.

+ To add a certificate to the trust store for the Web server, click the Manage Reverse Proxy
Trust Store icon. Continue with Step 9.

The auto import screen appears.

Trust Store: ag45-proxy-truststore

Trust store name:  agdB-proxy-truststore
Trust store type:  DER

Cluzter name:

Cluster Members" Trust Stores

Change Password. ..

[T Trust Store Hame Type Device
[T Prowy Trust Store DER 10.10.16.45
[T Prowy Trust Store DER 101016 46

Trusted Roots

fdd... | Remowe | Auto-lmport From Sereer..
[~ Trusted Root A pytg import From Server L
Server [PYDNS: IlCI.lCI.lS-.5§I j

server Part: |443

0K Cancel |
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9 Select the IP address of the application server and change the port if the application server is
using a different port for SSL.

10 Click OK.

The server certificate, the root CA certificate, and any CA certificates from a chain are
displayed and selected.

11 Specify an alias, then click OK.

12 In the Connect Port option, specify the port that your application server uses for SSL
connections. For JBoss, the default value is 8443. For WebSphere, the default value is 9443.
For WebLogic, the default value is 7002.

13 To create a protected resource for the application server, click Protected Resources, then click
New.

14 Specify a name for the resource, then click OK.
15 Configure the resource for the type of protection you want.

Public Access to the First Page: If you want users to be able to access the first page of the
application without authentication, select None for the type of contract and accept the default
path in the URL Path List. Click OK, then continue with Step 16.

J2EE Agent configuration allows you to set up authentication and access restrictions to the
pages in the application.

Authentication Required for the First Page: If you want users to authenticate before they
have access to the first page of the application, you need to create two protected resources: one
to prompt for authentication and one to allow public access to the nesp application.

15a For this first protected resource, select None for the contract.
15b In the URL Path List, specify the following path:
/nesp
15c Click OK twice.
15d To add a second protected resource, click New, specify a name, then click OK.
15e For the contract, select the contract you want to use for authentication.

15f Inthe URL Path List, specify the path to the application. For the sample payroll
application, this is the following path:

/payroll
15g Click OK twice.

16 In the Protected Resource List, make sure your J2EE protected resources are enabled, then
click OK.

17 Click the Access Gateways link.
18 On the Access Gateways page, click Update.
19 Continue with “Configuring a Protected Agent for Access” on page 60.

2.5.3 Configuring a Protected Agent for Access

1 Inthe Administration Console, click Devices > J2EE Agents > Edit.
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Cluster Configuration: Linux-Clustering

J2EE Agent Configuration

|dentity Server Cluster: idp-5% A

Contract: Mame/sPaszword - Bazic b

JZEE Application Server URL:

Enable tracing

504P related configuration
Cluster Member;  serverl

SOMP Base URL:

Fill in the fields:

Identity Server Cluster: Select the Identity Server you want the agent to trust for
authentication by selecting the configuration you have assigned to the Identity Server.

The option is used as the default, before you configure the agent.

Contract: Select the type of contract, which determines the information a user must supply for
authentication. By default, the Administration Console allows you to select from the following
contracts and options when specifying an authentication contract.

+ Name/Password - Basic: Specifies basic authentication over HTTP, using a standard
login pop-up provided by the Web browser.

+ Name/Password - Form: Specifies a form-based authentication over HTTP, using the
Access Manager login form.

+ Secure Name/Password - Basic: Specifies basic authentication over HTTPS, using a
standard login pop-up provided by the Web browser.

+ Secure Name/Password - Form: Specifies a form-based authentication over HTTPS,
using the Access Manager login form.

+ Any Contract: If the user has authenticated, allows any contract defined for the Identity
Server to be valid; or if the user has not authenticated, prompts the user to authenticate by
using the default contract assigned to the Identity Server configuration.

You can configure other contract types.

J2EE Application Server URL.: Specify the URL to access the application server, including
the port. Select the format based on whether the agent is protected by a path-based or a domain-
based proxy service.

+ If the agent is protecting a path-based proxy service, specify the published DNS name of
the Access Gateway proxy service, including the path. For example:

http://j2ee.mycompany.com/j2ee

+ If the agent is protecting a domain-based proxy service, specify the published DNS name
of the Access Gateway proxy service. For example:

http://j2ee.mycompany.com
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SOAP Base URL.: Specify the URL used to communicate between the agent components
residing in an application server. If you have created a cluster, select each cluster node from the
Cluster Member drop list and specify separate URLs for each node. The SOAP URL must end
with nesp. For example:

https://j2ee.mycompany.com:8443/nesp
Both J2EE application server and SOAP base URL have three parts:

+ Scheme: For the scheme, specify the scheme you have configured the Access Gateway to
use for connections (http or https). If you have configured the Access Gateway to use SSL,
the scheme needs to be https.

+ Domain: Specify the published DNS name of the Access Gateway proxy service.

+ Path: (Conditional) If the proxy service is a path-based service, specify the path. For this
example, this is /j2ee.

3 Click OK, then click Update > OK.
4 To update the Identity Server, click Identity Servers > Update.

Whenever you set up a new trusted identity configuration, you need to update the Identity
Server.

5 Continue with “Preparing the Applications and the J2EE Servers” on page 67.
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Clustering J2EE Agents

The J2EE Agents can be clustered to provide load balancing and fault tolerance. If the agent where
the user's session was established goes down, the user’s request is sent to another agent in the
cluster. This agent pulls the user’s session information from the Identity Server. This allows the user
to continue accessing resources, without needing to reauthenticate.

A cluster of J2EE Agents must reside behind a Layer 4 (L4) server. Clients access the virtual IP on
the L4 , and the L4 alleviates server load by balancing traffic across the cluster of agents. Whenever
a user enters the URL for an agent resource, the request is routed to the L4 server, and the L4 routes
the user to one of the agents in the cluster, as traffic necessitates.

A cluster is created by assigning one or more agents to a cluster configuration. The agents must all
belong to one type. For example, you can have a cluster of WebLogic agents, but not a cluster with
both JBoss agents and WebLogic agents.

*

Section 3.1, “Prerequisites,” on page 63

*

Section 3.2, “Creating a Cluster Configuration,” on page 63

*

Section 3.3, “Assigning a J2EE Agent to a Cluster,” on page 64
Section 3.4, “Modifying Cluster Details,” on page 65
Section 3.5, “Removing a J2EE Agent from a Cluster,” on page 65

*

*

3.1 Prerequisites

O An L4 switch installed. You can use the same switch for clustering all Access Manager devices.

Q The LB algorithm of the L4 switch can be anything (hash/sticky bit), defined at the Real server
level.

QO Persistence (sticky) sessions enabled on the L4 server. You usually define this at the virtual
server