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User Guide

¢ Section 1.1, “Welcome,” on page 7

¢ Section 1.2, “What's new,” on page 8

+ Section 1.3, “Getting Started,” on page 9

+ Section 1.4, “Basic Procedures,” on page 90
¢ Section 1.5, “User Roles,” on page 119

Welcome

Thank you for choosing our service management solution. Your decision guarantees your service
organization’s ability to deliver a comprehensive customer support service that meets, and even
exceeds, your customer expectations.

Easy to configure and customize, our service management solution has been developed to offer the
very best experience to users via the Web. This all-in-one support solution enables service issues to
be readily created, managed, monitored and solved, with minimal impact to your customer's
organization, allowing them to focus on their core business.

Your customers have access to a user-friendly portal that offers an easy-to-use Knowledge Base and
request tracking system. Your technicians are provided with the tools that allow them to offer effective
and efficient service. Supervisors have access to comprehensive management and reporting of the
service desk, its technicians and all support issues.

For assistance with set-up and configuration of the application, access the Configuration Steps
section of this guide. The configuration process requires the User to switch between the Administrator
Role and Supervisor Role, so in the first instance it is advisable that the person customizing the
application have both User Roles and this can be set for their account within the User tab of the
Administrator screen.

The User Guides have sections relevant to the various User Roles within the application, including:

+ Administrator
+ Supervisor
+ Technician

+ Partner

+ Finance User
+ Manager

+ Customer.

To start using this User Guide, click on the User Guide link within the Contents tab. Or, to use the
step-by-step guide to assist with the application set-up, see Configuration Steps.

Use single clicks within the guide to open topic information.

User Guide
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1.2 What's new

Version 7.0 includes major performance improvements, user interface updates, refinement of existing
application features and numerous Customer requests. Following is a summary of 7.0 inclusions. To
view a more complete list of new functionality in version 7.0 refer to the Release Notes.

*

*

*

*

*

Section 1.2.1, “Request functionality across all Processes,” on page 8
Section 1.2.2, “Service Desk Configuration & Use,” on page 8

Section 1.2.3, “Service Asset & Configuration Management,” on page 8
Section 1.2.4, “Customization and Setup,” on page 9

Section 1.2.5, “Web Services,” on page 9

1.2.1 Request functionality across all Processes

When working with requests, Users will find the following additional functionality:

*

*

Ability to convert a Service Request to an Incident, and vice versa
Customer and Line Manager Approval capability

Ability to scroll through lists

Request streams automatically updated and available in the Dashboard
Visual request type indicators within the Summary Information screen
Updated SLA progress bar with percentage displays

Ability to limit Quick Call access to a per Team base

Problem Teams can be configured to work from a queue.

1.2.2 Service Desk Configuration & Use

Supervisors will find updates in the following parts of the system:

*

*

New look Dashboard with customizable widgets and automatically updated request streams
Ability to set the Dashboard as the User Home tab

Capability to synch Calendar events with external calendaring tools

Ability to import Knowledge Base content using a .CSV file

New look Workflow and Asset Relationship maps

Access to Workflow State information via rollover functionality

Capability to queue support contracts

Access to an extended data model when building reports.

1.2.3 Service Asset & Configuration Management

Enhancements to Service Asset & Configuration Management functionality of v7.0 include:

*

*

*

Extended Relationship Map capability including a new look
Ability to create Outages that cover multiple Items and trigger Item Status changes
FSC dates applied to requests based on Outage windows

8 User Guide
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1.2.5

1.3

131

+ Enhanced Customer notification capability for Outages
+ Ability to duplicate Item Types.

Customization and Setup

Administrators have access to improved functionality in the following areas:

+ Multiple LDAP sources can be synchronized with the system

*

Ability to configure and automatically send scheduled reports across User Groups

*

Updated Setup screens

*

Ability to set the Subject field to required for Technician Users

*

Capability to set Password Security questions

*

Localization capability has been extended to Team Signatures and Email Messages.

Web Services

The following change has been made to the Web Services functionality:

+ When authenticating via Web Services with LDAP, the Web Service call must specify the
authentication source as part of the request.

Getting Started

+ Section 1.3.1, “Configuring Your System,” on page 9

¢ Section 1.3.2, “Active Directory Integration,” on page 10
+ Section 1.3.3, “Configuration Steps,” on page 23

¢ Section 1.3.4, “Setup,” on page 25

Configuring Your System

Before using the service management system, please read the following important
recommendations:

Logging In

The system includes a default Supervisor and Administrator account to initially access the
application. To log in with the Supervisor account, enter the User name: super, Password: super. This
User also has the Administrator Role that allows the User to switch easily between the Administrator
and Supervisor interfaces when configuring the system.

Setting the Time Zone
It is strongly recommended that each User set the Time Zone (in the My Account tab) during their

initial login. A default Time Zone can also be configured system-wide by the Administrator within the
Setup>Privileges>Customer tab.

User Guide
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1.3.2

Browser Buttons

Use the hyperlinks and buttons within the application screens, in preference to the forward and back
browser buttons. This ensures the application maintains control of the session and the data is
refreshed appropriately.

Active Directory Server Integration

When using Active Directory for User authentication, the server-side User group definitions and
subgroups must be of type ‘Universal Distribution’. The 'Domain User’ group or any other security
group cannot be added to any User group. For more information about working with directory servers,
see Active Directory Integration within the Administrator Guide.

Setting Up Billing

If Billing is to be used to manage Contracts, it is recommended that this be enabled before other
configuration is set, to prevent system disruptions.

To enable Billing:

1. Login as the Administrator

Select the Setup tab

Go to the Billing sub-menu option
Select Yes for Contracts

Complete required information (Refer to the Setup>Billing section of the Administrator Guide for
further information.)

6. Click Save.

o > 0N

Deleting Records

Before you begin to populate the database and use the system, it is important to note that records for
Customers, Technicians, Items, Item Types and Knowledge Base Categories or Articles are only
disabled within the application when the Delete option is selected. The records are not deleted from
the database. This preserves the integrity of your data whilst maintaining audit trails, should they ever
be required.

It is strongly advised that records are not manually deleted from the database as this may invalidate
existing relationships in the application, and cause the system to crash.

Active Directory Integration

Active Directory Integration

Active Directory is a unique implementation of the LDAP standard, as the requirements for
communication need to conform to the Microsoft™ Windows Authentication protocols. To meet this
need, it is necessary to enter all domains from which Users will authenticate. Multiple sources of
Active Directory can be synchronized with the system, if required.

User Guide



Configuring the Active Directory Integration

To configure the Active Directory integration:

1.
2.

Select Setup>LDAP

Click New

The LDAP/Active Directory Server screen tab is displayed.
Enter the Server Name

Select Active Directory within the Type drop down list

LDAP / Active Directory Setup

Server

Mame |

Typel i/ 1N
Define all the Domains from which Users will be authenticated

Domains will need to be entered in both NT and Windows 2000 domain naming systems
formats. This is because Active Directory conforms to Microsoft™, Windows NT and Windows
2000 authentication protocols.

Make entries with care, as they are not validated against the Directory Server by the system
Domain Editor.

r
Active Directory »

Win NT Domain |

Win 2000 Domain |

a. Here is an example of both the naming conventions for the domain:
b. mydomain.mycompany.com
c. NT Style = MYDOMAIN

d. 2K Style = mydomain.mycompany.com

6. Click New and enter domain information
7. Click Save
8. Using the drop-down arrow, select the Default Domain, which is used in the following three ways:

+ on the login page
+ to authenticate against, when synchronizing with the Directory Server
+ where the system expects to find the User Groups.

Enter all other required fields to configure the Directory Server

User Guide

11



12

Settings

Description

Security

Server Host

Server Port

Username

Password

Users Node

Locale

Default Timezone

Determines how the integration layer will
authenticate. For Active Directory this should be set
to Cleartext— Username + Password. Anonymous
connections to Active Directory are rarely enabled.

Enter the hostname or IP address of the Active
Directory Server. On a Windows NT domain this will
be the primary domain controller.

The default Active Directory Server Port is 389. This
is rarely changed.

Used by the system to authenticate against the
Active Directory Server when reading account
information. The domain prefix/suffix will be
appended, based on the default domain, when
connecting to the Server.

Enter the Password for the Username account.

The component of the base domain name that
refers to the location of the User Groups .For
example, if the location of the User Groups is the
following:

ou=UserGroups, ou=MIS, dc=myoffice,
dc=mycompany, dc=com (SeeLDAP/Active
Directory Advanced Settings for information on
Group configuration.)

Groups must be in the default domain, in this case
myoffice.mycompany.com. The Users Node only
needs the location of the Groups within the default
domain, so the Users Node in this example will be:
ou=UserGroups, ou=MIS.

Select the default Timezone to be applied to all User
accounts imported via Active Directory.

10. Click Save.

Repeat the above process to add more than one authentication server for authorizing User

access.

Test Button

The Test button creates a connection to the Active Directory Server, applying the configuration
settings. If successful, it will attempt to determine how many Users are in each group and display a

Results Screen.

NOTE: If the test fails, an error message will display the cause.

User Guide



Sync Button

The Sync button runs the synchronization process to import all Users from the Server Directory. If
new Active Directory Accounts have been created and those Users require immediate access to the
system, a manual synchronization would be used.

Only one synchronization can run at a time. When multiple Users need access, create the accounts,
then run a single manual synchronization.

A manual synchronization may take some time as it depends on the connection speed with the
external service. The manual synchronization works best for small directories. Larger Active Directory
implementations can take some time to propagate the changes, so account information may not be
immediately available.

Importing Customers

Customer details can be imported using Active Directory by enabling the option, if required. When the
system is setup to synchronize with Active Directory, move to the Setup>Privileges>Customer tab
and enable the Include Customers option.

LDAP/AD

Include Customers Mo

Mixed Mode  Yes No

If there is a need to create Customers using Active Directory and the system's internal authentication
capability, Mixed Mode authentication can also be enabled. After the option to Include Customers is
set to Yes in the Customer Privilege tab, the Mixed Mode field is displayed. Set this option to Yes to
allow Customers to be created directly in the system and using Active Directory.

Imported Account Usernames

Accounts imported from Active Directory use the UPN as the Username, as opposed to the NT style
login. The domain component of the UPN is derived from the selected domain in the popup on the
login page, which means Users need to enter their login name only to connect to the support
application.

Login details are passed directly to the directory server for authentication and are not retained within
the service management system.

LDAP/Active Directory Advanced Settings

LDAP/Active Directory Advanced Settings

Before setting up the LDAP/ADS configuration within the system, the Advanced settings should be
revised. The default setup assumes that the User Groups that the system uses to authenticate match
what is on the server, and that the User information imported matches the attributes available on the
server.

User Guide 13
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LDAP/Active Directory Advanced Options Set-up

To configure the Advanced options within the LDAP/Active Directoy Setup window:

1. Select Setup>Authentication

The LDAP /Active Directory Setup screen appears.

2. Click Edit

3. Move to the Advanced tab of the selected Authentication Server

LDAP Advanced Setup

Server Advanced

Update Schedule

Interval

Commencement Time

User Groups

Administrator Role
Supenisor Role
Technician Role

Partner Role
Manager Role
Finance Role

Customer Role

Weekly EI

sun [*]@ 0:00 ]

ladministrators
Supervisors
Technicians
Partners
Managers
Finance

Customers

Attribute Mapping
First Name |

Last Name |

Primary Email |

Email Alias

Phone

Muobile

4. Enter the relevant details for the fields, as required

User Guide
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Field

Description

Revert to Defaults

Update Schedule

Commencement Time

User Groups

Attribute Mapping

Resets the installation defaults.

Sets a routine synchronization to update the system
with current AD/LDAP accounts. Select the required
Daily, Weekly or Monthly intervals and
Commencement details.

Set the day of the week and time the system is to
start automatically synchronizing with the directory
server.

Provides imported Users Roles. (The system will
look for these groups by default)

The User Group names can be customized, only
requiring a uniqgue name for each group. The group
names on the Directory Server must be identical to
the User Group names entered here. Customize or
use the default User Group names as necessary.

Members of each group will be assigned the
appropriate Role within the system. To assign
multiple Roles to a User, make sure they are
members of each of the required groups. Users can
have only one of the Supervisor, Technician or
Partner Roles but they can also have any other
Role or combination of Roles.

Maps attributes from the directory server to
corresponding fields in the system. Native system
fields are First Name, Last Name, Email (A unique
Email Address must be included for a User account
to be created), Phone, Mobile, Pager, Address, City,
Zip and Country.

NOTE: Mandatory User information for new and
existing User accounts include the First Name, Last
Name and Email address. If these details are not
available, the application will not validate an existing
User account and automatically reassign any open
or active requests to another valid User.

Standard:Next to each field is a drop-down menu
containing the list of default fields specific to either
LDAP or ActiveDirectory server type. For each
native name, the default fields are selected. Use the
default mapping or select the mapping attribute as
required.

Custom: Select the Custom option to manually
enter an Attribute Field.

User Guide 15



Field Description

GUID Global Unique Identifier
For ADS select objectGUID
For OpenLDAP select entryUUID
For eDirectory select GUID.

LDAP User fields/ Mixed Mode User Fields The LDAP User field headings will be replaced with
any custom LDAP/ADS Accounts fields created by
the Administrator in Setup>Custom Fields ( See
Custom Fields.), or Mixed Mode User Fields if the
Mixed Mode option is enabled in the Server tab.

Use the drop-down list to select the appropriate
mapping to the matching directory server field or
select Custom to manually enter a Field.

Customer Orgs Organizational Unit relationships can also be
mapped from the authentication server. By default
this is not enabled. To activate Customer
Organizational Unit mapping, select Yes for the
Import Customer Organizational Units option and
define where the Company and Department
information is to be derived.

Line Managers LDAP attribute that defines a Customer's line
manager, which is used for processing approvals on
Service and Change Requests. Only system users
with the Customer Role can be assigned as Line
Managers.

5. Click Save.

Mapping Fields to the Matching Directory Server Field

The LDAP User field headings will be replaced with any custom LDAP/ADS fields created by the
Administrator in Setup>Custom Fields. See Custom Fields. Use the drop-down list to select the
appropriate mapping to the matching directory server field or select Custom to manually enter a Field.

LOAP User field 1 (istandard () Custom

Croups

LDAP User field 2 (istandard () Custom

User details are imported when synchronization with the Active Directory/LDAP server takes place.
Imported fields cannot be modified through the service management tool directly, the appropriate
authentication server console must be used.

Import Customer Org Units

Organizational Unit relationships can also be mapped from the authentication server. By default this
is not enabled. To activate Customer Organizational Unit mapping, select Yes for the Import
Customer Organizational Units option.
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Customer Orgs @ weg Mo

Company @ stangard Custom
company IZI

Department @) syangarg Custom
department IZI

NOTE: The details of the Org. Units are not populated upon this synch, only the Org. Unit names.

For the Org. Unit details to be assigned to Customer or User Information, create the Org. Unit in the
Supervisor>User>0rganizational Units tab and ensure the Org. Unit name is identical to what is
stored in the authentication server. If the details are not identical, the system will create another Org.
Unit.

Billing

The Billing module allows Users to create Invoices, Purchase Orders and manage Customer support
Contracts. Billing allows support organizations to charge Customers for support services provided,
and manage Items purchased with Service Contracts.

When the Billing module is enabled by the system administrator, the Invoices and Purchase Orders
sub-menu options are available within the application Finance tab. Purchase orders can simplify the
tracking of where and when new Items are purchased or leased. This feature is not meant to replace
an organization's original PO system, it is designed to easily link a specific PO number (and its
associated vendor and date information) with an Item.

The Invoices section allows Customers to be billed for products (Items) or support services
(Contracts) provided by the organization. An Invoice can be created when an Item and Service
Contract is ordered by a Customer. Alternatively, Invoices can be created for Service Contracts alone,
as the Item may already exist in the system.

Invoices can be generated through the following screens:

+ Within the Invoices section
+ When a request is created against an out-of-contract Iltem
+ When an Item, Customer or Organizational Unit is created, or edited to assign a new SLA.

The Billing options include:

+ Purchase Orders

+ Contracts

+ |nvoices.
Billing Description
Purchase Orders Allow Users to track Items from the moment an
order is placed to its delivery and implementation.
POs cover leased and purchased Items.
Contracts Within Contracts, Users can manage Customer

Service agreements over a specific time period.
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Billing Description

Invoices Allow Users to charge Customers for contracts.
When Invoices are activated, Contracts are
automatically enabled

Display SLA Prices Enables SLA Price fields to be visible in the SLA
Editor screen. This allows the Supervisor to allocate
costs to SLAs and assists with the calculation of
Break Even Point costs for Service Items.

See: SLAs.
Email Notifications (This option is visible when Contracts are enabled.)

Enables the system to update Finance Users via
automated emails, regarding Invoice and/or
Contract related matters.

Global Settings

Currency Defines the currency that is to be automatically
applied by the system for all financial transactions.

NOTE: Invoices and Contracts will not work when Global Items are in use. If Billing is enabled after
the application has been in use, a Supervisor will need to assign owners to Global Items before Billing
can be activated.

Purchase Orders

Purchase Orders

Purchase Orders can simplify the tracking of where and when new Items are purchased or leased.
This feature is not meant to replace an organization's original PO system, it is designed to easily link
a specific PO number (and its associated vendor and date information) with an Item.

Enabling Purchase Orders
To enable Purchase Orders:

1. Select Setup>Billing
2. Set the option Enable Purchase Orders to Yes
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Billing

Setup Contracts

Billing Module

Enable Purchase Orders Mo

Enable Contracts BERT=] Mo

Enable Invoices Yes m

Display SLA Prices [=T= Mo

Tax Rate (Percentage) |

Email Motifications =~ Enabled Disabled

Purchaze Order Company
Detailz

Global Settings

Currency  United States Dollar IZI

3. Set the default tax rate
The percentage amount entered here is applied by default to all POs.
4. Enter the Company Details to be used on the PO
5. In Global Settings, select the preferred currency
6. Click Save.

NOTE: Alogo can be applied to system generated POs by adding the graphic within the
Setup>Customize tab. (This option is only displayed when the Purchase Orders functionality is
enabled within the Setup>Billing tab.)

The Purchase Order sub-menu option is made available within the Finance tab for Finance,
Supervisor and Technician Users, when enabled.

Contracts

A Contract is made up of a Service Level Agreement (SLA) and a Service Delivery Period (start and
end time). They can be used to manage an entitlement to service from a start date, through to an end
date.

Contracts and Invoices are used together when the Service Desk needs to charge its Customers for
any support provided. Billing within the system is on a per Contract basis, and is enabled
automatically when Invoices are activated.
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Contracts can be created for different elements to suit organizational needs. Contracts can cover the
individual elements:

+ Items

¢ Customers

+ Organizational Units
+ Requests.

Pending Contracts are contracts that have a start date set in the future. They automatically become
active on the contract start date or can be enabled manually.

Enabling Contracts
To enable a Contract:

1. Select Setup>Billing
2. Click Yes to enable Contracts
A Contracts tab will be visible.

Billing

Setup Contracts

Billing Module

Enable Purchase Orders ~ Yes
Enable Contracts No
Enable Invoices  Yes
Display SLA Prices No
Email Notifications Disabled

Global Settings
Currency  United States Dollar IZI

3. Define the Email Notifications option for Finance Users

When enabled, automated emails are sent to Finance Users regarding matters relating to POs,
Invoices and/or Contracts.

4. Set the Currency for all financial transactions managed by the system
5. Move to the Contracts tab to define parameters for Contracts
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Billing

Setup Contracts
Subscription
Contract Renewal Time 20 days
Default Contract Duration 12 months
Time
Low Time Alert  Yes m
Threshold % Elapsed
Low Time Email  Yes m
Threshold % Elapsed
Expiration

LGl Complete Request Purchase Time

Overtme  Rollover

Options

Description

Subscription

Contract Renewal Time

Default Contract Duration

Time

Low Time Alert

The system can automatically send a Contract
Renewal Invoice before a contract expires. Enter
the number of days prior to the contract expiration
date for the system to send the renewal invoice.

For Contracts not to be automatically created, leave
this field blank.

(The information for the invoice can be configured in
the InvoiceSummary link within the
Setup>Email>Templates>Email Summary
Templates filter screen. This template is sent with
the InvoicePrefix email that can be edited in
Setup>Email>Templates>Full Email Templates list.

)

The system sets the default contract renewal period

to 12 months, adjust or delete the entry as required.

The system can automatically create an alert within
the Customer Portal for customers that have Time-
based contracts (i.e., purchased a quantity of
support hours.) The Alert can be sent based on the
percentage of hours that have been used.
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21



22

Options

Description

Low Time Email

Expiration

Time Expired

The system can automatically send an email to a
Customer that is getting close to using all their
support hours in their Time-based contracts. The
Email can be sent based on the percentage of hours
that have been used.

The Email content is set in the ContractTimeLow
option of Setup>Email>Templates.

When a Customer's contract is expired when a User
is working on a request, this option specifies if the
User can Complete the request although the
Contract has expired and if the system will lock out
the User until the Customer has purchased
additional time.

When Complete Request is selected, the following
options are displayed:

+ Rollover - means the time used to resolve the
issue will be subtracted from the Customer's
renewed contract.

* Ignore - means the time used to resolve the
issue, although the Customer contract has
expired, is not allocated to a future contract.

(The subject line and content for the automated
emails sent on contract expiration is configured in
the ContractTimeElapsed and
ContractTimeElapsed of Setup>Email>Templates.)

6. Enter the Contract Renewal Time, if required

For contracts not to be automatically created, leave this field blank.

7. Set Notifications and Thresholds
8. Set Time Expired option

Expiration

LUuE=aEl  Complete Request Purchase Time

Overtime  Rollover

9. Click Save.
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1.3.3

Configuration Steps

These configuration steps are recommended as a guide to assist with customizing the application to
suit the service environment. These steps are what is required at a minimum to enable your system.
It should be noted that these steps require access to the Administrator and Supervisor views.

The following procedure covers editing the logged in User account details and ensuring this User has
all the relevant privileges to achieve what is required to configure the system. It then details the steps
to enable the system to work with Email, setting the privileges for how Customers and Technicians
can interact with the system, and how requests and the system will behave. This is defined within the
Setup>Privileges tabs.

The User then has the option to customize the look and feel of the system, although this can be done
later, if preferred. The next step is to create Customers and Users in the system.

Moving to the Supervisor Role, the User then configures the day-to-day elements within the
application, which are part of creating and managing requests. This includes setting the timeframes
for managing requests and defining trigger points for escalations by configuring SLAs; detailing the
steps a request will move through, by customizing Workflows, which includes setting the stages of the
Workflow where timers will trigger automatic warnings and escalations; defining the Team(s) of
Technicians who will be associated with the customized Workflows and SLAs.

With the basic elements in the system now in place, the User then moves to the Configuration tab to
customize the Configuration Management Database (CMDB). This part is often considered the most
complex part of configuring the system, as this is where the service environment, including physical
and service Items, is mapped into the system with associated relationships. When designing the
CMDB, first the templates for all the different Item Categories are created. These are refined as Item
Type templates, with these two templates used to define the information recorded against each Item
and classification of issues that can be associated with each Item when requests are logged by
Customers.

After the CMDB structure is defined, Items are imported via AMIE or .csv file. This is when the Items
are associated with Customers or Organizational Units, who can log requests against the assigned
Items.

In the Administrator (Setup) view:
1. Customize the default Supervisor access

Include Incident, Service Level Management and if applicable, Request Fulfillment, Problem and
Change Management. Adjust the User Timezone, if applicable. (See: User)

2. Configure Email Setup and Email Messages (See:Setup>Email)

This step allows the system to manage requests via email. After completing the information in
the Server and Setup tabs, the content for automated emails sent by this system can be
customized. This does not have to be all done at this point, however, it is suggested that within
the last page of the Templates tab, the Signature be updated to reflect the service organization
name.

3. Enable System Privileges (See: Setup>Privileges)

At this stage, it is suggested that each option be reviewed in theUser, Customer,Request and
System tabs within the Privileges sub-menu option. Although it should be noted, these can be
adjusted in the future. If you are unsure about what an option refers to, select the Help button on
the system Ul, to display the relevant page of the User Guide. Be sure to set the appropriate
Time Zone within the Customers Privilege tab, as this needs to be set before importing
Customers and Users via an authentication server to ensure it is set correctly on all newly
created accounts.

4. Customize Banners and Welcome Page Message (See:Setup>Customize)
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10.

11.

This can be done now if the images are available. Alternatively, return to this step at a later
stage.

Create Customers and Users, which include Supervisor, Technician and Partner accounts

Note, to associate Organizational Unit information with Customers or Users, this can be
configured at this point within the Supervisor>User>Organizational Unit tab. Should the import
include the name of the Org Unit that matches what is recorded in the system, the details from
the information recorded internally will be applied to the Customer or User.

If using an authentication server, move to the Setup>Authentication
tab.(See:Setup>Authentication;Active Directory Integration or LDAP Integration)

If creating accounts directly in the system (i.e., using internal authentication), go to the User tab.
(See: Customers and Users.)

Set up Service Level Agreements (See: Service Level Management)
Move to the Supervisor view by clicking the User link, next to the logged in User Name.
If these are unknown at this time, the system includes a default SLA that can be used.

If applicable, create Operational Level Agreements and/or Underpinning Contracts (See: OLAs
or UCs)

This is more than likely an advanced system configuration step at this point, or may not be
relevant to the service organization. However, if OLAs or UCs are in place in the service
organization, they can be mapped into the system now. Alternatively, they may be added later.

Customize or create Workflows (See: Incident & Problem Workflows and Service Request &
Change Workflows)

The system includes default Workflows across all Processes. At this point, the default Workflows
may be sufficient, or they can be customized to suit the service organization requirements.
Alternatively, new Workflows can be created from scratch.

Create Teams (See: Teams)

By default the system includes one Process Team and the Unknown Team. Edit the existing
Process Team, including defining the way it works, assigning the relevant Technicians,
associating the Workflows that the Team will support, and setting the Technicians to work in the
appropriate Escalation Layer(s). Teams are to be created for all Processes that are to be
managed by the system (i.e., Incident, Problem, Change, Service Request.), although it may be
relevant to finish one Process first, and return to do the other Processes at a later date.

Assign Default Teams and SLAs within Request Privileges (See: Setup>Privileges>Requests)
Move to Adminstrator view by clicking the Setup link, next to the logged in User Name

These settings will be applied to all newly created Items and Item Types that result from an AMIE
import.

Configure the CMDB, by first customizing Configuration Categories:
Return to the Supervisor view by clicking the User link, next to the logged in User Name.

The system includes a number of default Categories, which should be more than enough for
most organizations. Within the Category, the attributes of an Item that are to be recorded in the
system, are defined by customizing the field labels. The stages that an Item can move through in
its lifecycle are defined within the Life Cycle tab (i.e., Installed>Pending Configuration>Pending
Test,etc). The types of issues reported against an Item are then created in the Classifications
tab.

Configure the Category Details Fields (See: Configuration Categories)
Define the Category's Life Cycle (See: Category Life Cycle)
Create Category Classifications (See: Category Classifications)
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1.3.4

12.

13.

14.

15.

Create Service Type templates and Service Items

For service organizations wanting to fast-track the capability to manage requests in the system,
it is advised to create Service Items in theService Catalog to allow Customers and Technicians to
log and manage requests within the application. Create a Type using the Service Category for
each Service being offered, then create the Service Item with the newly created Type template.
For the Service to be available in the Catalog, be sure the Service Item status is set to an Active,
non Pre-production State. If the Customers are to access a Service on the Customer Portal, the
Service Item Lifecycle State should also be set to Customer Visible.

Create Item Types (See:ltem Types)

If the Types are not to be automatically created as part of an AMIE or .csv import, this is done in
the Configuration>Types tab. This is where the Category template is associated with the Type
template, the default Teams and SLA are set, and the Classifications for issues reported against
Items are refined.

If tems are to be imported via a .csv file or AMIE proceed to Step 14.
Within the Admin>Setup tab, complete the Item Import (See: AMIE Import or CSV Import).

After the Items are successfully imported, a Supervisor User will need to refine the Type
templates created as part of the import, if the default settings do not apply to a newly created
Item Type. This task does not need to be completed immediately, and can be done on an ad hoc
basis (i.e., whenever a Type template is opened in Edit mode, before saving, the system will
prompt the User to set any required information.)

Within the Supervisor>Configuration tab, create Items. (See: Items)

If tems are to be created directly within the system, this is completed in the Configuration>ltems
tab. An Item Type template is selected for the new Item, which applies all the default information
set within the Categories and Types tabs, then ownership of the Item is assigned to the new
Item. Ownership can be Everyone (i.e., a Global Iltem), one or more specific Customers or
Organizational Units. The specific attributes of the Item are recorded in the Details tab, and any
relationships with other Items in the system can be created within the Relationships tab, now or
at some point in the future.

Items can be mapped to Services, if required. (See: Service Catalog.)

Implementing the Processes

For information and steps for implementing for the following Processes, refer to:

*

*

*

*

*

Request Fulfillment

Incident Management
Problem Management
Change Management

Release & Deployment Management.

Setup

Setup

The Email Setup tab allows the Administrator to define the behavior of the email polling functionality.

To set the email functionality details:

1.

Select Setup >Email > Setup
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Email
Server Setup Templates SMS
General Settings
Email Poling  Yes No
Include Banner  Yes No
Copy Type  CC

Requests
Create/Update via Email (Uses Team emails aliased to this account)

H
[
]

Motify Alternate Team  Yes Mo

Self Mail  Yes [o]

Include Request Status = Yes [o]
Include Request Priority ~ Yes Mo

Include Request Subject  Yes Mo
Notes

Parse Instance Prefix =~ Yes [}

Default Recipients Customers ¥ Technicians

Default Locale  English [~]

2. Define the settings in line with your organizational requirements:
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General Settings

Email Polling

Interval

Include Banner

Email Errors

Copy Type

Requests

Create/Update via Email

Accept Anonymous

Notify Alternate Team

Self Mail

Enable Email Polling to allow the application to
check for new email received in the mailbox on the
incoming server defined within the Server tab.

For new messages that are received, the system
will send a message to the sender acknowledging
their message. System generated messages are
customized within the Setup>Email>Templates tab.

NOTE: This option will be locked down if the Create
via Email option is selected.

Enter the time period the system will use to check
the incoming server for any messages sent to the
support system.

Select Yes to include a banner within emails sent
from the system.

The banner will be derived from:
Setup>Customize>Setup>Public Banner.

When enabled, details of any system errors
occurring while the application is running will be
sent to the development lab.

For emails sent within requests, define if the
Technician is to be copied or blind copied the
correspondence.

Select this option to enable requests to be created
from emails addressed to the support system and
Team addresses aliased on the email server. (See:
Email Polling.)

NOTE: Email Polling will be locked down to Yes
when this option is selected and the Accept
Anonymous option is displayed.

When enabled, the system will create requests from
emails received from email addresses that do not
exist in the application's database. (Refer below for
more information regarding this setting.)

When enabled, and if there is more than one Team
created for a Process, within the Summary tab of a
request the Alternate Team field is displayed.
Members of the Alternate Team will be notified
relative to the settings defined for the Current Team,
and for New Notes, if Technicians is selected in the
New Notes screen.

When set to Yes, new Notes created by a
Technician or Customer are also sent to them when
they save the Note.

User Guide
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General Settings

Include Request Status When enabled, the system will include the request
Status within the Email Subject line of any
correspondence sent from the system, regarding a
request.

Include Request Priority When enabled, the system will include the request
Priority within the Email Subject line of any
correspondence sent from the system, regarding a
request.

Include Request Subject When enabled, the system will include the content
from the Subject line of a request within the Email
Subject line of any correspondence sent from the
system, regarding a request.

Notes

Parse Instance Prefix The Instance prefix is used to process emalil
correspondence from multiple instances. If this is
not required, set the option to No.

Default Recipients Within the new Notes editor of requests, the default
email settings can be defined for the recipient
groups. Define the groups who are more likely to be
sent every New Note created related to a request.

Default Locale Set the default language file to be used for email
correspondence. The option set is applied to the
Email Locale field in the Customer and User
Information screens and can adjusted on a per
account basis, as required.

NOTE: The content for automated emails sent from
the system for languages other than English, is
defined within the Localization>Content tab.

3. Click Save.

Receiving emails from anonymous email addresses

When the Accept Anonymous option is enabled, the system will create requests from emails received
from email addresses not recorded in the application. This process is managed by the System User
being assigned as the Customer, and the original sender being added to the email address list, in the
Notify section.

It should be noted, that enabling this option increases the likelihood of spam emails being converted
into unwanted requests in the system. Email administrators should ensure that spam filtering is
performed prior to the request being received in the inbox polled by the application. It is not the
function of the service management tool to monitor, parse or filter emails prior to the creation of
records based on the contents of the target inbox.

System Privileges
The System Privileges screen allows an Administrator to control the following options:

+ Knowledge Base
+ Surveys
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* Forums
Chat
+ Qutages

*

*

Other general settings.

Enable System Privileges
To enable System Privileges:
1. Select Setup>Privileges>System

The System Privileges tab is displayed.
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Privileges

Waser Customer Requests Syubem
General Settings
Heost Address

Default Name Pattern  [Fist name] [Last name] ||

Outbownd Web Services . On Off

Default Sort Order ECETEY T [Tl Descending
Pubiic Forums [[IEEg o
Chat Options
Enable Chat = ves
Outages Options
Planned Outages Page Yes
Ourtages Page | Yes

Minimuwm Criticality  Low

[1]

Show Affected Relationships = ves
Show Affected Users . Yeas

Show Inactive [tems | Yes
Show Change Reguests Yes

Search Outages . Yes
KBA Review Options
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Customer Privileges

Description

Host Address

Edit Item Numbers

Public Knowledge Base

Public Surveys

Public Alerts

Passwords

Password Questions

Session Timeout

Terminate Active Session

Default Name Pattern

Outbound Web Services

To be completed with details of the machine hosting
the application, if required.

Allows users to edit the identification number of an
Item.

Allows access to the Public Knowledge Base on the
Login Page.

Provides access to Public Surveys on the Login
Page.

Alerts with the visibility defined as "Everyone" will
be made available on the Login Page.

When LDAP or Active Directory Authorization is not
used internal authentication is used. To define the
password type to be used by the system select:

Random: the system will generate a random string
whenever a password is reset.

Email: The Users Email Address will be used as the
password.

Manual: Allows the User to manually create a
password.

Enables the ability to set security questions within
the My Account screen for Customers and Users,

which are referenced when resetting or re-sending
login credentials.

The number of minutes the system waits before
terminating idle sessions.

NOTE: Ensure that the session timeout on the
server hosting the application, is equal to or greater
than the Timeout option defined in the System
Privileges.

When enabled, if a User attempts to log into the
system when they already have an active session,
they will be prompted to end the active session to
allow for the new login.

Select the order for names being displayed in the
system, when the First and Last Name are shown
together on a screen.

When enabled, request Workflow States and Iltem
Lifecycle States can be assigned a 'listener’, which
allows these details to be updated in external
systems. (Refer to the Extend section of the
LiveTime website for details on how to develop a
listener.)
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Customer Privileges

Description

OpenlD Provider

OpenlID Consumer

Forum Options

Use Forums

Default Sort Order

Public Forums

Chat Options

Enable Chat

Chat Request Assignment

Default Technician Availability

Outages Options

Planned Outages Page

Outages Page

Minimum Criticality

Show Affected Relationships

Enables the system to function as an OpenID
Provider for User authentication across network
resources, as the user authentication source.

The OpenlDProvider URL should be:

<PROTOCOL>://<SERVER>/LiveTime/
WebObjects/LiveTime.woa/

wa/providerLookup

The Protocol should be set to http or https and the
server details should include where the system is
hosted.

Enables the system to delegate authentication of
Users and/or Customers to one or more OpenlID
Providers (i.e., Google, Yahoo). OpenID Providers
that are to be used as delegates are configured in
the Setup>Authentication>Social tab.

This option enables and disables all Forums within
the system.

Sets the default Forum Topic sort order to either
ascending or descending.

This option enables Public Forums to be viewed
from the login page and does not require an account
to view.

Select 'Yes' to activate Chat facility within the
application.

Set to Technician if Customers are to be restricted
to chatting only with the Technician assigned to their
Request. Set to 'Team' to allow Customers to chat
with any member of the Team assigned to their
request.

Sets the default availability for chat status in newly
created Technician Account information screens.

Alink to the Planned Outages page is displayed on
the Login Screen. Outages can be set within
Configuration Item properties to schedule when the
item will be off-line.

Alink to the Outages Page is displayed on the Login
Screen.

Defines the Minimum Criticality required for Items to
be displayed on the Outages pages.

Enables Item from the Outages page to show the
Item's Relationships.
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Customer Privileges Description

Show Affected Users Allows Item owner's details to be displayed on the
Outages page.

Show Inactive Items Displays inactive Items on the Outages page.

An inactive Item is an Item that is currently not in
use by the organization.

Show Change Requests Allows Customers to view Change Requests related
to Outages displayed in the Customer Portal.

Search Outages Enables Outages to be searched using the
Customer email addresses or Item number.

KBA Review Options

Review KBA When enabled a Review date field is displayed in
the KBA Information screen. The default number of
days between reviewing KBAs should be set and
the number of days before the review date for an
Alert Reminder, should also be entered.

2. Click Yes to enable, or No to disable a Privilege option
3. Click Save.

NOTE: Note: All Outages options apply to Service Manager only.

Re-Index Button
Re-index

The Re-Index button at the base of the System Privileges page is used to re-build the system index. If
the search engine appears to be failing text searches, this process will re-create the index. The
indexing rebuild runs as a background process.

The following content and attachments is re-indexed:

+ Knowledge Base
¢ Forums

+ All requests

¢ [tems.

User Privileges

Within the User tab, privileges for Users with the Technician and Partner Role can be configured by
customizing the options within the Technicians options list. This also includes enabling functionality
related to all User work hours and public holidays. Defaults can also be adjusted for Users across the
Knowledge Management and Configuration Management processes.

Specific to Technician Users, the following privileges include the ability to:

+ Create new Customers

+ Create new ltems
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+ Reassign requests
+ Edit other Technicians' requests
+ Create, edit, publish and delete Knowledge Base Articles by default.

NOTE: Privileges assigned to the Technician Role are also applied to the Partner Role.

Enabling User Privileges
To configure User Privileges:
1. Select Setup>Privileges

The User tab is displayed.
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Privileges

User

Customer Requests System

Add Motes to Any Request m Mo

Reassign Reguests = Yes
Duplicate Requests Yes

Update Closed Requests Yes

Assignment Contrel | Yes

Edit Customer Partner Yeo

Create Qutage m M

Search All tems = Yes
Subject Required  Yes

Technician Alerts = Yes

Create Quidk Request m Mo

Define Work Hours | Yes
Scheduled Vacations | Yes
‘Vacation Reassign Yeo

Login during Vacation Yeo

Force Analysis m Mo

Work Hours

Celete

Celete

Publish
Celete Publish

Celete Publish

Celete Publish

User Guide 35



36

User Privileges

Technicians

Create Customers

Reassigh Requests

Duplicate Requests

Manual Request Time

View All Requests

Update Closed Requests

Search All ltems

Include Globals Default

Subject Required

Technician Alerts

Define Work Hours

Allows Technicians to create Customer Accounts.

Allows Technicians to reassign requests to another
Technician within the same Team. When disabled,
requests can only be reassigned through Escalation
or changing the status of the request by the
Supervisor.

Allows Technicians to copy requests to fast track
request creation. Supervisors have this privilege by
default.

Disables the timer that automatically monitors and
records the time when a request is in Edit Mode.

NOTE: This option is not available when Contracts
are enabled in the Setup>Billing tab, as time worked
on a request must be added to Notes manually by
Users.

Allows Technicians to view all the requests,
regardless of Team assignment, logged in the
system for the Processes they are assigned.

It also allows Technicians to edit requests that are
assigned to fellow Team members.

Set to Yes to enable Technicians to add Notes to
requests that are assigned a Workflow Exit State.

Within the Items tab of a request, the All ltems
option is displayed in the Find Item box for
Technician Users, if this option is enabled.

By enabling this option, the "Include Global*
Options" is ticked by default in the Find Item field,
when a User is creating a request.

To make the completion of the Subject field
mandatory for Users during the request creation
process, set the option to Yes.

Allows Technicians to create system Alerts.

Allows the Technician's availability to be configured
within the Users>Schedule tab. This ensures that
Requests are only forwarded to the User during the
Defined Work hours, unless there are no other
Users available.

*If this option is enabled, the Users Work Hours
must be defined for each User, otherwise the built-in
technician assignment logic will be ignored and all
new requests will be assigned to the Team Lead.
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User Privileges

Assignment Control

Scheduled Vacations

Vacation Reassign

Observe Public Holidays

Edit Customer Partner
Create Outage

Force Analysis

Configuration

Roles

Knowledge

Roles

When enabled provides the Assignment option
within the User Information screen. This allows a
Supervisor or Administrator to turn request
assignment off for a User who is available in the
system.

Allows leave to be scheduled for Users, within the
Users>Schedule tab. This allows vacations to be
planned and automatically detected by the System
when the User commences leave. The System will
not assign the User new Requests when they are on
vacation.

This option becomes available when the 'Schedule
Vacations' option is active. When enabled, this
option ensures active requests of the User
commencing leave are automatically re-assigned to
available Technicians within the User's Team.

This option ensures the System gives consideration
to public holidays when calculating SLA times,
escalations and breaches.

NOTE: When enabled, the Public Holidays sub-
menu option is visible within the
Admin>Localization>Holidays tab.

Allows Customers to be assigned to Partners within
the Customer Information tab.

Enables a Technician to create outages for Iltems.

The system will propose relevant Solutions within
the Analysis tab, during the request creation
process.

Set the default privileges for the User Roles' ability
to create, edit and delete Item information in the
CMDB.

Configure the default Knowledge Base authoring
permissions for each User Role.

2. Click Yes to enable, or No to disable a Privilege option
3. Click Save.

Customer Privileges

Customer Privileges specify the options that are available to Customers within the Customer Portal.

Enabling Customer Privileges
To enable Customer Privileges:

1. Select Setup>Privileges>Customer

User Guide

37



The Privileges screen is displayed.
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Privileges

Usper Custormer Requests System

FE G ETE]

ltem=s  View

Show Only Active ltems  Yes m

Show Motify Field Yes m
Subject Required  Ves m
Show Prionty =Ty Urgency Off

Default Date Style  mm/ddlyy =]
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Customer Privileges

Description

Create Account

Default Web Access

Incidents

Change Requests

Service Requests

Service Incidents

Iltems

Show Only Active Items

Show Subject Field

Show Priority

Item ID search

Force Search

Create Forum Topics

Display Room

Allows Customers to create their own account from
the Login screen.

Define the default setting for Web Access on newly
created Customer Accounts.

Define if Customers can view, create or edit
Incidents in the Customer Portal.

Define if Customers can view, create or edit Change
Requests in the Customer Portal.

Define if Customers can view, create or edit Service
Requests in the Customer Portal.

If the option to create Incidents in the Customer
Portal is enabled, this can be refined by defining if
Incidents can be logged against Service Items. If
this option is disabled then Services are not
displayed in the Category drop-down list during the
Incident creation process.

Also, if a Customer attempts to log an Incident
against a Service via email by including the Item# in
the Subject line, and this option is disabled, the
system will send an error message. The
"NoServicelncidentContent" error message can be
customized in the
Admin>Setup>Email>Templates>Error Message
filter.

Define if Customers can view, create or edit their
own Item details within the Customer Portal.

Allows Customers to only view Items that are
marked as Active in the system.

Displays the Subject field above the Description
field in the Customer Portal.

Enables Customers to view and set the Priority of
their requests. Alternatively, the Urgency can be
shown, which will be associated with the ltem
Criticality to set the Priority. Select "Off" to disable
this functionality completely.

Allows Customers to search by an Item's ID when
creating a new request.

When enabled, proposes solutions for Incidents
based on the Item Type, Classification and
Description provided.

Allows Customers to create a new Forum topic
through the Customer Portal.

Displays the Room for an Item when creating a
request.
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Customer Privileges

Description

View Technician

Show All Services

Show Service Targets

Enable RSS

Enable Titles

Enable Item Shadow

Customer Defined Contact

Record GPS

Default Date Style

Default Timezone

LDAP/AD

Include Customers

Mixed Mode

View Shared

Requests

Yes allows Customers to view the details of
Technician assigned to their request in the
Customer Portal.

Enables the Service Catalog link in the Services tab
of the Customer Portal. This allows Customers to
view and log requests against all Services offered
by the support organization (i.e., request access to
a service). Services listed here are not assigned an
Exit Item Lifecycle State.

Displays the Response, Restoration and Resolution
targets for the SLA assigned to the request in the
Customer Portal.

When enabled, provides the RSS Requests Menu
option in the Customer Portal.

When enabled, displays the Titles Tab within the
Setup, which can be customized. This list is then
displayed in the Title field in the User and Customer
Information screen.

When enabled, if requests are logged against an
Item on the Customer Portal, Technicians can
amend the Item assigned to the request without the
Customer seeing the change.

When enabled, this option allows the Customer to
define their preferred method of contact in their
Profile or My Account screen. Their preference
applies when a Team has the Customer Notification
option set to Customer Defined.

When enabled, the Customer's GPS location when
they last logged into the Customer Portal, is
recorded within their Customer Information screen.

Sets the default Date format to be used across the
application.

Sets the default time zone across the application.
This can be overridden on a per User basis, by a
User who sets their time zone for their log in
account

(Visible when an LDAP/AD connection is
configured.)

Set to Yes if the system is to import Customer
details when synched with an LDAP/AD server.

Allows Customer accounts to be created directly
through the system, as well as being imported via
LDAP/AD.

(Request visibility options for the Customer Portal.)
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Customer Privileges Description

By Ownership Allows requests to be viewed by all Owners of the
Item, when logged against a Shared or Global Item.

(See the table below for toggle option outcomes.)

By Org Unit (This option is visible when the By Ownership is
enabled.)

Allows requests to be viewed by all Customers of an
Org Unit assigned to the Item, when logged against
a Shared or Global Item.

2. Click Yes to enable, or No to disable a Privilege option
3. Click Save.
Setting the View Shared Requests options

When setting the visibility of requests logged against shared Items, refer to the table below to ensure
the correct visibility option is configured for your organizational requirements:

By Ownership By Org Unit Shared Request Visibility

No Only visible to the Customer who
logged the request.

Limited No Visible to the Customer who logged
the request and other Owners in the
same Org Unit, assigned to the Item.

Limited Limited Visible to Customer who logged the
request and members of Org Unit they
belong to, if the Org Unit is also
assigned to the Item.

Limited Yes Requests visible to Owners within all
Org Units assigned to the Item.

Yes No Visible to Customer who logged the
request and other assigned Owners.

Yes Limited Visible to Customer who logged the
request, other members of the Org
Unit the Customer logging the request
belongs to and other Owners
assigned to the Item .

Yes Yes Visible to everyone who share the
Item assigned to the request.

Requests Privileges

Requests Privileges allows the Administrator to control the functionality available for requests and set
default requirements. These privileges are applied system-wide.
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Enabling Requests Privileges
To enable Requests Privileges:
1. Select Setup>Privileges>Requests

The Requests Screen appears.
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Privileges

User Customer Requests System

Requests

Enable Escalation Control MNo

Queues W]y Off
Control Deployments via RFC = On Off
Control CMS via RFC =~ Yes Mo
Customer CMS via RFC = Yes Mo
Minimum Solution Relevance 50 %
Enable Quick Calls Mo
Request Priority B0\ =18 Selected

Handshaking

Handshaking Close Action

Approval Reminder  Yes Mo

Default Motes Visibiity  Public

Aliow Unknown = Yes Mo
Archive Reguests = Yes Mo
Default SLA  Warranty
Default Incident Team  Device-Incident Team
Default Problem Team  Problem Analysis Team

Default Change Team Change Management Team

ENRERRETRERREN

Default Request Team  Service Request Team
Review Options
Review SLA | Yes Mo
Review RFC = Yes Mo
KBA Options
Control KBA via Request  Yes Mo

Request Options

Enable Escalation Control Enables escalation to be enabled or disabled on a
per request basis. This option is only available to
Supervisor Users.
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Request Options

Queues

Control Deployments via RFC

Control CMS via RFC

Customer CMS via RFC

Minimum Solution Relevance

Enable Quick Calls

Request Priority

(Derived/Selected)

Default Priority

Handshaking

Allows Teams to use a holding bay for requests that
are received via email or the Customer Portal. The
Queues can be enabled within the Team
Information screen, on a per Team basis.

When enabled, Change Requests are automatically
created from newly entered Deployments, and will
require approval before work commences on the
Deployment.

When enabled, changes made within the CMDB by
a Technician will generate a Change Request
requiring approval before the change is
implemented.

When enabled, Customers creating Items via the
Customer Portal generate a Change Request that
requires approval before the change is implemented
in the CMDB.

Define the minimum degree of relevancy for content
included in the Description field of a request, when

the system automatically searches the Knowledge

Base to propose solutions.

Enables the functionality that allows the Supervisor
to profile Requests using Quick Call Templates.
These can be used by other system Users when
creating new requests.

Enable Derived to allow the system to derive the
Priority based on Urgency and Impact of the request
. Enable 'Selected' to manually apply the Priority
from a list of options.

**This option is displayed when the Incident Priority
is set to Selected. The selection made from the
drop-down menu, is automatically applied as the
default Priority for newly created requests.

Enables notifications to be sent to a Customer using
the Propose button within an Incident or Request,
stating the Incident/Request will be closed if no
reply is received from them within a set number of
days.

NOTE: Note: The Solution button within an open
Incident/Request is not accessible when the
Handshaking facility is enabled.

When enabled, if Problems or Changes are closed,
any related Incidents or Requests are moved to the
Pending - Approval State not to the default Closed
State.
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Request Options

Handshaking Close Action

Approval Reminder

Default Notes Visibility

Allow Unknown

Archive Requests

Default SLA

Default Incident* Team (required if using AMIE)

Default Problem* Team (required if using AMIE)

Default Change* Team (required if using AMIE)

Default Request Team* (required if using AMIE)

Review Options

Sets the system default number of days to lapse
before an Incident or Request will close if the
Customer does not respond to the handshake email
notification. This can be adjusted on a per Org Unit
basis.

NOTE: Note: To allow Customers to re-open an
Incident or Request using the link in the handshake
email, the web server must be using Port 80.

To automatically send Managers reminder emails
regarding Requests requiring their approval, set this
option to Yes. When Yes is selected, define the
number of days to lapse before a reminder will be
sent.

The content of the reminder email is drawn from the
ApproveChange or ApproveServiceRequest
template. These are configured within
Setup>Email>Templates tab.

Sets the system default visibility of Notes, when
added to requests. If it is expected that the majority
of Notes are to be emailed to Customers, select
Public.

When set to No and a User opens a request that is
assigned the Unknown Service Item, the User will
be prompted to update the Item before saving the
request.

When enabled, the number of days a request is
closed before being removed from the List View and
archived is to be set.

Requests that are archived have attachments
removed and they are no longer included in the full
text index for searching. They are still accessible for
reporting purposes and attribute based searches.

Is used as the Default SLA when a new request is
created without an SLA defined for the Item,
Customer or Org Unit.

Set the Default Incident Team, which is used for
AMIE integration and also set as a default Support
Team for Item Types.

Set the Default Problem Team, which is used for
AMIE integration and also set as a default Support
Team for Item Types.

Set the Default Change Team, which is used for
AMIE integration and also set as a default Support
Team for Item Types.

Set the Default Request Team, which is used for
AMIE integration and also set as a default Support
Team for Item Types.
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Request Options

Review SLA

Review RFC

KBA Options

Control KBA via Request

Request Type

Default SLA

When enabled will display the Review date field in
the Service Level Information screen. The default
number of days between reviewing SLAs should be
set and the number of days before the review date
for an Alert Reminder, should also be entered.

When enabled the system will display a Review
date in the RFC Information tab. The default
number of days between reviewing RFCs should be
set and the number of days before the review date
for an Alert Reminder, should also be entered.

When enabled, a Request is generated when the
KBA is created, deleted or amended and can only
be published to the KB by a User with publishing
privileges.

Specify the type of request to be generated when
new or amended KB content is moved to a "Pending
Publication” state.

(The options are based on the ownership of Change
and Service Request licenses.)

Set the default SLA to be used for when requests
are logged regarding updates in the knowledge
base. Applying an SLA here, determines which
workflow and team will receive the requests for
approval, as with any other request logged in the
system.

* To be set after Teams have been configured.

1. Click Yes to enable, or No to disable a Privilege option

2. Click Save.

Customize

The Customize menu allows the Administrator to brand the application where system banners can be
replaced with the appropriate organizational banners. Graphics included should be . PNG images.
The Application Banner should be 200 x 60 pixels and all other banners should be 500 x 70 pixels.

Adding a Customized Banner
To add a customized banner:

1. Select Setup>Customize
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Banner Type Displayed

Application Visible on the Log in page of the system.

User Visible in the portals for Supervisor, Technician,
Administrator, Partner, Finance and Manager Users

Public/Email Displayed on public portals for Knowledge, Outages,
Surveys and Forums. This banner is also included in
emails when the Setup>Email>Setup option of Include
Banner is set to Yes.

Customer Visible in the Customer Portal.

NOTE: Banners for Partner Organizations can be
uploaded in the Banners tab of the User>Partner
Organization screen. This will override the system
Customer Portal banner for Customers associated with
the Partner Organization.

2. To use Custom Banners, select the Use Custom checkbox at the top of the Customize Banners
screen

samers W portin

Add your own graphics here to customize the look and feel.
The graphics must be PMG images of the size indicated with transparency.

3. To upload a new banner, click New
A window with a browse function appears.

Browse... | Mo file selected. m

4. Browse to the location of the image and click .,

The image will be uploaded.
5. Repeat the process until all banners have been replaced
6. Click Save.

NOTE: When the Purchase Orders functionality is enabled within the Setup>Billing tab, the option to
upload a logo that will be used for system generated POs is displayed. The graphic should be saved
as 150x150 PNG file.

Portals Tab

All Public Access home page messages can be fully customized under the Portals tab. Links to
documents and downloads may be added. The home page messages can be customized for:

+ Alerts
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+ Forums

+ Knowledge Base

+ Login Page

¢ Public Outages

+ Planned Outages

* Surveys

+ Customer Portal welcome message.

NOTE: Outage Home and Planned Home Messages apply in Service Manager only.

To customize a Public Access message:

1. Select Setup > Customize
2. Click the Portals tab

Banners Portals
Hame £ Title =
AlertHome Public alertz page.
AlServices Dizplayed when the Customer selectz Service Catalog page

under Services Tab .

CustomerForums Dizplayed when the Customer Selects Forums Tab.
ForumzHome Public forums page.
ltems Dizplayed when the Customer Selects tems Tab.

KnowledgeHome

Public knowledge page.

Login Dizplayed on the main login page.
Logout Dizplayed when the user logs out.
CutagesHome Public outages page.

PlannedHome:

Public planned outages page.

Requests Dizplayed when the Customer Selects Reguests Tab.
SelfHelp Dizplayed when the Customer Selects Self Help Tab.
Services Dizplayed when the Customer Selects Services Tab.
Sspr Dizplayed on the main login page.

SurveyHome Online surveys page.

Welcome Dizplayed when the Customer has logged in.

3. Select the Name hyperlink
The HTML editor appears.
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Banners Portals

5

Customer Forums &

Format - FontFamily - FontSize - | |HTrI1L

A-B I U ==

e =l T

(|
i
&
“u

Welcome to our online Support Forums. These forums provide an active user community from around
the world. This is a great resource to ask questions and find answers to questions from other users.

Path: div Wiords: 33 .

Displayed when the Customer Selects Forums Tab.
" Restore Default

4. Edit the message as required
5. Click Save.

Cascading Style Sheets
The system can be further customized using cascading style sheets (CSSs) to amend:

+ Color
+ Fonts
+ Tabs
¢ Graphics.

See: CSS Tab.

Cascading Style Sheets (CSS)

Cascading Style Sheets (CSS)

The CSS tab allows Users to customize the look and feel of banner backgrounds and tabs within the
system. Knowledge of working with cascading style sheets is recommended when making changes
to these settings.

The options available for configuration include:

CSS Editor

Application Banners

50 User Guide



CSS Editor

div.login-panel div.login-header div.login-title-custom

div.login-panel div.login-header div.login-title-container

div.login-panel div.login-header span.login-app-logo

#header .customPngBanner

#header .defaultBanner

#header .customPngBanner

#pageHeader .defaultBanner

Menu Options (User Portal)

#menu a.active

submenu a:hover

#submenu a:hover span

#submenu a.active

This controls the style of the customized banner on the
Login page.

This controls the style of the default banner on the
Login page.

This controls the helpdesk icon graphic on the Login
page.

This controls the style of the customized banner within
the User portal.

This controls the style of the default banner graphic
within the User portal.

This controls the style of the customized banner within
the Customer & Public portals.

This controls the style of the default banner within the
Customer & Public portals.

This controls the highlight on the active (main) menu
selection.

This (in tandem with the span extension) controls the
mouseover (hover) on the submenu tabs.

This (in tandem with the hover default above) controls
the mouseover (hover) on the submenu tabs.

This controls the highlight applied to the selected
submenu options.

If unwanted changes are made to the system Style Sheets, use the Default button to return the

system to the out-of-the-box format.

LDAP Authentication

There are several ways to authenticate users of the service management application. By default the
system uses its internal authentication mechanism but there is also the option to authenticate against
one or more Directory Servers or use OpenlD Providers.

Internal Authentication

Using internal authentication requires the Administrator or Supervisor to create accounts for all User
types by entering the contact information, access levels and password. This information is then saved
to the system database. The typical case for using Internal Authentication is where there are few
Users, or in an environment that has no pre-existing directory server. Usually, the Administrator would
configure the User accounts prior to announcing the system is operational, and from that point on,
maintain the accounts as necessary. (See: Create Customers or Create Users.)

OpenlID Providers

OpenlD is a decentralized process to verify a Customer's or User's online identity. It addresses the
single sign-on issue by not relying on a centralized website to confirm a User's identity. The system
can be enabled to be an OpenlID consumer, which provides seamless authentication between third
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party authentication utilities and the service management system. OpenlID Providers are configured
within the Social tab, and Customers or Users that have accounts with the configured OpenID
Providers can log into the system by selecting the relevant icon on the Login page.

Directory Server Authentication

The system allows the Administrator to connect to one or more Directory Servers for User
authentication purposes. This removes the need to create User accounts as it allows the application
to synchronize User accounts and access levels with the existing Directory Server. It has the added
benefit of allowing the Administrator to work with existing infrastructure. (See: AD Authentication or
LDAP Authentication.)

Directory Server Groups (External Authentication)

Roles are used to grant access within the application. Users must be assigned to Groups on the
directory server that correspond to the Roles within the support system. Group members are
assigned Roles and access levels within the service management tool.

The default group names the system expects to find on the directory server are:

+ Administrators
+ Supervisors
¢ Technicians
¢ Partners
+ Managers
+ Finance
¢ Customers.
The Group names can be customized in the LDAP/Active Directory Advanced tab. Users can belong

to more than one group, for example if a User holds the Roles of Technician and Manager, they would
belong to the Technicians and Managers groups.

NOTE: Users can have only one of the Partner, Supervisor and Technician Roles. Therefore, they
can belong to only one of these groups. However, they may also belong to any other group, or
combination of groups.

The following fields may or may not be mapped, depending on the options set by the system
Administrator:

+ First Name
+ Last Name
¢ Emalil

¢ Phone

+ Mobile

+ Pager

¢ Address

+ City

* Zip

+ Country.
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Email Address

All User accounts must include an email address to be successfully imported into the system. If
additional fields have been mapped from the authentication server to corresponding fields in the
application, a drop-down menu containing all the optional values for the field will be available beside
the mapped field. Choose the correct value from each list.

Mixed Mode Authentication

The application can use a combination of internal and external authentication. This means, the
service management tool can be synchronized with a Directory Server to import User and Customer
details as well as allowing Customer Accounts to be created directly within the system. Such a
feature is useful, if the service and support solution is being used for internal and external customer
support.

To enable Mixed Mode authentication, after the system has connected to the Directory Server, move
to the Setup>Privileges>Customer tab and enable the Include Customers option to display the Mixed
Mode field. Set the Mixed Mode option to Yes.

NOTE: If authenticating against a Directory Server, all User accounts will validate against the server
except for the application default Administrator User. The default Administrator User account details
can be modified within the My Account tab of the application.

Creating a Customer (Internal Authentication)

Creating a Customer (Internal Authentication)

Use the Customer Information Tab to view and edit Customer details. It is also possible to set
Customer Roles, line managers and default login details.

Creating a Customer Account
When creating a Customer, the following four tabs are available:

+ Contact
+ Aliases

+ ltems

+ Contracts.

Information Tab

This tab is used to enter contact information for a Customer, when creating a new customer account.

NOTE: If Custom Fields are to be created for Customer Information it is recommended that the
Administrator complete the configuration prior to creating Users. See Custom Fields.

To create a Customer account using internal system authentication:

1. Select User>Customers
2. Select New
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3. The Customer Information screen appears, with the following fields:

Customer Information Fields

Access

Title If enabled, select the appropriate title from the drop-
down options. (This field is displayed if the Enable
Titles option is set to Yes in the
Admin>Setup>Setup>Privileges>Customer tab.)

First Name* Customer's First Name.
Last Name* Customer's Last Name.

User Name* The login User name credentials for the User. If this
is imported via LDAP or Active Directory, it can not
be edited. Otherwise, enter a Username. Note that
the value must be unique.

Password/ Confirm Password The Default Password is set to the Customer's
email address or a random string can be enabled by
the Administrator in Setup>Privileges>System. See
Authentication.

Customers can reset their password from the
Customer Portal, or a Service Desk User can reset
it in the customer account details using the Reset
Password button through the Customer>
Information tab.

Web Access Web Access allows Customers to view their account
information and Incidents via the Customer Portal.

Contact

Primary Email* The Customer's Email address. System messages
are sent to this address.

Send To This field becomes when alternate email addresses
are entered on the Aliases tab.

Select the most appropriate email address to be set
as the default address applied to Customer
correspondence. When the Send To field is set to
an alias address, the Primary Email address is not
included in the cc list, unless specified in the
request Information tab cc list.

Org. Unit The Organizational Unit, be it a Company or
Department with which the Customer is associated.

(Organizational Units are created by the Supervisor,
in Users >Organizational Units.)

Line Manager If relevant, assign a system user with the Customer
Role who can approve/reject requests made by this
Customer, as part of the Change Management or
Service Request approval process. (This
information can not be edited if the line manager
details are set by the LDAP synch.)
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Customer Information Fields

Room

Address 1
Address 2
City

State

Zip/Postcode

Country

Email Locale
Phone

Fax

Pager

Mobile

SMS Override

Partner

Customer of

This field is visible if the Display Rooms option is set
to Yes in the Setup>Privileges>Customer screen
and there are Room details configured in
Organizational Units.

First line of Customer's address.
Second line of Customer's address.
Customer's city details

Customer's State details. Options will be displayed
for the State, once the Country is selected, if
Regions are configured for the Country in the
system.

Customer's area code.

Customer's country. The country selected will
determine the time zone and state options for the
Customer.

Set the default language for email correspondence.
Enter Phone details.

Enter the Customer's fax number, if relevant.

Enter the Customer's pager details, if relevant.

A mobile number can be entered as a contact
number or for use with SMS (Short Mail Service
message). An SMS can be sent to notify the
assigned Technician when a request is created.

SMS Messaging options:

1. From the drop-down list, select the SMS
Service Provider.

2. Override SMS Address. If your service
provider does not appear in the list, click this
checkbox and enter an alternate Service
Provider.

Enter SMS Gateway override details for the
Customer, if a number other than the one entered in
the Mobile field is to be used to send/receive
updates via SMS. Enter the complete SMS details
in email address format, i.e.,
000777891@smsgateway.provider.com.

Nominate the Partner Organization associate with
the Customer. This is an external service provider
who manages the Customer's request.

(The option is enabled by the Administrator in Setup
Privileges> Use >Edit Customer Partner. The
Partner Organizations are defined by the Supervisor
in the User>Partner Organizations tab.)
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Customer Information Fields

Locale

Time zone The Customer automatically adopts the default
Timezone set for the system. However, the
Timezone can be manually adjusted here for the
specific Customer.

Last Login Auto-populated with the date the Customer last
logged into the system.

Host The IP address of the last login for the Customer

GPS The GPS coordinates of the last known address for
the Customer. (This field is displayed when the
Record GPS option is enabled in
Admin>Setup>Setup>Privileges>Customer tab.)

Roles

Current* Multiple Roles can be assigned to a User. Select
other Roles the Customer will use, by ticking the
check boxes.

Note: If the Technician Role is selected, a
Supervisor must be allocated.

Default Portal The Default Portal is the user interface a Customer,
who is assigned multiple Roles, accesses by default
when they log into the system.

NOTE: If the Users Default Portal is set to
Customer, the User details will not be accessible in
the Users list, but included in the list within the
User>Customer tab.

Details

Notes Click on the field to enter any Customer relevant
information.

* Denotes mandatory fields

1. Click Done.

Emailing Customers Credentials

To email a newly created Customer details regarding their system log in details, click the Email button
within the Customer Information screen. If Random Passwords is enabled, selecting Email will reset
the Password and forward the details to the Customer. If Password Questions is enabled in
Setup>Privileges>System, selecting Email will send a link to the Customer directing them to a page
that includes the security questions set for their account and reset the password based on the
answers provided. Customers must complete this process within an hour of the email being sent.
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vCard Button

[EE] wcard

Select this option to download and open the Customer's information in an electronic business card
format, to email or save outside the system.

Aliases Tab

The Aliases tab is used to enter additional email addresses. Email addresses in the Aliases tab allow
the Customer to send emails to the System or Team support addresses from more than one address.
The system creates requests from these emails. Notifications for requests created using an address
in the Aliases tab, are sent to the main email address and cc'd to the alias address that was used to
create the request.

When one or more alias email addresses have been created for a Customer, a Send To field is
displayed on the Customer Information screen, which allows the most appropriate email address to
be set as the default address applied to Customer correspondence. When the Send To field is set to
an alias address the Primary Email address is not included in the cc list, unless specified in the
request Information tab cc list.

Customer Information

Contack Aliases Items Requests Contracts
[ Ada ] Jason Blackett
Email =

|:| ingol@nsd.com

1-1 of 1 Results

To add an alias email address:

1. Select User>Customers

n

Click on the Customer name

The Customer Information screen appears.
In the Information tab, click Edit

In the Aliases tab, click Add

Enter an alias email address

Click Save

Select Done.

When an alias email address has been created for a Customer, a Send To field is displayed on
the Customer Information screen, which allows the alias email address to be set as the default
address applied to Customer correspondence.

N o o bk~ w

To remove an alias email address, in Edit mode, tick the checkbox next to the relevant email address
and then click Remove.
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Items Tab

The Items tab defaults to list of Items assigned to the Customer. To view Shared Items, tick the
Include Shared option. To view the Iltem details, select the Item Number hyperlink. Select the Excel
button to output the Item List to Excel format.

Customer Information

Contact Aliases Items Contracts

[ ndd CETED Jason Biackett

Include Shared [ | Display: 10 E|

[ tem Ho. = Item Type = Team =
srm-tst-n ell Latitude evice-Incident Team
[l tet-ned-222 Dell Latitude ES430 Device-Incident T
otepad++ indows Bun evice-Incident Team
[] Motepad Wind Bundle Device-Incident T
|:| Jason-lphoned Iphone 6 Device-Incident Team
icrofocus - ebsite Services evice-Incident Team
Microfi Website Servi Device-Incident T
elLearning
Email Service Email Services Device-Incident Team
[l

1-5of 5 Results

To add an ltem:

1. Select User>Customers
2. Click on the Customer name
The Customer Information screen appears.
3. In the Information tab, click Edit
4. In the Item tab, click Add
The Find Item editor is displayed.
5. Search for the relevant ltem
For details regarding an advanced Item search see: Advanced Search.
6. Select the Item # hyperlink
The selected Item will be associated with the Customer.
7. Click Save
8. Select Done.

To remove an Item, in Edit mode, tick the checkbox next to the relevant Item and then click Remove.

Contracts Tab

The Contracts tab displays a Customer's current contract status. A Customer can be assigned an
SLA or Contract when Billing>Contracts is enabled. A Customer can only have one active Contract.
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To create a new Contract for a Customer:

1. Select User>Customers

P WD

Select the Customer Name

Move to the Contracts tab

Click Edit

The system will display the Add button in the Customers tab

Customer Information

Contact Aliases Items Regquests

Contract
Service Level
Contract# Ne Contract Azsigned

Contract# = Type SLA

Invoice # Start Date = End Date

0 -0 of 0 Resulis

. Click Add

The SLA options are displayed.
Select a Service Level from the list
When selected, the screen expands to display the Time, Start and End date fields.
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Customer Information

Contact Aliases Items Requests Contracts

Contract
Invoice Number 100032
Service Level SLA

Incident E

Priority Response Time Restoration Time  Resolution Time 24 x 7 support Alert
Urgent & Hours 12 Hours 24 Hours Yes None
High 12 Hours 24 Hours 43 Hours Yes None
WMedium 18 Hours 356 Hours 72 Hours Yes None
Low 24 Hours 48 Hours 86 Hours Yes None

Contract Type Per Customer
Time Support Hours IEI
Support HDIJI'SI
Start Date  01/06/16 14:15 =l
EndDate 01/06/17 23:59 =

Notes

Price $100.00
Tax $0.00
Taxable [
Total Cost $100.00

7. Define the Contract Time period

For the Per Customer Contract Type the Time Period for the Contract can be defined:

If Subscription is selected, the Start and End Dates are automatically completed by the system,
but can be edited if required.

If Time Limited Subscription is selected, the Support Hours field is displayed and the number of
support hours purchased by the Customer should be entered. Also, the Start Date and End Date
fields should be completed manually, entering the length of time for the subscription period.

If Support Hours is selected, the number of support hours purchased by the Customers should
be entered

If Support Hours By Month is selected, define the number of Support Hours covered per month
and on which day of the month the Contract is designated as the Rollover Day. The Start Date
and End Date fields are automatically completed as an annual contract subscription but can be
edited, as required.

If the Start Date is set as a future date, the Pending Contract status is assigned. See Pending
Contracts.

8. Click Save
. Click Next to continue

The system reverts to the Contracts summary screen.
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10.

Customer Information

Contact Aliases Items Requests Contracts

Michael Angelo
Contract
Service Level Warranty
Contract # 2 €9
Contract Type Subscription
Invoice # 100002
Start Date 01/05/18
End Date 01/0517
Expires 1 “ear 0 Day

Customers Ttems Audit
Contract# = Type sLA S hvoice#  StartDate = End Date = D
|:| 2 Per Customer Warranty 100002 0140516 11:59 01/05M7T 23:59 Deleta

1-1of 1 Results

Click Save. Click Done.

To delete a current Contract select ... next to the Contract Number. Alternatively, to delete a current
or queued Contract, within the Contract>Customers tab check the field next to the relevant Contract #
and select the Delete button.

The Items tab within the Customer>Contracts screen is used to list all the Items with a Contract that
are owned by a Customer.

The list of requests with the time recorded against the Contract is displayed within the Audit tab. The
Summary view displays the list of requests with total number of Notes and Time allocated to the
Contract, while the Detail view includes a breakdown of all Notes and the associated time related to
each request.v

Searching for Customers

To search for Customers within the Users>Customers tab:

1.
2.

Go to Users>Customer
Click

Enter any known Customer details

Or, for a complete Customer list enter a before or after date for Customer creation

Click Search

The results will be displayed in a table with the Customer Name and contact information.

Click on the Customer Name to open the Customer Information module or select the Email
Address to send an email.
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Re-enabling Deleted Accounts
Administrators have the ability to reactivate deleted Customer accounts.
To enable a deleted account:

1. Within the User > Customers tab select

O search

2. Toggle the Account Status option to Deleted
3. Click Search
A list of deleted Customers is displayed.
4. Select a Customer to re-enable
The Customer information page appears.
5. Click the Enable button, to reactivate the account.
The Customer account becomes active and is available within the system.

LDAP Server Integration

Multiple types and sources of directory servers can be synchronized with the system at any one time.
Among the several LDAP servers supported by the system, and which this section discusses, are the
following:

+ Open LDAP

+ Netscape Directory Server

+ Novell eDirectory.

It should, however, be noted that LDAP does follow a standard and as such the settings detailed
herein should also apply to other implementations.

Configuring LDAP Server Integration
To configure LDAP Server integration:

1. Select Setup>LDAP
2. Click New

The LDAP /Active Directory Server tab is displayed.
3. Enter the Server Name

(If the system is to synch with Zenworks, ensure the Server Name matches the User Source
Name used by Zenworks.)

4. Select LDAP within the Type drop down list
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LDAP Setup

Setti
gl LDAP Server
Security | Active Directory e + Password F|

5. Complete the Settings fields

Fields

Description

Security

Server Host

Server Port

User name

Password

BaseDN

Locale

Secure Socket Layering (SSL) encryption is
provided for Active Directory and LDAP server
integration. Details entered here determines how
the integration layer authenticates.

User authentication can be with Secure Socket
Layering (SSL) or Clear Text. Select Anonymous or
User name and Password.

If Anonymous is selected, ensure anonymous
access to the directory is available.

Enter the host name or IP Address of the LDAP
Server.

This is the LDAP Server Port. The default is 389.

The system authenticates the user name against
the LDAP Server. Leave this blank for anonymous
connections.

Where a user name is provided, Netscape allows
the internal users to connect as the account name,
so using ‘cn=Directory Manager’ is acceptable.

Open LDAP expects the fully qualified Domain
Name for the user, regardless of access level, so at
the very least ‘cn=Manager,dc=example,dc=com’.

For other accounts the user BaseDN is required.
Users logging in need only enter their login name, it
is assumed the login name will be unique across the
entire directory.

If a User account is specified in the User name field,
enter the account password.

The Base Domain Name refers to the domain
location of the User Groups. For example, assume

that the location of the User Groups is the following:

ou=UserGroups,ou=MIS,dc=myoffice,dc=mycompa
ny,dc=com

The above String would be the BaseDN.
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Fields Description

Default Timezone Select the default Timezone to be applied to all User
accounts imported using the authentication server.

6. Enter all required fields to configure the Directory Server

LDAP Setup
Server

Name| fepm.blr.novell.com
Type| LDAP Server [~
Settings
Security Cleartext - Username + Password EI
Server Host| 127.0.0.1
Server Port| 389
Usemame | Administrator

Password| esseesesee

Base DN| o —people,dc=MY-DOMAIN,dc=c
(e.g. ou=Groups,DC=example, DC=com)

Locale

Default Timezone (GMT +5:30) New Delhi B

Test Button

The Test button will create a connection to the LDAP Server using the configuration settings. If
successful, it will attempt to determine how many Users are in the top level of each group and display
a Results screen.

NOTE: If the test fails, an error message will display the cause.

Synch Button
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The Synchronization button runs the synchronization process manually. It is most useful for the initial
deployment, and when new directory server accounts have been created for Users who require
immediate access to the system.

If using Certificates ensure the certificate details are entered in the Certificates tab before
synchronizing.

Only one synchronization can run at a time. For multiple users needing access, create the accounts
on the LDAP server then run a single manual synchronization.

A manual synchronization may take some time as it depends on the connection speed with the
external service. The manual synchronization works best for small directories, as larger directories
take more time to propagate changes.

Importing Customer Details

Customer details can be imported using LDAP by enabling the option, if required. When the system is
setup to synchronize with LDAP, move to the Setup>Privileges>Customer tab and enable the Include
Customers option.

LDAP/AD

Include Customers Mo
Mixed Mode Yes m

If there is a need to create Customers using LDAP and the system's internal authentication capability,
Mixed Mode authentication can also be enabled. After the option to Include Customers is set to Yes in
the Customer Privilege tab, the Mixed Mode field is displayed. Set this option to Yes to allow
Customers to be created directly in the system and using LDAP.

Category Classifications

A list of Classifications used to define issues are created within this tab and used as the generic
Classification for requests logged against Iltems that apply the Item Type Category being configured.
The Classifications are also used by the system for proactive Incident analysis and Problem groups.

Supervisor Users can define additional Classifications for specific Item Types, within the
Configuration>Categories>Item Categories>Classification tab.

The system is installed with several default Classification Type Categories, which can be edited if
required.

NOTE: The General Classification is owned and used by the system and cannot be deleted. It is also
advised that this Classification not be renamed, as this is the Classification assigned to requests
when they are created via email.

Classification Tab

Additional Classifications can be created for each Item Category, while the system provided
Classifications can be renamed or deleted. The Custom facility, when enabled, allows Users to add
Classifications during the request creation process.
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Item Categories

Category Lifecycle Classifications Responses Types

Classifications Hardware

4. || | Classifications
L-\J Configuration
L.\J Downloads
LIJ General (Default)
L.\J Manuals
L.\J Network

Custom ) gn @ off

Creating a New Item Category Classification
To add a new Classification:

1. Select the Classification tab of an Item Category
2. Right-click on the Classifications header
3. Select Create

Item Categories

Category Lifecycle Classifications Responses Types

Clazsifications Hardware

4- || | Classifications

Create

Custom ) pn @ off

4. Enter the details in the newly created node

Item Categories

Category Lifecycle Classifications Responses Types

Classifications Hardware

4. || | Classifications
i || Configuration
[-.L] Downloads
|| General (Default)
[-.L] Manuals
| Network

- i

Custom © on @ pff

5. Click outside the text box to commit the entry listing
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a. |_|_] Classifications

= u_] Configuration

u_] Downloads

u_] General (Default)
u_] Manuals

- | Network

,_I_] Faults

6. Repeat the above process to create all required list entries
7. Move an existing Classification to a new position, if required
Select the entry, then drag and drop the entry into its new location.

Item Categories

Category Lifecycle Classifications Responses Types

Classifications Hardware

4. || | Classifications
Ld Configuration
i- || | Downloads
LJ General él}efau Ity
u_] Manu Is
u_] Network

i || Fauts

Custom (D gn @ pff

8. Click Save.

Creating Sub-Classifications

Classifications can be expanded to include nested Classifications.
To create Sub-Classifications:

1. Right-click the relevant Classification header

The Create, Rename, Delete and Make Default options are displayed.

Item Categories

Category Lifecycle Classifications Responses Types

Classificati

4. ,_._] Classifications
1 u_] Configuration

,_J Faultz

Create

Rename

Delete

- Make Default
Custom ) opn @O

2. Select Create

Hardware

User Guide

67



68

A text box will appear under the Classification.

4. || Classifications.
4- ||| Configuration
| AL Fauts

i+ L) Downloads

i | General (Default)
.| wanuals

b || Network

3. Enter the name for the list entry
4. Click away from the text box to commit and save the change
5. Move an existing Classification to a new position, if required
Select the entry, then drag and drop the entry into its new location
6. The above steps can be repeated until the sub-category list is completed.

A .| Classifications
4- || | Configuration
4| | Fauts
.\_| Internal
“ || External
- .| Downloads
- || General (Default)
- .| Manuals

- Network

Renaming a Classification
Any Item Category classification can be renamed.
To rename a Classification:

1. Right-click the Classification
. \\.| Classifications

4- | | Configuration

4- | | Faults
\\.| Internal
- | External

- 1 Dol Create

GE‘
= Rename

S

Delete
Make Default

e [= L=

2. Click Rename
3. Edit the field content
4. Click away from the text field to save the change.
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Deleting a Classification
To delete a Classification:

1. Right-click the relevant list entry
2. Click Delete
3. Click Done when the Classification Categories are complete.

Managing Items using Database Mapping (AMIE)

Within the CMDB Import screen multiple asset management datasources can be synchronized with
the service management system. When one or more applications are configured within AMIE, a list is
displayed within the AMIE Setup tab.

AMIE

ﬂ Import Custom|ze
Server |dentifier Last Updated
ZENworks Configuration Management v11.1 (LiveTime Blue 0416M2 1552
Software Inc.)
ZENworks Configuration Manragement v11.1 - Hardware Green

[LiveTime Scftware Inc.)
1 -2 of 2 Results

Importing Items Using Database Mapping
To import Items using Database Mapping, the following configuration steps need to be completed:

1. Select Setup>AMIE
2. Click New
The Server, Database, Ownership and Synchronization fields appear.
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AMIE
Setup
Server
Type

ldentifier

Databaze
Type

Host |

Port

Hame I
Username I
Password
Schema

Catalog

Ownership

Default Customer

lgnore Domain Info
Synchronization

Auto Create New ltems

Frequency

Import Customize

ZENworks Asset Management v6.5+ IEI

SQLServer IEI

1433
ZEMwarks
MNCSystem

dbo

ZEMworks

@ Unasszigned (Import kems as Global)
0) System User
) Selected Customer:

(]

Yes Mo

MNever IZI
| 7ot M cancet A save

Configuration

System Type Define the system type as Database Mapping.
Identifier An identifying label that is used in List Views to
inform Users regarding the Source of an Item.

Server
Type Select the Type of inventory management product.
Database
Type Select the Database Type.
Host Enter the Host name or IP Address.
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Configuration

Port Enter the Port Number for the database server.
Name Enter the Database name.

Username Complete User name details.

Password Complete Password details.

Schema Enter the Schema type.

Catalog Enter the Catalog name. Typically this would be the

name of the Database.

Notification (Only If ‘Control CMS via RFC' is

enabled)

Email RFC's to Tech? Select this option if technicians are to be notified of
generated change requests.

Ownership

Unassigned (Import Items as Global) Select this option if Items are to be globally owned.

System User Select this option to assign imported Items to the
System User.

Selected Customer Select this option to assign imported Items to a
specific Customer.

Ignore Domain Info Tick this field if the system is to disregard domain

details attached to the User Name inside the AMIE
source when assigning an owner.

Synchronization

Auto Create New Items This option is only visible when a single AMIE
source is defined within AMIE. When enabled,
Items are automatically created upon
synchronization, relative to the Control CMS via
RFC setting within the Setup>Privileges>Requests
tab .

If disabled, a snapshot of imported asset
information is listed within the
Super>Configuration>AMIE Snapshots tab.

Frequency Choose a synchronization interval. This can be left
as Never if the database will be synchronized
manually.

NOTE: Synchronization times will vary depending
on the connection speed with the external service
and the database size.

. Click Test, to initiate a connection and test the setup

If a connection is not made, a system message will advise which part of the configuration was
not successful.

4. Click Save

5. To execute the import, click the Import button

6. After the import is complete, an Alert appears providing results of the import.
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Click on the Publish link to read the Alert details.

Alerts
| Publish T Severity = Title =
|:| i 01/08M8 1825 Warning Alert1

1-1of 1 Resultz

AMIE Import Alert

Alerts are generated for the Admin User after the AMIE synch is completed. The import alert
summary displays:

+ the details of the system that the synchronization was run against, as it is possible to import from
multiple sources.

+ the number of assets found in the datasource.

+ the number of assets automatically created if a single datasource is configured in AMIE and the
auto-create option is enabled; or if the Auto-Create option is disabled and Items already exists in
the system, the number of Items that were updated.

+ the number of AMIE Snapshots successfully imported, with a breakdown of new Items added
and number of Items updated.

Delete Options and AMIE

The options to delete AMIE configurations can be achieved through the List View on the AMIE Setup
tab, or by clicking on the a hyperlink within the Server column within the List View, which displays the
expanded Setup view for the specific asset management tool.

The Delete button clicked in the AMIE>Setup tab>List View results in Global level "delete" flags being
applied to all AMIE-managed Items stored in the system, however it retains the server details
configured in AMIE and their associated snapshots.

The imported Items that are deleted are not completely removed from the database but are flagged
as not available . By not erasing the Items completely, the historical data is maintained and allows
these Items to be re-enabled in the future. It should be noted that the Item Types associated with the
deleted imported Items are not disabled in the application.

The Delete button selected within the expanded Setup tab view for the specific asset management
datasource, results in Configuration level deletion of the configured server and any related AMIE
shapshots.

NOTE: The application must be restarted after the performance of either deletion operation, to allow
the changes to take effect and prevent unpredictable behavior of the system.
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© Import | | Customize |
Server
Type ZENworks Configuration Management v11.1 (LiveTime Software Inc.)
|dentifier Blue
Database

Type SQLServer
Host 10.0.1.166
Port 1433
Mame zenworks 11
Username sa
Schema dbo
Catalog zenworks_11

Ownership

Default Customer Unassigned (Import ltems as Global)

T

Auto Create New ltems No
Frequency MNever
Last Completed 041612 15:52

To delete the server configuration within AMIE and related snapshots:

1. Select Setup>AMIE>Setup
2. Select the Server link option within the AMIE list view
The expanded Setup screen is displayed with the Delete button.
3. Select the Delete button
A pop-up message is displayed asking your to confirm the deletion action.

WARNING! This will delete ALL imported items from the CMDB. You will need to restart the system after the delete process completes. Are you sure?

(6] [ comat |

4. Click OK.

A warning message is displayed informing you to restart the application server to complete the
deletion process.

Warning

Configuration deleted. Please restart the system.
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Re-enabling Deleted Items

To re-enable Deleted Items, initiate an Item search on deleted Items within the Configuration>ltems
screen of the Supervisor view.

Within the Supervisor view to search for a deleted Item:

1. Select Configuration>ltems
2. Click the Search button
A simple search page will be displayed

Search Items

Global Options @ attributes ) Full Text

ftem No.

Team IZ|

Description

Notes
Manufacturer

Search Globalz  All

[« [&]

I [ Deleted tems Onty
Owner Options

First Name
Last Name
User Name

Org. Unit

Purchase Order

Option

Purchase Order No

Type Options
tem Category |E|

ltem Type
Status @ al
) Active
) Inactive

3. Enter a search term
4. Select the Deleted Item Only option
5. Click Search
Alist of Items is displayed.
6. For the Item to be re-enabled, select the Item ID#
7. Click.

.. FEnmable
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Importing Items using a .CSV File

To import Items using a .CSV file, a .CSV template, containing all available fields, can be downloaded
and populated. The service management system uses a field mapping Wizard to match fields in the
template to those in the system. To download the template go to Setup > Item Import > Import. See
Downloading an Item .CSV Template for more information on configuring the .CSV file.

Before Importing a CSV File
For an Item to be successfully imported, the following fields must be mapped:

+ Team/s
+ Status.

The Teams within the .CSV file must be created in the system before they can be associated with an
Item as part of a .CSV import. Teams are created by a Supervisor under the User>Teams tab.

Items are imported based on Category (i.e. Hardware, Software, etc.), which must be configured by
the Supervisor within the Configuration>Categories tab before conducting a .CSV import. The
Categories configuration defines the Details recorded in the Item to be imported into the system. The
Administrator must create separate .CSV files based on the Categories configured, that are then
individually uploaded into the application.

For Items imported with owners, the Username in the .CSV file must match the Username within the
support system. If the owner does not exist in the system, the imported Item will become a Global
Item.

NOTE: If relationships are to be created between Items upon import, Parent Items should be
imported first. If the system generated Item Number is to be used for the Parent Item, it needs to be
included in the Parent Item Number field of the Related Items when they are imported.

Importing Items
To import a CSV File using the Import Wizard:

1. Select Setup>AMIE
2. Select the Import tab
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AMIE

BT SR =
Welcome to the Import Wizard

1. Download the C3V itemm template and complete.
(Required fields: “ltem Type®, "Status’ & Team’).

Download Template t

2. Selectthe Category you wish to import:

 Audio Visual IZI
Audio Visual
BYOD Devices to import:

BYOD DevicesCopy32
Documentation
Hardware

Mobile Devices
Network Infrastructure
Peripherals m
Printers & Scanners
Service

Software

ZENworks Bundle

Ju

To access a template that illustrates the fields the application maps and the data types (see
below), click the Download Template link on the Item Import Wizard screen within the
Setup>AMIE>Import tab.

The following fields should be visible:

Item Number(Unique char 64),Item Type(char 128),Manufacturer(char 128),Incident Team(char
64),Problem Team(char 64),Change Team(char 64),Request Team(char 64), Company(char
128),Department(char 128),Room(char 64),Username (char 64),Status(char 128),Criticality(char
64)Purchase Date(datetime),Cost(decimal),Field1(char 256),Field2(char 256),Field3(char
256),Field4(char 256),Field5(char 256),Field6(char 256),Field7(char 256),Field8(char
256),Field9(char 256), Field10(char 256),Field11(char 256),Field12(char 256),Field13(char
256),Field14(char 256),Field15(char 256),Field16(char 256),Field17(char 256),Field18(char
256),Field19(char 256),Field20(char 256),Notes(CLOB),Relationship Name(char 256),Parent
Item Number(char 64)

The char ### designation in parentheses after each field name signifies what type of data the
import utility expects to see in each field. For instance:

+ Item Type (char 128) means that the first name field cannot exceed 128 characters.
+ Fields marked as Unigue must be unique in the system.
+ Note the Room details MUST be in the following format: COMPANY-DEPARTMENT;Room

When creating a .CSV file for a Category, to determine the Field number of a configured Custom
Field, within theCategory tab of an Item Category select the System defined Ordering option.
The field labels will then be listed in sequential order from one to twenty.

. To import, select the Item Category

The drop-down list consists of all Categories created by the Supervisor in
Configuration>Categories.

4. Enter the file location, or use the Browse button
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5. Select Upload

The Field Mapping Wizard appears. Fields that can be mapped to the CSV file are available in
the drop-down list.

AMIE

Setup Import Customize

Field Mapping Wizard

Select the fields you wish to map to the internal database records. t

General General

ttem Number  [0] Item Number (Unique char 64) company| [8] Company (char 128)

Username [11] Username (char 128) Department] [9] Department (char 128)

temType || [1] Item Type (char 128) Room| [10] Room (char 64)

ENRENREIREN

Manufacturer| [2] Manufacturer (char 64) Service Level [7] Service Level (char 256)

incident Team|  [3] Incident Team (char 64) Date Format MWidd/yy HH:mm

Contract Start Date  [14] Contract Start Date (datetime) E
Problem Team|  [4] Problem Team (char 64)

Contract End Date  [15] Contract End Date (datetime) E
Change Team| [S] Change Team (char 64)

Purchase Date  [16] Purchase Date (datetime)
RequestTeam| [6] Request Team (char 64)

Criticality [13] Criticality (char 64)
Monthty Cost  [18] Monthly Cost (decimal)

BJ B B B E]E]E]E]E]E]

status| [12] Status (char 64)

[=]
Cost [17] Cost (decimal) E
=
[=]

Notes [59] Notes (CLOB)

Detailz
Details
Resolution  [19] Field 1 (char 128)
Serial Number [22] Field 4 (char 128) -

Interface  [20] Field 2 (char 128)

Display Warranty [21] Field 3 (char 128)

ENQENREN

Options lgnore First Line

D ‘erbose Errors

| Fields that do not contain matching system records automatically
Relationships create new records.

Relationship Name [60] Relationship Name (char 256} E

Parent ltem Number  [61] Parent Trem Number (char 64) E

6. Review and map the fields within the .CSV

Field Mapping Wizard

General
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Field Mapping Wizard

Iltem Number

Username

Item Type Il
Manufacturer |
Incident Team |
Problem Team |
Change Team |
Request Team |

Criticality

Status |
Company |
Department |

Room |

Service Level

Date Format

Contract Start Date

Contract End Date

Purchase Date
Cost

Monthly Cost

Notes
Details

Fields 1 to 20

Relationships

Relationship Name

Unique Item number of the Configuration Item, this
can be generated by the system or defined in the
.CSV file.

Customer owning the Configuration Item, imported
by entering their user name.

Item Type of the Configuration Item.

Sets the manufacturer details of the Item.

Incident Team assigned to the Configuration Item.
Problem Team assigned to the Configuration Item.
Change Team assigned to the Configuration Item.
Request Team assigned to the Configuration Item

Sets the default Criticality (i.e, critical, high,
moderate, low, very low) for the Item. Optional.

Default Configuration Item Status.
Company owning the Configuration ltem.
Department owning the Configuration Item.

The location of the Item. The .csv file data format to
import this information MUST be:

COMPANY-DEPARTMENT;Room
Configuration Item assigned SLA.

Displays the date format required for the contract
details to be imported successfully.

Sets the start date of a contract associated with an
Item.

Sets the end date of a contract associated with an
Item.

Date the Item was purchased.
The cost of the Item.

Sets the monthly Service Cost on per month basis
for the Item.

Free text to add notes to the Item. Optional.

Custom fields created for the Category are
displayed and can be mapped to the Iltem based on
information included in the .CSV file.

Defines the description of the relationship between
the Item set in the following field.
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Field Mapping Wizard

Parent Item Number

Options
Ignore First Line

Verbose Errors

Identifies the Item with which an ltem is related
using the Item Number.

Option to ignore first row upon import.

Detailed description of any errors that occur during
the import process.

| = Information that needs to exist in the system before the import

| = Fields that are mandatory

NOTE: If relationships are to be created between Items upon import, Parent Items should be
imported first. If the system generated Item Number is to be used for the Parent Item, it needs to be
included in the Parent Item Number field of the Related Items when they are imported.

Relationship Name  [60] Relationship Name (char 256) IZI

Parent ftem Number  [61] Parent Itemn Number (char 64) IZ|

4.

Configuring Items after the Import

Relationships

I Fields that do not contain matching system records automatically
create new records.

Select the Ignore First Line checkbox if the first line of the imported CSV file has field headings

Leave the checkbox clear if the CSV file begins with usable data.
Click Verbose Errors to record a detailed description of any errors that occur during the import

Leaving the box unchecked will return a summarized error report.

Select Import to bring into the system the mapped field data

The Item Import screen displays the results of the import.

Select Done.

During the Item Import, elements that do not exist in the database are created. These are the fields
marked with a blue line within the Field Mapping Wizard:

+ Item Type

+ Warranty

¢ Organizational Units.

After an import, all ltem Types that have been created will need to be further configured.

To complete Item Type configuration:

1. Log in to the Supervisor Portal
2. Select Configuration>Types
3.

In the Item Types screen, click on the newly created Item
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The Type Information screen appears.
4. Complete the following fields:

Item Type

Name Name of the Item Type.

Manufacturer The manufacturer of the Item Type. New
manufacturers can be created and existing
manufacturers can be edited and deleted by using
the Edit and New buttons that appear beside the
drop-down menu of manufacturers.

Item Category This signifies the type of Item. (Hardware, Software
or Service are the default Types, but Users with the
Supervisor Role can create more if required).

Identifier The drop-down list that appears is drawn from the
fields defined for the Item Category selected.
Although this information is not required, the
Identifier is used to differentiate similar Items that
may be in use throughout an organization. For
example, if an organization uses the same printers
for all departments, an Item Category field of
"Location" could be configured for the Item Details
and this could also be used as a secondary
Identifier for Printer Item.

Criticality Rates the degree of importance of an Item Type
within an organization, which can be adjusted on a
per Item basis. The 'Impact' of a Request is initially
pulled from the Criticality of the Item, but can be
adjusted within the request Information screen if
required. Requests logged through the Customer
Portal, use the Criticality of the Item to set the
Priority of the request.

The Incident Analyzer, if enabled by the
Administrator in Setup>CMS>Incident Analyzer, can
apply the Criticality to automatically detect
Problems.

The minimum Criticality level can also be used to
determine the off-line Items that appear on Outages
pages, if the Outages pages are enabled by the
Administrator in Setup>Privileges>System.

Icon When the Type details are saved, the Icon selected
for the Item Category will be displayed. To
customize the icon for the specific Item Type, select
the Icon to access the Upload ., or Cancel ..
options.

Unit Price The per-unit price of the Item Type.
Instance Total Number of instances owned by the organization.

Assigned Number of instances assigned to Customers as
Items.
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Item Type

Hidden

Creation

Ignore Share

Add Forum Topic

Incident Default

Problem Default

Change Default

Request Default

Service Level Default

Support Levels

Select 'On' to ensure Customers cannot view this
Item Type within the list in the Customer Portal. If all
Item Types use this selection, the Iltem Type list will
be completely removed from the Portal.

Items created using Item Types with Hidden
enabled, will not allow Customers to generate
requests against them in the Customer Portal, nor
will they be able to view or receive updates about
requests logged by the User against Items with this
functionality enabled.

Enabling this option gives Customers using the
portal the ability to create new Items using this Item
Type (if they have been granted the ability to create
Items by the Administrator in
Setup>Privileges>Customer>Create Item. (This
option is not displayed when the Hidden option is
enabled.)

Enabling this option overrides the system level
option for sharing requests raised against Items of
this Type. Requests raised against Items of this
Type will not appear in the customer portal when
viewing shared requests is enabled.

Create a forum topic using the Item Type Name.
This option is only displayed when a new Type is
being created.

The Team of Technicians assigned to support
Incidents received related to the Item Type. See:
Teams

The Team of Technicians assigned to support
Problems received related to the Item Type. See:
Teams

The Team of Technicians assigned to support
Change Requests received related to the Item Type.
See: Teams

The Team of Technicians assigned to support
Service Requests received related to the Iltem Type.
See: Teams

The default service level for the Item Type. When
Billing is enabled, service levels without a cost are
listed as an option. The service level with an
associated cost can be applied when the Item
created, this ensures Item contract payment is
processed.

All Service Level Agreements assigned to the ltem
Type, which will be displayed as options when a
request is created applying Item that uses this Type
template. SLAs listed here, are used within the
Costs tab of Service Types to forecast break even
points on the Service relative to the number of
Users.
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Item Type

Find SLA (Name) To assign multiple SLAs use this option. Click @

view all SLAs or refine the search by entering a
specific name. Select the SLA hyperlink to assign
the SLA to the Type Information. Click .. to clear
the search field.

5. Enter the Unit Price for the Item Type. This is an optional field that is used for asset management
See Finance Role.

Set the Customer options

Assign the default support Teams

Assign one or multiple SLAs, as required

Click Save

10. Move to the Classification tab to create problem classification for this Item Type.

© ©o N o

Click on the Item Type name to continue configuration.

Assigning multiple Companies and Departments to an ltem

The .CSV file import facility can also be used to assign more than one Company and Department to
an Item, if required. To assign multiple companies within the Company column of the .CSV file, enter
the company names separated by a semi-colon (;) If the Company or Companies do not exist in the
system, or have been deleted, a new Company will be created.

When importing multiple Departments related to the multiple Companies, the Department related to
the Company must be listed in the same order as the Companies and separated by a semi-colon. For
example:

Company Field: compl;comp2
Department Field: deptl:depart2 or ;dept2 or deptl;

Any departments that do not exist in the database or have been deleted, will be created as a result of
the .CSV import.

To assign rooms to one of the locations of this multiple Company/Department assignment, the full
details of the Company and Department must be entered into the column followed by a semi-colon
and the Room number. An example of the Room import format is:

Company Field:CompNamel;CompName2
Department Field:Deptl;Dept2
Room Field: CompNamel - Deptl;Room1l

Updating Item Information via .CSV

To easily update multiple Items that already exist within system, information can be imported using a
.CSV file. For the update to be successful, the Iltem number in the .CSV file must match the Item
number in the system.

Follow the above Importing Items procedure and ensure the Iltem Number field is mapped correctly. If
an Item Number is not included in the .CSV file, a new Item will be created.
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Downloading an Item .CSV Template

Downloading an Item .CSV Template
To download and populate the CSV Template for the CMDB Item Import
process:

1. Select Setup>AMIE
2. Select the Import tab

AMIE

Setup Import Customize

Welcome to the Import Wizard

1. Download the C3V itemm template and complete.
(Required fields: “ltem Type®, "Status’ & Team’).

Download Template t

2. Selectthe Category you wish to import:

tAudio Visual IEI
Audio Visual
BYOD Devices i to impart:

BYOD DevicesCopy32
Documentation
Hardware

Mobile Devices
Network Infrastructure
Peripherals
Printers & Scanners
Service

Software

ZENworks Bundle

.

To view a template that illustrates the fields the application is looking for and the data types (see
below), click the Download Template link on the Item Import Wizard screen within Import tab of
Item Import in the Setup tab.

The following fields should be visible:

Item Number(Unique char 64),Item Type(char 128),Manufacturer(char 128),Incident Team(char
64),Problem Team(char 64),Change Team(char 64),Request Team(char 64), Company(char
128),Department(char 128),Room(char 64),Username (char 64),Status(char 128),Criticality(char
64)Purchase Date(datetime),Cost(decimal),Field1(char 256),Field2(char 256),Field3(char
256),Field4(char 256),Field5(char 256),Field6(char 256),Field7(char 256),Field8(char
256),Field9(char 256), Field10(char 256),Field11(char 256),Field12(char 256),Field13(char
256),Field14(char 256),Field15(char 256),Field16(char 256),Field17(char 256),Field18(char
256),Field19(char 256),Field20(char 256),Notes(CLOB),Relationship Name(char 256),Parent
Iltem Number(char 64)

The char ### designation in parentheses after each field name signifies what type
of data the import utility expects to see in each field. For instance:
+ |tem Type (char 128) means that the first name field cannot exceed 128 characters.
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+ Fields marked as Unique must be unique in the system.

+ Note the Room details MUST be in the following format: COMPANY-
DEPARTMENT;Room

3. To import, select the Item Category

The drop-down list consists of all Categories created by the Supervisor in
Configuration>Categories.

4. Enter the file location, or use the Browse button
5. Select Upload

The Field Mapping Wizard appears. Fields that can be mapped to the CSV file are available in
the drop-down list.

AMIE

Setup Import Customize

Field Mapping Wizard

L

Select the fields you wish to map to the internal database records.

General General
ttem Number  [0] Itern Number (Unique char 64) E company | [8] Company (char 128) E
Username [11] Username (char 128) E Department] [9] Department (char 128) E
tem Type || [1] tem Type (char 128) E Room| [10] Room (char 64) E
Manufacturer| [2] Manufacturer (char 64) E Service Level [7] Service Level (char 256) E
Incident Team|  [3] Incident Team (char 64) E Date Format Miiddlyy HH:.mm
Contract Start Date  [14] Contract Start Date (datetime) E
Problem Team|  [4] Problem Team (char 64) E
Contract End Date  [15] Contract End Date (datetime) E
change Team| [5] Change Team (char 64) E
Purchase Date  [16] Purchase Date (datetime) E
RequestTeam| [6] Request Team (char 64) E
Cost [17] Cost (decimal) E
Criticality [13] Criticality (char 64) E
Monthly Cost  [18] Monthly Cost (decimal) E
status| [12] Status (char 64) E
Notes  [59] Notes (CLOB) E
Details
Details
Resolution [19] Field 1 (char 128) -
Serial Number  [22] Field 4 (char 128) E
Interface  [20] Field 2 (char 128) E
Display Warranty  [21] Field 3 (char 128) )
E Options Ignore First Line
[Tl verbose Errors
| Fields that do not contain matching system records automatically
Relationships create new records.

Relation=hip Name

Parent tem Number
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6. Review and map the fields within the .CSV

Field Mapping Wizard

General

Iltem Number

Username

Item Type Il
Manufacturer |
Incident Team |
Problem Team |
Change Team |
Request Team |

Criticality

Status |
Company |
Department |

Room |

Service Level

Date Format

Contract Start Date

Contract End Date

Purchase Date
Cost

Monthly Cost

Notes
Details

Fields 1 to 20

Relationships

Unique Item number of the Configuration Item, this
can be generated by the system or defined in the
.CSV file.

Customer owning the Configuration Item, imported
by entering their user name.

Item Type of the Configuration Item.

Sets the manufacturer details of the Item.

Incident Team assigned to the Configuration Item.
Problem Team assigned to the Configuration Item.
Change Team assigned to the Configuration Item.
Request Team assigned to the Configuration Item

Sets the default Criticality (i.e, critical, high,
moderate, low, very low) for the Item. Optional.

Default Configuration Item Status.
Company owning the Configuration Item.
Department owning the Configuration Item.

The location of the Item. The .csv file data format to
import this information MUST be:

COMPANY-DEPARTMENT;Room
Configuration Item assigned SLA.

Displays the date format required for the contract
details to be imported successfully.

Sets the start date of a contract associated with an
Item.

Sets the end date of a contract associated with an
Item.

Date the Item was purchased.
The cost of the Item.

Sets the monthly Service Cost on per month basis
for the Item.

Free text to add notes to the Item. Optional.

Custom fields created for the Category are
displayed and can be mapped to the Item based on
information included in the .CSV file.

User Guide

85



86

Field Mapping Wizard

Relationship Name

Parent Item Number

Options
Ignore First Line

Verbose Errors

Defines the description of the relationship between
the Item set in the following field.

Identifies the Item with which an ltem is related
using the Item Number.

Option to ignore first row upon import.

Detailed description of any errors that occur during
the import process.

| = Information that needs to exist in the system before the import

| = Fields that are mandatory

NOTE: If relationships are to be created between Items upon import, Parent Items should be
imported first. If the system generated Item Number is to be used for the Parent Item, it needs to be
included in the Parent Item Number field of the Related Items when they are imported.

Relationship Name  [60] Relationship Name (char 256) IZI

Parent ftem Number  [61] Parent Itemn Number (char 64) IZ|

4.

Configuring Items after the Import

Relationships

I Fields that do not contain matching system records automatically
create new records.

Select the Ignore First Line checkbox if the first line of the imported CSV file has field headings.
Leave the checkbox clear if the CSV file begins with usable data.

Click in Verbose Errors for detailed descriptions of any errors that may occur during the import

Leaving the box unchecked will return abbreviated errors.

Select Import to bring into the system the mapped field data

The Item Import screen displays the results of the import.

Select Done.

During the Item Import, elements that do not exist in the database are created. These are the fields
marked with a blue line within the Field Mapping Wizard:

¢ Item Type

+ Warranty

+ Organizational Units.

After an import, all ltem Types that have been created will need to be further configured.

To complete Item Type configuration:

1. Login to the Supervisor Portal
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2.
3.

Select Configuration>Types

In the Item Types screen, click on the newly created Item
The Type Information screen appears.

Complete the following fields:

Item Type

Name Name of the Item Type.

Manufacturer The manufacturer of the ltem Type. New
manufacturers can be created and existing
manufacturers can be edited and deleted by using
the Edit and New buttons that appear beside the
drop-down menu of manufacturers.

Item Category This signifies the type of Item. (Hardware, Software
or Service are the default Types, but Users with the
Supervisor Role can create more if required).

Identifier The drop-down list that appears is drawn from the
fields defined for the Item Category selected.
Although this information is not required, the
Identifier is used to differentiate similar Iltems that
may be in use throughout an organization. For
example, if an organization uses the same printers
for all departments, an Item Category field of
"Location" could be configured for the Item Details
and this could also be used as a secondary
Identifier for Printer Item.

Criticality Rates the degree of importance of an Item Type
within an organization, which can be adjusted on a
per Iltem basis. The 'Impact’ of a Request is initially
pulled from the Criticality of the Item, but can be
adjusted within the request Information screen if
required. Requests logged through the Customer
Portal, use the Criticality of the Item to set the
Priority of the request.

The Incident Analyzer, if enabled by the
Administrator in Setup>CMS>Incident Analyzer, can
apply the Criticality to automatically detect
Problems.

The minimum Criticality level can also be used to
determine the off-line Items that appear on Outages
pages, if the Outages pages are enabled by the
Administrator in Setup>Privileges>System.

Icon When the Type details are saved, the Icon selected
for the Item Category will be displayed. To
customize the icon for the specific Iltem Type, select
the Icon to access the Upload ., or Cancel ...
options.

Unit Price The per-unit price of the Item Type.

Instance Total Number of instances owned by the organization.
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Item Type

Assigned

Hidden

Creation

Ignore Share

Add Forum Topic

Incident Default

Problem Default

Change Default

Request Default

Service Level Default

Number of instances assigned to Customers as
Items.

Select 'On' to ensure Customers cannot view this
Item Type within the list in the Customer Portal. If all
Item Types use this selection, the Iltem Type list will
be completely removed from the Portal.

Items created using Item Types with Hidden
enabled, will not allow Customers to generate
requests against them in the Customer Portal, nor
will they be able to view or receive updates about
requests logged by the User against Items with this
functionality enabled.

Enabling this option gives Customers using the
portal the ability to create new Items using this Item
Type (if they have been granted the ability to create
Items by the Administrator in
Setup>Privileges>Customer>Create Item. (This
option is not displayed when the Hidden option is
enabled.)

Enabling this option overrides the system level
option for sharing requests raised against Items of
this Type. Requests raised against Iltems of this
Type will not appear in the customer portal when
viewing shared requests is enabled.

Create a forum topic using the Item Type Name.
This option is only displayed when a new Type is
being created.

The Team of Technicians assigned to support
Incidents received related to the Item Type. See:
Teams

The Team of Technicians assigned to support
Problems received related to the Item Type. See:
Teams

The Team of Technicians assigned to support
Change Requests received related to the Item Type.
See: Teams

The Team of Technicians assigned to support
Service Requests received related to the Iltem Type.
See: Teams

The default service level for the Item Type. When
Billing is enabled, service levels without a cost are
listed as an option. The service level with an
associated cost can be applied when the Item
created, this ensures Item contract payment is
processed.
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Item Type

Support Levels All Service Level Agreements assigned to the Iltem
Type, which will be displayed as options when a
request is created applying Item that uses this Type
template. SLAs listed here, are used within the
Costs tab of Service Types to forecast break even
points on the Service relative to the number of
Users.

Find SLA (Name) To assign multiple SLAs use this option. Click @

view all SLAs or refine the search by entering a

specific name. Select the SLA hyperlink to assign

the SLA to the Type Information. Click ., to clear
the search field.

5. Enter the Unit Price for the Item Type. This is an optional field that is used for asset management
See Finance Role.

Set the Customer options

Assign the default support Teams

Assign one or multiple SLAs, as required

Click Save

10. Move to the Classification tab to create problem classification for this Item Type.

© © N o

Click on the Item Type name to continue configuration.

Assigning multiple Companies and Departments to an ltem

The .CSV file import facility can also be used to assign more than one Company and Department to
an Item, if required. To assign multiple companies within the Company column of the .CSV file, enter
the company names separated by a semi-colon (;) If the Company or Companies do not exist in the
system, or have been deleted, a new Company will be created.

When importing multiple Departments related to the multiple Companies, the Department related to
the Company must be listed in the same order as the Companies and separated by a semi-colon. For
example:

Company Field: compl;comp2
Department Field: deptl:depart2 or ;dept2 or deptl;

Any departments that do not exist in the database or have been deleted, will be created as a result of
the .CSV import.

To assign rooms to one of the locations of this multiple Company/Department assignment, the full
details of the Company and Department must be entered into the column followed by a semi-colon
and the Room number. An example of the Room import format is:

Company Field:CompNamel;CompName?2
Department Field:Deptl;Dept2
Room Field: CompNamel - Deptl;Room1l
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1.4

141

Updating Item Information via .CSV

To easily update multiple Iltems that already exist within system, information can be imported using a
.CSV file. For the update to be successful, the Item number in the .CSV file must match the Item
number in the system.

Follow the above Importing Items procedure and ensure the Item Number field is mapped correctly. If
an Item Number is not included in the .CSV file, a new Item will be created.

Basic Procedures

¢ Section 1.4.1, “Mandatory Fields,” on page 90
¢ Section 1.4.2, “Creating an Element,” on page 91
¢ Section 1.4.3, “Editing an Element,” on page 91
¢ Section 1.4.4, “Deleting an Entry,” on page 91
¢ Section 1.4.5, “Exporting to PDF and Excel,” on page 92
¢ Section 1.4.6, “Formatting Print Views,” on page 92
¢ Section 1.4.7, “List Views,” on page 93
+ Section 1.4.8, “List View Options for all Request Types,” on page 96
¢ Section 1.4.9, “List Filters,” on page 111
¢ Section 1.4.10, “Changing Roles,” on page 111
¢ Section 1.4.11, “Buttons,” on page 112
¢ Section 1.4.12, “Online Help,” on page 117
¢ Section 1.4.13, “Remember Login,” on page 117
+ Section 1.4.14, “Working on requests,” on page 118
All sections throughout the application use a uniform system for creating, editing and deleting

elements. Whether you are working with requests, Customers, Items or Item Types, the procedure for
creating, editing or deleting existing elements is the same.

Mandatory Fields

When entering details relating to any element throughout the system, required information is marked
with a I.
Customer Information
Contact Aliases Items

Access
Title v

First Nan@ Mandatory field

Last Name I

Username |
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| Denotes Mandatory fields

1.4.2 Creating an Element

To create an element:
1. Navigate to the appropriate section

For example, if you want to create a Customer, navigate to the User>Customers section.

2. Click @D in the upper left-hand corner of the list of Customers
This will open a new Customer window.
3. Fill in the appropriate details

4. Click GETD .

The new Customer now exists in the system and will appear in the list of Customers.

143 Editing an Element

To edit an element:

1. Navigate to the appropriate section
2. Click the Entry link in the list

For instance, to edit a Customer, navigate to the User>Customers section and click on the
Customer name hyperlink. This will open up the Customer's details screen.

Customers

T @D oo e [ W . oo (5] oo 100[3] ©
Customer Name = Email Address Phone Org. Unit = Country = Roles Web Access =
[F] Michael Angelo michael@nsd.com Micro Focus - Head Office Customer Enabled fl
[F] Jason Blackett jason@nsd.com Micro Focus - Information Customer Enabled

Technology

3. Click m in the upper-left corner of the window to enter Edit mode
4. Update the necessary information

5. cliok CHIEITTD

The changes will now take effect and the User will be returned to the list.

1.4.4 Deleting an Entry

To delete an entry:

1. Navigate to the appropriate section

NOTE: Technicians do not have the ability to delete requests or Customers

1. Click the link in the list corresponding to the entry to be deleted

For instance, to delete a Customer, navigate to the User>Customers section and click on the
Customer you want to delete. The Information screen opens.

User Guide 91



92

Customer Information

Contact Aliases Items Requests Contracts
e ) Email
8 Roles
Current Admini
First Name Michaeal Manager
Last N Angelo Finance
Usernamg michaei@epm.bir.novel.com Customer

Web access\Enabled
Default Portal Customer Portal

Details
Notes

Primary Email michaek@nsd com
Org. Unit Micke Focus - Head Office
Line Manager
Address 1

Address 2 . .
cty Click to open screen in

Zp Edit mode
Couniry
Emal Locale Englsh
Phone
Fax
Pager

Mobile
(Requirad for SMS)

LDAP
Source epm.birnovel.com
GUID 7ie1T0bdB085a248b8db4TOIS 380804
Partner
Custorner of
Locale
Time zone (GMT +5:30) New Delhi
Last Login

Michael Angelo

Supervisor
Technician
Pariner

2. Click m in the upper-left corner of the window to enter Edit mode

3. Click at the bottom of the section.

The entry is now deleted and the User will be returned to the list.

1.45 Exporting to PDF and Excel

Most lists within the system can be exported to PDF and/or Excel. This functionality is available

wherever the PDF and/or Excel buttons are visible.

NOTE: To customize the view of an Excel export, create a list view with the preferred columns, use
the view and select the Excel button. See List Views for more information on customizing a list.

146 Formatting Print Views

Enable the print background setting on your web browser for better formatted and more User-friendly
hard copies of request summary screens print views. Using Internet Explorer this setting is found in:

Tools>Internet Options>Advanced>Printing>Print background colors and images.
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1.4.7

List Views

Application List Views are pre-sorted by ID #, and default to display ten Incidents per batch. A List can
be re-sorted by clicking on a column header, and the number of elements displayed per batch can be
changed using the Display pop-up option.

List Views allow Users to customize the list displayed for each screen within the application. When a
List View is created, the screen editor will display only the relevant columns for the module being
customized. For example, when creating an Item List View, the available columns will include only
Item information.

The system includes at least one default List View for each screen within the application. These
Views cannot be edited, however additional Views can be created.

To access details regarding the List View field options throughout the application, refer to:

+ Home, Operations and Change tab
+ Configuration tab
+ Users tab

+ Knowledge tab.

Create a List View:
As an example we will create a List View for the Incident screen.
1. Select Operations>Incident
The Incidents screen appears

2. Select® available on the far right of the screen
3. Click New
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Views Editor
MName
Shared @ Np ) ByRole ) By Team

Column 1 Request #

Column 2 Mot Included
Column 3 Mot Included
Column 4 Mot Included
Column 5 Mot Included
Column& Mot Included
Column7 Mot Included
Column & Mot Included
Column 9 Mot Included
Column 10 Mot Included
Column 11 Mot Included
Column 12 Not Included
Column 13 Mot Included
Column 14 Not Included

Column 15 Mot Included

CJ B B B B B B BB BB E]E]E]

4. Enter the View Name and specify if the View is to be shared by other Users or between Team
members

Shared Views allow other Users to apply the List View to their screen but does not permit them
to edit it.

5. Select at least 8 columns
This only applies to the request list screens, all other screens require at least 6 columns.
6. Click Save.

NOTE: Create a List View that includes New Tasks and New Notes to use as the default request
screen in order to have a visual cue when new Notes and requests are created.
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List Views

[ tew J ouwtcate J_pone

[ View Hame = Columns Owner are efau se View =
Vi H = Col o Shared Default Use Vi =
|:| System Incident View 12 System User @ [ | System Incident View
[ Service Delivery View 12 System User @ [ | service Delivery View
1-2 of 2 Results

Selecting a List View as the Default View

To use the same List View each time a screen is displayed, select the List View to be the default view.
To do this:

. Select® displayed on the far right of the screen
. Click the ™ putton in the Default column

1
2
3. The icon will then change to a L ] indicating that it has become the default
4. Select Done to view this List.

From this point, this will be the default List View for the selected screen.

Displaying a Different List View
To use a different List View:
1. Select® displayed on the far right of the screen

2. Select the link in the Use View column.

Editing a List View Column

To edit a List View, and change the columns:

Select @, displayed on the far right of the screen
Select the link in the View Name column

Make the required changes

Click Save.

P w DN PR

Duplicating a List View
To fast-track the creation of similar List Views, a List View can be duplicated. To duplicate a List View:

1. Select®, available on the far right of the screen
2. Click the checkbox beside the View Name to duplicate
3. Click the Duplicate button
The List View Editor appears with the columns of the original List View.

4. Complete the List View name
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5. Modify the columns as required
6. Click Save.

To access details regarding the List View information options throughout the application, refer to:

+ Home, Operations and Change tab
+ Configuration tab
+ User tab

+ Knowledge tab.

1.4.8 List View Options for all Request Types

List View Options for all Request Types

The List View options are derived from the database fields and can be customized by selecting &
within the My Tasks Home tab, Service Request, Incident or Problems screens within the Operations
tab and the Change tab list view.

The options within the Home, Operations and Change tabs are detailed in the following table:

Description

# Attachments Displays the total number of Attachments assigned to
the request.

# Notes Displays the total number of Notes assigned to the
request.

% SLA Remaining Displays the percentage of time available before the
SLA expires.

Classification Shows the Classification assigned to the request.

Client Room Displays the Room where the Customer can be
located.

Close Date Specifies when the request was moved first moved

into an Exit State of the Workflow.

Created The date when the request was first logged with the
system.
Customer The name of the person for whom the request was

logged in the system.

Customer Item The identification number of the Configuration Item
associated with the Customer. (This is especially
relevant when Item Shadowing is enabled for the
Customer Portal and a request is logged against an
Item that is different to the Customer's Item.)

Customer ltem Type The Item Type associated with the Customer Item.

Customer Solution Shows the Customer Note when they use the Close
option on the Customer Portal.

Description Displays the initial information logged for the
Customer's request.

96 User Guide



Description

Due Date

Escalation

Group

Identifier

Impact

Item

Item Category

Item Criticality

Item Room

Item Status

Item Type

Last Action

Layer

Logged Time (mins)

Logged by

New Note

Typically based in the SLA and Priority assigned to the
request, but in some cases may be manually
overwritten.

= is visible when the Escalation option is On for the
request.

Displays the Group identification number, if the
request is assigned to a request group.

Shows the ITIL process that the request belongs to:
“ Incident Management;
o Problem Management;

Change Management;

@ Request Fulfillment

Shows the Identifier field information of the Item
assigned to the request.

Shows the Impact associated with the request. This is
usually derived from the Criticality of the Item, but can
be adjusted manually on a request.

Shows the identifying number of the Item assigned to
the request.

Shows the Category name of the Item assigned to the
request.

States the Criticality of the Item as defined in the
CMDB.

Displays the Room details to which the Item is
assigned.

Displays the stage of the Item Lifecycle that the Item is
assigned.

Shows the Type name of the Item assigned to the
request.

Details the date that action was last recorded against
the request.

Details the Escalation Layer/level or work group
assigned to the request.

Shows the total time recorded against the request.

Shows the name of the person logged the request with
the system.

@ is visible when a new Note is added to a request
and has not been opened by the assigned Technician.
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Description

New Task

Number of Affected Users

Open Date

Open Time

Org. Unit

Priority

Request#

Restore Date

SLA

Source

Status

Subject

Team

Technician

Urgency

Warning Sent

Workflow

U is displayed when a new request is added to the
List View.

Displays the number of Customers associated with the
Item assigned to the request.

Details the date the request was first logged in the
system.

Details the time the request was first logged in the
system.

The name of the Organizational Unit to which the
Customer is assigned.

Shows the Priority setting for the request.
The identifying number for the request.

Shows the date the request was moved into a
Workflow State where the SLA Restoration option is
set to Yes.

Displays the Service Level Agreement assigned to the
request.

Displays if the request was created via Email, Portal,
Widget, Phone (Technician) or Web Service.

Shows the stage of the request Workflow that the
request is assigned.

Shows content entered in the Subject field of a
request. Usually derived for the Subject line of
requests created via emalil, if not populated manually.

Shows the Team assigned to the request.

Displays the name of the Technicians assigned to the
request.

Shows the Urgency associated with the request.

...!, is visible if an SLA Warning has been sent to the
Technician assigned to the request.

Details the Workflow assigned to the request.

If Custom Fields have been enabled for a Request Type in Admin>Setup>Custom Fields, they will
also be available in the Views Editor drop-down list options.

List View Options: Configuration Tab

The List View options are derived from the database fields and can be customized by selecting &>

within the Configuration tab.

The options within the Configuration Tab are outlined in the following table.
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Description

# Users

% SLA Uptime

% Uptime

Avg Repair Time

Avg Time to Fail

Change Team

Child R'Ships

Contract

Contract End Date

Contract Expiry

Cost

Criticality

Current Month Costs

Current Month Revenue

Customers
Deleted Date
Depreciated Value

Identifier

Incident Team
Item Category
Item No.

Item Type

Manufacturer

Displays the number of Users assigned to the Item.

Displays the percentage uptime expectation of the
SLA assigned to the Item.

Shows the actual uptime of the Item, based on the
time the Item is associated with Active Lifecycle
States.

Entries displayed here are automatically calculated
based on the average length of time an Item is offline.

Figures displayed here are automatically calculated
based on the average time between an Item being
offline.

Shows the Change Team assigned to the Item.

Displays the number of Child Relationships associated
with the Item.

Displays the Contract Number associated with the
Item.

Displays the date a Service Contract period ended.

Shows the date that a Service Contract is due to
expire.

Displays the value entered in the Costs field.

States the Criticality of the Item as defined in the
CMDB.

Uses the Charges figure within the Service Item Costs
tab, multiplied by the number of Users and days of
month passed, to calculate the month to date cost
figure.

Uses the Revenues figure within the Service ltem
Costs tab, multiplied by the number of Users and days
of month passed, to calculate the month to date
revenue figure.

Lists Customers assigned to the Item.
Shows the date the Item was deleted from the CMDB.
Displays the figure entered in the Depreciated Value.

Shows the ldentifier field information of the Item
assigned to the request.

Shows the Incident Team assigned to the Item.
Shows the Category associated with the Item.
Displays the identifying number for the Item.
Shows the Item Type associated with the Item.

Displays the Manufacturer name.
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Description

Open Requests

Org. Units

Parent R'Ships

Previous Month Costs

Previous Month Revenue

Problem Team

Purchased

Request Team

Room

Service Components

Service Level

Status

Shows the number of requests assigned an Active
Status, associated with the ltem.

Lists the Org. Units associated to the Item.

Displays the number of Parent Relationships
associated with the Item.

A reference figure for an average monthly cost, based
on the previous months costs for the Service Item.

A reference figure for an average monthly revenues,
based on the previous months revenue for the Service
Item.

Shows the Problem Team assigned to the Item.
Displays the date entered in the Purchased field.

Shows the Service Request Team assigned to the
Item.

Displays the Room associated with the Item.

For Service Items, the Item Number and Type is
displayed for other Service Items related as Children
for this ltem.

Shows the Service Level Agreement assigned to the
Item.

Displays the stage of the Item Lifecycle that the Item is
assigned.

List View Options: Users Tab

The List View options are derived from the database fields and can be customized by selecting &
within the Customers, Organizational Units, Partner Organizations and Users tab.

The options within the Users Tab are outlined in the following tables:

Customers List View options:

Customers Description

Contract # Displays the Contract Number associated with the
Customer.

Country Shows the Country assigned to the Customer's

Custom1to5

Customer Name

Date Added

account.

Shows the Custom Fields that have been configured in
the Admin>Setup>Custom Fields tab for Customer
Information.

Displays the Customer's name.

Displays the date the Customer account was first
created.
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Customers

Description

Email Address

Email Locale

FAX

Last Login

Last Logout

Ldap Source

Line Manager

Local Time
Mobile

Notes

Open Requests

Org. Unit

Owned ltems

Pager
Phone

Roles

Room

User Name

Web Access

Shows the Customer's email address as a link that can
be clicked to open a New Message email window.

Displays the language file associated with the
Customer for automated system correspondence.

Includes the Customer's facsimile number.

States the time and date when the Customer last
logged into the system.

States the time and date when the Customer last
logged out of the system.

When multiple LDAP servers are synchronized with
the system, this will display the LDAP details from
where the Customer information is sourced.

Shows the name of Manager User associated with the
Customer, which maybe relevant when seeking
approvals for Service or Change Requests.

Displays the local time for the Customer.
Includes the Customer's mobile number.

Displays information recorded in the Notes field of the
Customer Information screen.

Shows the number of requests assigned an Active
Status, logged by the Customer.

Displays the Organizational Unit assigned to the
Customer.

Lists the Item's assigned to the Customer by showing
the Item Numbers.

Includes the Customer's pager details.
Includes the Customer's telephone number.

Lists the Roles the Customer has been assigned
within the system

Displays the Room assigned to the Customer.

Displays the User Name access credentials for the
Customer's account.

Shows the Customer setting for the Web Access
option.

Organizational Units and Partner Organizations List View options:

Org. Units

Description

# Customers

City

Shows the number of Customers associated with the
Org. Unit.

Shows the City details for the Org. Unit.
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Org. Units

Description

Contract #

Country

Custom1to5

Name

Org Unit Email

Phone

Primary Contact

Primary Contact Email

Service Level

State
Website

Zip

Displays the Contract Number associated with the
Org. Unit.

Shows the contact telephone number for the Org. Unit.

Shows the Custom Fields that have been configured in
the Admin>Setup>Custom Fields tab for Org. Unit
Information.

Details the Organizational Unit's name.

Shows the Org Unit's email address as a link that can
be clicked to open a New Message email window.

Shows the contact telephone number for the Org. Unit.

Shows the name of the Customer who has been
assigned as the point of contact for the Organizational
Unit.

Shows the Primary Contact's email address as a link
that can be clicked to open a New Message email
window.

Displays the Service Level Agreement assigned to the
Org. Unit.

Displays the State information for the Org. Unit.
Displays the Org. Unit's Website details.

Shows the contact telephone number for the Org. Unit.

Users List View options:

Users

Description

Active Requests

Available

Classifications

Custom1to5

Shows the number of requests assigned an Active
Status, allocated to the User.

Includes a visual icon to easily identify if the User is
available within the system for request allocation:

@ : The User is not on leave and is available for
request assignment based on their assigned work
hours.

B The User is not on leave but is not available for
request assignment based on their assigned work
hours.

¥ : The User has the On Vacation option enabled.

Lists any Item Classifications that have been assigned
to the User within the Skills tab.

Shows the Custom Fields that have been configured in
the Admin>Setup>Custom Fields tab for User
Information.
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Users Description

Date Added Displays the date the Customer account was first
created.
Default Items Lists any Items that have been assigned to the User

within the Skills tab.

Default Portal For Users assigned multiple Roles within the system,
this field will display which Portal the User accesses by
default when they log into the system.

Email Address Shows the User's email address as a link that can be
clicked to open a New Message email window.

FAX Includes the User's facsimile number.

Last Login States the time and date when the User last logged
into the system.

Last Logout States the time and date when the User last logged out
of the system.

Ldap Source When multiple LDAP servers are synchronized with
the system, this will display the LDAP details from
where the User information is sourced.

Line Manager Shows the name of Manager User associated with the
User, which maybe relevant when seeking approvals
for Service or Change Requests.

Mobile Includes the User's mobile number.

Name Shows the User's name.

Pager Includes the User's pager details.

Phone Shows the contact telephone number for the User.

Processes Lists the ITIL processes the User has access to within
the system.

Roles List the Roles the User has been assigned within the
system.

Supervisor Shows the assigned Supervisor for Users assigned a

Technician or Partner Role.

Teams Lists the service Teams the User has been assigned
to.
Username Displays the User Name access credentials for the

User's account.
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Custom Fields

Custom Fields

The Custom Fields function allows screens in the system to be adapted to meet specific requirements
of an organization, as additional fields can be created for different parts of the application.

Custom fields can be set for different system screens and include the option to select:

+ Data type
+ Style
+ Defining if the field is required or includes a description

+ Determining whether it can be viewed or edited by the Customer (Incident, Change and Service
Request

Custom fields only.)

NOTE: A maximum of 5 fields is allowed for each option.

Enabling a Custom Field
To enable a Custom Field:
1. Select Setup>Custom Fields

The Custom Fields screen appears.
2. From the Category Filter drop-down list select the screen option
The displayed list includes all screens where custom fields can be added.

Custom Fields

Category: | Articles |E|
Articles
Field Data Type Style Change Requests
Groups
Custom 1 String Text Incidents
Inwvoices
Custom 2 String Text Miced Mode Accounts
Crrg Units
Custom 3 String Text Partner Orgs
Problems
Custom 4 String Text Purchase Crders
) Releases
Custom & String Text Service Reguests
SLAs
1-5 of 5 Resultz
Custom Fields Custom Field Locations
Articles Additional field for Articles in the Knowledge Base.
Change Requests Additional field for a Change Request.
Customers Additional field for Customer Information.
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Custom Fields Custom Field Locations

Groups Additional field for Service Request, Incident,
Problem and Change Groups.

Incidents Additional field for Incident Information.

Invoices Additional field for Invoices. (Option visible when
Billing>Invoices have been enabled for the system.)

Org Units Additional field for an Organizational Unit.
Partner Orgs Additional field for Partner Organization.
LDAP/ADS Accounts Customized LDAP/ADS fields can be used to map

to a Directory Server when importing user account
details. See Authentication.

Problems Additional field for Problem details.

Releases Additional field for Release Management details.
Service Requests Additional field for Service Request information.
SLAs Additional fields for Service Level Agreement

Information screen.
Users Additional field for the Users Information screen.

Purchase Additional field for Purchase Orders. (Option visible
when Billing>Purchase Orders have been enabled
for the system.)

NOTE: Problem, Change, Release and Service Requests are in Service Manager only

1. To define a custom field, click on the appropriate field label hyperlink

An editable window appears.

Custom Fields
Custom Field

Field Label] Customn 1 o
Category Article

Active  Yes m

2. Toggle the Active field to Yes

Once activated, a list of options is displayed.
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Custom Fields
Custom Field

Field Label| Custom 1

Category Article

Required Yes m
Data Type  String |ZI

Style EEE=¥au List
Unigue Value |:|

Default Value

Input Validation  Yes m
Enable Description  Yes m

Options

Description

Field Label

Active
Required
Data Type

Style

Edit the Field Label by entering the relevant name.
(Required.)

NOTE: The label entered within this field is applied
to the English Ul. For it to appear in another
language, configure this label in the
Setup>Localization>Content tab.

Defines the Custom Field visibility.
Defines if the field is mandatory when displayed.
The format required for the field.

Select the data type from the following:
¢ String (Text or List)
+ Number-Custom Field that requires a number
+ Boolean (Radio Buttons)

+ Date-Custom Field that requires a value in a
date format

¢ Currency- A currency can be defined for the
Field

+ Hyperlink - A URL can be included in the field.
From the options provided, the way the data type
will be displayed.

+ String custom field - either an open text field or
a list, or

+ Boolean custom field - uses radio buttons to
define Yes/No or True/False.
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Options Description

Unique Value When active, the system prevents the duplication of
data within the customized field.

Input Validation When enabled the Input Mask and User Mask can
be defined.

Input Mask : A regular expression to use for data
validation of values entered by a User (i.e., Zip/Post
Code, telephone no.)

User Mask: A User Friendly representation of the
Input Mask that Customers can understand should it
appear in a validation error message.

Enable Description When enabled, a Description field appears that
allows the User to enter details of what information
the field is expected to capture. These details are
accessible next to the custom field on the relevant
screen.

Data Type - List

When the Data Type String - List is selected the List Contents field is displayed, which provides the
facility to create a drop down list to be created as options within the field.

To create a new list entry within the List Contents field:
1. Right click the Entries link

The Create option is displayed

.

List Contents | i. | Entries

Default Value Create

Enable Description

2. Click Create
A New node link displayed

=

List Contents | . || Entries

3. Enter the name of the field
4. Click outside the field to save the entry
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List Contents | . ||| Entries

.| offline work

5. Repeat this process until all list entries have been added
To create a nested list, right click on the relevant list entry and repeat the above process.
. \\_| Entries

4 il offline work
-i ., | Connection

., | Router
\\.| Hardware
- .| Cnline

6. To move an existing entry to a new position, select the entry, then drag and drop the entry into its
new location

. ==

List Contents | . ||| Entries

4- || offiing work
__| Connection

\| | Router & Hardware
: .\ | Hardware
\\_| Online

7. When all the relevant details have been defined for the custom field, click Save.

.

List Contents | . .|| Entries

4- || | offline work

J .| Connection

.\ | External izsues
.|| Router

- | Hardware

- L) Cnline

Custom Fields for Incidents, Change and Service Requests

If a custom field is enabled for an Incident, Change or Service Request, additional options are
displayed. These include:
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Description

Customer Visible The custom field is visible in the Customer Portal,
otherwise it can only be viewed via Technician access.

Customer Editable Allows the Customer to edit the content within this
field.

Default Value The custom field will automatically be populated with

the value entered here when a request is created. This
value can be edited within the request screen, if
required.

Custom Fields
Custom Field

Field Label| Customn 1 o
Category Change Request

Active B Mo

Required Yes m
Customer Visible Y= Mo h

Customer Editable [N MNo

Data Type  String |E|

Sl Text List

Unigue Value |:|

Default Value _
Input Validation  Yes m

Enable Description JR(=1= Mo

De.scrlptlnnl Customer field description iz used
to type the detailed information
that is useful for both customers
and users.

NOTE: If Customer Visibility is set to No for a required field, then a Default Value must be defined.
This will enable the Customer to save a new request without seeing the relevant field.

LDAP/ADS Accounts Custom Fields

The LDAP/ADS custom fields are used to define specific Customer and User fields configured within
LDAP/ADS. The custom fields for Customers and Users are completed when Users and Customers
are entered manually or imported using a .CSV file.
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If Mixed Mode LDAP is applied, the same set of custom fields are used. These are listed with the
label Mixed Mode within the Custom Field Category filter list.

List View Options: Knowledge Tab

The List View options are derived from the database fields and can be customized by selecting &

within the Knowledge Tab.

The options within the Knowledge Tab are outlined in the following table:

Description

Age

Article No.

Classification

Created

Custom1to5

Iltem Type
Last Updated

Mean Rating

Owner

Status

Summary

Title

Type
View Date

Views

Visibility

Votes

Based on when the content was created, shows the age
of the Article or FAQ.

The identifying number for the Article or FAQ.

Shows the Item Classification assigned to the Article or
FAQ.

Displays the date when the Article or FAQ was created.

Shows the Custom Fields that have been configured in
the Admin>Setup>Custom Fields tab for Customer
Information.

Shows the Item Type assigned to the Article or FAQ.
Displays when the Article or FAQ was last updated.

Displays the mean score rating for helpfulness of the
Article or FAQ.

The User who created the Article or FAQ.

Details the stage of publication the Article or FAQ is
assigned (i.e., In Development, Pending Publication,
Published or Archived.)

Shows the information recorded in the Summary field of
the Article, or the Question field of an FAQ.

Displays the Article Title.
Shows the Item Type assigned to the Article or FAQ.
Displays when the Article or FAQ was last viewed.

Details the number of times the Article or FAQ has been
viewed by a Customer.

Shows who can access the Article or FAQ in the
Knowledge Base.

Shows the total number of votes recorded against an
Article or FAQ.

If Custom Fields have been enabled for a Articles in Admin>Setup>Custom Fields, they will also be
available in the Views Editor drop-down list options.
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1.4.9 List Filters

Data within the system can be searched when the Search button appears at the top of the sub-menu
screen, next to the New button. Searches that are conducted on a regular basis can then be saved as
a List Filter, for easy reference at a later date.

The system includes at least one system defined List Filter for all screens.

To change a List Filter view, select the relevant option from the drop-down menu next to the Filter
option. This selection will persist, which allows you to move to another screen or log out and when
you return to that screen, it will render with the previously selected Filter view.

My Tasks (Active] [sys]
My Tasks {All} [sys]

=% My Teams Queued Tasks [sys)]

My Teams Tasks [Active) [sys]

Save View as Filter...
Edit Filter List...

i
%]
== 1]
=
-
=
o
B
3
w
-
B
A
=
A
=
—
W
-
.M.

To create a List Filter

1. Click the Search button on the relevant screen

2. Define the search parameters

3. Select Search
The search results will be displayed.
4. Go to the Filter drop-down menu that is visible in the sub-menu bar
5. Select Save View as Filter
6. Enter the Filter Name
7. If the filtered view is to be used by other Users, tick the Shared option
8. Select the Roles or Team that will share the saved search
9. Click Save.

The saved List Filter is saved within the Filter drop down options.

List Views can be edited and deleted by selecting the Edit Filter List option from the pop-up menu in
the Filter option. See: List Views.

1.4.10 Changing Roles

If a User is assigned more than one Role in the application, they can switch to another Role after
logging into the system that provides the User access to their assigned Default Portal.

The User Roles of Supervisor or Technician, Finance and Manager are consolidated within one User
view. Therefore, if a User is assigned Finance, Manager and Supervisor/Technician access, they can
view all functionality related to these Roles within the User view. If the User is also assigned Admin

and Customer access, next to their login name, the options of Setup and Customer will be displayed.

[setup] [Customer] System Supervisor
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The Administrator can access the administrator functionality within the Setup view. If the
Administrator is also assigned User and Customer access, next to their login name, the options of
User and Customer will be displayed.

[user] [Customer] System Supervisor

Users or Administrators who are also assigned Customer access can view the Customer Portal
through the Customer link displayed in the sub-menu bar. Whilst logged in as the Customer, the
options of User and Admin Portal will be displayed within the Customer Portal sidebar Menu.

Micro Focus® Service Desk

£t Home [GLETLE @ Requests (© Services [E Items & self Help

To move to another User Role portal:

1. Log in using the credentials for the default User Role
2. Click on the Setup/User/Customer link, as required.
The screen defaults to the selected functionality.

1.4.11 Buttons

Common Buttons

m Create a new request, Iltem, Customer, etc.

Search option provided in List Views across the
system.
@ Search button within activities across the system.

Add button allows User to add Customers, etc

(=) print___J prntsereen.

® Closes the pop-up window.

2
LA

(]

Create a PDF document from screen information.

Create an Excel document from screen information.
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Allows User to subscribe to RSS feeds for information
updates.

;
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: :

w y >
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Display a received alert. Click to open the Alert
information screen.

Remove an Alert.

Create a personalized screen list view for all Request
Types, Items, Customers and Knowledge tabs.

Open object in Edit mode.

Delete object when the screen is in edit mode.
Delete )

Rebuilds full text indexes across the application for
efficient searching.

Move an object between list boxes.

Save changes and move out of the edit mode screen.

Cancel, not save changes and close screen.

Close screen and return to the list view.

Add elements to a list- User skill sets, team
memberships, email aliases, SLA Workflows.

Remove elements from a list- User skill sets, Team

Remowve . . .
memberships, email aliases, SLA Workflows.

Apply Spell Checker, after selecting from the drop-
down list the relevant language.

Indicates a Customer's request to Chat.

Indicates an Incident.
Indicates a Problem.
Indicates a Change Request.

Indicates a Service Request.

Indicates a Deployment Task.

Display the calendar for easy reference.

B

Manually escalate or de-escalate a request.

N
4
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Duplicate

N\ Alerts

IR LR L

Scroll over to display pop-up information regarding the
Item or Status Notes.

Add new information when a screen is in Edit mode
(i.e., a new Incident Note).

Save entry when a screen is in Edit mode.

Allows the User to save a Note as a draft, which they
can continue working on at a later date.

Send a handshake email and move a request to On
Hold Pending state.

Move a new Note to the Solution tab and convert
status to a Pending Approval or Closed Resolved
State.

For requests with an assigned Solution, a Show
Solution button will display the Solution to the User.

Allows the User to reply to a Note within the Notes
Editor screen.

Email saved Notes and login credentials to a
Customer/User.

Displays Solution Article screen when clicked within
the Summary tab of a request that has an assigned
Solution.

In the Analysis tab, assigns a Solution Article to a
request.

In the Analysis tab, converts a Solution associated
with a request to a Knowledge Base Solution Article.

In the Analysis tab, removes the association of a
request with an applied Solution.

Indicates a Note is private and not visible on the
Customer Portal. Toggle to make Public.

Indicates a Note public and visible on the Customer
Portal. Toggle to make Private.

Duplicate creates a copy of the request and links the
copy to the original request. The User can then amend
the Customer or Item details, if required.

Opens the request details and history in a print screen.

Allows the User to create an Alert for the request,
which is then visible within the Analysis tab.

Group requests.

Removes a request from a group.
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Common Buttons

*®

(4

B

Item Buttons

Duplicate

toﬁan|0H|

Group Buttons

Remowve

1l

Forum Buttons

Topics

@QO'*E

Moves the request to the closed accept state and
publishes the new Knowledge Base content.

Moves the request to the KBA - Rework state and
moves the related Knowledge Base content to a In
Development state.

Moves the request to the closed rejected state and
moves the related Knowledge Base content to a In
Development state to allow the author to delete.

Copy selected Item details when creating a new ltem.

Allows User to update the ownership status for
multiple Iltems in one transaction.

Add a manufacturer or vendor.

Information from multiple Snapshots of an Item are to

be stored as a single Item record in the CMDB.
Cancel icon upload for use in a Relationship map.
Upload an icon for use in a Relationship map.

Modify a manufacturer or vendor.

Remove an owner from an ltem.

Revert an Item to a previous state.

Add the selected request to the Group.

Remove the selected request from the Group.

Outputs the Change Groups List View in a Projects
document format.

Return to the Forums list.

Edit a Forum details.

Returns User to topics list.

Hides posts from the User or Customer.
Delete a topic post.

Move a topic post.
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Reports Buttons
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—+ Logout

=1 Import
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Advanced
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Customer Portal Buttons

Show a Topic post that has been hidden.

Mark the current topic for quick access as a bookmark.

Reply to a Forum topic.

Generate a report.

Enter login details to access application.

Close out of the application.

Import CSV file of Items, Customers or KBAs.

Test email and authentication server set-up.

Re-enable a deleted Customer, User or Item.

Synchronize the system with LDAP /AD server.

Reset password.

Open extended database options (i.e. Upgrade,
Create and Drop options).

Generate a script to create a new database.
Migrate database.

Tests the connection to the database, based on the
details entered.

Generate a script to delete a database.

Remove content in search fields.
Search content in search fields

Close the request in the Customer Portal.

Create a new Item through the Customer Portal.

Evaluate the usefulness of an Article.
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Common Buttons

Save a request Note.
Cancel a request Note.

Collapse the request View.
Displays the contents of all Notes.

Closes the expanded Notes read-only view.

© o= 00

Add a new Note or upload an Attachment.

1.4.12 Online Help

To assist Users when using the system, online help is available throughout the application.

To access information relevant to an opened screen, click the Help button located in the top right
corner of the screen, next to the Logout button.

Sun, 20 Dec 2015 21:27:14 Help E- Logout

A Help Page is displayed containing information related to the application page that is open. Navigate
through the help information as necessary, or click Show to view the entire User Guide.

1.4.13 Remember Login

The Remember login option on the Login Page allows the User to save their login details for when
they next access the system. By saving login details, the User can instantly access their Home Page
without repeating the login process, if they exit the system without using the Logout button. It should
be noted that after 30 days, the User will be prompted to re-enter their login credentials.

To use Remember login functionality:

1. Enter User Name and Password.
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2. Tick the Remember Login box.
3. Click Login.

If the User ends a session without using the Logout button, they will gain immediate access to

the application when they return to the URL. To prevent the immediate login, end the session
using the Logout button.

1.4.14 Working on requests

When a request is created a Customer and Item, be that an actual object or service, are associated
with the request. The Customer's concern or query is classified based on a list derived from the
Category and Type of the Item assigned to the request. Then based on the system configuration, the

request is assigned to a Technician in a Team associated with the SLA and Workflow assigned to the
request.

Vacation
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Figure 1: Request assignment logic

After the Team has been assigned to the request, the application goes through the following steps:

1.

Checks if the Team has escalation layers and validates the capability of Technicians in Layer
One

To make an assignment within the layer, the system checks if Technicians are assigned areas of
specialty - Skills or Classifications. If so, the system matches the Classification of the Incident
with the Classifications supported by the Technician

If multiple Technicians are assigned the relevant Classification, or if specific Classifications are
not assigned to the Technicians within the Team, then the system verifies if Team members have
been assigned to support specific Organizational Units. If so, the application will match the
Organizational Unit of the Customer to the Technician

If the Team Live Priority feature has been enabled, the system checks for Team Technicians
logged into the application. If multiple matches have been made between the Technician Skills
and the Incident's Classification, and the Org Unit of the Customer and Technician, the system
checks for technicians logged into the application. However, if no match is made between the
Skills and Organizational Unit, it will still check for the logged in User if the Live Priority Team
functionality is active

If there are multiple valid Technicians based on Skill, Org Unit and/or Logged In User, the
application will allocate the request to a Technician with the lightest request load.

To work on a newly created or existing request, within the Summary tab you can:

*

*

*

*

*

Review a Request or Incident and associated Item details

Add a Note

Move a Request or Incident from open to closed, and any State in between
Escalate a Request or Incident

View request activity

Manage requests as a group.

To access a complete summary of Notes in one screen, along with the associated request details

select CEIEINND

User Roles

Section 1.5.1, “Default Portal,” on page 120

Section 1.5.2, “User Processes,” on page 121
Section 1.5.3, “User Roles & Privileges,” on page 121
Section 1.5.4, “Administrator Role,” on page 129
Section 1.5.5, “Supervisor Role,” on page 129
Section 1.5.6, “Technician Role,” on page 130
Section 1.5.7, “Partner Role,” on page 130

Section 1.5.8, “Manager Role,” on page 131

Section 1.5.9, “Finance Role,” on page 131

Section 1.5.10, “Customer Role,” on page 132
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There are seven access levels in the system that determine the functionality and privileges. These
include the Administrator and Customer Roles, plus five User Roles:

¢ Supervisor

¢ Technician

+ Partner

+ Manager

+ Finance.

A Default Role is assigned if multiple Roles are allocated to an individual.
A User can have more than one Role but only one of the licensed Roles of:

¢ Supervisor
+ Partner

+ Technician.

Default Portal

Individuals can be allocated more than one Role. For Users assigned more than one Role, define a
Default Portal within their Information screen. When they log into the system, the Default Portal is
displayed and they can move to other Portals using the links provided next to their login name.

The Default Portal options include Customer, Setup for system Administrators and User, for those
assigned a Supervisor/Technician/Partner, Finance and Manager Role(s).

When a person has multiple Roles, the Default Role is used to log into the system and the privileges
of multiple User Roles are consolidated in one view. For example, if a User is assigned Finance,
Manager and Supervisor/Technician access, they can view all functionality related to these Roles
within the User view.

When the User is also assighed Admin and Customer access, next to their login name, the options of
Setup and Customer will be displayed.

[setup] [Customer] 5System Supervisor

The Administrator can access the admin functionality within the Setup view. If the Administrator is
also assigned User and Customer access, next to their login name, the options of Setup and
Customer will be displayed.

user Customer] System Supervisor
i p

Users or Administrators who are also assigned Customer access can view the Customer Portal
through the Customer link displayed in the sub-menu bar. Whilst logged in as the Customer, the
options of User and Admin Portal will be displayed within the Customer Portal sidebar Menu.

To move to another User Role portal:

1. Log in using the credentials for the default User Role
2. Click on the Setup/User/Customer link, as required.

The screen defaults to the selected functionality.
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1.5.2

1.5.3

User Processes

The service management application includes processes to manage the different types of requests:

+ Service Requests

+ Incidents

+ Problems

+ Change Requests

+ Release and Deployment

+ Service Level Management.

+ NOTE: Service Requests, Problem, Change, Release and Deployment Management apply
based on installed license.

When User accounts are created, access to Incident, Problem, Change, Release, Deployment,
Request, Service Level, Configuration and Knowledge Management processes are allocated to the
Roles. Allocating processes gives the User access to requests and information within each assigned
process.

Providing access to the licensed processes of Incident, Problem, Change and Service Requests
means the User can be assigned as a member of support Teams within that process.

Setting access to the support process of Service Level Management displays the Service Tab for the
User when they log into the application. This allows the User to create and edit SLAs, OLAs and
Underpinning Contracts.

When the privileges of Configuration and Knowledge are selected, the options to define control at a
more granular level are displayed in the User Information screen, and Users can be assigned
permission to create, edit, delete and publish elements within these processes.

The following User Roles have limitations for the processes they are assigned:

+ The Finance Role can only be assigned Configuration and Service Level Management
+ The Management Role can be allocated all processes but with 'Read Only' access.

User Roles & Privileges

Service Manager
7.0 User Roles
and Privileges

Modules & Administrator Supervisor  Technician Partner Finance Manager Customer
Features

Setup

Email Setup and  Yes
email
customization

Create Custom Yes
Fields

User Guide 121



122

Service Manager
7.0 User Roles
and Privileges

Set User,
Customer &
System Privileges

Ul customization

Dynamic
database
switching

Schedule LDAP/
ADS Integration

Item import via
AMIE or .CSV file

Customer Import

Scheduled
Reports

Incident Analyzer
for Problem
Management

Enable Billing
module

Customize
Workflows

Customize
System
Messages and
Keywords

Chat

Context Sensitive
Help

Create Users

Assign User
Roles &
Processes

Create Teams,
Escalation layers
& Workgroups

Create
Customers

Enable Customer
access

View/ Edit
Customer

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Yes

Yes

Yes

Yes

Setup

Yes

Yes

Yes

Setup

Yes

Yes

Yes

Yes Yes

Setup

Yes

Yes
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Service Manager
7.0 User Roles
and Privileges

Search Yes
Customers

Re-enable Yes
deleted Users &
Customers

Create
Organizational
Units

Assign Contracts  Yes
to Cust Org. Units

Incident
Management

Create/Edit
Incidents

Delete Incidents

View/ Edit other
Technicians'

Incidents

Re-assign
Incidents

Escalate
Incidents

View all Incidents
Handshaking
Incident Groups
Impact analysis

View Proposed
Solutions

Incident analysis

Subscribe to RSS
feeds

Request
Fulfilment

Create/Edit
Service Requests

Delete Service
Requests

View/ Edit other
Technicians’
Service Requests

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes
Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Setup

Setup

Setup
Yes
Yes
Yes

Yes

Yes

Yes

Yes

Setup

Yes Yes Yes

Yes Yes Yes

Yes Yes Yes

Yes

Setup

Setup

Yes
Yes Yes
Yes Yes

Yes

Yes

Yes

Yes

Setup
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Service Manager
7.0 User Roles
and Privileges

View all & re- Yes Setup Setup
assign Service
Request

Approve Service Yes Yes
Request

Escalate Service Yes Yes Yes Yes
Request status

Handshaking Yes Yes Yes

View Proposed Yes Yes Yes

Solutions

Service Request Yes Yes Yes Yes
Groups

Impact analysis Yes Yes Yes Yes
Update Workflow Yes Yes Yes

State

Problem

Management

Create/Edit Yes Yes Yes

Problems

Delete Problems Yes

View/ Edit other Yes Setup

Technicians’

Problems

Re-assign Yes Setup Setup

Problems

Escalate Yes Setup Setup

Problems

View all Problems Yes Setup

Create Known Yes Yes Yes Yes
Errors

Impact analysis Yes Yes Yes Yes
View Proposed Yes Yes Yes

Solutions &

Workarounds

Problem analysis Yes Yes Yes

Create Yes Yes Yes

Workarounds

Change

Management
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Service Manager
7.0 User Roles
and Privileges

Create/Edit
Change Requests

Delete Change
Requests

View/ Edit other
Technicians’
Change Requests

View all & re-
assign Change
Request

Escalate Change
Request/Change
CR status

Approve Change
Request

Change Groups
Impact analysis

Create Back Out
procedure

Update Workflow
State

Release &
Deployment

Create/Delete
Tasks

Edit Tasks

View/ Edit other
Technicians’
Tasks

View all & Re-
assign Tasks

Define a Release

Define a
Deployment
Package

Control Release
Lifecycle

Create and
Modify Workflow

Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Setup

Yes

Yes
Yes

Yes

Yes

Yes

Setup

Setup

Yes

Setup

Setup

Yes

Yes
Yes

Yes

Yes

Yes

Setup

Setup

Yes

Yes Yes

Yes

Yes

Yes

Yes

Yes
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Service Manager
7.0 User Roles
and Privileges

Service Asset &
Configuration,
Service Portfolio
& Service Catalog

Management

Create/Edit/ Yes Setup Setup  Setup Setup Setup
Delete Items

View/Edit ltems Yes Yes Yes Yes Yes

Search Items Yes Yes Yes Yes Yes Yes
Re-enable Yes

deleted Items

Create Item Yes
Categories, Types
& Classifications

Create Outages Yes Setup Yes Yes
View Outages Yes Yes Yes Yes Yes Yes
Assign Contracts Yes Yes Yes Yes Yes
Service Level

Management

Define SLAs Yes Yes Yes Yes
Define Yes Yes Yes Yes
Underpinning

Contracts

Define OLAs Yes Yes Yes Yes
Create Vendors Yes Yes Yes Yes
Create SLA Yes

Breach Codes

View SLA Yes Yes Yes Yes
breaches

Financial

Management

Create Purchase Yes

Orders

Process Yes

Purchase Orders

Create and Yes
Assign Contracts

Process Yes
Contracts
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Service Manager
7.0 User Roles
and Privileges

Create and
Process Invoices

Create, Manage
& View Item
Costs

Forecast Service
Item Costs

Knowledge
Management

Create Articles/
FAQs

Publish Articles

Create Article
Groups

Search Articles

Administer
Forums

Create/Modify/
Reply to topic
threads

Create Surveys

Complete
Surveys

Reports

KPI Reports
Incident Reports
Problem Reports

Change Request
Reports

Configuration
Reports

Service
Agreement
Reports

Contract Reports

Organization
Reports

Technician
Reports

Setup

Setup

Yes

Yes

Setup

Setup

Setup

Yes

Yes
Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Setup
Setup

Yes

Setup

Setup

Setup

Yes

Yes
Yes
Yes

Yes

Setup

Setup
Setup

Yes

Setup

Setup

Setup

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Setup

Yes Yes

Setup

Setup

Yes Yes

Yes
Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Service Manager
7.0 User Roles
and Privileges

Knowledge
Reports

Finance Reports
Login Reports
System Reports
Build Reports
Custom Reports
Home

Create Alerts
View Alerts

Enable Quick
Calls

Create Quick Call
Templates

Set User
Preferences

Disable receiving
personal email

Dashboard
across Processes

Customer Portal

Create/View/Edit
requests

Edit & close
existing requests

View Proposed
Solutions

Search
Knowledge Base

View FAQ's

View Service
Catalog

Create Items
View Outages

Chat Technician
regarding request

Search Forums

Yes

Yes

Yes
Yes

Yes

Yes

Yes

Yes

Yes
Yes
Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Setup

Yes

Yes

Yes

Setup

Setup
Yes

Setup

Setup
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1.5.5

Service Manager
7.0 User Roles
and Privileges

Complete Yes
Surveys

Subscribe to RSS Yes
feeds

Administrator Role

The Administrator Role performs System Configuration and Setup tasks including:

+ Customizing the application and automated messages

+ Configuring the interaction between external systems, including the authentication servers and
asset management tools

+ Enabling Customer, User, Request and System Privileges

+ For systems with Problem Management, set parameters for automatic Problem identification and
creation.

NOTE: Multiple Administrator Roles can be created within the system

It is recommended that organizations create only one or, at maximum, two Administrators. Only an
existing Administrator can create other Administrator accounts.

If a User is assigned multiple Roles, the privileges are consolidated within a single User view. See:
Changing Roles.

Supervisor Role

The Supervisor Role provides maximum access to the system for day-to-day management of the
service desk and configuration control.

Supervisor Users can:

+ Create User and Customer accounts

+ Assign Roles & Processes

+ Build workflows

+ Configure the CMDB

+ Allocate Technicians to Teams and Escalation Layers

+ Define Service and Operational Level Agreements (SLAs and OLASs) for the organization.
The Configuration Management Database (CMDB) is the central data repository for the support tool.
The CMDB allows centralized management of IT infrastructure through Configuration Items (Items).
Within the application, everything is tied to Iltems in the CMDB. Supervisors control the configuration
of the CMDB, which includes:

+ [tem Categories

+ Lifecycle Templates

+ Item Types
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1.5.7

+ Classifications
+ Configuration Items.

NOTE: The ability to create Items can also be assigned to other Roles, if the Administrator has
enabled the option

If a User is assigned multiple Roles, the privileges are consolidated within a single User view. See:
Changing Roles.

Technician Role

The Technician Role is assigned to service desk staff who work on requests.

Technicians are allocated support Processes and can then be assigned to Teams and Escalation
Layers. Technicians can belong to any number of Teams within Processes.

When enabled by the Administrator, Technicians can:

+ Create new Customers
+ Create new ltems
+ Reassign requests

*

Edit other Technicians' requests

*

Create Alerts
Create, edit, publish and delete Knowledge Base Articles by default.

*

NOTE: Every Technician must be assigned to a Supervisor

If a User is assigned multiple Roles, the privileges are consolidated within a single User view. See:
Changing Roles.

Partner Role

A Partner User is assigned to a Partner Organization and has the same privileges as a Technician
User, but can only view and support Customers associated with their assigned Partner Organization.

A Partner Role gives a User the ability to:

+ Manage their Customers

+ Manage their Customers' requests

+ Create and maintain their Customers' Iltems
+ View reports.

Users who are assigned the Partner Role must be associated with a Partner Organization, and this is
done manually within the User Information screen or within the Partner Organization > Technician
tab. Partner Organizations are used in the management of requests between Customers/
Organizational Units and external service providers within the support system. It allows multiple
Partner Users to be available within a Team, and assigned at relevant levels of escalations for
working on requests.

If a Partner User is created and not associated with a Partner Organization, they cannot be assigned
to a Team and therefore cannot be assigned to work on requests.
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1.5.9

When a request is created for a Partner Organization's Customer it is automatically allocated to the
Partner User within the Partner Organization.

Manager Role

The Manager Role is a User who can oversee the activities of the service desk or specific Processes.
Managers have access to most parts of the system, primarily on a read-only basis.

The Manager access can be provided to Users who do not actively participate in the day-to-day
happenings of service and support Teams, but may require detailed information about the actions and
status of requests.

As a Manager, the User can:

¢ Create Customers
+ View requests within their allocated Processes
+ Access the full range of reports

*

Create and modify Items
+ Approve Service and Change Requests. (Based on licenses for Service Manager product.)

Users who manage the service desk and are to be included in Teams with edit access to requests,
should be allocated a Supervisor Role.

NOTE: If a User is assigned multiple User Roles, the privileges are consolidated within a single User
view. See: Changing Roles.

Finance Role

Users with the Finance Role are assigned Service Level Management and Configuration
Management by default. Their Role is primarily for driving the service costing models and, if relevant,
maintaining the Billing module that uses system Contracts and Purchase Orders.

A Finance User can:

+ Create Customers and Items

+ Project end to end Service costs

¢ Complete access to SLA's and OLA's
+ Access reports

+ Bill for services

+ Process payment for Invoices

+ Cancel Maintenance Contracts

+ Manage IT and Service Assets.

NOTE: A User assigned the Finance Role is the only User with the privilege to process the payment
of Invoices

This is relevant for systems that have the Invoice option enabled in the Billing Setup.

If a User is assigned the Supervisor and Finance Role, the privileges are consolidated within a single
User view. See: Changing Roles.
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Customer Role

The Customer Role is for users who submit Service Requests, Incidents and possibly Change
Requests to the service desk.

Within the system, based on the system configuration, Customers can:

*

*

Create and manage requests via email

Create, view or edit their requests through the Customer Portal

Self-diagnose issues using the Knowledge Base

Access proposed Solutions during the request creation process

Participate in a live chat with Technicians to discuss their issues

Subscribe to RSS feeds for the latest information on their requests

Access the Knowledge Base, Forums and FAQs

Customers have access to their Items' Outages information

View all Services offered by the Service Organization, if enabled for the system

Approve Service and Change Requests. (Based on licenses for Service Manager product.)
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2 Supervisor Guide

2.1

¢ Section 2.1, “Supervisor View,” on page 133
¢ Section 2.2, “ITIL,” on page 134

+ Section 2.3, “Home,” on page 135

+ Section 2.4, “Operations,” on page 165

¢ Section 2.5, “Change,” on page 407

¢ Section 2.6, “Configuration,” on page 519

+ Section 2.7, “Service,” on page 611

+ Section 2.8, “User,” on page 689

+ Section 2.9, “Knowledge,” on page 760

¢ Section 2.10, “Reports,” on page 813

¢ Section 2.11, “Finance,” on page 846

Supervisor View

& Operations [%] Change == Configuration (@© Service & Knowledge

My Tasks Dashboard Alerts Calendar My Account QuickCalls Group Templates Feedback

The Supervisor Role provides maximum access to the system and includes the capability to configure
the structure of the Configuration Management Database (CMDB), Workflows, Service Level
Agreements, Teams, Customer and User details.

The Supervisor view has the following tabs to populate and use the system:

+ Home - Provides the User with a list of their active requests, dashboard reports and survey
responses. Allows the User to create Alerts and Quick Call templates, and edit their account
details.

+ Operations - Allows the User to view, create and edit all Service Requests, Incidents and
Problems.

+ Change - Allows the User to view, create and edit all Change Requests, and if relevant Release
and Deployment tasks.

+ Configuration - Allows the User to configure the CMDB including the setup of Item Categories,
Item Types and Configuration Items.

+ Service - Allows the User to define Service Level Agreements, create Operation Level
Agreements and Underpinning Contracts and view all Maintenance Contracts.

+ User - Enables the User to create other User accounts, Customer accounts, Organizational
Units, Partner Organizations and define support Teams.

+ Knowledge - Allows the User to view, create and edit Knowledge Base Articles, FAQ's, and
Article groups. Users can also create and manage Surveys and Forums within this tab, if
enabled within their account information screen.

+ Reports - Provides the User access to all Reports generated by the system.
+ Finance - Allows the User to view, edit and create Invoices and Purchase Orders (if enabled).
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NOTE: If a Supervisor User is also assigned Finance and/or Manager privileges, the functionality of
all Roles is accessible through the Supervisor User view.

2.2 ITIL

The objective of ITIL Service Management is to provide IT services to business customers that are fit
for purpose, stable and reliable to the point of a business trusting them as a utility. This is achieved by
encouraging service providers to adapt a common framework of practices across all areas of IT with
the single aim of delivering value to the business.

An ITIL approach to service management protects an organization's IT investment. It ensures
organizations baseline services and build capabilities to learn in one area of the organization while
providing improvements elsewhere. ITIL delivers service management functionality with sound
structure, stability and strength that is built on principles, methods and tools.

The essence of ITIL core practice is captured by the Service Lifecycle that demonstrates an iterative
and multidimensional approach to providing services. The phases of the Service Lifecycle include:

*

Service Strategy: sets the objectives and performance expectations for IT Services and IT
Service Management in line with the organizational needs.

Service Design: focuses on designing new or changed services for introduction into the
production environment.

Service Transition: plans and manages the capacity and resources needed to package, build,
test and deploy a release into production, while establishing the service within the customer and
stakeholder requirements.

Service Operations: coordinates and conducts activities and processes needed to deliver and
support services at agreed levels to business users and customers.

Continual Service Improvement:constantly aligns and realigns IT service to the evolving
business requirements by identifying and implementing to the IT services that underpin the
business processes.

Our service management application offers the following capabilities:

Financial Management (Service Strategy)
Service Portfolio (Service Strategy)

Service Catalog (Service Design)

Service Level Management (Service Design)
Change Management (Service Transition)
Service Asset & Configuration Management (Service Transition)
Release & Deployment (Service Transition)
Knowledge Management (Service Transition)
Incident Management (Service Operation)
Problem Management (Service Operation)
Request Fulfillment (Service Operation)
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2.3 Home

¢ Section 2.3.1, “My Tasks,” on page 136

+ Section 2.3.2, “Searching for an Item,” on page 138
¢ Section 2.3.3, “Dashboard,” on page 142

+ Section 2.3.4, “Alerts,” on page 145

¢ Section 2.3.5, “Chat,” on page 150

+ Section 2.3.6, “Calendar,” on page 152

¢ Section 2.3.7, “My Account,” on page 152

+ Section 2.3.8, “Quick Calls,” on page 155

¢ Section 2.3.9, “Group Templates,” on page 160

¢ Section 2.3.10, “Feedback,” on page 164

£ Operations [2]1 Change = Configuration Service [E| Knowledge [ Reports

My Tasks Dashboard Alerts Calendar My Account QuickCalls Group Templates Feedback

When a User logs into the application, the system defaults to the Home tab. This allows the User to
instantly access requests that have been allocated to them and their Teams, which are currently
active. Alternatively to default to the Dashboard, a User can update the Default Home option in their
My Account screen.

As a Supervisor, Alerts and Quick Call templates can be created for system-wide use within the
Home tab. Personal Account information can be accessed and modified in the My Account screen.
Service metrics can be displayed graphically within the fully configurable Dashboard tab.

The Home tab gives access to the following tabs:
+ My Tasks - Provides the User with a list of their active requests and their Team's active request.
Queued requests, if enabled, are also available in the Home tab.

+ Dashboard - The Dashboard can be configured to provide the User with the real time service
desk data

+ Alerts - Allows the User to view, create or edit alerts

+ Chat- Allows the User to view and accept Customer's chat requests (when enabled in the system
Setup)

+ Calendar - Displays an event calendar for User's requests and due dates, along with Resource
and Outages calendars

+ My Account - Allows the User to edit their personal information including email preferences,
password resets, if enabled, and set their time zone

+ Quick Calls - Allows the User to create Quick Call templates, for all Users of the application

+ Group Templates - Allows the User to define Group Templates used when creating Request,
Incident and Change groups

+ Feedback - Allows the User to access published Surveys that are ready for completion.
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My Tasks

+ “Creating a new request” on page 136

My Tasks displays current active requests allocated to the logged in User. They can also view a list of
active or all tasks assigned to the Team(s) the User is associated with, by selecting the relevant My
Teams Tasks Filter. If the Queue option is enabled for the User's Teams, My Teams Queued Tasks is
also accessible in the Filter drop down list.

The List View can also be customized by clicking .
From this screen requests can be:

¢ Created

+ Searched

+ Grouped

+ Exported to PDF or Excel

+ Subscribed to for updates via RSS feeds.

If the User is a member of a Service Request, Change, Deployment, Problem or Incident Team, the
list will contain all active requests assigned to them for each Process.

To view a request details, select the Reference # hyperlink.

Tasks

IS €D GETED oot cumge [5] B W Pty Tk ) ][] o 10 [3] ®
Request # TIP Created = OpenTime = DueDate = Status = Priority = Item Type = Technician = Team = Customer = Group = Subject

] 100033 01/07116 11:29  04:16 01/10/16 11:28 Pending Medium Service Desk Kamal K Device-Incident James Stewart A

= v

Team

100012 @ 1210/1505:49 28Days 09 Hrs  12M311505:50 Pending Medium WIFl Service Kamal K Device-Incident Jason Blackett unable to connect to Wifi
Team -

1-20f2Results

Creating a new request

To create a new request:
1. Select Home>My Tasks

The Tasks screen appears.
2. Click New
The Request Information screen appears.
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Request Information
[ customer ]

Find Customer

First Name Email

I
Last Name Phone
Username Org. Unit

["] Supported Org. Units Only @

Name 4 Phone

Org Unit

Andy Fair Micro Focus - Head
Office

Anilk Micro Focus - Accounts
Dept

Cust1 Cust

First Last Micro Focus

Guruprasad S Micro Focus - Electrical
Engg

James Stewart Micro Focus -
Information Technology

Jason Blackett Micro Focus -
Information Technology

JeffLag Micro Focus - Head
Office

Michael Angelo Micro Focus - SMG

Paul Pedron Micro Focus - Head
Office

1-100f 14 Resuts = ={

Search and select a Customer

See: Searching for Customers or Creating a New Customer.

Search and select an Item

See: Searching for an Item.

Select the Service Type, Classification and enter in the task Description

Selecting the Service Type defines the task as an Incident, Problem, Change or Service
Request.

Click Save.

NOTE: Refer to the specific Process section of the User Guide, for more detailed information about
working with the newly created task.

Request Search Tips:

Search results displayed within the Home tab include requests associated with the logged in User or
their associated Teams. To access a search results list across all Users in the system, perform the
search within the relevant Process tab.

*

The request search option has a default Status to search only Active Requests. To ensure
search success, select the relevant Incident Status, if unsure, select All

To search across multiple Processes, leave the Type field blank
To search for multiple requests numbers at once, insert a comma separator between ID numbers

To search based on a request Status, select the request Workflow option from the Workflow
drop-down list. Once selected, a list of States is displayed

To search by Classification, select an Item Category from the Category drop-down list. After the
Category is chosen, a list of Classifications is displayed
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+ To search based on the content of a request Description, select the Full Text option within the
Search and enter a relevant term (See: Full text searches.)

+ To search using an Item's Custom field information, select the Item Category to display any
Custom Fields enabled for that Item.

NOTE: For information regarding request assignment, reviewing a request, adding notes or updating
the status, refer to Working on a Request.

2.3.2 Searching for an Item
+ “Tips on searching for an Item:” on page 140
+ “Full Text Search Options” on page 141
To search for Iltems in the CMDB use the Search button on the Configuration>ltems screen.
To search for an Item:

1. Click

p Search

A search page is displayed with the options to search across the Team, Item Status,
Manufacturers, Global Items, Item Ownership, Item Categories and Types. There is also the
option for the search results to return deleted Item information.

138 User Guide



Search Items
Global Options
ttem Mo.
Team
De=scription
Notes
Manufacturer

Search Globals

Owner Options
First Name
Last Name
User Name

Org. Unit
Purchase Order
Option

Purchase Order No
Type Options
tem Category

ltem Type

Status

@ attributes ) Full Text

All

[ peleted tems Onty

@ A
D Active
) Inactive

2. Define any Item Attributes

To complete a Full Text search select that option and then enter relevant text in the Term field.

(See: Full text searches.)

3. Click

A list of Items will be displayed.

ENQEN

For an advanced search on specific Item details, it is necessary to enter the Item Category. When this
is selected the Item search page will expand:

Supervisor Guide

139



Search ltems

Global Options @ Attributes ) Full Text ceu
tem No. RAN
Team |E| MAC Address
Network Address
Description
Network Name
Notes
Platform  pacintosh -
Manufacturer IZI Unix
Windows
Search Globals ~ All IZ| ¥
05 Versi
["| Deleted tems Only = ;'ESOBSSE Il
a X
Owwner Options MacOSs X.0 l_l
MacO5 X. 1 -
First Name
Version
Last Name
Licenses
User Name
Serial Number
Org. Unit Platform String
Purchase Order
Option

Purchase Order No
Type Options
tem Category  Hardware IZ|
ltem Type
Status @) Al
) Active
) Inactive
) selected

Tips on searching for an Item:

+ Select the Deleted Items Only option to return a list of all Items that have been deleted in the
system. To re-enable these deleted Items, once the search is executed, select the Item ID#
followed by

%

+ To search on an Item's Status, first select the Item Category
+ To search on attribute fields of an Item, first select the ltem Category

+ To return a list of Items that are allocated to Customers or Org Units, select the Assigned Only
option from the Search Globals drop-down list.
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Full Text Search Options

A variety of search options, including the ability to search using terms or phrases, can be used to find
information in the Knowledge Base or using any full text search fields included in system search
screens. Search options include:

+ Asingle character wildcard search using the ? symbol
+ A multiple character wildcard search using the * symbol

+ Afuzzy search using the tilde, ~, symbol at the end of a single word. For example, to find words
similar to roam, enter roam~ and this will return terms like foam and roams.

When searching using a phrase, the group of words need to be entered in the Text field within double
quotation marks, for example, "user account access". Complex searches can be conducted using a
combination of phrases or terms with boolean operators and all search results are relative to the
Team assignment of the User or Item ownership for a Customer.

The boolean operators (i.e., AND, NOT, OR, +) must be entered as uppercase letters. For example:

+ "user" OR "account" returns results related to either word
+ "user" AND "account" returns results with both words
+ "user" NOT "account" returns results including "user" but not "account"

+ +user account returns results that must contain "user" and may contain "account"

+ "user" -"account" returns results that contain "user" but not "account”. (Same results as using
NOT.)

To further control the boolean logic, more complex searches can be conducted. For example, to
search for either "user" or "account" and "access", the search words would be entered as: (user OR
account) AND access. This will return results where "access" must be included, while either term of
"user" or "account" is found.

Fuzzy logic searches using the '~ (tilde) can be performed on a single word term with the '~' at the
end of the word. A value between 0 to 1 can also be applied to the search, where the value closer to
1 ensures terms with higher similarity are matched. If a value is not defined, the default of 0.5 is
applied to the search. For example, roam~ should return results with similar spelling, like foam and
roams. The search term of roam~0.8 might return words like roams, roamed.

Wildcards can be used to replace single character '?' and multiple characters '*' in search terms. For
example, te?t, test* or te*t. Wildcards can not be used as the first character of a search.

Proximity searches can be used to find words in a phrase within a specific distance away from the
entered search term. To conduct a proximity search use "~" at the end of the phrase. For example,
"user account"~10 will search for results where the word user and account are within 10 words of
each other.

Escape character searches are also supported in the system and include: + - & || ! () {}[]""~*?:\

An example of using escape characters when searching for (1+1):2, requires the search syntax of
\(1\+1\)\:2 to be entered. It should be noted that the '\' must be entered before the escape characters.

Field Searches

Within the system full text searches can be conducted on specific fields, these include:
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Search Screen Fields

Request Subject, description, notes, attachments and solution.
Item Number, itemtype, category, attachments and notes.
Knowledge Base Title, summary, body, attachments, itemtype,

classification, and custom1-5.

Forum Title, content and author (last name).

To search on a specific field, within the Term or All Text field enter the name of the field to be
searched on followed by a colon and the term or text. For example, if searching for a specific Title, the
Term or All Text search field would be completed as follows for the various search types:

+ single word search - title:canceled

+ phrase search - title:"canceled ticket"

+ multiple word search - title:canceled OR title:ticket.

2.3.3 Dashboard

+ “Dashboard as default Home Tab” on page 143
¢ “Customizing the Dashboard” on page 143
+ “Widget Menu Options” on page 143

The Dashboard can be customized to display automatically updating request lists, system reports and
information using widgets. The Request Stream widget provides Users with a list of requests that
automatically updates without requiring a screen refresh, as is required in the My Tasks tab.

My Request Stream Raquests by Typs Clock
Ho Data Avniiabie

~
1=
&
2
5
2
g
g

Request Vohime Last 50 Days

Reguest Vohume Honthly
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Dashboard as default Home Tab

Users can set the Dashboard as their default landing page upon logging into the system, by adjusting
the Default Home option within the My Account screen.

Email I sankar@nsd.com

Default Portal  User Portal
IEI Select Dashboard, if the you want to

Default Home () Tasks _) Dashboard set dashboard as the home page.

Customizing the Dashboard

Information displayed on the Dashboard can be adjusted according to the Layout defined and the
widgets selected.

To customize the Dashboard Layout, within the Home tab:
1. Select the Dashboard tab

The Add Widget and Edit Layout buttons are visible on the right side of the screen.
2. Click

Edit Layout

The Edit Layout window is displayed.

Edit Layout ®

Choose Dashboard Layout

3. Click the image for the required Layout option

The screen will default to the selected option. To move any existing widgets to another location
on the screen, click on the widget heading and drag to the preferred location.

Widget Menu Options

To access the Minimize, View Data, Refresh and Delete widget menu options, scroll over the widget
header.
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Active Request Profile Hover over the header to display the icon *

m Service Request 3 60.00%
L1 Incident 2 40.00%

Active Request Profile TR
s 2 Refresh

U Service Request 3 60. % Delete

u Incident 2 40.00%

Menu Option Description

Minimize/Maximize Select Minimize to reduce the view of the widget to the
Widget Header. When minimized, the Maximize option
becomes available. Click Maximize to display the
widget in full.

View Data Available within the Request Stream widget menu
option. Select to view the request details that make up
the widget content.

Refresh Select to manually refresh the data displayed.

Delete Click to remove the widget from the dashboard. A

warning message will be displayed, select OK to
continue with the deletion process.

To add widgets to the Dashboard, within the Home tab:
1. Select the Dashboard option

The Add Widget and Edit Layout buttons are visible on the right side of the screen.
2. Click

The Widget Directory is displayed with the categories across request types, Configuration
Management, Finance and Utilities.

3. Select a widget category
The list of available widgets is refreshed based on the category selected.
4. Click the Add Widget button for the widget to be included on the Dashboard
The widget is applied to the Dashboard and the Directory screen is closed automatically.
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Widget Directory ®

Active Request Profile —
0 - et Request Profile over the last 30

Change Request G o - days
Reports (24) V UV ogmm

All Requests T}

m

Configuration Reports

Finance Reports (4)

Incident Reports (25)

My Task Reports (13)

My Request Stream
a b A stream of the current users’
Organization Reports \ requests
(25) 0 0o

Problem Reports (24)

Service Request Add Widget

Reports (24)
Technician Reports (5)

LHilities {2}

& - Request Originators
M Requests by Organizational Unit
i |

A

5. To move the widgets to another location on the screen, click the widget heading to engage the
drag icon and move the widget to the preferred place on the dashboard.

I I
My Request Stream i " | Request volume Last 30 Davs
o Data Avaitasie .
! s =
Active Request Profile 1 L .I=—I.
24 z
6 Sanace Reques 3 60.00% i I-E
' i &
u Inodent 2 A000% ' i 4

eguests by Type Reequest Volume Monthily

=

2.3.4 Alerts

+ “Creating Alerts” on page 147
+ “Deleting Alerts” on page 149

Alerts are an internal mechanism used by Administrators, Supervisors and Technicians to notify
Users and Customers about important issues relevant to them or their environment.
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NOTE: It should be noted that Technicians can only create Alerts if enabled by the Administrator in
Setup>Privileges>Users.

Alerts generated within the Home tab or within a request can act as reminders or notifications for
personal use, for a specific User, or for Users of a particular Role. Alerts can be scheduled to be
published and dismissed. Automatically generated Alerts result from SLA warnings and breaches.

System generated Alerts are created for Administrator Users when ADS/LDAP sync and AMIE Item
import tasks are completed.

Viewing Alerts

When an Alert is received, the Alert icon flashes in the top right corner, next to the login name:

Thu, 7 Jan 2016 21:48:47 Help E- Logout

System Administrator

To view a received Alert:
1. Click on the icon

The Alert screen opens with all current Alerts. The icon in the first column indicates whether the
Alert is Information, a Warning or Urgent.

Alerts =
Alerts
Publizh = Severity £ Title =
|:| 1. D0/06M16 16:25 Warning Alertt
1-10of1 Results

2. Click on the date in the Publish column to view the details of the Alert

The default window displayed will include a Click Here link to access related information such as
Incident or Solution details.

3. Click Done to close and keep the Alert, or Dismiss to delete it from the pop-up window and
disable the flashing icon

4. To dismiss one or multiple Alerts within the Alerts list, check the boxes next to the relevant Alerts
and then select the Dismiss option
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Alerts ®

Alerts
| Publish = Severity = Title =
1 D10BME 1625 Warning Alertl

1-10of1 Resultz

5. To subscribe to RSS feeds for Alert updates, select the RSS button.

Creating Alerts

To create an Alert:

1. Select Home>Alerts
2. Select New
The Alerts editor appears.
3. Enter a Publish and Dismiss date

Alert Details Description
Created The current date and time.
Publish The date the Alert is published. Use the calendar icon to

the right of the field, to select a Publish date.

Set to a date in the future, or use the default to publish
the Alert immediately.

Dismiss The date the Alert ceases to be available. Use the
calendar icon to the right of the field, to select a Publish
date. On this date, the Alert will disappear from a User's
Alert list.

Severity The type of Alert to be published. The choices are:
* Information — for general Alerts
* Warning — to warn Users of potential issues

+ Urgent — to publish an urgent actionable message.

The icon appearing with the message will depend on
the type of Alert.
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Alert Details Description

User The User type to receive the Alert, which include:

+ Specific Customer or User - In the Find User or
Customer list, click search to select the recipient
from the drop-down list.

+ User Role - An Alert sent to a User Role will go to
all Users with that Role.

+ Personal Alert - A personal Alert appears on the
User's own screen at the Publish date.

+ Organizational Units - In the Find Org. Unit field,
search and select the recipients.

* Public - A Public Alert appears when the Public
Alert link is selected on the Login Page.

Title Enter the title of the Alert.

Message Enter the main content of the Alert.

4. Select the Severity for the Alert message
5. Select the User

Options include selecting User Roles, a specific User or personal.

6. Enter a Title for the Alert
7. Enter the Message content for the Alert
8. Click Save

Alerts with current Publish dates will be sent immediately.
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Alert Editor

Created 01/08M6 11:21
Publish| 01/08/16 11:21 El
Dismiss | 01/15/16 00:00 =]

Severity  Information EI

USET  Lser Role EI
D Supervisor D Technician D Partner
Dh‘lanager DFinanc& DCustl:lmer

'I'rtlel user alert update|

Mes-sagel ] )

Format + FontFamily = FontSize - | |HTrI1L
A-B 7 U & |22« |EEE|x X
L}
To receive alert updates on BS5 feed.
Path: p Wwords: 7 Y

9. Click Done.

Deleting Alerts

Alerts can be deleted within the List View by selecting one or more Alert checkboxes and clicking the
Delete button. Alternatively, they can be deleted individually within the Alert Editor information screen
by selecting the Delete button.

SLA Breach Alerts
Alerts are also used by the system to inform Users about SLA breaches. The Alert will be addressed

to the User and assigned to the request that has failed to reach an SLA target. The breach will contain
information such as the affected Request ID, and how the SLA has been breached.

Administrator Alerts
The system will generate an Alert for the system Administrator when the system has been

synchronized with directory servers or an external asset management tool. Active system Alerts can
be viewed by the Administrator in My Accounts>Alerts.
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2.35

Chat

+ “Enable User Availability” on page 150

+ “Accept a Customer Chat” on page 151

+ “Email Chat Button” on page 151

+ “End Chat Button” on page 151

+ “Request Note” on page 151
Chat allows Customers and Technician Users to interact in real-time, regarding Customer requests.
When the system Chat facility has been activated for the application, and if a User has enabled their
availability for chat sessions, Customers with an active request can initiate a chat with the User

assigned to the Customer’s request. Or, if the Privilege is selected within the application Setup, the
Customer can chat with any Technician within the Team assigned to their request.

The Administrator can enable the system Chat facility for the application within
Setup>Privileges>System.

Enable User Availability

If the Chat feature is active for the application, a User must set their availability to Available for Chat,
in order for a Customer to access the functionality within the Customer Portal. A Customer can only
initiate a chat with the User, if the User is logged into the application and the Available for Chat option
is active.

If the User is Available For Chat and the Customer logs onto the Customer Portal to access a request
update, the Customer is able to initiate a chat session with the User from within the Chat menu.

To activate the User availability:

1. Select the Home tab
2. Move to the My Account Option
3. Select Edit

Country  Australia

EIREY

State  Mew South Wales
Time Zone (GMT +10:00) Melbourne, Sydney, Canberra, Port Moresby
Available For Chat ) yves @ pg

—
L concel M save ]

4. Select Yes within the Available For Chat option

When the option is set to No, Customers will not be able to initiate a chat with them, from the
Customer Portal.

5. Click Save.

With the availability option enabled, Customers can initiate chat sessions with the User from the
Customer Portal.
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Accept a Customer Chat

When a Customer has initiated a chat, their chat request is placed within a User's chat queue. = is
displayed next to the logged in User Name (on the right hand side of the sub-menu bar) to alert the
User that a Customer has requested a chat session.

For Users to accept a chat session initiated by a Customer:
1. Click the icon

Or, go to Home > Chat to view the chat queue

Chat Queue
Request Description Customer Created Accept = Remove
100012 unable to connect to Wifi Jason Blackett 0140816 17:03 i (%]

1-10of 1 Results

2. Atthe chat queue, select a chat request by clicking the Accept icon
The chat window opens.

3. The User/Customer chat can commence.

Email Chat Button

A copy of the chat transcript can be emailed to the Customer by selecting the Email button within the
chat window.

Chat =

o

[11:37 an] - How can | help you?

End Chat Button

To end a chat session, close the chat window. When the window is closed a message is displayed to
notify the User that the chat transcript was saved as a request Note.

Request Note

A chat session request Note is created when a chat commences. The Note is continually updated as
messages are posted by chat members. When the chat ends, a chat transcript is accessible to Users
and the Customer within the Notes tab of the request.

NOTE: It is advised that a chat sessionnot be refreshed, as refreshing a chat window will effectively
close the chat.
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2.3.6 Calendar

¢ “Subscribe to Calendars” on page 152

The Calendar provides Users with information regarding request due dates, planned outages,
scheduled vacations and requests. Within the Calendar screen Users of Google Calendar, Microsoft
Outlook, Apple iCal or any calendar application that supports the iCalendar format can subscribe to
the system's calendar and updates to their schedule are automatically applied to their personal
calendar application. The system provides separate Feeds for outages, requests, holidays, vacations
and scheduled requests.

Subscribe to Calendars

To subscribe to a calendar feed, select the required calendar in the Legend view and the calendaring
tool will display a message wanting confirmation of the subscription. Alternatively, use the calendar
application’'s Subscribe menu option and complete the URL details for the required feed.

-« > January 2016 B v o

sun Mon Tun Wind Thu Fn sat

Legend

Dus

iliiii

To filter the dates displayed in the calendar view, use the month, week and day tab. To view request
detalils, click on the relevant Request ID hyperlink.

2.3.7 My Account

+ “Editing Account Information” on page 153
The My Account tab allows the User to:

+ Edit personal information and notification preferences
+ Reset their Username and password
+ Set Password questions, if enabled in the system

*

Select the Default Portal and Home tab landing page

*

Set a Time Zone and Date Format.
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NOTE: Fields imported through an LDAP or Active Directory server cannot be changed.

Editing Account Information

To edit account information:
1. Select Home>My Account

The Account Information screen appears.

Account Information

Account Information Vacation Sankar R

First Name Sankar

Last Name R
Username =sankar@epm.blr.novel.com
Email zankar@nsd.com
Default Portal User Portal
Default Home Tasks

Receive Notifications On

Motify On Mew Update Escalation
Phone
Kobile
Fax
Pager
Custom 1

Date Format mm/ddiyy
Country
Time Zone (GMT +5:30) New Delhi

2. Click Edit
3. Make the required changes
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Account Information

First Name

Last Name

Username
Password

Confirm Password

Password Question One/Two

Answer One/Two

Default Portal

Default Home

Preferred Communication

Email

Receive Notification

Phone, Mobile, Pager

Date Format

First name of the Account User. If account
information is imported via LDAP or Active
Directory, First Name will not be editable.

Last name of the Account User. If account
information is imported via LDAP or Active
Directory, Last Name will not be editable.

Username name of the Account User.
Password reset.

Re-enter the password to confirm correct entry of
the selected password.

Select questions that are to be asked when the Lost
Password link is selected in the Login Page and the
challenge questions are required to verify Users
details before re-sending the system password.

(These fields are displayed when Password
Questions option has been enabled in
Setup>Privileges>System.)

Enter the answers to the questions.

Where a User has more than one Role, the Default
Role will be the Role used at login.

The User can define the tasks Home tab or the
Dashboard tab as the default landing page when
they log into the system.

Select Email or SMS as the preferred method of
receiving updates from the system.

This field is visible if the User also has a Customer
Role in the system and the Customer Defined
Contact option is enabled in
Setup>Privileges>CustomerTab. It only applies,
when the Team has the Customer Notification
option set to Customer Defined.

Email address for the Account User.

When set to No the User will not receive system-
generated emails when requests are created or
updated. Irrespective of the setting in this field when
a request is escalated to a User, an email
notification will be sent.

Telephone, mobile and pager details. If these fields
are imported via LDAP or Active Directory they will
not be editable.

Preferred date format.
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2.3.8

Account Information

Country When Country details are entered, if the Country
has States, a States list will be displayed. (If the
option is not available is the displayed list, additional
options can be configured by the Administrator in
Setup>Localization> Regions.)

Time Zone User's Time zone
Available for Chat Using this option Users can select whether they are
available for a Chat request, when the Chat facility
is enabled.
4. Click Save.

Receiving Email

If a User does not wish to receive email notifications when they are assigned a new request, or when
changes are made to a request (i.e., a new request Note has been logged by the Customer) set the
Receive Email option to No.

It should be noted that regardless of what is selected for the Receive Email option, if a request is
escalated to the User, a notification email is forwarded to them by the system.

Quick Calls

+ “Scheduled Quick Calls” on page 156
+ “Creating Quick Call Templates” on page 156
+ “Applying Time Estimates to Workflow States” on page 160
+ “Assigning a Solution Article to a Quick Call” on page 160
A Quick Call is a commonly created request that uses a template. Creating a template saves time and

effort because the details of commonly created requests can be customized as part of a template that
is automatically applied when the request is logged with the system.

If Quick Calls have been enabled by the Administrator in Setup>Privileges>Requests, the Quick Calls
sub-menu option is available within the Home tab of the Supervisor screen.

Supervisors create the Quick Calls or Templates for frequently received requests that are used by
other Users during the request creation process. Access privileges for Quick Call templates can be
set for Supervisors', Technicians', Partners' and Customers' use.

Quick Calls
n Filter: QuickCalls [sys] |z| Display: 10 |z|
Name £ Process = Duration = Status = Priority = Requests Supervisors Technicians Partners Customers
Laptop not booting Incident 10 Open High 1 es fes es es
Need Access to E-Learning Service 10 Open Medium 2 Yes Yes Yes Yes
Request
Need Email Access Service 10 Open Medium 2 Yes Yes Yes Yes
Reguest
Unable to login in Intranet Incident 10 Open High o Yes Yes Yes Yes

1-4 of 4 Results
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Scheduled Quick Calls

Regularly logged requests can use the Quick Call functionality to automatically create requests in the
system when the Supervisor pre-sets the content of the request and customizes a timetable. The
system can automatically apply Quick Call templates to create requests on a Daily, Weekly, Monthly,
Bimonthly, Quarterly, Bi-Annually, Annually, Bi-Weekly, set Day of Week or on a One Time basis.

Schedule
Status @ on O of
Customer

Interval I IZ|

Generation

To access the list of Scheduled Quick Call Templates for use in the system, use the Filter option
within the Quick Call sub-menu.

Quick Calls
n Filter: QuickCalls [sys] [+] Display: 10 [+]
O
Name £ Process = Duration = Status = Priority = Requests Nexi Scheduled EuickCaIls ; le
Laptop not booting Incident 10 Open High 1 Ni& MNiA
Need Access to E-Learning Service 10 Open Medium 2 MNi& MNiA
Reqguest
Need Email Access Service 10 COpen Medium 2 MNi& MNiA
Reqguest
Unable to login in Intranet Incident 10 Open High 0 NiA MNiA

1-4of4Results

Creating Quick Call Templates
To create a Quick Call Template:

1. Select Home>Quick Calls
2. Click New
The Quick Call editor appears.
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Quick Calls

Quick Call Schedule
Type Generic E| Status ) on @ Off
Details Notification
Name | Customer Mone |Z|
Process | |E| Customer CCs
tem €3 Technician ~ Mone |E|
Default SLA I Warranty E| Technician CCs
impact | E|
Urgency I |Z|
Priority

Access © gy Role ) By Team

Supervisurs
Technicians
Partners
DCustum&rs
Estimate | Mins
Subject |
Description | Format ~ FontFamily ~ FontSize - | | wrm
A-B I U #|ZiZ«|EE=|xx
|
Path: p Wwiords: 0 Yy
3. Enter template information
Options Description
Details
Name* Enter a name for the template. This will appear in
the drop-down list of templates available when
creating a request.
Process* Select the Process in which the template will be
used (Incident/Problem/Change/Service Request).
Item If relevant, select an Item to assign to a Quick Call.

This option is not visible when Contracts are
enabled.

NOTE: If no Item or the Unknown Item is assigned
to the template, the Quick Call will be made
available in the Request Type drop-down list of the
Details tab, after an Item has been assigned to the
request.
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Options

Description

Classification*

Default SLA*

Default Workflow*

Default Status*

Team*

Technician

Impact*

Urgency*

If an Item has been assigned to a Quick Call, the
Classification option is displayed. Select the
relevant Classification for the Quick Call template.

Select a default SLA to be assigned to the request.
This is applied if the Iltem, Customer, or
Organizational unit does not have a valid
maintenance contract. The Default SLA selected
determines the Workflow options displayed at
Default Workflow.

The Workflow list is populated based on the default
SLA selected. Select the default Workflow to assign
to the request. If the required Workflow is not
displayed, move to the Service tab and select
Workflows to assign the selected Default SLA to
that Workflow. See: Workflows.

**Eor Change Request Quick Calls, the ability to
assign any stage of the Workflow to the Template,
allows the RFCs created in the system using the
Template to be pre-approved.

Use the drop-down menu to select the Status for the
template. This list will be based on the default
Workflow selected for the Quick Call.

For example, if a template is created for a Password
Reset it may be effective to set the status to Closed-
Resolved as the request can be solved in one step.

NOTE: Select an Exit Point State to access the
Solution Tab within the Quick Call Template screen.

For Change Request Quick Call Templates, it is
possible to set a State that allows the RFC to be
pre-approved when created in the system.

Select the Team to manage the request. The Teams
list will be populated according to the Teams who
support the Workflow assigned to the Quick Call.

Select the Technician responsible for the request.
The Technician list is based on the Team selected. If
System Assigned is selected, the system's logic
uses skill set/classification, Org Unit and workload
to select the technician for the request.

The proposed impact the request has to a Customer
or Organizational Unit.

(This option is only visible if the
Admin>Setup>Privileges>Request>Incident Priority
is set to "Derived".)

The proposed urgency to have the request resolved
for the Customer or Organizational Unit.

(This option is only visible if the
Admin>Setup>Privileges>Request>Incident Priority
is set to "Derived".)
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Options

Description

Priority

Access*

Estimate*

Description*

Schedule

Status

Customer

Interval

Generation

Notification

Customer

Customer CCs

If this field is editiable, select the Priority that reflects
the degree of impact and urgency of the issue.
Alternatively, if the
Admin>Setup>Privileges>Request>Incident Priority
is set to "Derived" the Priority will be automatically
calculated based on Impact and Urgency selected
in the above two fields.

The template access can be restricted based on
User Role or Team Membership. If By Role is
selected, indicate the Users types who can see and
use the template in the application (Supervisors,
Technicians and Partners). To enable Customers to
use the Quick Call template within the Customer
Portal, also tick the Customer option.

If the Quick Call is to only to be accessible Users
within a specific Team, select the By Team option to
remove the Roles list options and assign the Team
from the list displayed. (A Process must be
assigned to the template for list of Teams to become
visible.)

Is an estimation of the time accrued for the request
at the point of creation. This is useful for scheduled
requests created in Workflow Exit State, as it
records the amount of time taken to complete the
automatically generated task.

A description of the request.

Indicates if the template is a Scheduled Quick Call
and if it is to be automatically generated at the times
specified in the Interval field.

Allows the template to be automatically associated
with a Customer upon creation.

Nominates the time interval that the Quick Call is to
be created. Select from the options of Daily, Weekly,
Monthly, Bi-Monthly, Quarterly, Bi-Annually,
Annually,Bi-Weekly, specific day of the week or on a
one-off basis.

Based on the Interval selected, define the month/
day/ time to generate the Quick Call.

If relevant, set the type of Notification and define if
updates are to be sent just to the Customer related
to the request, or if all Owners of the Item are to be
also updated.

If relevant, enter the email details of any other
Customers who must be notified regarding activity
related to the request.
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Options Description

Technician If relevant, set the type of Notification, and select if
the Technician, Layer or Team is to be notified about
the request activity when it is logged in the system.

Technician CCs If relevant, enter the email details of any other Users
who must be notified regarding activity related to the
request.

* Indicates mandatory fields
4. Click Save.

NOTE: When using a Quick Call template with Billing enabled, the Items available in the Add Item list
will be limited to those that belong to the selected Customer and have a valid maintenance contract in
place.

Applying Time Estimates to Workflow States

Workflow State time estimations can be defined for a Quick Call template, within the Impact tab. This
allows each Status to be assigned with an estimated time frame for a request to remain in that state.
This facility is especially relevant for requests created for Change Management and indicating the
length of time to complete each stage of a change.

Description I—EE- ;

Status: Open Estimated Time 3[J| minutes

Assigning a Solution Article to a Quick Call

A Solution Article can be assigned to a Quick Call if the template has been allocated an Exit Point
status. Once an Exit Point has been assigned, a Solution tab will become visible. Within this tab, the
User can search for a Solution Article and assign it to the Quick Call. When the Quick Call is applied
to an Incident or Service Request, the Solution is automatically attached.

Description Impact Solution

Mo solution has been selected Mew
—

Group Templates

+ “Creating a Group Template” on page 161
+ “Applying Group Templates” on page 164

Project or Group Templates are created by Supervisors as a means to group related Quick Call
templates. For example, a Group Template could be created for when a new employee begins work
at an organization. The new employee will need a new PC, an email account, a Username and
password etc. Rather than creating a separate request for each task, a Group Template could be
created including all the Quick Call requests.
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Group Templates are available to any User within the system.

Creating a Group Template

To create a new Group Template:

1.
2.

N o ok~ w

Select Home>Group Templates
Click New
The Group Template editor appears.

New Group Template

Group Details Group Analysis

Group Name I

temn Type
Find ltem Type (Hame)

Priority  Urgent

[« ]

Statuzs  Open
Notification None [~]
Access [T Customers
Custom 1
Custom 2

Custom 3

Description I . )
Format * FontFamily = Font Size = | |HTmL

-

A-B 7 U i =
I

| %

Path: p Wwiords: 0 y

Enter the Group Name

Search and select an Item Type the group will be based on, if required
Select the Priority for the template

Select a default Status (Open or Closed- Resolved) and Notification method

Tick the Customers Access option, if Customers are to be enabled to use the Group Template in
the Customer Portal.

If this option is selected, the On Save and In Sequence options are displayed, which defines how
the individual tasks will be created when the Template is saved by the Customer.
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If the In Sequence option is used, the first task within the Group Template is created when the
template is selected and saved by the Customer. When the first task is Closed, the next task
within the template is automatically created and so goes the auto-creation process until all tasks
within the template have been created and closed in sequence.

When the On Save option is selected, all tasks included in the Template are created in the
system when the Customer saves the Group Template in the Customer Portal.

8. Enter a Description
9. Click Save

10.

11.

The Group Analysis tab is displayed. The User is required to create Task templates or Quick
Calls for the Group Template

Information

The Group Template has been saved successfully.

Group Template - G1

Group Details Group Analysis

G1
Da==D 00
Select...
Status Priority Classification Duration
Laptop not booting In Progress Medium Question 12
Unahle to login in Intranet
Meed Access to E-Learning 1-1of 1 Results

Meed Email Access

Assign a pre-existing Quick Call by selecting options displayed beneath the dashed line and
selecting the Add button

Create new templates by selecting New Quick Call in the drop down list.
The Quick Call editor is displayed.
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Quick Calls

Quick Call Schedule
Type Generic E| Status ) on @ off
Details Notification
Name | Customer MNone |Z|
Process | |E| Customer CCs
tem €3 Technician ~ Mone |E|
Default SLAI Warranty E| Technician CCs
impact | E|
Urgencyl |Z|
Priority
Access © gy Role ) By Team
Supervisors
Technicians
Partners
|:| Customers.
Estimate | Mins
Subject |
Description | Format ~ FontFamily ~ FontSize - | | wrm
A-B 7 U |22« |=E=EE|x %
|
Path: p Wwiords: 0 Yy

12. Enter Quick Call details and Save

For more information about configuring Quick Call templates, see: Quick Calls.

NOTE: If the system requires an Item to be assigned to a Quick Call template, assign the
Unknown Item and the new Item details can be further refined when the Task becomes active in

the system.

13. Continue to create additional Task templates, as required

14. When all relevant Quick Call templates have been created for the Group Template, click Done.
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Group Template - G1

Group Details Group Analysis

G1
Order Template Status Priority Classification Duration
|:| 1 G1 In Progress Medium Question 12
|:| 2 Qe In Progress Medium CQuestion 12
1-2 of 2 Results

NOTE: To change the order of requests in the Tasks list, select the checkbox beside the Order
ID and use the@ @ buttons.

Applying Group Templates

See: Incident Groups or Change Groups for more information on applying a Group Template.

2.3.10 Feedback

+ “Completing a Survey” on page 164

Within the Feedback tab, Users can complete published surveys in order to provide useful feedback
relating to service and support activities. This information is then collated and available within the
Knowledge Base tab.

Completing a Survey

When a Survey is published, it can be completed by Users and Customers. To complete a Survey as
a Supervisor or Technician User:

1. Select Home > Feedback

2. Select the Take Survey hyperlink

Survey List
General Surveys

Reviewing procedures Reviewing the current change management procedures Take Survey

1-1of 1 Results

i

3. Complete the Survey
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Reviewing the current change management procedures

Response Detalls

1- Do you approve of the current updating process for customer details
O O 0O

Yes No Undecided

2- If not, how could the process be improved?

4. Click Done.

2.4 Operations

¢ Section 2.4.1, “Request Fulfillment,” on page 165

¢ Section 2.4.2, “Incident Management,” on page 282

¢ Section 2.4.3, “Problem Management,” on page 356

+ Section 2.4.4, “Problem Assignment and Escalation,” on page 399
¢ Section 2.4.5, “Billing/Contracts,” on page 403

¢ Section 2.4.6, “Known Errors,” on page 404

24.1 Request Fulfillment

+ “Overview” on page 166

+ “Creating a User Account (Internal Authentication)” on page 168

+ “Service Requests” on page 180

+ “Service Request Groups” on page 272

+ “Creating a New Group via the Request Groups Tab” on page 273
+ “Creating a Service Request Group using a Group Template” on page 274
+ “Analysis Tab” on page 278

+ “Elements Tab” on page 279

+ “Merging Service Request Groups” on page 279

+ “Closing a Request Group” on page 280

+ “Duplicated Service Requests” on page 281
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Overview

+ “Implementing Request Fulfillment” on page 166
The goal of Request Fulfilment is to manage the lifecycle of all Service Requests.

A Service Request is a generic term that describes the numerous and varied demands placed on the
service and support organization. Many are small changes, which are considered to be low risk,
frequently occurring and low cost in nature, such as change a password or install a software
application request. Alternatively, it may simply be a Customer asking for information. It is the scale,
frequency and low-risk nature of the Service Requests that require that they be handled by the
Request Fulfiiment process, and not Incident or Change Management.

The frequent recurrence of Service Requests requires a predefined process Workflow be set with the
support Technicians, service targets and escalation paths in place. To cater for the diverse nature of
Service Requests, at minimum two Workflows should be customized for Request Fulfilment, one to
handle simple requests for information and the other to deal with standard changes.

In the system, Service Requests are logged against Service Items in the Service Catalog and follow
Workflows that ensure that each Request is handled with consistency. The Workflows define the
actions required to correctly implement any changes to the Service and define the responsibilities,
authorization and timeframe expected to manage the changes that may result from a Service
Request.

Once a Workflow is assigned to a Service Request, it is routed to an appropriate Technician based on
Service Request Workflow State. After a Technician completes their assignment, the Request is
forwarded to the next User based on the configuration of the next State for a standard change or
closed, if it is a simple request for information.

When Service Requests are raised for Service ltem breakdowns, the system allows them to be easily
associated with an Incident within the Analysis tab of the Request. Or, if the Service Request results
in a change to an Item that is not in the Service Catalog, a Change Request can easily be generated
within the Service Request.

If a Service Request is related to an Incident, Problem or Change Request and that related request in
the other Process is closed, the Service Request is automatically closed. The system views the
request hierarchy from low to high as Service Request, Incident, Problem and Change Request, and
if a related request of a higher type is closed, all the lesser type requests are automatically closed,or
if the handshaking facility is enabled for the system, moved to the Pending-Approval State.

See: Service Catalog.

Implementing Request Fulfillment
To set up the Request Fulfillment Process in the system, the following steps are to be completed:

1. Assign the Request Process to the relevant Users within the User Information screen under the
User>Users tab. (See:Create a User.)
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& Operations |21 Cchange = Configuration (0 Service

Customers  Organizational Units  Partner Or\ganizatbons Teams Assignments

User Information

Information Schedule Aliases Team Skilis Org Unit
<=
Tite [z] Assign the request process to the
First Name | Joe User within the User information
Last la EI_K Screen
Usemm[ joe@epm birnovell com
Roles 1
__ Supervisor ___| Partner
| Administrator 'Finance

Default Portal  User Portal

Operations. [7] pequiest ¥ incident [¥] Proviem
Processes
Change Processes V] Change ¥ Release /| peployment

internal Processes || Service Level Y] Configuration V] Knowledge

2. Create or review the SLA within the Service>SLAs tab, and associate the Incident Service
Request Workflow to the SLA in the SLAs Workflow tab. (NB: The Supervisor User setting up the
SLA must be assigned the Internal Process of Service Level in their User Information screen to
complete this action.)

# Operations = Configuration (O Service

OLAs Underpinning Contracts Workflows Breach Codes Contracts
Associate the Service Request workflow

SLA Editor with the SLA within the workflow tab of the
rﬁ SLA
Details Targets Blackouts Workflows /
Available Workflows |
@ Name Typical Change Workflow
[T] Standard Change \| Service Request Workflow Configurable Standard Change Management workflow
bk
Incident Workflow .
| TwHowe L1 0f 1 Results
Emergency Change Workflow
Change Deployment Workflow

3. Review the Service Request Workflow within the Service>Workflows tab. (See: Service Request
Workflow.)
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& Operations = Configuration

SLAs OLAs Underpinning Contracts | Workflows | Breach Codes Contracts

Workflow - Standard Change Workflow

Workflow Lifecycle

Standard Change Workflow

& Operations [+ change == configuration (© Service

Customers Organizational Units  Partner Organizations  Users
Set the team options and associate Technicians Associate Groups with workflow

Team Information within the information tab / States in the States tab
Information Service Group States Layers

Associate the Service Request in the Service tab

Details Location
Team Name | ress

B | G Reaucst |E| C#Y Create Technician work Groups and Manager

Team Lead State Approval Groups within the Group tab
Incoming Email Change Request Zip
| Release
Email Display Name | Service Portfolio Country [~]
Customer Nofification  Emi [+] Phone
Technician Nofificaton  Emai [+

5. Associate the SLA to an Item or Customer or Org Unit. This final step ties all the elements
together when a Service Request is created, as the SLA associated with the Item, Customer or
Org Unit assigned to the Request determines the Workflow, Team and Technicians that are
made available within the Service Request Information screen.

Creating a User Account (Internal Authentication)

Users within the system that are to be assigned to support Teams must be allocated one of the
following Roles:

+ Technician
+ Supervisor
+ Partner.

The above User Roles can work on requests. The About Roles section of the User Guide provides
more information regarding specific User Roles in the system.
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Creating a User Account
When creating a new User, the following four tabs are available:

+ Information
¢ Schedule
+ Aliases

¢+ Team

+ Skills

+ Types.

Information Tab

Within the User Information tab, User details can be created, viewed and edited. User Roles, Process
assignment and default logins can all be customized within this tab.

To create a new User:

1. Select User>Users
2. Click New
The User Information screen appears.

User Information Fields

Title Select a title from the drop-down menu options.
(This field is displayed if the Enable Titles option is
set to Yes in the
Admin>Setup>Setup>Privileges>Customer tab.)

First Name* Enter the User's First Name.

Last Name* Enter the User's Last Name.

User Name* Enter a LiveTime User Name (unique).
Password* Enter a User Password. Note: Passwords can be

changed under the Users Tab or reset by the User
under their My Account tab.

Roles* Assign a Role for the User. Each Role has
associated permissions. See User Roles.

Every Technician Role assigned also needs a
Supervisor assigned.

NOTE: Note: More than one Role can be assigned
but only one of Supervisor, Partner or Technician
can be allocated per User.

Default Portal* The Default Portal is the User Interface accessed by
default when a User with multiple Roles logs into
the system.

NOTE: If the Users Default Portal is set to
Customer, the User details will not be accessible in
the Users list, but included in the list within the
User>Customer tab.
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User Information Fields

Assignment Template

Operations Processes

Change Processes

Internal Processes

Knowledge

Configuration

Customer Org Unit

Line Manager

Primary Email*

This option is visible in a new User Information
screen if Job Assignment Templates are configured
in the User> Assignments tab.

Select a template to assign the new User to multiple
Teams, Escalation layers and Processes.

Assign the licensed access for Request Fulfilment,
Incident and Problem Management.

Assigning Processes to the User gives them access
to support those Processes and enables them to be
assigned as Team members for those Processes’
Teams.

See User Processes.

Assign the licensed access for Change, Release
and Deployment Management. Note, Users
assigned Release are automatically assigned
Deployment.

Enable the Users privilege to maintain Service
Level, Configuration and Knowledge Management.

Selecting the Configuration and Knowledge options
displays the relevant fields that enable granular
controls to be set for those processes.

NOTE: The Finance Role is limited to the processes
of Configuration and Service Level Management.

If the User is assigned the Knowledge Management
process, their privilege to create, edit, delete and/or
publish KBAs can be configured.

If the User is assigned the Configuration
Management process, their privilege to create, edit
and/or delete Items within the CMDB can be
configured on a per task basis.

If the User is also allocated a Customer Role within
the system, this field is displayed. Enter Company
or Department details that apply to the User in their
Customer Role.

(This field is visible if the User is also assign a
Customer Role within the system. The information
can not be edited if the line manager details are set
by the LDAP synch.)

If relevant, assign a system user with the Customer
Role who can approve/reject requests made by this
Customer.

Enter the User's email address. System messages
are sent to this address.
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User Information Fields

Send To This field becomes available for Users that have the
Customer Role and have alternate email addresses
entered on the Aliases tab.

Select the most appropriate email address to be set
as the default address applied to Customer
correspondence. When the Send To field is set to
an alias address the Primary Email address is not
included in the cc list, unless specified in the
request Information tab cc list.

Phone Enter telephone details.

Mobile A mobile number can be entered as a contact
number or for use with SMS (Short Mail Service
message). An SMS can be sent to notify the
assigned Technician when a Service Request is
raised.

SMS Messaging options:

+ From the drop down list, select the SMS
service provider.

* Override SMS Address. If your service
provider does not appear in the list, click this
checkbox and enter an alternate Service
Provider.

SMS Override Enter SMS Gateway override details for the User, if
a number other than the one entered in the Mobile
field is to be used to send/receive updates via SMS.
Enter the complete SMS details in email address
format, i.e.,
000777891@smsgateway.provider.com.

Fax Enter known fax details.
Pager Enter pager details.
Salary An annual salary can be entered. This value is used

for reporting.

Forum Moderator Select this checkbox to designate this User as a
forum moderator. See Forums.

Survey Manager Select this checkbox to enable this User to create
and manage surveys in the system.

Supervisor* Select a Supervisor, if the User has a technician
role. Users with the Technician Role must be
allocated a Supervisor.

Partner For When a User is assigned the Partner Role, their
associated Partner Organization must be assigned
within this field.

Partner If the User is also assigned a Customer Role, this
field allows the Customer to be associated with a
Partner Organization who will handle their requests
when they are logged in the system.
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User Information Fields

Available

Assignment

On Vacation

Training

Email Locale

Country

State

Timezone

GPS

Shows if the User is available for requests to be
assigned to them. This is based on work hours
configured in the Schedule tab of the User and their
Vacation Status. If no hours are set within the
Schedule tab when the "Define Works Hours" is
enabled within Admin>Setup>Privileges>User
screen and the User is not on vacation, the system
will consider them to be unavailable.

**\/isible when the Assignment Control is enabled in
Admin>Setup>Privileges>User.

Set to Off if the User is not to be assigned new
requests, irrespective of their Availability status.

Placing a Technician on vacation excludes them
from being assigned new requests automatically.
When On Vacation is activated a Technician's
existing requests are not reassigned.

This option is only visible for Technician Users, and
when enabled allows the User to be included in
Teams to view requests but does not allow them to
put the request in edit mode or add Notes.

Adjust the default language for email
correspondence, if required.

The User automatically adopts the default Country
set for the system. However, the Country can be
manually adjusted here for the specific User.

Set the State information based on the Country
selected, if required.

The User automatically adopts the default Timezone
set for the system. However, the Timezone can be
manually adjusted for the specific User.

The GPS coordinates of the last known address.

* Denotes Mandatory Fields

1. Complete the User detail information
2. Click Done.

Emailing User Details

To email a User regarding their system log in credentials, click the Email button within the User
Information screen. If Random Passwords is enabled, selecting Email will reset the Password and
forward the details to the User. If Password Questions is enabled in Setup>Privileges>System,
selecting Email will send a link to the User directing them to a page that includes the security
questions set for their account and reset the password based on the answers provided. Customers
must complete this process within an hour of the email being sent.
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vCard Button

[EE] wcard

Select this option to download and open the User's information in an electronic business card format,
to email or save outside the system.

Schedule Tab

By default the Schedule tab includes the On Vacation option, which can be set to Yes when the User
takes leave. The system will automatically reassign the User's active requests, if the Vacation
Reassign option has been enabled in the Admin>Setup>Privileges>User tab. If this option has not
been enabled, a Supervisor User will need to manually reassign the requests, if required.

If the system Setup has been configured to Define Work Hours and Schedule Vacations, this
additional functionality is available within the Schedule tab.
User Information
Information Schedule Aliases Team Skills Org Unit

Ingo Engels

Working Hours
Relative To (GMT +5:30) Mew Delhi

Apphy Template E

Sunday <unavailable> |E| to <unavailable= |E|

Monday 0900 [x] o 17:00 [~
Tuesday 09:00 [x] o 17:00 [~
Wednesday 09:00 [*] o 17:00 -]
Thursday 09:00 =] o 17:00 -]
Friday 09:00 [*] to 17:00 -]
Saturday <unavailable> |Z| to  <unavailable> |z|
Holidays
On Vacation @ yg ) ves
Schedule & @
Purpose = S5tart Date T End Date = Active

0-0of 0 Results

Define Work Hours

Use the drop-down lists to set the hours of work when the User is available for the week. Based on
what is set here, the system will assign requests to the User during their available hours. However, if
no other Technician is available for requests based on their defined work hours, the system will
assign the User new requests outside of their set work hours.
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NOTE: If the Technician Define Work Hours option has been enabled, the hours of work MUST be
defined, otherwise the system will ignore the Technician Assignment logic and automatically allocate
new requests to the Team Lead.

Schedule Holidays

The Schedule Holidays functionality allows the Supervisor to pre-book leave in the system for Users.
There are no restrictions on the number of days that can be set, and based on the configuration,
when a leave period is activated, the system will automatically reassign active requests to other
available Users applying the Technician Assignment logic. If the request was initially drawn from an
Incident Queue, it will not return to the Queue but be reassigned to the most relevant Technician
based on the Technician Assignment logic.

As a Supervisor User, to schedule User leave:

Go to the Users>User option

Select the hyperlink name of the User
Move to the Schedule tab

Click Edit

o > wDdh P

Select @
The Vacation Details window is expanded.
6. Enter the reason for leave in the Purpose box

Vacation Details

Purpoze Anual Leave

Start Date  12/24/15 22:30

I:u

End Date 01/0416 22:29 |

7. Complete the Start and End date details
8. Click Save
