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Preface

This ZENworks Patch Management Server v6.4 User Guide is a resource written for all users of
ZENworks Patch Management Server v6.4. This guide defines the concepts and procedures for
installing, configuring, implementing, and using Novell ZENworks Patch Management.

About This Guide

This guide contains the following chapters and appendices:

Chapter 1, “Novell ZENworks Patch Management Overview”
Chapter 2, “Using Novell ZENworks Patch Management”
Chapter 3, “Using Vulnerabilities and Packages”

Chapter 4, “Working With Deployments”

Chapter 5, “Using Devices and Inventory”

Chapter 6, “Using Groups”

Chapter 7, “Reporting”

Chapter 8, “Managing Users and Roles”

Chapter 9, “Configuring Default Behavior”

Chapter 10, “Using the ZENworks Patch Management Agent”
Appendix A, “Patch Management Server Reference”
Appendix B, “Securing Your ZENworks Patch Management Server”
Appendix C, “Using the Content Update Tool”

Appendix D, “Creating a Disaster Recovery Solution”
Appendix E, “Using the Distribution Point”

Appendix F, “Glossary”

Appendix G, “Index”

Tip: This document is updated on a regular basis. To acquire the latest version of this
document, please refer to the Novell Support Web site (www.novell.com/support).
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- xiii - [T [T
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Preface

Document Conventions

The following conventions are used throughout this document to help you identify various
information types:

Table 1.1 Document Conventions

Convention Usage

bold Command names, database names, options, wizard names, window and
screen objects (i.e. Click the OK button)

italics New terms, variables, and window and page names

UPPERCASE SQL commands and keyboard keys

monospace File names, path names, programs, executables, command syntax, and

property names

The icons used throughout this document identify the following types of information:

Table 1.2 Icons Used

Icon Alert Label |Description

Identifies paragraphs that contain notes or

AN recommendations.
Note:

Identifies paragraphs that contain tips, shortcuts, or other

. helpful product information.

Identifies paragraphs that contain vital instructions,
cautions or critical information.

Warning:

[T - Xiv -
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1 Novell ZENworks Patch Management
Overview

Novell Update is a tool to audit the current state of a network and install updates to the various
devices within that company’s network. The ZENworks Patch Management Server retrieves
available vendor patches collected by Novell and bundled with scripts that use an Update Agent as a
detection and installation tool.

A vulnerability includes information that is used by the agents to identify the requirements for the
devices. This testing uses prerequisite profiles to determine if a patch is applicable to a computer. If
the prerequisite profile matches then the agent will use detailed patch identifiers, called fingerprints,
to verify the device has all the vulnerabilities installed and activated.

In This Chapter

e “Product Overview”

e “System Requirements”

e  “Agent Supported Operating Systems”
e  “Agent Supported Languages”

Product Overview

ZENworks Patch Management is an agent-based patch, vulnerability and compliance management
system. The core component of the system is the ZENworks Patch Management Server, which
monitors and maintains patch compliance throughout the entire enterprise through a centralized
Web-interface. ZENworks Patch Management provides a means for an administrator to install a
ZENworks Patch Management Agent on every client system in the target network ensuring all
systems are protected.
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ZENworks Patch Management Server and Agent Process

Agent scans
device

¥

Agent sends
results to
Server

3

Scan results
reviewed in
Inventory

2

Vulnerabilities
determined for
each device

2

Server deploys
patches
to Agent

4

Agent applies
patches
to device

The following process map demonstrates how patch information is communicated between the
ZENworks Patch Management Server and the Agent.

The Agent scans the host device and compiles information
on operating system, software, hardware, and services on
that device via the Discover Applicable Updates (DAU)
task.

The DAU runs an inventory scan on the agent and sends the
results back to the Server, which compares it with the

list of known vulnerabilities. Based on this information,
vulnerabilities are determined to be applicable for each
device.

The results of the scan are returned to the ZENworks Patch
Management Server and can be viewed at any time in the
Inventory section of the product. If applicable, the
ZENworks Patch Management Agent performs another
scan using the patch fingerprints incorporated into each
vulnerability to determine the device’s patch status in
relation to that vulnerability.

Once patch status is established, the Novell Patch
Management Server Administrator creates deployments to
patch the devices on the network. The deployments are then
sent to the selected agents.

Once patch status is established, the Novell Administrator
can deploy the desired vulnerability to each applicable
device on the network.

After the agent receives the patch from the server, it applies
the patches by installing them to the device. The device is
now protected.
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System Requirements

Minimum Hardware Requirements

The hardware requirements for Novell ZENworks Patch Management Server 6.4 vary
depending upon the number of devices you manage. As the device count increases, so do the
requirements. The following, minimum hardware requirements, will support up to 250 devices:

m A single 1.4 GHz Pentium or equivalent processor
= 512 MBRAM
m 36 GB of available disk space

m A ssingle 100 Mbps network connection (with access to the Internet)

B Note: For optimal performance please refer to the settings defined under “Recommended
Configuration”.

Supported Operating Systems

Novell ZENworks Patch Management Server 6.4 is supported on the following Operating Systems:
m  Microsoft Windows Server™ 2003, Web Edition with SP1 or later
m Windows Server 2003, Standard Edition with SP1 or later
m  Windows Server 2003, Enterprise Edition with SP1or later
m Windows Server 2003 R2, Standard Edition (SP2 optional but recommended)
m  Windows Server 2003 R2, Enterprise Edition (SP2 optional but recommended)

Warning: Novell ZENworks Patch Management must be installed on an Operating
System that is not a domain controller and uses any English locale (en-US, en-UK, en-
CA, etc.) in its default configuration.

Other Software Requirements

Novell ZENworks Patch Management Server 6.4 requires the following software:
m  Microsoft® Internet Information Services (IIS) 6.0
m  Microsoft® NET Framework version 1.1 SP1 and 2.0 (both versions are required)
m  Microsoft Internet Explorer 6.x or higher

m  Microsoft SQL Server (any version) must not be installed unless installed by a previous
version of ZENworks Patch Management Server

EE EE
3. N
EE EE
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Supported Database Servers

=l

m Microsoft® SQL Server 2005 Express Edition with SP2

m  SQL Server 2005 Standard Edition with SP2
m  SQL Server 2005 Enterprise Edition with SP2

Note: Novell ZENworks Patch Management Server installs SQL Server 2005 Express
Edition with SP2 during installation. Therefore, you must not have any database server
installed prior to the installation of Novell ZENworks Patch Management.

Recommended Configuration

Novell ZENworks Patch Management Server 6.4 recommends the following hardware:

Table 1.1 Novell ZENworks Patch Management Recommended Configuration

Novell ZENworks Patch Management Server 6.4 is supported on the following database servers:

Number of
< 1000 <2,500 <5,000 <10,000 > 10,000
Nodes
Operating Windows Server | Windows Server | Windows Server | Windows Server | Contact
System 2003, Web 2003, Web 2003, Web 2003, Standard | Novell
Edition with SP2 | Edition with SP2 | Edition with SP2 | Edition with SP2 | Professional
Services
Database Server | SQL 2005 SQL 2005 SQL 2005 SQL 2005
Express Express Express Express
Processor 1-2.4 GHz 1 - Pentium 4 1 - Dual Core, 2 - Dual Core
Non-Xeon Xeon
RAM 1GB 2 GB 2 GB 4 GB
Storage 1 - 36 GB Hard 1-72GBHard |2-144 GB Hard |4 - 144 GB Hard
Drive Drive Drives Drives

Note: Refer to the Novell Support Web site (www.novell.com/support) for additional
configuration recommendations.
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Agent Supported Operating Systems

The following table lists the supported platforms on which the ZENworks Patch Management Agent
6.4 is supported.

Table 1.2 ZENworks Patch Management Agent 6.4 Supported Platforms

. Processor .
Operating (015 0S Edition OS Data | Processor Data Min.
System Versions Width Family . JRE

Width
Apple Mac OS X |10.2.8 - All 32/64 bit | x86(Intel)/ 32/64 bit 1.4.0+
10.4.10 PowerPC
HP-UX 11.00 - All 64 bit PA-RISC 64 bit 1.4.0+
11.23
IBM AIX 5.1-5.3 All 32/64 bit PowerPC 32/64 bit 1.4.0+
Microsoft 98 Second | All 32 bit x86 32 bit N/A
Windows 9x Edition
Microsoft 4.0 SP6A - | AlI(1) 32/64 bit | x86 32/64 bit N/A
Windows NT 2003 R2
Microsoft All Professional(z) 32/64 bit x86 32/64 bit N/A
Windows XP
Microsoft All All 32/64 bit x86 32/64 bit N/A
Windows Vista(3)
Novell Netware |[6.5 All 32 bit x86 32 bit 1.3.0+
Novell SUSE 9-10 Enterprise 32/64 bit x86 32/64 bit 1.4.0+
Linux
Red Hat Linux 2.1-4 Enterprise AS, | 32/64 bit x86 32/64 bit 1.4.0+
ES, WS
Sun Solaris 2.6 -10 All 32/64 bit SPARC/x86 32/64 bit 1.4.0+
(1) Datacenter edition is not supported
(2) Home, Media Center and Tablet PC editions are not supported
(3) Windows Vista support requires .NET 3.0

EE EE
5. N
EE EE
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Agent Supported Languages

ZENworks Patch Management Agent 6.4 is supported on the following languages:
m  en-AU: English (Australia)
m  en-BZ: English (Belize)
m  en-CA: English (Canada)
m  en-JM: English (Jamaica)
m  en-NZ: English (New Zealand)
m  en-ZA: English (South Africa)
m  en-GB: English (United Kingdom)
m  en-US: English (United States)
m  es-ES: Spanish (Spain)
m  fi-FI:  Finnish (Finland)
m  fr-FR: French (France)
m  de-DE: German (Germany)
m  it-IT: [talian (Italy)
m  ja-JP: Japanese (Japan)
m  ko-KR: Korean (Korea)
m  nl-NL: Dutch (Netherlands)
m  pt-BE: Portuguese (Brazil)
m  sv-SE: Swedish (Sweden)
m  zh-CN: Chinese (Simplified)
m  zh-CHS: Chinese (Simplified)
m  zh-TW: Chinese (Traditional)
m  zh-CHT: Chinese (Traditional)
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2 Using Novell ZENworks Patch
Management

Novell Update monitors and sends patches to workstations and servers across a network. ZENworks
Patch Management Server consists of a Web-based management console providing direct access to
system management, configuration, reporting, and deployment options.

In this Chapter

“Getting Started with Novell ZENworks Patch Management”
“Accessing ZENworks Patch Management”

“Common Functions within ZENworks Patch Management Server”
“Viewing the ZENworks Patch Management Server Home Page”
“Viewing the Graph Dashboard”

“License Expiration”

Getting Started with Novell ZENworks Patch Management

Refer to the following process to determine tasks when using Novell ZENworks Patch Management.

Within the install function, initial administration roles and

Install Server parameters are established. Refer to the ZENworks Patch
Management Server Installation Guide for more information on
* installing and configuring your initial usage.

After installing the ZENworks Patch Management Server, the
agent can be installed. In order to install the agent, the devices

Install Agents must be able to download it from the ZENworks Patch

Management Server. Refer to the Agent Installation Guide for

* more information.
Create Groups are created in preparation for deployment. A group
Groups associates similar devices for the purpose of deploying to

multiple workstations.

¥
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Create Agent policy sets are associated with a group and applied to the
Agent group. An agent policy is a set of constraints that govern the
Policies communication interval, logging level, and agent start and stop

v

times.

Deploy
Vulnerabilities

v

The agent deploys to the devices within the network. This
process is aided by the Deployment Wizard which provides
instructions for defining and distributing deployments to the
selected devices in the network.

Create After the initial vulnerabilities are resolved, a mandatory
Mandatory baseline can be set. This is a user-defined range of required
. patches for a group of devices. If a device falls out of
Baselines compliance, applying the mandatory baseline ensures the
* device is patched back into compliance.
Create User permissions, credentials and roles can be established for
Users/Roles all users of the system.

Accessing ZENworks Patch Management

Novell ZENworks Patch Management is an internet application that conforms to standard web
conventions. You can access the application from an internet browser. From the main screen, you
navigate through the system with menu bars, scroll bars, icons, checkboxes, and hyperlinks.

Logging On to ZENworks Patch Management
1. Launch your web browser.

2. Type the ZENworks Patch Management Server URL in your web browser’s Location field.
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3. Press Enter.
The system displays the Connect to Patch Management Server dialog box.

ik

locathast

User name: I ﬂ User j

Password:

Figure 2.1 Log on dialog box

Type your user name in the Username field.
Type your password in the Password field.

Click OK.
The ZENworks Patch Management Home page opens.

Logging Out of ZENworks Patch Management

1. In the Navigation Menu, select Log Out. ZENworks Patch Management logs you out of the
system and displays the Novell Log Out confirmation screen.

Server Date and Tim

Figure 2.2 Log Out Menu Item

EE EE
_9- N
EE EE
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2. To reconnect to the system, click the here link.

Novell, ZENworks:

Logout Screen /,

Close

Figure 2.3 Novell Logout Screen

| ]
.. = 10 =
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Common Functions within ZENworks Patch Management Server

The following section describes standard browser conventions used and the navigational functions
specific to ZENworks Patch Management. From the main screen, you can access all features of
ZENworks Patch Management Server for which you are authorized. The screen is organized by
function. Use the menu items at the top to navigate through the administrative options.

Defining Browser Conventions

ZENworks Patch Management supports the following browser conventions:

Table 2.1 Browser Conventions

Screen Feature

Function

Entry Fields

Type data into these fields, which allow the system to retrieve
matching criteria or to enter new information.

Drop-Down Menus

Displays a list to select pre-configured values.

Command Buttons

Perform specific actions when selected.

Check Boxes

A check box is selected or cleared to enable or disable a
feature. Lists also include a Select All check box that lets you
select all the available listed items on that page.

Radio Buttons

Select the button to select an item.

Display Screens

Shows areas that are part of a window or an entire window.
The data on display screens can be viewed, but not changed.

Sort Data presented in tables can be sorted by ascending (default)
or descending order within a respective column by clicking on
a (enabled) column heading.

Mouseovers Additional information may be displayed by hovering your

mouse pointer over an item.

Auto Refresh

Where present and when selected, the Auto Refresh function
automatically refreshes the page every 15 seconds.

Warning: The Groups page supports the right-click function, however in some areas of
ZENworks Patch Management, it is not supported.

Using Search

Using the search feature, you can filter information retrieved from the database and the GSS. The
search parameters differ within each function in ZENworks Patch Management.

-11 -
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Use the drop down lists to select the parameters you need for your search.

Marne/CVE Mo:

Status: | Not Patched w

Results for Groups: |Ml,l Devices ¥| Impact: |- All - .

Include Child Groups: D Show results on Page Load: D Save as Default View: D Update View

Figure 2.4 Search feature for Vulnerabilities example

You can save frequently used search settings as your default. The checkboxes allow you to save
your search and filter criteria. The following table describes these options.

Table 2.2 Search Settings

Select

To

Save as Default View

Save the active search and filter criteria as the default view for
the page.

The default view displays each time the page is accessed. You
can change this setting at any time.

Show results automatically

Automatically retrieves and displays results from the database
when the module is selected from the Navigation Menu.

different page, until you perform a new search or log out of ZENworks Patch

I%l Note: Your search and filter criteria will remain applicable, even after browsing to a

Management.

Using Tabbed Pages

Tabs are labeled groups of options used for similar settings within a page. Select each tab to view

the available options.

Users

a
g
B

pm

goocoo
BERE

&
Y
«

Roles

UserRole Name

Administrator
Guest
Manager

Oparator

Type Access Rights Users Groups Devices

Systern 45

3 7
Systarn 17 1 7
Systern 40 0 7

0 7

alale|o

System 28

Figure 2.5 Tabbed Page Example

-12 -
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Expanding and Collapsing Folders and Outlines

Patch Management Server uses plus and minus sign options that allow you to expand and collapse
folders, outlines, and other data sources on the page. The information is refreshed each time it is

displayed.

Yulnerahilitiss Packages
1
[1 ¥ Package Name % Drigin Operating Systems Cache Status Change Date . ‘ (]
= [0 W% Deplovment Test and Disgnosti.. PatchLink MetWare Imported 4/27/2007 31381, o
FPackage Neme: Deployment Test and Disgnostic Packige -- Netware
Origin:  Ferchiink Varsion: 2
Status: Enabled Fatal Diveccorias in Packige: 1
Cache Stszus: Packige has buen replicated Tocal Files in Feckage: 1
Cache Request Stetus:  Faquested Compressad Size of Fackage: 0.1 KB
Deplapment Availabilicy:  Availeble Number of Prescripes: 0
05 Placforms: NexWare Number of Postscripes: 0 b
Created B Username:  Patchiink Corp. Number of Command-Line Scripts: 0
Crested On:  1/23/2003 5:12:28 P (Locel) Mumber of Dependencies: O
Last Modified By Username:  PacchLink Corp Fatal Idie Deplopments: O
Last odified O 5/11/2005 2:52:30 ##f (Local) Fotal Running Deployments: O
Last Created Deployment Date Fotal Faited Deplyments: 0
More Information Total Succassfvl Dephyments: 0
License Infarmation Mot Availeble
Description. ~

Total: 58

[1 | efapages 3 |

Rows Per Page: |25 V\

Figure 2.6 Show/Hide Row Option

-13 -
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Advancing Through Pages

Each page in Patch Management Server provides page-through options at the bottom of each tabbed
page. The amount of items available for display and the specific page you are viewing determines
how the options are presented.

| |< = I1 of 967 Pages > |

Figure 2.7 Pagination Feature

Table 2.3
Function Use To
Next Advance to the next page of entries or to the last page of entries by
clicking the next page ( > ) or last page ( > | ) links.
Previous Return to the previous page of entries or to the first page of entries
by clicking the previous page ( <) or first page ( | <) links.
Current Page Go to a specific page by entering the page number in the Current
Page field.
Rows Per Page Modify the number of entries displayed on a single page by selecting
the desired number of records to display.

= Note: When using the browser forward and back buttons, search selections do not get
saved. A new search must be conducted.

Using the Action Menu

The Action menu displays at the bottom of each page and provides access to all actions available for
each page and displays the logged in user in the left corner of the menu. The available commands
vary depending where you are in the application. The action menu functionality depends on the role
assigned to the user.

Deploy Abort Enable Disable Delete Export

Figure 2.8 Action Menu
Using Help

Online Help is designed to provide users with the information they need to properly patch and
manage a network.

' -14 -
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Access to context sensitive help is available by clicking Help located in the navigation menu.

Contents Index || Search TOA Y

Jil
)

@ Movell ZENworks Patch Management Overview
& Using Novell ZENworks Patch Management

@ Using Yulnerahilities and Packages

@ Working With Deployments

@ Using Devices Wo r S
@ Using Groups ®

@ Viewing Device Inventory
@ Mandatory Baselines

&= . Patch Management

& Configuring Default Behavior

@ Patch Management Server Reference

@ Securing Your Patch Managemsnt Server
¢ Creating a Disaster Recavery Solution

@ Glossary

Figure 2.9 Example Help Screen

Exporting Data

Information presented in Patch Management Server can be exported into a comma-separated value
(CSV) file. You may elect to save the file in a different file format after opening it from the
download option.

To Export Data

1. Ifnecessary, populate the page by clicking Update View.

Note: All data results will export, not just the selected results. However, some data may
not import or translate into .csv format in a readable format.

2. Click Export.

3. Inthe File Download dialog box, select from the available options: Open, Save, Cancel.

Open - creates the file and opens it in your Web browser. From the browser you can save
to a variety of file formats including; CSV, XML, text, and numerous spreadsheet
applications.

Save - creates the file and saves it to a local folder. The file is saved to your My Documents
folder in Microsoft Office Excel CSV format.

ool
-15- EE EE
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m  Cancel - does not create or save the report.

A B | C D E
| 1 |Device Class Hardwrare Device 05 infa Status
| 2 |BIOS A - B000ZWTP_EMERALD Win2k3-Service Pack 1 Offline
| 3 |Computer Advanced CorWTP_EMERALD Win2k3-Service Pack 1 Offline
| 4 |Camputer Last Reboot =\WTP_EMERALD Win2k3-Service Pack 1 Offline
| & |Camputer Manufacturer WTP_EMERALD Win2k3-Service Pack 1 Offline
| B |Camputer 05 Serial Mur™WTP_EMERALD Win2k3-Service Pack 1 Offline
| 7 |Camputer Serial Murnbe"\TP_EMERALD Win2k3-Service Pack 1 Offline
| & |Computer Yirtualization :WTP_EMERALD Win2k3-Service Pack 1 Offline
| 9 |Disk drives Yirtual HD - WTP_EMERALD Wyin2k3-Service Pack 1 Offline
| 10 |Display adapters WM Additions WTP_EMERALD Win2k3-Service Pack 1 Offline
| 11 |DWDICD-ROM drives M5 C/OWD-ROWTP_EMERALD Win2k3-Service Pack 1 Offline
| 12 |Floppy disk contrallers Standard floppWTP_EMERALD Win2k3-Service Pack 1 Offline
| 13 |Floppy disk drives Floppy disk diW\TP_EMERALD Win2k3-Service Pack 1 Offline
| 14 |IDE ATA/ATAPI contrallers Intel(R) 82371 WTP_EMERALD Win2k3-Service Pack 1 Offline
| 15 |IDE ATA/ATAPI contrallers Prirmary IDE CWTP_EMERALD Win2k3-Service Pack 1 Offline

16 [IDE ATASATAPI contrallers Secondary IDIWTP_EMERALD Win2k3-Service Pack 1 Offline

Figure 2.10 Exported Inventory Data

The file is named <filename>Export.csv, with the exported file containing data based on
each type.

Viewing the ZENworks Patch Management Server Home Page

The entry point to Novell ZENworks Patch Management is the Home page. From this page, you can
view patch management activity and retrieve system status reports for your ZENworks Patch
Management Server.

From the Home page, you can access all features of the ZENworks Patch Management Server for
which you are authorized. The Home page provides links to documentation, support resources,
status information, patch-related news, and charts.

The screen is divided into four areas.

e  “Using the Navigation Menu” - accesses the administrative options

e “Viewing Latest News” - provides a scrolling window with current information regarding
patches

e  “Viewing the Documentation Links” - provide user support and server status information

e “Viewing Server Information” - displays the status of your subscription

.. '16'
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e “Viewing the Graph Dashboard” - displays group, agent, and patch status with interactive
graphs

Novell. ZENworks.

Setver Date and Time: 5/3/2007 10:47:06 AM (UTC-07:00)

Home \ulnersbilities Deployments Devices Groups Users Reports Options Help About  Log Out
[ Latest Neves Dashhuard &
Microsoft Security Bulletin M507-021 - : .
icrosolt Secunty Buletin Severity 5 Z 7 Agentstatus o I
L0001 12:00 A4 )
This chart displays the percentage of un-remedisted applicable This chart displays the percentage of agents grouped by status.
Microsoft Sacurity Bullatin MS07-010 Inerabilities vs. applicable vulnerabilities grouped by vulnarsbility

sauarity
L/4/5001 12:00 AN )

Microsoft Security Bulletin M507-020

1/1/0001 12:00 AM =) @ Available

Microsoft Security Bulletin MS07-022

1/1/0001 12:00 M =)

[ Documentation

Online Documentation

® working

Recommended ~ Gptional

Select this link to view or download the
Iatest dacumnentation.

Gritical

Support Forum @ unavailable
Select this link to accass the Support

Farumns.

Help Info
Salect this link ta open context sensitive
help.

New Users Start Here

Select this link for information helpful to
new users,

Server Information |

Company : TechPubs |

“g Administrator RSA

Figure 2.11 ZENworks Patch Management Server Home Page
Using the Navigation Menu

The ZENworks Patch Management Server Navigation menu displays product features based on
functionality. Use the menu to navigate through the administrative options within the system. You
can access all features of the system from this menu. When a menu item is selected, the system
opens a series of tabbed folders.

Novell, ZENworks:

Server Date and Tirme: 5/8/2007 12:13:04 PM (UTC-07:00)
Home \Vulnershilities Deployments Devices Groups Users Reports  Options  Help About  Log Out

Figure 2.12 Navigation Menu

=
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1=1

The following table describes the navigation menu items and their functions within the system:

Table 2.4 ZENworks Patch Management Navigation Menu and Descriptions

Menu Item

Description

Home

Provides an overview of patch management activities and the Patch
Management Server environment.

Vulnerabilities

Manages the vulnerabilities and packages used in deployments.

Deployments

Displays all current deployments.

Devices Manages the devices registered to Patch Management Server and
displays a comprehensive inventory of all registered devices.

Users Manages users and roles including the assignment of access rights.

Reports Generates full reports (Opens in a new browser window).

Options Performs activities related to subscription, product information, default
configuration settings, policy definitions, e-mail notifications, and
support-related features.

Help Accesses the online help system.

Log Out Disconnects from ZENworks Patch Management.

Note: Certain installations may include additional modules that provide additional
functionality such as enhanced reporting. Once installed, the component is included in the

main navigation menu.

-18 -
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Viewing Latest News

The Latest News area displays important announcements and other information regarding the
ZENworks Patch Management system. You can select any links within the news window. When a
link is selected, a new window opens to display the news item in more detail.

Latest News

Temporary Workaround for Securi
VYulnerability in RPLC on Wind: DNS
Server (Important

A/ 15/ 2007 =5y

Microsoft Security Bulletin M5S07-022
[Important)

410/ 2007 ==5¥

Microsoft Security Bulletin MS07-021
[Critical})
410/ 2007 ==5¥

Microsoft Security Bulletin MS07-020
[Critical})
410/ 2007 ==5¥

Figure 2.13 Latest News Window

1
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Viewing the Documentation Links

The Documentation links provide access to obtaining information about ZENworks Patch
Management. The links provide access to help, user documentation, and support regarding your

Patch Management Server status.

Documentation

Online Documentation

Select thiz link to view or download the
latest docurmentation,

Support Forum

Select thiz link to access the Support
Forurmns.

Help Info
Select thiz link to open context sensitive
help,

New Users Start Here

Select thiz link for information helpful to
new users,

Figure 2.14 General Information links

The following table provides a description of the General Information links on the Home page.

Table 2.5 General Information Links

General Information Link

Description

Online Documentation

Provides a direct link to the latest Novell ZENworks Patch
Management Server documentation.

Support Forum

Provides a location where the latest information and
technical support about ZENworks Patch Management, its
processes, functions and features are displayed.

Help Info

Provides comprehensive online help for ZENworks Patch
Management.

New Users Start Here

Displays help information for new ZENworks Patch
Management users.

- 20 -
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The Home page displays a Server Information area at the bottom of the page providing the serial
number, number of licenses available, number of licenses in use, and information about current

license usage and availability.

@ Server Information

Carnpany : TechPubs
Serial Number : 53298988-99898335

Mon-Expired Licenses 1 5

Licenses In Use : 1

Licenses Available : 4
Last Update : 4/27/2007 2:58:44 PM

License replication : 100%

Yulnerability replication @ 51%

Figure 2.15 Patch Management Server Current Status

Table 2.6 ZENworks Patch Management Current Status Items

Status Item

Definition

Company

Name of the company that ZENworks Patch
Management is registered to (defined during the
installation process)

Serial Number

ZENworks Patch Management license number (serial
number)

Non-Expired Licenses

Total number of active licenses
Each registered device requires one license

Licenses in Use

Number of active licenses being used by registered
devices as determined by agent registration

Licenses Available

Number of licenses that can be used to register
devices and bring them into the protected ZENworks
Patch Management network

Last Update

Most recent date and time ZENworks Patch
Management received an update from the Global
Subscription Server

License replication

Subscription Status between the local Patch
Management Server server and the Global
Subscription Server.

Vulnerability replication

Replication Status between the local Patch
Management Server server and the Global
Subscription Server patch repository.
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=l

Note: A License Expiration notice displays if all available licenses are in use. See “License

Expiration” for more information.

Viewing the Graph Dashboard

Table 2.7 Dashboard Charts

The Dashboard consists of graphs providing a current view of activity on the protected network.
These graphs are generated based on the latest data available and include all devices, groups,
vulnerabilities, and packages.

The following table describes all of the available charts.

Chart

Description

Vulnerability Severity

This chart displays the percentage of un-remediated applicable
vulnerabilities vs. applicable vulnerabilities grouped by vulnerability
severity.

Vulnerability Severity by
Device

This chart displays the percentage of un-remediated devices vs.
applicable devices grouped by vulnerability severity.

Scheduled Remediation

This chart displays the percentage of un-remediated devices with a
scheduled remediation vs. un-remediated devices grouped by
vulnerability severity.

Mandatory Baseline
Compliance

This chart displays the percentage of devices grouped by mandatory
baseline compliance.

Incomplete Deployments

This chart displays the percentage of incomplete deployments
grouped by the deployments percentage complete.

Agent Status

This chart displays the percentage of agents grouped by status.

Time since last DAU

This chart displays the percentage of available or working devices
grouped by time since the last successful Discover Applicable
Updates task.

Offline Agents

This chart displays the percentage of offline agents grouped by the
time offline.
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Use the following table to define your settings when viewing the graphs dashboard.

Table 2.8 Dashboard Settings and Behavior Icons

Icon |Function

@ Opens the dashboard settings window.

g Opens a printable version of the currently displayed
charts.

Refresh all of the displayed charts.
il

Display the chart descriptions on the dashboard.

Do not display the chart descriptions on the dashboard.

[&]
]
A

View the charts in one column.

View the charts in two columns.

Save the dashboard settings

Move the selected chart up one level.

» |80 |68 | &

Move the selected chart down one level.

-

-

e Refresh the selected chart.
WA

- Minimize the chart.

o

Hide the chart from view.

1
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To Add a Graph to the Dashboard

1. Click the Dashboard Settings icon.
The Dashboard Settings drop-down list opens.

Dashboard Settings Descriptions: Calurmnns:

Yulnerability Severity S
This chart displays the percentage of un-remediated applicable vulnerabilities vs.
applicable vulnerabilities grouped by vulnerability severity.

Agent Status
This chart displays the percentage of agents grouped by status.

Scheduled Remediation O
This chart displays the percentage of un-remedisted devices with a scheduled
remediation vs. un-remedisted devices grouped by vulnerability severity.

Mandatory Baseline Compliance 0
This chart displays the percentage of devices grouped by mandatory baseline

compliance.

@ Incomplete Deployments O

143
44

143
4

143
44

143
4

This chart displays the percentage of incomplate deplayments grouped by the
deployments percentage complete,

Yulnerability Severity By Device 0
This chart displays the percentage of un-remediated devices vs. applicable devices
arouped by vulnerability severity.
v

Figure 2.16 Dashboard Settings Window

143
44

. Select the graphs you want to view by checking the box next to the graphs you want to add.
. Move the graphs up or down according to your priorities.

. Select a one or two column width view from Columns.

. Using the Descriptions buttons, choose to Show or Hide the Chart Descriptions.

. Click Save.
Your graph setting selections are saved and displayed in the Dashboard.

A N A W N

To Remove a Graph from the Dashboard

1. Click the Dashboard Settings icon.
The Dashboard Settings drop-down list opens.

2. Deselect the checkbox next to the graph(s) you want to remove. Click Save Dashboard Settings.
Click Save and the graph(s) is removed from the Dashboard window.
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License Expiration

When the balance of licenses for your ZENworks Patch Management Server expire, the agent
associated with an expired license is disabled and is not recognized by Patch Management Server.
As a result, the agent ceases to communicate and cannot perform any tasks.

Tip: You can view the Subscription Service History and license checking by clicking
Subscription Service in the Options page.

The License Expiration notice supersedes the home page and displays when you log on to Patch
Management Server, and only occurs if the license is expired.

To proceed, select Update License Data. The license verification process begins and connects to
the Global Subscription Server, retrieving updated license information. The page refreshes to the
home page once your updated licenses have been saved.

Novell. ZENworks: PATCHLINK ©

Server Date and Time: 7/12/2006 5:57:15 PM (GMT-07:00)

Product Expired for Serial Number: 88888888-88888888

Expired Product Information

No license data is currently available.

Update License Data

Figure 2.17 License Expiration Page

B Note: If you need to renew licenses or add new licenses, contact your Novell representative
at 800.858.4000.

=
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3 Using Vulnerabilities and Packages

The Vulnerabilities page consists of two tabs where the majority of patch management activities are
performed.

Vulnerabilities list all patch-related security issues across all devices registered to the ZENworks
Patch Management Server. Within ZENworks Patch Management Server, a vulnerability consists
of:

m  The vulnerability description

m  Signatures and fingerprints required to determine whether the vulnerability is patched or
not patched

m  Associated package or packages for performing the patch

Packages contain all vendor-supplied updates and executable code used to correct or patch security
issues.

The following graphic illustrates the relationship between vulnerabilities and packages.Typically, a
single vulnerability is shared by multiple products on multiple operating system platforms. There
may be a series of separate patches to mediate the same vulnerability in different environments. The
separate patches are grouped in packages identified by their respective product or OS. As a result, a
series of packages are included for one vulnerability.

Vulnerability
XP NT T
jut]
Q
e
@
Vista 03 @
w

Figure 3.1 Vulnerability and Package relationship

In this Chapter

e “About Vulnerabilities”

e  “The Vulnerabilities Page”

e “Working with Vulnerabilities”
e  “About Packages”

e “Using the Packages Tab”

e “Working with Packages”

=
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About Vulnerabilities

The vulnerabilities tab displays a complete listing of known patches and updates. Once reported and
analyzed, the vulnerabilities are distributed to your ZENworks Patch Management Server through
the Global Subscription Server.

The ZENworks Patch Management Agent installed on each device checks for known vulnerabilities
using the Discover Applicable Updates (DAU) task. The DAU runs an inventory scan and sends the
results back to ZENworks Patch Management Server, which compares it with the list of known

vulnerabilities. If the device is found to have vulnerabilities, a deployment can be set up to remedy

the issues.
Update Server DAL SendE%Uevice S YES Patch User Patches are
Receives [ Inventories |<p{™ [0 " [P VB'::BEE'&';Y Required P Schedules =P Deployed to
Patches Device Server i Deployment Device

Patch not
MNeeded

Figure 3.2 Discover Applicable Updates

| ]
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Defining Vulnerability Structure

The structure of a Vulnerability allows the ability to create one patch applicable for many different
operating systems and software versions. This allows for different packages and signatures capable
of identifying the presence of patch files within a device.

As depicted in the following diagram, for each vulnerability you can have more than one signature.
For each signature, you can have multiple fingerprints and pre-requisites. However, you can only
have one package assigned per signature.

Vulnerability
Signature A Signature B
h 4 h 4 h 4 v \ 4
Fingerprint 1 Fingerprint 2 Pre-Requisite Fingerprint 3 Fingerprint 4 Package

Figure 3.3 Patch Structure

Vulnerabilities

A vulnerability is the container for the entire object. All properties set for the vulnerability are

viewed in the Vulnerabilities page of ZENworks Patch Management Server. Each vulnerability can
have one or more signatures.

Signatures

Signatures recognize specific combinations of installed software in an operating system.

Vulnerabilities usually contain multiple signatures to compensate for variances within applications.
Frequently, a patch will require different executables, dynamic-link libraries, and switches in order
to run or detect the patch within different operating systems.

Fingerprints

A fingerprint can represent a unique file, folder, registry key, or other data value somewhere within
a system. Each signature can contain one or more fingerprints detecting if a patch is present in the

system.
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Pre-requisites

A pre-requisite is a signature belonging to another vulnerability with its own fingerprints. Adding a
pre-requisite to a signature requires the pre-requisite be met before analyzing the signature for the
current patch. If that signature's pre-requisite is met, the agent will analyze the fingerprints of the
current signature, otherwise they will be ignored and the patch will not be applied to the device.

Packages

The package contains the actual files used to update or install software on the system. Each package
contains the script commands for installing the package files or running the executable that installs
the patch.

The Vulnerabilities Page

Vulnerabilities display in a table which outlines their impact and deployment status. The total
number of vulnerabilities displays below the table in the bottom left corner.

Novell: ZENworks:

Server Date and Time: 5/8/2007 12:16:06 PM (UTC-07:00)
Home Vulnerabiliies Deployments Devices Groups Users Reparts  Options  Help About  Log Out
Name/CVE Mo | | status: Mot Patohed ~|
Results for Groups: [My Davices 3| tpsct: [ Al v
Include Child Groups: [] Shaw results on Page Load: [ Save as Default iew: []
vulnerabilities || Packages
[ Yulnerability Name mpact ¢/ @ Q @ HE % |g|
BHOEW a-ocel Test snd Di tic Packsge Critical 0 3 0 0 3 100%
B [JE W wMsos-07s 923689 925398 vyl bility in Windows Media Pla...  Critical 0 2 0 0 2 100%
F O ¥ msor-004 923963 vul, bility in Wector Markup Lanquage (S...  Critical [} 2 0 0 2 100%
B [JE ¥ Ms07-007 527802 vulnersbility in Windows Image isition, ... Critical o 1 0 0 1 100%
B [JE ¥ ms07-008 926843 vulnersbility in HTHL Help Activet Contral Critical o 2 0 0 2 100%
H OE W mso7-008 327779 ility in Microsoft Data Access (MDA, Gritical 0 1 0 0 1 100%
H [JE ¥ msor-011 926ezs in Microsoft OLE Dialag Critical o 2 1} 0 2 100%
B [ N9 mMe07-013 918118 vulnershility in Microsoft RichEdit (Rey 2) Critical 0o 2 0 0 2 100% ¥
Toral: 237 |1 ]eftopages > =] Rows Parpage: ‘
% Administrator Deploy | Disable Enable Export | Update Cache | Scan Now

Figure 3.4 Vulnerabilities Page
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Viewing Vulnerabilities

View details of a specific vulnerability by selecting the desired vulnerability and clicking the
vulnerability name. The Vulnerability Details page (status page) represents the results of the
vulnerability analysis and displays detailed data regarding the vulnerability.

A - Deployment Test and Diagnostic Package

Not Patched Patched Error Detecting Infarmation
[ 1/ Device Nanve £ DNS Name Operating System 08 Service Pack Analysis Date
O '»‘J TP-MYSERVER tpempserver techpubs com Win2K3 Service Pack 1 4/29/2007 5:45:28 PM

Figure 3.5 Vulnerability Details

To View a Vulnerability
1. Inthe Vulnerabilities list, select a vulnerability. You can only view the details of one
vulnerability at a time.

2. Click the Vulnerability name.
The Vulnerability Details page for the selected vulnerability opens.

A - Deployment Test and Diagnostic Package

Not Patched Patched Error Detecting Infarmatian
[ % Device Name £ DNS Name Operating System 08 Service Pack Analysic Date
[ 4] wre-mvserver tpemyserver techpubscom  WinZ2K3 Service Pack 1 4/23/2007 5:45:28 PM

Figure 3.6 Vulnerability Details

Viewing Vulnerability Details

Selecting the plus sign next to a vulnerability will display detailed information about the
vulnerability. You can view this same detailed information on the Vulnerability Details page.

Yulnerabilities Fackages

]9 Yulnerability Name
E [JE ¥ A-ceployment Test and Diagnostic Package
Type: Activa Vulnerability Anslypsis
Impact: Critical
Stazus: Enabled
Downloaded On:  4/12/2007 10.45:32 AM (UTC-07:00)
Vulnarsbility Resuits: Corent

Impact £ ‘/ [ ] 3 LQ 7; a
1 o i} 1

Critical o 100%

Associreed Prckages: 1
FPackiges Stetus: Cached and resdy For deployment.
Vendor: Pezchiink Corporssion
Relesred On:  11/18/2001 €:00:00 pif (UTC-07.00)
Vendor Proguct ID:  PiDemo

This it & demonstration for the packege deplopmant Featurs in Prtchiink Updste., When you scheduls this packege
daplopment, yaur Patchiink Update Server (PLUS) will first dawnload the package from PetchLink, Aferierds
Fatchlink Agint checks FLUS to determine if there are any task far the Agent Computar. When the schedule time iz
reached, the Patchlink Agent will download the File Fatchlink depley_dem 2t and stare it in the sy stem temp
directory. Mors Information

Deseription:

~

Total: 171 1 | of 7 Pages = 2| Rows Per Page: |25 %

Figure 3.7 Vulnerability Details
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Vulnerability Status & Types

The status of a vulnerability is indicated by an icon in the status column. The displayed
vulnerabilities are determined by the filter criteria defined in the search section. The filter may be set
to display vulnerabilities of a certain status type.

Table 3.1 Status and Description

Status Description

New Downloaded from the Global Subscription Server since the last
session.

Current Present vulnerabilities residing on ZENworks Patch Management
Server.

Tasks System task package.

Local Locally created package.

Beta Released to the Novell BETA community.

The following table includes descriptions of the Vulnerability status icons.

Table 3.2 Vulnerability Status Icons and Descriptions

New |Current | Beta |Status Description

Es

Active vulnerability.

Vulnerability has been disabled.

=

| ]
]| -32-



ZENworks Patch Management Server v6.4 - User Guide

Vulnerability Package Cache Status & Type

A vulnerability may have any number of packages associated with it. A package contains the patch
to fix the vulnerability. Each package may be cached (downloaded) from the Global Subscription

Server.

The downloading of packages can occur automatically if the vulnerability impact is rated as critical
or if a deployment has been created for a particular package or vulnerability. Selecting the Package
Cache Status icon, displays a list of the individual packages associated with the vulnerability. The

following table describes the status descriptions.

Table 3.3 Status and Description

Status Description

New Downloaded from the Global Subscription Server since the last
session.

Current Present vulnerabilities residing on ZENworks Patch Management
Server.

Tasks System task package.

Local Locally created package.

Beta Released to the Novell BETA community.

The icons and their status are classified as follows:

Table 3.4 Package Status Icons and Descriptions

New

Current

Tasks |Local | Description

¥

©

The package is not cached.

i

The package has been scheduled to be cached or is in
aZo the process of being cached.

g

An error occurred while trying to cache the package.

s §

The package is cached and ready for deployment.

B

|
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Table 3.4 Package Status Icons and Descriptions

New |Current |Tasks |Local | Description
o | B o =
s & =

The package is currently deploying (animated icon).

The package is disabled.

Vulnerability Name

Vulnerability names typically include the vendor (manufacturer of the vulnerability) and specific
application and version information.

Vulnerability Impacts

The following list describes each level of need for a device to have the vulnerability deployed and
installed. Impacts can be viewed in Ascending or Descending order by clicking the icon (up or down
arrows respectively) to the right of /mpact.

Critical - Novell or the product manufacturer has determined that this patch is critical and should be
installed as soon as possible. Most of the recent security updates fall in to this category. The patches for
this category are automatically downloaded and stored on your ZENworks Patch Management Server.
Critical - 01 - Novell or the product manufacturer has determined that this patch is critical and should be
installed as soon as possible. This patch is older than 30 days and has not been superseded.
Critical - 05 - Novell or the product manufacturer has determined that this patch is critical and should be
installed as soon as possible. These patches have been superseded.
Critical - Intl - An international patch, where Novell or the product manufacturer has determined that this
patch is critical and should be installed as soon as possible. Most of the recent international security
El:pdatels fgll in to this category. After 30 days international patches in this category will be moved to
ritical - 01.
Detection - These vulnerabilities contain signatures that are common to multiple vulnerabilities. They
contain no associated patches and are only used in the detection process.
Informational - These vulnerabilities detect a condition that Novell or the product manufacturer has
getermined as informational. If the report has an associated package, you may want to install it at your
iscretion.
Recommended - Novell or the product manufacturer has determined that this patch, while not critical or
security related is useful and should be applied to maintain the health of your computers.
Software - These vulnerabilities are software applications. Typically, this includes software installers. The
vulnerabilities will show not patched if the application has not been installed on a machine.
Task - This category contains tasks which administrators may use to run various detection or deployment
tasks across their network.
Virus Removal - This category contains packages which administrators may use to run various virus
detections across their network. Anti-Virus tools and updates are included in this category.
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Vulnerability Statistics

The right-hand side of the vulnerability table contains columns which illustrate current statistics for
the devices which have been scanned or will be scanned for that particular vulnerability. These
statistics show the relationship between the vulnerability and the number of devices (or groups) that
meet each status.

Table 3.5 Column Icon Definitions

Icon |Definition

g

Total number of devices that are Patched.

Total number of devices that are Not Patched.

Total number of devices which returned an error.

@

Total number of devices that are in the process of detecting.
[whether the device is Patched or Not Patched]

G

Total number of assigned or impacted devices.

W

Percentage of the devices that have completed the detection.

L
%

= [(Total Patched + Total Not Patched) / Total Assigned devices]

Searching, Filtering, and Saving Views

ZENworks Patch Management offers search and data filtering options that allow you to search for
specific items and filter result sets. Searching and filtering can be performed independent of each
other or can be combined to provide drill-down capabilities. Search and filter settings can be saved
as the default view displayed on subsequent visits to the page.

Refer to “Using Search” for instructions on how to use the search and filter functions.

=
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Working with Vulnerabilities

There are several tasks in vulnerabilities designed to assist with management and deployment.
These are available from buttons located within the Action menu at the bottom of the Vulnerabilities
page. These tasks include:

e “Deploying Vulnerabilities”

e  “Viewing Vulnerabilities”

e “Disabling and Enabling Vulnerabilities”
e  “Updating the Cache”

e  “Using the Scan Now Feature”

Vulnerability Status Tabs

The results of the vulnerability analysis are detailed and separated into four tabs representing the
status of devices applicable to the displayed vulnerability.

Table 3.6 Tabs and Descriptions

Status Description
Not Patched Devices detected as requiring the vulnerability patch.
Patched Devices detected as being patched for that particular vulnerability.
Error Devices that generated an error during the deployment of the
vulnerability or subsequent DAU.
Detecting Devices running or waiting for the DAU to begin.
Information Displays detailed information about the vulnerability.
- 36 -
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Column Definitions

Each tab in the details page displays basic device (agent) information in five columns. The
following table includes descriptions of the Vulnerability column definitions.

Table 3.7 Vulnerability Column Definitions

Name Definition
Device Name The name of the device.
DNS Name The DNS name for the device or its IP address if it does not have an

assigned DNS name.

Operating System The operating system (abbreviated) running the device.
OS Service Pack Additional operating system version information.
Analysis Date The date the agent on the device last ran the Discover Applicable

Updates system task.

=
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Device Status

Also displayed in the Vulnerability Details page is the status of the agent installed on the device.

The following table defines agent (device) status and associated icons.

Table 3.8 Device Status Icons

Active

Pending

Description

—

o

N/A

The agent is currently working on a deployment (animated icon).

I
[ 8

©3]

The agent is idle, and has pending deployments.

Wil

The agent is offline.

&

|

The agent is sleeping due to its Hours of Operation settings.

|

1._
L

M

This agent has been disabled.

The agent is offline and is in a QChain status (can accept chained deployments
only after reboot).

o MR: WY

The agent is offline and is in a Reboot status (can accept no more deployments
until after it reboots).

The agent is in a QChain status (the agent can accept chained deployments only

@!F [QIE until after a reboot).
. . The agent is in a Reboot status (the agent can accept no more deployments until
R o) after it reboots).
The agent is in a QChain status (the agent can accept chained deployments only
,3!35 t@ until after a reboot) and is sleeping due to its Hours of Operation settings.

el

The agent is in a Reboot status (the agent can accept no more deployments until
after it reboots) and is sleeping due to its Hours of Operation settings.

N/A

Unable to identify the agent status.
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Deploying Vulnerabilities

Deploying a vulnerability to selected devices is a key function of the ZENworks Patch Management
Server. Deployments are initiated by selecting Deploy and completing the Deployment Wizard. The
Deployment Wizard provides step-by-step instructions for defining and distributing vulnerabilities
to the protected devices in the network. Refer to Chapter 4, “Working With Deployments” for
additional information.

Disabling and Enabling Vulnerabilities

Enabled vulnerabilities are included in the scanning activity of the DAU system task. All
vulnerabilities are initially enabled. When a vulnerability is disabled, it is not included in the list for
the DAU system task.

Once disabled, the vulnerability may not appear in the Vulnerabilities list based on your filter
settings. To include disabled vulnerabilities in the list, select Disabled Vulnerabilities or All in the
Status filter.

To Disable a Vulnerability
1. Inthe Vulnerabilities list, select one or multiple vulnerabilities.

2. In the action menu, click Disable.
The vulnerability displays with the disabled icon in the status column.

To Enable a Vulnerability

1. Inthe Vulnerabilities list, select a disabled vulnerability.

2. In the action menu, click Enable.
The vulnerability displays with the enabled icon in the status column.

=
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Using the Scan Now Feature

Complete the following steps to use the Scan Now Action Menu item.

To Use Scan Now

1. Select one or more devices or device groups (if you do not select a device or device group, the
DAU will be scheduled for all devices).

2. Click Scan Now.
The Scan Now window opens.

» Scan Now
CONFIRM:

This will immediately schedule a scan of each
device in this group.

Are you sure you want to scan ALL members of
this group?

[]'ves, scan ALL members of this group.

[“I Include child groups in the scan.

Figure 3.8 Scan Devices
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3. Select Yes, scan the selected device and click Schedule.
The Scan Now - Success dialog box appears informing you that the scan has been scheduled and
providing a link to view the scheduled deployment.

§ Scan Now
SUCCESS:

& scan has been scheduled for each device in this
group.

Close

Figure 3.9 Scan Group Scheduled

Note: As with all deployments, although the DAU is scheduled for immediate execution, it will
not actually occur until the next time the agent checks in.

4. Click Close.
The window closes.

=
-41 - EE EE



Using Vulnerabilities and Packages

Updating the Cache

Update Cache initiates a process that gathers the packages associated with the selected vulnerability
and copies those packages to your ZENworks Patch Management Server.

To Cache Data

1. On a Vulnerability page, tab, or view, click Update View to display the vulnerabilities that
match your filter criteria.

Select the vulnerabilities to cache.

In the Action menu, click Update Cache.
The Warning dialog box opens informing you that the update request and this action may take
an extended period of time.

4. Click OK.
Microsoft Internet Explorer x|
1 ! The distribution packages assoclated with the selected vuinsrabiity have been requested, This request may bake a Faw minutes.
.
o]

Figure 3.10 Update Cache - Warning dialog box

| L[|
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A package is an archive containing the patch software and executable code required to deploy and
install a patch. The process of sending a package to a device is called a package deployment.

Packages can run tasks, scripts, install software applications, send files to a specified location, and
change the configuration of an application or service.

To View Packages

1. In the Patch Management Server main toolbar, select Vulnerabilities.

. In the Vulnerabilities page, select the Packages tab.

2
3. Ifneeded, select criteria from the Groups, Status, or Impact drop-down lists.
4

. Select Update View.

The system displays the existing package list in the Packages tab.

Novell, ZENworks.

Server Date and Time: 5/8/2007 12:17:3& PM (UTC-07:00)

Home Vulnerabiliies Deployments Deuices Groups Users Reports Options  Help About  Log Out
Search (package name): | | status | Enabies Pacages v
Oparating Systam:| - All v

show results on Page Load: (] Save as Default View: [] Update View

Vulnerabilities Packages
]
[] ¥ Package Name 2 Origin Operating Systems Cache Status Change Date b |:~

B
O
&

Fe WInNT, Win2K, Win.. o

[ [ W) Adobe Acrobast (Chinese-CHS) ... Movell WinNT, WinZK, win... a

[H [ W} adobe acrobst (Chinese-CHS) ... Novell WIRZK, WinkR, Win.. 0 m
B [ W5 Adobe acrobst (Chinese-CHT] ... Nowell WinNT, WinZK, Win... [}

F [ W) Adobe Acrobst (Chinese-CHT) ... Howell WinlT, Win2K, Win... a

H OB . MNowell Win2K, WinkP, Win.. o

[ [] W Adobe Acrobst (Dutchl Reader.. HNowell WInNT, WinZK, Win... 0

F [ W) adobe acrobast (Dutch) Reader.. Movell WinNT, Win2K, Win... o 3
Total 14139 |1 |of56e Pages = 2| Rows PerPage: |
:\ Administrator _De_g_ I?!_ M Edit Delielg m _Ug\‘!_ab_e Ciche

Figure 3.11 Packages View
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Using the Packages Tab

Click expand to display detailed package information. Select the package name to display the
package details.This includes the package deployment information and the package information

tabs.

wulnerabilities
O w
=2 0w

Packages
Package Name

Deployment Test

% Drigin Operating Systems Cache Status Change Date #\c Lo
and Diagnostic Pack... Patchlink winVista®fd, Win9s, win... Imported 4/27/2007 3:32:19 ..,

Fackege Neme:

Origin:

Stetus:

Cache Status:

Cache Paguest Staus:
Daplayment Avsiiabilicy:
05 Platforms:

Crested By Username:
Created On:

Last Madifiad By Usemsme:
Last Madifiad On:

Last Crasmad Deployment Date:

Deseription:

Daplayment Test snd Disgrostic Peckage -- Windows

Fanchiink Versian: 15
Enabiad Tonal Directories in Fackege: 1
Fackage has been mplicated Fotal Fifes in Packege: 1
Fequested Compressed Size of Packega: 0.5 KB
Availsble Wumber of Praseripts: 0
WinbisteXed, Winda, Winds, WiniT, Win2k, WinXe, Win2K3, WinZK3us4, WinXPusa, WinkE, Winkists Wumber of Postscripts: 1
Panchiink Corp. Wumber of Command-Line Seripts. 0
13419/2001 10.40.35 AM (Locsi) Number of Dependencies: 0
Panchiink Corp. Toral Iale Deplopments: &
3/29/2007 11:58.:47 AM (Lacai) Toral Running Deplopments: 0
442942007 §:13.33 P4t (Local) Toral Faifed Daplopments: 0
Sore Information Fora Suceassful Deplopments: O

License Information wat Availeble

FAiz is & darmanstration for the packige deplopment Feature in PatchLink Updsta.

Wehen pou schedule this packege deplayment, your FetchLink Update Server (PLUS)
viill Firse download the packege from PatchLink. Afeerwards Pyechiink Agent checks
PLUS to determine i there are eny task for the Agent Computar. When the schedule
time is reached, the Fatchlink Agent will downiazd the file

Fatchlink_duplsy_dema zxt and stare it in the spstem temp directory.

Total: 19

Figure 3.12 Package Details

1 |of 1 Pages Rows Per Page: |25 %

The package summary includes the following information:

Table 3.9 Package Summary Definitions

Status

Description

Package Name

Title of the package.

Origin

Point of origin of the package. An origin of Novell or System
refers to packages created by Novell.

Status

The current status of the package, stating if the package is
enabled and ready to be requested from the Global Subscription
Server

Cache Status

The current cache status of the package. A package is
considered cached when it has been downloaded from the
Global Subscription Server and actually resides on the local
server.

Cache Request Status

Indicates if the package has been requested from the Global
Subscription Server.

Deployment Availability

Indicates if the package has completed caching, and is available
for deployment.

OS Platforms

The operating systems and platforms that the package supports
and may be deployed to.
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Table 3.9 Package Summary Definitions

Status

Description

Created By Username

The user who created the package.

Created On

The date and time the package was created.

Last Modified By Username

The user who last modified the package.

Last Modified On

The date and time of the last change to the package.

Last Created Deployment Date

The date and time a deployment was last created using this
package.

More Information

If available, presents a link to detailed package information.
This might be an article or other resource from a third-party.

License Information

If available, presents a link to detailed license information.

Description Narrative description of the distribution package. Also includes
links to any relevant Novell knowledge base articles.
Version The package version.

Total Directories in Package

The number of directories contained in the package.

Total Files in Package

The number of files contained in the package.

Compressed Size of Package

The file size of the compressed package (in KB).

Number of Prescripts

The total number of prescripts contained in the package.

Number of Postcripts

The number of postscripts contained in the package.

Number of Command-line
Scripts

The number of command-line scripts contained in the package.

Number of Dependencies

The number of dependencies associated with the distribution
package.

Total Idle Deployments

The number of idle deployments.

Total Running Deployments

The number of running deployments.

Total Failed Deployments

The number of failed deployments.

Total Successful Deployments

The number of successful deployments.

]|
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Package Information Tab

Access similar information in the Package Details page by clicking the package name and selecting

the Information tab.

Package Details for Deployment Test and Diagnostic Package -- Windows

Deployments || Package Information

Package Information:

Package Name: Deployment Test and Diagnostic Package -- Windows

Status: Enabled

Origin: PatchLink
Created By: PatchLink Corp.
Last Modified By: PatchLink Corp.

Operating Systems: WinVista%6d, Win9g, Wind5, WInNT, WinZK, WinkP, Win2K3,
WInZK3164, WinkPu64, WinME, WinVista
Yersion: 15
Created On: 11/13/2001 5:40:36 PM
Last Modified On: 3/29/2007 £:58:47 PM

Cached On: 4/27/2007 10:32:19 PM License Information: License Information Mot Available

More Information

Description: This is a d

for the package d

feature in PatchLink Update. When you schedule this package deplayment,

your PatchLink Update Server (PLUS) will first download the package from PatchLink. Afterwards PatchLink Agent checks PLUS
to determine if there are any task for the Agent Computer, When the schedule time is reached, the PatchLink Agent will download
the filz PatchLink_deploy_demo.tut and store it in the system temp directory.

Deployment Information:

Total Deployments:
Total Scheduled:

® oW

Package Contents:
Files: 1
Dish Space: 0.5 KB
Saripts: Postscript

a

Total In Progress:
Total Success:

a

Directories: 1

a

Dependencies:

Figure 3.13 Package Details - Package Information tab

Table 3.10 Package Information Definitions

Status

Description

Package Information

Package Name

Title of the package.

Status The current status of the package, stating if the package is
enabled and ready to be requested from the Global Subscription
Server

Origin The origin of the task or which company created the package.

Operating Systems

The operating systems and platforms that the package supports
and may be deployed to.

Created By

The user who created the package.

Last Modified By

The user who last modified the package.

Cached On

The date and time the distribution package was last cached.

More Information

If available, presents a link to detailed package information.
This might be an article or other resource from a third-party.
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Table 3.10 Package Information Definitions

Status Description

Description Narrative description of the distribution package. Also includes
links to any relevant Novell knowledge base articles.

Version The package version.

Created On The date and time the package was created.

Last Modified On The date and time of the last change to the package.

License Information If available, presents a link to detailed license information.

Deployment Information

Total Deployments The total number deployments.

Total Scheduled The number of scheduled deployments.
Total In Progress The number of running deployments.
Total Success The number of successful deployments.

Package Contents

Files The number of files contained in the package.

Disk Space The file size of the compressed package (in KB).

Scripts The total number of scripts (includes Prescripts, Postscripts, and
Command-line scripts) contained in the package.

Directories The number of directories contained in the package.

Dependencies The number of dependencies associated with the distribution
package.

ool
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Package Statuses & Types

The Package status is indicated by an icon in the status column. The filter may be set to display
packages according to status.

Yulnerahilitiss Packages
[0 W9 Package Name % prigin Operating Systems Cache Status Change Date 0 L
[0 W' Ceplovment Test and Ciagnostic Pack... PatchLink WinVistaX6d, Win9s, Win.. Imported 4272007 3:32:19 .., 3
|:| t:‘ MS 935364 Ternporary Workaround fo... PatchLink Winzk, WinZK3 Imported 4/27/2007 3:35:40 .., o
[0 ¥ msos-078 923685 925398 (328it) Vul... Patchlink WinZK, WinkP, WinZka Imported 4/27/2007 3:34:48 .., i}
|:| t:‘ MS07-002 927198 925524 Yulnersbilit... PatchLink Win9S, WinNT, winzk, W... Imporked 4/27/2007 3:39:91 .., o
D t‘ MS07-002 927198 925524 Vulnerabilit... PatchLink Win98, WinNT, WwinZk, W... Imported 427/2007 3:32:39 .., o
|:| t:‘ MS07-003 925238 921593 Yulnersbilit... PatchLink WinNT, WinZK, winXP, W... Imporked 4/27/2007 3:45:18 .., o
D t‘ MS07-003 925338 924085 Yulnerabilit... PatchLink WnZK, WinzP, win2K3 Imported 4f27/2007 3:45:39 .., o
|:| t:‘ MS07-004 929963 (2K3 SP1) Yulners... Patchlink Win2K3 Imported 4/27/2007 3:38:54 .., o
O W9 msn7-004 929368 (2K3) Vulnerability ... Patchlink WinZKE Imported 4/27/2007 3:32114 .., 0
|:| t:‘ MS07-012 924667 927696 Yulnersbilit... PatchLink WinZK, WinkP, winzk3 Imported 4/27/2007 3:36:57 .., o
O W9 ms07-013 918118 (2K3) Vulnerability ... Patchlink WinZKE Imported 4/27/2007 3:40:52 .., 0
|:| t:‘ MS07-013 918118 920813 Yulnersbilit... PatchLink WinZK, WinkP, winzk3 Imported 4/27/2007 3:45:11 .., o
[0 ¥ MS07-013 918116 920816 (x86) Vuln... Patchlink Win98, WinNT, Win2k, W... Imported 4/27/2007 3:38:50 .., i}
|:| t:‘ MS07-013 918118 920816 Yulnersbilit... PatchLink WinZK, WinkP, winzk3 Imported 4/27/2007 3:39:07 .., o ~
Total: 19 1 |of1 Pages Rows Per Page: |25 %
Figure 3.14 Package Status
The following table describes the status of the package and the description.
Table 3.11 Status and Descriptions
Status Description
New Downloaded from the Global Subscription Server since the last session.
Current Present vulnerabilities residing on ZENworks Patch Management Server.
Tasks System task distribution package.
Local The locally created distribution package.

The icons and their status are classified as follows:

Table 3.12 Package Status Icons and Descriptions

New |Current |Tasks |Local | Description

The package is not cached.

s | B B

The package has been scheduled to be cached or is in
oZo oo oo the process of being cached.

| L[|
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Table 3.12 Package Status Icons and Descriptions

New |Current |Tasks |Local | Description

An error occurred while trying to cache the package.

o | B b

The package is cached and ready for deployment.

o
I

-

The package is currently deploying (animated icon).

The package is disabled.

¢
&
o &
g

Package Column Definitions
The following table includes descriptions of the package column definitions.

Table 3.13 Package Column Definitions

Name Definition

Package Name Name includes vendor, application, and version
information.

Package Origin The origin of the task or which company created the
package.

Package Operating Systems Which platforms are supported by the package.

Package Deployment Number of deployments associated with the package.
Associations

Searching, Filtering, and Saving Views

ZENworks Patch Management offers extensive search and data filtering options that allow you to
search for specific items and filter result sets. Searching and filtering can be performed independent
of each other or can be combined to provide extensive drill-down capabilities. Results can then be
saved as a view that is displayed on subsequent visits to the page.

Refer to “Using Search” for instructions on how to use the search and filter functions.

=
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Working with Packages

There are several tasks associated with packages designed to assist you in the management and
deployment of packages.These are available from commands located in the Action menu at the
bottom on the Packages page. These tasks include:

e  “Deploying a Package”

e “Creating a Package”

e “Editing a Package”

e “Deleting a Package”

e “Updating the Package Cache”

Deploying a Package

Deploying a package is performed similarly to deploying a vulnerability. Deployments are initiated
by clicking Deploy and completing the Deployment Wizard. The Deployment Wizard provides step-
by-step instructions for defining and pushing deployments out to the protected devices in the
network. See Chapter 4, “Working With Deployments” for more information.

Tip: Deploying via the Packages page will allow you to deploy inapplicable packages
such as the custom packages that you have created.

Deleting a Package

Deleting a package removes the package from the list of available packages and all records of the
package from the database (system-task packages cannot be removed).

downloaded from the Global Subscription Server. However, the package will not be

Note: Package metadata for Novell-provided packages that are deleted will be re-
cached unless it is associated with a critical vulnerability or included in a deployment.

To Delete a Package

1. Inthe Packages list, select one or multiple packages.

2. In the action menu, click Delete.
The Warning dialog box opens, informing you of the expected processing time for the action.

Confirm the request to delete the package(s).
The package(s) is deleted from the packages list.

| ]
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Updating the Package Cache

Updating the system cache initiates the process to cache (or re-cache) the selected packages.

To Cache Package Data

1.
2.

In the Packages list, select one or multiple packages.
In the Action menu, click Update Cache.
The Warning dialog box opens, informing you of the expected processing time for the action.

Click OK.
The Package Data is cached.

Editing a Package

Changing a package is restricted to custom packages created by you or another Novell Patch
Management Server administrator.

Note: Packages with an origin of PatchLink or System cannot be modified.

To Edit a Package

1.
2.

In the Packages list, select a package.

In the action menu, click Edit.
The package is displayed in the Edit Packages dialog box.

Make the desired edits and click OK.

Refer to the “Creating a Package” for details on changing packages through the Package Editor
Wizard.

Creating a Package

Complete the following steps to create a package.

To Create a Package

1.

In the Packages list, click Create.
The Welcome to the Package Editor screen opens.

Refer to the “Using the Package Editor” for details on changing packages through the Package
Editor wizard.

=
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Using the Package Editor

Creating distribution packages is performed using the Package Editor wizard.

To Create a Package

1. Inthe Packages list, click Create.
The Welcome to the Package Editor screen opens.

Welcome to the Package Editor

This wizard will help you create or edit a Package.

Wiith this wizard you will:
MName the Package and provide general information about it,
Associate Operating Systems to the Package.

Define the File list for the Package.
Associate Package Dependencies with this Package.

When clicking next, the Package Editor will be downloaded and
installed.

™ Do not display this page in the future,

= Back | Mext = | Cancel |

Figure 3.15 Package Editor Welcome Screen

2. Click Next.

Note: The Package Editor requires the installation of an ActiveX control.

| ]
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3. Inthe Package Editor, type the name, description (optional), and an Informational URL
(optional).

Package Editor
Enter a name for thiz package

Name:

Demo Package

Marmes are not required ta be unique so choose a name that iz specific ta the
contents of this package.

Description: (optional]
Demo Package =]
[ -]

Since the package names are not unigue, the description is the first item another
uzer will read ta determing if this package fits their needs.

Information URL: [optional]

The infarmation URL can link to additional information on the contents and uzage
of the package. The information URL will be displayed when viewing package
information and will allaw the user to link to extended package information.

50,00

< Back I Nexst » I Cancel

Figure 3.16 Package Editor - Name Package

= Name - A name or title for the package. Ensure package names are descriptive and short.
Packages of the same name are permitted and names can be changed later.

m  Description - An optional description allows you to specify details about the package. A
good practice would be to add additional information as the package is modified, or to
provide cautions and/or warnings to the potential user.

m  Information URL - Link to additional information on the contents and usage of the
package. The information URL will be displayed when viewing package information and
allows the user to link to extended package information.

Description field. See “Including Deployment Options in a Package” for more information

% Note: Deployment options for manual installations of a patch can be included in the
about using deployment options.

4. Click Next.

=
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In the Operating Systems page, select the target operating systems from the list. These are the

5.
platforms running devices that are the target of the package deployment.

Package Editor
Select ane ar more operating systems for this package

OPERATING SYSTEMS:

03
wirixPued
WirbxP
OswirNT
[OwinME
Owings

O'winds -
7 | o

Be careful when selecting multiple operating systems. Since directorny
structures, executable file types, and available seripting languages wary
areatly from 05 to 05, a package designed for one 05 may Fail when

applied ta another 05.

< Back I Mext > I Cancel |

Figure 3.17 Package Editor - Select Operating System

vary greatly within Operating Systems, a package designed for one Operating System may

Note: Since directory structures, executable file types, and available scripting languages
fail when applied to another Operating System.

6. Click Next.

m mm
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Package Editor
Add files and directaries to the package explorer window
by dragging and dropping files or by selecting
the options found when you right mouse click on a target location

Folders | [ Mame [ Size [_Madifie
g Target Computer

J |

Directories: 0 Filez: O Bytes: 0

™ Backup files before replacing

Brovise

Files that are being ovenwritten will be saved to the backup directary. This aption must be
specified for package roll back to be supported

< Back I Mext > I Cancel

Figure 3.18 Package Editor - Add Files

Refer to “Adding Files and Directories to a Package” for additional details regarding adding
Files to a package.

8. Click Next.
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9. In the Create Scripts page, add a script to run on the target device during the deployment
process, if needed.

Package Editor
Enter any additional scripting required for thiz package

Scripting:

Type of Script: Script Language:

Puost-Script ﬂ IVBScnpt j Edi... |
I

I Sciipt Execution Directory:
I Brovase |

Use of macros [i.e., ETEMPE, ZWINDIR%] is strongly encouraged. Target computers may
have different file system stiuctures. Sa, the use of absolute [or hard coded) paths may not
exist

< Back I Next » I Cancel

Figure 3.19 Package Editor - Create Script



ZENworks Patch Management Server v6.4 - User Guide

Refer to “Creating Scripts for a Package™ for additional details regarding Package scripts.

Script Editor x|

Scrpt:  Wisual Basic Script
Orn Ermor Resume Mest ;I

Dm0 =T ype FileM ame Fcode, R eBootdlert RebootH otFisFilet ame
D' winShell

HotFisFileMame="HotFixé, exe"
ReBootblet="F alz="

Set WinShell=CreateObject]"/inS cript Shell"]
Rcode=333
Reode=winShell Fun[HotFisFileMame,0 False)
I Rcode=339 Then
PLCCAgent SetReturnCode Fecode, "Unable to create WS cript Shell obj:

End ;I
Output [Response.\Write):
=
I
Errors:
=
Jo|
Script Directony:
Run oK Cancel |

Figure 3.20 Script Editor

10. Click Next.

ool
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11. In the License Agreement page, select the License Agreement check box and enter the
appropriate URL in the destination address of the License URL field.

Package Editor
Enter a licenze URL [optional]

License agreement
I~ This package requires acceptance of a license agreement

License WRL:

If the files in this package require a licensing agreement, select the check box
and enter the URL of the license agreement.

Certain types of files or software require the acceptance of licensing agreements
before installation of the software [such as Service Packs for operating spstems).

Mate: "When a license URL is required the license agieement page will be
displayed before the end user will be allowed to complete scheduling the rallout
of the package.

< Back I Mext > I Cancel

Figure 3.21 Package Editor - License URL

The License Agreement screen allows you to enter in an optional License URL, which can link to
licensing information for the contents of the package. This option primarily is for packages
containing items such as operating system service packs, device drivers, etc. The License URL will
display when viewing package information and will allow the user to link to the license information.

12. Click Next.
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13. In the Summary page, review the summary of the package to be deployed.

Package Editor
Summary of current package

The fallowing iz a summary of the package. If you wish ta make changes before
uploading it, click the Back button. To upload it az it is, click the Finish button.

General Information ;I
Mame: Demo Package
Description: Dema Package
Information LIRL:
License URL:
Operating Systems: WwWireP
File: Infarmation
Tatal size: 0
Tatal directaries 0
Tatal files: 0

L o

IV Make this package available for rollout

< Back I Next > I Canicel

Figure 3.22 Package Editor - Summary

14. Click Next.

Note: Selecting the Make this package available for rollout checkbox enables the package
to display in the list of available packages. You may wish to deselect this option if you are
creating a package that will have additional files or details added at a later date or do not
want to deploy the package at this time.

15. The Upload Status page verifies that the data is unpacking and uploading. Once all files are
uploaded, click Next.
The Upload Summary page opens.

=
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16. Click Finish.
The screen refreshes and the Package page opens with the custom package.

Package Editor
Click Finish to close the editor

Package upload summary:

Successfully uploaded the following package: ;I
Mame: Demo Package
Description: Dema Package
Infarmation LIRL:
License LIRL:
Operating Systemns: WirtP
Available for rollout: Yes

< Back I Finish I Cancel

Figure 3.23 Package Editor - Upload Summary

Upon refreshing of the Packages page, you can view the package by the name you gave it, and view
the operating systems that you chose to deploy to during the patch building process.

Yulnerabilities Packages
[] §1 Padiage Name 2 Operating Systems Cache Status Change Date | |~
= [J W Deployment Test snd Disgnostic.. Patchlink WinvistaXe4, Winds, ... Importad 4/27/2007 3:321... 1
Fackage Wame:  Deployment Test and Diagnostic Package — Windows
Origin:  Fatchtink Version: 15
Status:  Enabled Total Directories in Fackege: 1
Cache Status: Package has been replicated. Totel Files in Package: 1
Coche Request Status:  Requested Compressed Size of Package: 0.5 K8
Deplopment Availability . Available Mumber of Preseripts: 0
05 Hatforms:  WinlistaX64, Winds, Win3s, WinhT, Win2K, Winke, Win2K3, Win2K36E, WinXeeet, Mumber of Postseripts. 1
WinME, Winlista
Created By Username:  Patchiink Corp Mumber of Command-Line 0
Seripts
Created Or: 11/19/2001 104036 A (Local) Number of Dependencies. 0
Last Modified 8y Username.  PatchLink Corp Total Idle Deplopments. 4
Last Modified Q. 3/28/2007 115847 Av (Local) Total Rurning Deployments. 0
Last Created Deployment 4/29/2007 2:00:27 #M (ocal) Total Failed Deplopments: O
Date
iore Information Fotal Successful Deplopments: 0

ticense Information Not Available

Thisisa for the packege feature in FatchLink Update
When ypou schedule this packege deployment, your fatchiink Update Server (PLUS)

witl first downioad the package from FatchLink. Afterwards PatchLink Agent checks

FiUS to determine if there are any task for the Agent Computer. When the scheduie

time is reached, the FatchLink Agent will downlead the file

Fatchiink_depioy_demo txt and store Jt in the system temp directory v

Total: 58 1 |of 3 Pages > >| Rows Per Pager (25 %

Figure 3.24 Packages Page - Custom Package
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Including Deployment Options in a Package

The following tags indicate a manual installation of the patch is required. To use this option, type

(manual install) in the description field.

A number of additional deployment options are available by including them in with the flags

delimiter. To add these, enter (PLFlags: <Your Flags>) to the description field.

Package Flag Descriptions

The following table defines the flag behavior and their descriptions:

Table 3.14 Package Flag Descriptions and Behavior

- 61 -

Description (flag behavior) Display Flag ilealsd
Perform an uninstall; can be used with -m or -q -yd -y
Force other applications to close at shutdown -fd -f
Do not back up files for uninstall -nd -n
Do not restart the computer when the installation is done -zd -z
Use quiet mode, no user interaction is required -qd -q
Use unattended Setup mode -md -m
Install in multi-user mode (UNIX, Linux only) -dmu -mu
Install in single-user mode (UNIX, Linux only) -dsu -su
Restart service after installation (UNIX, Linux only) -drestart -restart
Do not restart service after installation (UNIX, Linux only) -dnorestart -norestart
Reconfigure after installation (UNIX, Linux only) -dreconfig -reconfig
Do not reconfigure after installation (UNIX, Linux only) -dnoreconfig -noreconfig
This package is chainable and will run Qchain.exe (windows) or -dc -c
(UNIX/Linux)
Suppress the final chained reboot -dc -sc
Repair permissions -dr -r
Deploy Only -PLD1 -PLDO
No Pop-up -PLN1 -PLNP
Debug -PLDG -PLDEBUG
Suppress Repair -dsr -sr

EE BN




Using Vulnerabilities and Packages

=l

Table 3.14 Package Flag Descriptions and Behavior

Description (flag behavior)

Display Flag

Force the script to reboot when the installation is done

-1d

Reboot is required

Not Applicable

Reboot may occur

Not Applicable

Reboot is required, and MAY occur

Not Applicable

Note: If you are creating multiple packages requiring custom tags, each package has to be

customized with its own set of tags.
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Adding Files and Directories to a Package

Files and directories can be added to the package by right-clicking the Package Content window,
and selecting one of the following options:

“Adding a Directory to a Package”
“Creating a Drive for a Package”
“Adding a New Macro to a Package”
“Creating a Folder for a Package”
“Adding a File to a Package”
“Deleting a File from a Package”
“Renaming a File within a Package”

“File Properties for a Package”

Package Editor
Add files and directaries to the package explarer window
by dragging and diopping files or by selecting
the options found when you right mouse click on a target lacation

specified for package roll back to be supported

IFoIders | Name I Size | I odifie
Add Directory. ..
Create MACRO P
Create Drive...
Create Folder...
4] |
Directaries: 0 Files: O Bytes: 0
[~ Backup files before replacing
I Browse

Files that are being overwitten will be saved to the backup directory. This option must be

< Back I et > I

Cancel

Figure 3.25 Package Content
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Adding a Directory to a Package

Once a folder, directory, or macro has been created, a directory can be added. A file system window
is opened where you can locate and select an existing directory to add to the Package.

To Add a Directory

1. Right-click the directory, folder, or macro associated with the Target Computer.
The Add pop-up window opens.

2. Seclect Add Directory.
The Browse for Folder window opens.

Select the directory to add to the directory, folder, or macro.

4. Click Open.
The directory is added to the directory, folder, or macro.

5. Click Next to continue with the Package Editor.

Adding a New Macro to a Package

Macros access existing system directories. A macro can be either an environment variable, as
defined by the operating system, or a macro that only the Agent can expand.

The following pre-defined macros are available under the New Macro menu:

I%I Note: Not all macros are available on all Operating Systems. Choose only the macros that

are compatible with the operating systems and configurations you are using.

m  $TEMPS - The operating system temp directory location.Expands to C: \Windows\Temp,
C:\Temp, C: \WinNT\Temp, or /tmp depending on operating system and configuration.

m  SWINDIRS - The operating system windows directory location. $WINDIR% typically
expands to C: \Windows.

m  $BOOTDIRS - The operating system boot directory location. Typically expands to C: \ .
m  $ROOTDIRS% - The operating system root directory location. Typically expandsto C:\ .

= 3PROGRAM FILESS$ - The operating system program files location. Typically expands to
C:\Program Files.

m  3$COMMON FILES% - The operating system common files location. Typically expands to
C:\.

To Create a Macro

1. Right-click inside the Target Computer window.
The Add pop-up window opens.
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2. Select Create Macro and the macro required for the package.
The selected macro displays in the Target Computer window.

Add Direckory |

& HTEMP
Create Drive.., % WINDIR %

Create Folder,., FBOOTDIR
= °%RO0TDIR%
%PROGRAM FILES%

Create

Y COMMON FILESS:

Figure 3.26 Macro Menu
3. Click Next to continue with the Package Editor.

Creating a Drive for a Package

Use the New Drive option to deploy a package to a drive other than the C:\ or $TEMP% drives.

To Create a New Drive
1. Right-click inside the Target Computer window.

2. Seclect Create Drive from the pop-up menu.
The Create Drive window opens.

5I

Drrirve or olume Mame:
|c

cooe |

Figure 3.27 Create Drive

3. Inthe Drive or Volume Name field, type the letter you require for the drive name, followed by
acolon in X: format.

4. Click OK.
The drive is added to the Target Computer window.

5. Click Next to continue with the Package Editor.

=
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Creating a Folder for a Package

The Create Folder window allows for creating a folder within the Package Content directory.

To Create a New Folder
1. Right-click inside the Target Computer window.

2. Seclect Create Folder.
The Create Folder window opens.

Create Folder x|

Falder Mame:
ITESI Foldeq

coos |

Figure 3.28 Create Folder

In the Folder Name field, type the name of the new folder.

Click OK.
The folder is added to the Target Computer window.

5. Click Next to continue with the Package Editor.

Adding a File to a Package

Once a folder, directory, or macro has been created, a file can be added. A file system window is
opened where you can locate and select an existing file to add to the Package.

To Add a File

1. Right-click the directory, folder, or macro associated with the Target Computer.
The Add pop-up window opens.

2. Select Add File.
The Open window opens.

Select the file to add to the directory, folder, or macro.

Click Open.
The file is added to the directory, folder, or macro.

5. Click Next to continue with the Package Editor.
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Deleting a File from a Package

Deletes the selected directory or file. This option is available only for files added to the Target
Computer window.

To Delete a Directory or File

1.

3.

Right-click the directory, folder, or macro associated with the Target Computer that you want
to delete.
The Add pop-up window opens.

Select Delete.
The file is deleted from the package.

Click Next to continue with the Package Editor.

Renaming a File within a Package

The Rename option allows for renaming of a previously created drive or macro within the Package.

To Rename a Directory or File

1.

In the Target Computer directory tree, select the directory where the file is to be renamed
The file is highlighted and the cursor becomes active.

Type the new name of the file.

Click OK.
The folder name is changed and displays in the Target Computer.

Click Next to continue with the Package Editor.
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File Properties for a Package
Brings up the properties page for the selected item. Only available when you right click on a file

that has previously been added to the Target Computer window.

ﬂ

INew Folder

Type: File Folder
Lacation; Mew Folder

Size: 1}

Created: 10/28/2004 11:07:34 AM
Modified:  10/28/2004 11:07:34 AM

Altributes: [ Dwenwritable

Ok | LCancel Apply |

Figure 3.29 Properties

To Change the Overwrite Properties

1. In the Target Computer directory tree, select the directory where the file is located.
2. Select the file needed.

3. Right-click the selected file.

4

Select Properties.
The Properties window opens.

5. Inthe Attribute field, select or deselect the Overwritable checkbox.

Warning: Removing the check-mark from the Overwritable attribute will prevent
subsequent patches that contain the same file from overwriting that file.

6. Click Apply.
The folder properties are changed.
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Creating Scripts for a Package

There are three types of scripts. These scripts can be written in Microsoft Visual Basic Script or
Microsoft Jscript. Documentation regarding these languages can be found at the Microsoft scripting
web site: http://msdn.microsoft.com/scripting.

The following scripts are listed by the order in which they execute within the package:

1. Pre-Script - Used to test for a machine condition or shutdown a service. For example you
can stop the package rollout in the pre-script by using the SetReturnCode in the
PLCCAgent script object.

2. Command Line Script - Used to launch executables. The format is the same as a standard
.CMD or .BAT file.

3. Post-Script - Used for any clean-up operations such as the deletion of files, starting
services, or running an installed file.

A software package can have a maximum of one of each type of script. When all three scripts are
present, they will be executed in the order listed above.

Note: Unless the Execution Directory option is selected and a valid directory is defined, all
scripts run in the ROOT directory.

To Use the Script Editor
1. Select the type of script to execute from the Type of Script drop-down list.
2. Select the scripting type from the Script Language drop-down list.

3. Click Edit.
This Script Editor window opens.

Type or copy the script to be added in the Script field.

Click Run.
The script is checked and the Errors box displays Success when the script is validated.

6. Click OK.
The Script Editor window closes and returns to the Package Editor wizard.

7. If needed, select Script Execution Directory if a different directory location is required.
The Script Execution Directory field becomes active.

8. Type the backup directory path, or click Browse.
The location displays in the Script Execution Directory field.

9. Click Next to continue with the Package Editor.
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4 Working With Deployments

A Deployment initiates the downloading of a patch by the agent to a device for installation. It is the
instruction set for a package that supplies the agent the rules and conditions for deployment.

A deployment comprises all the necessary information, files, and scripts required to perform the
task(s) associated with the vulnerability, whether installing a patch executable, stopping a service,
validating a system condition, changing a database entry, etc. The Deployment is the mechanism
that carries and supports a package.

In this Chapter

e  “About Deployments”

e “Using the Deployment Pages”
e “Working with Deployments”

e  “Using the Deployment Wizard”

About Deployments

As the mechanism of defining the operation of a deployment, several key concepts and status
indicators are associated with a deployment. These definitions are used to define deployment
behavior.

The following sections include some of the key concepts and indicators that give definition to a
deployment.

e “Explaining Deployment Distribution Order” - the order that the deployment is submitted to
target devices.

e “Deployment Types” - deployments can be based on vulnerabilities, packages, or a mandatory
baseline.

e “Standard and Chained Deployments” - deployments are processed as either standard or
chained.

Viewing Deployments

Deployments can be viewed in the following pages:

m  Deployments
m  Devices
m  Vulnerabilities and Packages

m  Groups

=
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To View all Deployments

1.

2.

Select the Deployments tab.

The Manage Deployments window opens and displays all current deployments.

Novell, ZENworks.

Server Date and Time: 5/8/2007 12:36:23 PM (UTC-07:00)

Home Vulnersbilties Deployments Devices Groups Users Reporks  Optians  Help

About  Log Out

Status:

- All -

| Type: [ A

|

Shaw results on Pags Load: [] Save as Default view: [] | Updats View

‘Tuta\: 3

of 1 Pages

Rows Per Page: |25

Job Name Created Date ¥ Created By |~

El [y Deployment Job S/6/2007 7:26:17 BM (UTC) ADMINISTRATOR,

3 = [ o
Action Task Name Scheduled Date sy Ol ef@ %
O ] Qx Deployment of ME0A-078 323689 925398 (A4Bit.. 5/9/2007 7:22:00 PM (UTC) o o 25 %
[004 A peplovment of MS06-072 523669 525398 (32Bit,., S/9/2007 7:23:00 PM (UTC) o0 0%
[0%4 A3 Deployment of Deployment Test and Diagnostic ... 5/9/2007 7123100 PM (UTC) o 0 0%

B [Jsystern Task: Discover Applicable Updates 4/29/2007 7:36:10 PM (UTS) PatchLink Carp. T
| Action Task Name Scheduled Date s, QO widg % ‘ -
— {158

|

2. Administrator

Figure 4.1 Deployments page

RS Y1 S

Enable | Disable |

Click Expand (+) to view the Deployment details.

To View Deployments within Devices

1.

2.

3.

Select the Devices tab, select your filter options, and click Update View.

The applicable devices display in the Devices

window.

Delete

Select a device with at least one deployment to view its details.

The Details by Device screen opens.

Select the Deployments tab.
The Deployments by Device screen opens.

Deployments by Device: \\TP-MYSERVER

Export

[ iformation || vulnerabilties || inventory || Device Deployments|
D Name Scheduled Date ¥ J o a@ ‘ a@ % |
(3] D&S stern Task: Discover licable Updates 4/28/2007 1:02:57 PM (La... 1 o 1 o o 0%
o o 1 o o 0 %

£2] Dﬁa stemn Task: Reboot

AsAp

Total: 2

of 1 Pages

Rows Per Page: |25 V\

Figure 4.2 Deployments by Device
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4. Select the desired deployment, and click the plus sign (+).
The deployment details display.

Deployments by Device: \\TP-MYSERVER

| mnformation || wulnersbilties || inventory || Device Deployments|
Name Scheduled Date ¥ § B oz
a vV OF@ e#@ % |
[ ()45 ustem Task: Discover Applicable Updates 4/28/2007 1:02:57 PM (Lo, 1 D 1 0 0 0%
B[40 sustarn Task: aboot asap ° o 1 o o o%
TaskName: System Fask: Reboot
we: deployment of & pachage Crested y: Patchlink Corg
Sestus: Ensbled Crestsd On: 4/26/2007 11:63:11 A (UTC-07:00)
Coptoy Manar: Distibuta o S 3. i irst ome st soe. Lost HadHiad 3y ROMIHISTRATOR
Schedule Type: One time deployment Last Modified On: 4/29/2007 2:33:55 Pi (UTC-0T:00)
Searc e A5
Oupiaymant Notss:  This 5. systamidh Saploymant sk tha il vboot e Agants.
Toral 2 [ Jof 1 pages Rows PerPage: [5_1]|

Figure 4.3 Deployment by Device expanded

To View Deployments within Groups

The Groups page displays deployments a selected group has been assigned. This view is the same as
the Deployment Summary view, but displays only deployments for the selected group.

1. Inthe Device Groups page, select Deployments from the drop-down list.
The Deployments screen displays in the Groups window.

2. Select a Group from the directory tree.
The selected Group is highlighted and displays the assigned Deployments.

Novell. ZENworks.

Server Date and Time: 5/8/2007 12:21:00 PM (UTC-07:00)
Home Vulnersbilities Deployments Devices Groups Users Reporks Options  Help About  Log Out
5] Group Browser ... > Custom Graups = parent raup = child Group ‘iew: | Deplogments 3]
E 55 My Groups
H 9 custom Groups
= g Parent Group
Name Scheduled Date [ [ o7
B o child Group [ O /O @i %
” g child's Child Grod [ [7] |/ Deployment of M506-078 923689... 5/9/2007 7:23:0... [ 0 4 0 1 250
=] Systern Groups
r 3 Directary Service Graups m D JDEEln!mEntuf MS06-078 923689... 5/9/2007 7:23:0... o o 4+ o o 0 %%
= 8 1! f Dapl Tast... 5/9/2007 7:23:0... [] [ 4 [ [] 0%
< |
ol |Tota|:3 [[1] o 1 pages Rous PerPager (26|
= Administratar Abort | Enable Disable Delete Deploy Export

Figure 4.4 Group Deployments
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Deployment Types

Deployments are created through the Vulnerabilities, Packages, Devices, Deployments, or Groups
pages. On each page, the Deploy command is presented in the Action menu. A different deployment
type, Mandatory Baseline, is created by establishing a mandatory baseline for a device group. See
“Mandatory Baseline” for more information on the mandatory baseline feature.

Vulnerability-based Deployments

A vulnerability contains multiple associated packages and the target packages to be deployed. As a
device goes through the DAU process, it is assigned vulnerabilities to scan as the Patch
Management Server determines they are applicable to the device. Based on these results, an Patch
Management Server user can determine which devices should receive the patch (vulnerability fix).
Behind the scenes, Patch Management Server goes through and makes sure that the devices are
assigned the correct package.

Package-based Deployments

A package contains all vendor-supplied updates and executable code used to correct or patch
security issues for the target devices. The majority of packages are part of specific vulnerabilities,
and are deployed to multiple devices within the network. See “About Packages™ for more
information.

Mandatory Baseline Deployments

The Mandatory Baseline defines a standard level of vulnerabilities or locally-created packages that
must be installed to a group membership. The mandatory baseline comprises the base set of patches
and other packages required for the target device. In terms of vulnerabilities, a mandatory baseline
enforces continuous checking to verify and validate that the patch identified by the baseline is
installed. If the correct patch is not installed, the patch is deployed and installed.

Standard and Chained Deployments

Standard Deployments

A standard deployment is a deployment that has not been chained with another deployment.
While not all standard deployments require a reboot, if the included package does require one
and the reboot is suppressed; the computer will not accept additional deployments until it is
rebooted.

Chained Deployments
A chained deployment is a deployment grouped with other deployments so the computer will

not reboot after each one. Following the first chained deployment, the computer will accept
only chained deployments until rebooted.
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Reboot and Chained State

The reboot and chained states are the result of a device not performing the required reboot
following a deployment.

Table 4.1 Reboot and Chained State Definitions

State Description

Reboot State Indicates that the device received a standard deployment requiring a
reboot, yet the reboot was suppressed. While in this state, the agent will
only accept one of the reboot deployments. A reboot deployment or a
manual reboot will clear this state.

Chained State Indicates that the agent received a chained deployment in which the
reboot was suppressed. While in the chained state, the agent will only
accept another chained deployment or a reboot deployment.

There are two deployments which will always perform a reboot:

Table 4.2 Types of Reboot Deployments

Deployment Description

Reboot System Package A system task that is automatically added to the end of
chained deployments where the final reboot is not suppressed.
Also sent to agents when you click the Reboot Now button,
on the Devices page.

Task - System Reboot A task which permits the user to schedule a reboot using the
scheduling features of the Schedule Deployment Wizard.

Note: Standard packages reboot for one of three reasons:

IEI m  The deployed package required and forced the reboot (unless suppressed),
during the installation.

m  The package installer determined that it required a reboot.

m  The reboot flag was sent to the agent. It is not necessary that the agent receive
the Reboot System Package or Task, the agent will perform the reboot on its
own.
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Using the Deployment Pages

All scheduled deployments can be viewed by selecting the Deployments tab. The main page
displays each Deployment Job and the individual deployments assigned to it. With a Deployment
Job, you can schedule multiple deployments with separate instructions. With Deployment Jobs, you
are able to edit and delete individual deployments without having to delete the entire deployment
job.

Novell, ZENworks.

Home Vulnerabilities

Deployments Devices Groups  Users

Server Date and Time: 5/8/2007 12:36:29 PM (UTC-

Reports  Options  Help About 1

Status: |- All - v | Type: [~ A

Show results on Page Load: [ Save as Default wiew: [] |_Update vi

[ Job Name Created Date 3 Created By
E [Omy peployment Job 5/8/2007 7:26:17 PM (UTC) ADMINISTRATOR
Action Task Name Scheduled Date s, QO widg %
(04 [AM peplovment of MS06-072 323669 525398 (64Bit.. S/5/2007 7:23:00 PM (UTC) o 0 4 0 1 259
(] =) [./'x Deployment of ME0A-078 323689 925398 (20Rik.. 5/9/2007 7:22:00 PM (UTC) o o 4 o o 0%
(%4 [A# Dpeplovment of Deplovment Test and D tic... 5/8/2007 7:23:00 PM (UTC) o 0 4 0 o 0%

[=] []5ystemn Task: Discover Applicable Updates

4/29/2007 7:36:10 PM (UTC) PatchLink Carp.

vV O wid %

Scheduled Date

| Action Task Name

‘Tnta\: )

[17]of 1 Pages

Rows Per Page: |2

. Administrator

Deploy Abort Enable Disabla Delete Export

Figure 4.5 Deployments Page

The following table describes the key columns of the main Deployments page.

Table 4.3 Deployments Page Column Descriptions

Column

Description

Job Name

The name of the main unit containing a group of deployments.

Created Date

The date the initial deployment job was created.

Created by

The user who created the package.

Action

Allows you to Edit or Delete a deployment.

Task Name

The name of the deployment task. Typically, the name of the
Vulnerability or Task deployed.

Scheduled Date

The date the deployment was scheduled to occur.

Deployment
Statistics

Refer to "Deployment Statistics” for details regarding the
Deployment Statistics icons.
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Deployments also can be viewed based on an association to a specific package, or by association to

a group or individual device.

Deployments by Device: \\TP-MYSERVER

Information vulnerabilitiss Inwentory

D Name
[19.% sustern Task: Discover
14 Suster Task: Reboot AzAR

Scheduled Date

pplicable Updates

Total: 2

Figure 4.6 Device Deployments page

Device Deployments

4f28/2007 1:02:57 PM (L. 1 o 1 o o 0%

1| of 1 Pages Rows Per Page: (35 %

See “Deployment Status and Type” , for information on the fields for individual deployments.

Deployment Status and Type

The deployment status is indicated by an icon in the status column. The icons vary dependent upon
the deployment type and status. The deployment types are classified in the following table.

Table 4.4 Deployment Status Options

Status Description

New Downloaded from the Global Subscription Server since the last session.
Current Present vulnerabilities residing on ZENworks Patch Management Server.
Local Locally created package.

System Task

A deployment that contains a system task package.

Mandatory Baseline

A deployment is created through the mandatory baseline for a group. This
deployment is automatically created and managed through the mandatory
baseline process

The following table defines the Package Deployment icons:

Table 4.5 Package Deployment Icons

m | Man r .
New |Current |Local i a d?to Y | Definition
Task Baseline
) - Deployment currently has no assigned
. B4 17 devices or device groups.

s B |B | B B

In Progress - The device or device group
has started the deployment.
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Table 4.5 Package Deployment Icons

System | Mandatory

Task Baseline Definition

New |Current |Local

Not Started - The device or device group

z:) t:_} '-__} {:‘3 E} has not started the deployment. This could
be for any of the following reasons:

¢ The deployment start time has not
elapsed.

e The computer has not contacted Patch
Management Server since the start of the
deployment.

e The deployment limit (or global
deployment limit) was met the last time
the computer contacted Patch
Management Server. It will try again
during its next communication.

i _ _ Completed - All devices or device groups
9 ‘3 !_'\;d {% i have successfully completed the
deployment.

Completed with Errors - At least one

o ﬁ '_a-i {% @ device or device group failed to successfully
complete the deployment.

) Disabled - The deployment has been
. E | & @ disabled.
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Deployment Statistics
The right-hand side of the deployment entry contains columns which illustrate the current result
statistics for the deployment by package.

Statistics show the relationship between a specific deployment and the total number of devices (or
groups) within Patch Management Server that meet a specific status.

Management will record it as an error in the status column. However, this notification

Note: If the mandatory baseline fails to deploy more than twice, ZENworks Patch
will only show in the Mandatory Baseline tab.

=
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The following table defines the status icons:

Table 4.6 Column Icon Definitions

Icon |Definition

‘/ Total number of devices or groups that finished the deployment
successfully.

Total number of devices or groups that finished the deployment
9 unsuccessfully.

o= Total number of devices or groups that are assigned the deployment.

" Total number of devices or groups that are in the process of executing
L the deployment.

Total number of devices or groups that finished the deployment.

.:::‘.l

¥

Percentage of the devices or groups that finished the deployment.
Jo = [Total Finished devices / Total Assigned devices]

within that deployment. The total number of devices assigned the deployment will equal
the number of groups plus the number of devices included within those groups (as of the
time of deployment). However, when the total is calculated is based upon the deployment
schedule:

IEI Note: All group deployments will initially show only the number of groups included

= Group deployments that are scheduled for an immediate deployment
will calculate and add the number of devices, included within the assigned
groups, within 5 minutes of scheduling.

= Group deployments that are scheduled for a future deployment will
calculate and add the number of devices, included within the assigned
groups, within 5 minutes prior to the deployment start time. If the
deployment was scheduled to deploy based upon the UTC time, this will
add all of the devices at once. However, if the deployment was scheduled to
deploy based upon the agent’s local time, the devices will not be added
until 5 minutes prior to their local time.
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Deployment Details Summary

Expanding (by clicking the plus ‘+’ icon) a deployment will display the deployment details as
described in the following table.

Table 4.7 Deployment Details Summary Fields

Field

Description

Deployment Name

The name of the deployment as assigned, by the user, when created.

Type The type of deployment. Options include: Deployment of a package or
Standard deployment.
Status Whether the deployment is Enabled, Disabled, or Completed.

Deploy Manner

The manner in which this deployment occurred. Options include: Sequential,
Parallel, or Distribute to # of devices at a time.

Schedule Type

The frequency of the deployment. Options include: Recurring, or One time.

Start Date

The date and time this deployment was started.

Deployment Notes

Additional information about the deployment.

Created By

The user who created this deployment.

Created On

The date and time this deployment was created.

Last Modified By

The user who last modified this deployment.

Last Modified On

The date and time this deployment was last modified.

End Date

The date and time the deployment was completed.
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Working with Deployments

There are several tasks associated with deployments designed to assist you in managing and
deploying vulnerabilities. These are available from commands located in the Action menu at the
bottom on the Deployments page.

e “Deployments Page”

e “Viewing Deployment Results”

e “Explaining Deployment Distribution Order”

e  “Aborting Deployments”

e “Disabling Deployments”

e “Enabling Deployments”

e  “Modifying Deployments”

e  “Deleting Deployments”

Deployments Page

The Deployment page illustrates the overall information about all deployment jobs and their
associated deployments. This page includes information regarding the assigned devices and groups
and the status of the deployment for each.

Novell, ZENworks.

Server Date and Time: 5/8/2007 12:36:23 FM (UTC-
Home Wulnerabilties Deployments Devices Groups Usars Repaorts  Options  Halp About 1
Status: |- All— | Type: [ A
Show results an Page Load: [ Save as Default View: [] | Updats Wi
Job Name Created Date ¥ Created By
B [IMy Deployrent Job S/8/2007 F126:17 FM (UTC) ADMINISTRATOR
Action Task Name Scheduled Date sy Ol ef@ %
O ] Qx Deployment of ME0A-078 323689 925398 (A4Bit.. 5/9/2007 7:22:00 PM (UTC) o o 4 o 1 259
[004 A peplovment of MS06-072 523669 525398 (32Bit,., S/9/2007 7:23:00 PM (UTC) o 0 4 0 o 0%
[0%4 A3 Deployment of Deployment Test and Diagnostic ... 5/9/2007 7123100 PM (UTC) o o 4 0 o 0%
B [Jsystem Task: Discover Applicable Updates 4/29/2007 7:36:10 PM (UTC) PatchLink Corp.
| Action Task Name Scheduled Date s, QO widg %
—
‘Tuta\: 3 == of 1Pages = =|  Rows Per Page: |2
. Administrator Deploy Abort Enable Disable Delete Export

Figure 4.7 Deployments Tab
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Deployments Page Functions

Table 4.8 Deployments Tab - Page Functions

Menu Item | Function

Deploy Re-deploys the selected packages. For additional information refer to “"Using
the Deployment Wizard”.

Abort Cancels the deployment for any devices which have not already received the
deployment package. For additional information refer to “"Aborting
Deployments”.

Enable Enables the selected disabled deployment. For additional information refer to
“Enabling Deployments”.

Disable Disables the selected enabled deployment. For additional information refer to
“Disabling Deployments”.

Delete Removes the deployment from your ZENworks Patch Management Server. For
additional information refer to “"Deleting Deployments”.

Export The Export button allows you to export subscription data to a comma
separated value (.CSV) file.

Viewing the Deployment Details

To open the Deployment Details page, click the deployment name link within any Deployments
view. This page illustrates the overall information about this particular deployment. Including the
assigned devices and groups and the status of the deployment for each.

Deployment Details: System Task: Discover Applicable Updates Auto Refresh [

Devices and Groups Scheduled 9/1/2001 12:00:00 AM (Local)

[ Jname % status Last Run Status  Last Run Start Date Last Run Completed Date  Next Run Date

Completad Success 4/18/2007 2116:17 AM (Local) 4/18/2007 2:18:30 AM (Local)

ot Running 4/18/2007 4118:30 A.

Total: 2 of 1 Pages Rows Per Page: [22_[v

Figure 4.8 Deployment Details
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Table 4.9 Deployment Details Column Definitions

Column

Description

Device Status icon

The status of the device or device group.

Name Displays the name of the device or device group. The device group
name is a link, and clicking the link will display the group membership
and individual device results.

Status The deployments current status.

Last Run Status

The deployments status when last ran. The status is a link, and clicking
the link will display the Deployment Results page.

Last Run Start Date

The Date/Time the deployment began.

Last Run Complete Date

The Date/Time the deployment completed.

Next Run Date

The next scheduled start Date/Time for this deployment.
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Deployment Details - Page Functions

Table 4.10 Deployment Details Tab - Page Functions

Button Function

Enable Enables the selected disabled deployment assignments.
For additional information refer to “"Enabling Deployments”.

Disable Disables the selected enabled deployment assignments.
For additional information refer to “Disabling Deployments”.

Export The Export button allows you to export subscription data to a comma
separated value (.CSV) file.

Viewing Deployment Details by Device

Another view of deployments is available through the Devices page. You can view deployments for
devices by clicking the device name on the Devices page, or selecting the Deployments tab.

Deployments by Device: \\TP-MYSERVER

Information Yulnerabilitiss Inventory Device Deployments
[] hName Scheduled Date S/ QE @ iE %
[J45 Sustem Task: Discover 4/28/2007 1:02:57 PM (Lo, 1 D 1 0 0 0%

E (405 sustern Task: Raboot asap ° o 1 o o o%

Total: 2 1] of1 Pages Rous Parpage: |35 %

Figure 4.9 Deployments Page - Devices

Device Deployments - Page Functions

Table 4.11 Device Deployments Tab - Page Functions

Menu Item | Function

Edit Launches the deployment wizard allowing you to make modifications to the
deployment.
For additional information refer to “"Modifying Deployments”.

Export The Export button allows you to export subscription data to a comma
separated value (.CSV) file.

=
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Viewing Deployment Details by Device Group

Another view of deployments is available through the Groups page. This view displays the
deployments that the selected group has been assigned. This view is the same as the Deployment

Summary view, but displays only deployments for the selected group.

Novells ZENworks.

Home Vulnershilties Deployments Devices Groups Users Reports Options Help

Server Date and Time: 5/8/2007 12:35:27 PM (UTC-
About |

Group Browser

‘ oo > Custorn Groups > Parent Graup > Child Group

View: [Deployments

<

= G My Groups

[=] % Customn Groups
[=] % parent Group
[=] % Child Group

Sy Child's child Gred [ O

4 Directory Service Groups

= Z Systemn Groups

| >

—

‘ [] Name Scheduled Date ¥ / W
of MS06-078 923689... 5/9/2007 7:23:0... ] [ a 0 1
H O of M506-078 923689... 5/9/2007 7:23:0... ] ] 4 ] ]
EHOG of Test ... 5/9/2007 7:23:0... o [} a [} o
Total 3 = of 1 Pages = | RowsPerPag: |

© Adrninistrator

Abort Enable Disabla Delete

Figure 4.10 Deployments Page - Groups
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Group Deployments Tab - Page Functions

Table 4.12 Group Deployments Tab - Page Functions

User Guide

Button Function
Abort Cancels the deployment for any devices which have not already received the
deployment package.
For additional information refer to “"Aborting Deployments”.
Enable Enables the selected disabled deployment.
For additional information refer to “"Enabling Deployments”.
Disable Disables the selected enabled deployment.
For additional information refer to "Disabling Deployments”.
Delete Removes the deployment from your ZENworks Patch Management Server.
For additional information refer to “"Deleting Deployments”.
Deploy Re-deploys the selected packages.
For additional information refer to “"Using the Deployment Wizard”.
Export The Export button allows you to export subscription data to a comma
separated value (.CSV) file.
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Viewing Deployment Results

Once the deployment has been performed, the specific results of the deployment for that device can
be displayed by clicking on the status text (of the Last Run Status column).

i1 Tor \\TR-MYSERVER

Figure 4.11 Deployment Results

The fields displayed on the Deployment Results tab are defined as follows:

Table 4.13 Field Descriptions

Field

Description

Package Name

Displays the name of the package that was deployed.

Deployment Type

Displays the deployment type.

Associated Impact

Displays the impact of the associated vulnerability, if the package
is associated to one.

Deployment Status

Displays the overall deployment status information.

Last Run Results

Displays the results of the last time the device performed the
deployment.

Next Run Date

Displays the date when the device is to perform the deployment
again, if the deployment is recurring.

Last Run Status

Displays the status of the last time the device performed the
deployment.

Last Run Start Date

Displays the date when the device last started the deployment.

Last Run Completed Date

Displays the date when the device last finished the deployment.
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Explaining Deployment Distribution Order

When deploying more than one package to an individual device or group of devices, the
deployments can be scheduled to process at different times.

S Note: Each device managed by ZENworks Patch Management requires an agent. A
deployment is associated to the agent installed on a particular device.

Order is also influenced by deployment type, status, and reboot requirements. Deployments proceed
in the following order prior to regularly schedule system tasks and agent processes:

1. Chained deployments

2. Standard deployments

3. System Task: Reboot

4. Task — Reboot System

5. Discover Applicable Updates (DAU)

Although no deployment occurs before its scheduled time, a chained deployment whose time has
elapsed will always precede a standard deployment whose time has also elapsed.

If multiple chained deployments are scheduled and some devices have the final reboot suppressed,
while others do not, the determination of a reboot override is based on the last scheduled
deployment.

Aborting Deployments

Aborting a deployment will cancel the deployment for any devices which have not already received
the deployment.

only the devices which have not yet received the deployment will have the deployment

n Warning: The devices that have already received the deployment will not be affected,
aborted.

To Abort a Deployment
1. Select the deployment you wish to Abort.

2. Click Abort (at the bottom of the page).
This will cancel the selected deployment.

Note: You cannot abort system task or mandatory baseline deployments.

=
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Disabling Deployments

Disabling a deployment will pause the deployment and stop the distribution of the package(s) to
devices when they have not already received a deployment.

To Disable a Deployment

1. Select the deployment you need to disable.

Note: You cannot disable deployments of System Task Packages.

2. Click Disable.
The selected deployment is disabled.

Enabling Deployments

Enabling a deployment will allow a disabled (or paused) deployment to continue. Scheduling the
device (or device group) deployments as scheduled.
To Enable a Disabled Deployment

1. Select the disabled deployment you need to enable.

2. Click Enable.
The selected deployment is enabled.

Modifying Deployments

Modifying a deployment will launch the Deployment Wizard, allowing you to make modifications
as needed.

device from a deployment of a System Task Package will have no effect (the device will

Note: System Task Packages are automatically assigned to devices, so removing a
be re-assigned to the deployment by the ZENworks Patch Management Server).

To Modify a Deployment

1. Select the deployment you need to modify.

2. Click Edit.
The Deployment Wizard opens, see “Using the Deployment Wizard” for additional information.

| ]
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Deleting Deployments

Deleting a deployment will remove the deployment from your ZENworks Patch Management
Server.

B Note: Deleting a deployment will have no effect on devices that have already received
the deployment. You cannot delete System Task deployments.

To Delete a Deployment

1. Select the disabled deployment you wish to delete.
2. Click Delete.

Explaining Deployment Deadlines

Deadlines allow you to define when a deployment or reboot should occur. A deadline can either be
calculated based upon the agents Group Policy or defined by you as a specific date and time. When
using deadlines you define the deadline date and time, the starting date and time and your users may
snooze the deployment (or reboot), as many times as desired, up to the defined deadline.

1
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Using the Deployment Wizard

The Deployment Wizard provides an interface to create or edit deployment schedules for multiple
recipients and multiple packages. The wizard assists in device selection, scheduling the deployment,
and if needed, setting recurrences.

The following table describes the scenarios for a deployment. These options are selected prior to
starting the Deployment Wizard.

Table 4.14 Deployment Actions

Deployment

ploy Result

Selection

Device The Deployment Wizard will deploy only to the selected
device.

Vulnerability The Deployment Wizard selects all the devices and packages
required for this vulnerability.

Package The Deployment Wizard will deploy the package to the
selected groups or devices.

Group The Deployment Wizard will deploy the applicable packages to
the selected group members.

To use the wizard; click Deploy from either the Vulnerabilities, Packages, Devices, or Group
Deployments page.

—~ Note: If you have a large number of disabled devices, to deploy to only the enabled devices,
filter by status and manually select the devices to which you need to deploy.
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Introduction Page

The Introduction page of the Deployment Wizard describes the purpose and capabilities of the
wizard.

This page can be hidden during future deployments by selecting the Do not display this page in the
future checkbox.

il
i Deployment Wizard .

Introduction
Welcome to the Deployment Wizard

This wizard will allow you to create and distribute a deployment, containing any number of packages, to any number of
devices and/or device groups. With this wizard, you can:

. Select the devices and/or device groups that will receive the deployment

. Select the packages that will be deployed

. accept the end user license agreements required to deploy the selected packages
[Optional] Define a custom name for the deployment

[Optional] Set the deployment schedule

[Optional] Define the package deployment order

. [Optional] Set the package behavior options

. [Optional] Set the deployment natification and snooze options

. [Optional] If a reboot is required, set the reboot notification and snooze options

- RN R AR

Click Next to continue

[Jbo not display this page in the future

mmcomme

Figure 4.12 Deployment Wizard - Introduction Page

Click Next to proceed to the Computers/Groups Selection page.
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Device/Device Groups Selection Page

The Available Devices/Groups page of the Deployment Wizard allows for selecting devices and
groups to receive a deployment.

i
Deployment Wizard -

Available Devices/Groups:

Available Devices: Available Groups:

Device 0S Name Total  Selected [ o=
Individual WinZK3 Devices 1 o e

B %[ | custom Groups
E S | psrent Group
59 [ ehig @roup
B 8 [ spstam aroups
B 85 birectory service Sroups

[ | A

Figure 4.13 Deployment Wizard - Available Devices/Groups Selection Page

When first opened, this page displays the devices grouped by operating system, and the groups in a
directory tree format by user groups, system groups, or directory service groups.

To Create a Device Deployment

1. From the Available Devices list, select the Device OS Name required.
The list of devices within that OS display.

2. Select the Device from the list.
The device(s) are highlighted.

3. Click Next.
The Package Selection window opens.

To Create a Group Deployment

1. From the Available Groups directory tree, select the group or groups requiring the
deployment.
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The Available Groups directory tree allows for selecting single groups, multiple groups, and
group hierarchies (groups cascading down from a parent). This method enables you to select
multiple groups for a deployment at the same time without having to create individual
deployments for each individual group. When selecting a group from the Available Groups
directory tree, the following will occur:

m  When a parent group is first selected, all children groups will also be selected and the group
selection is represented by a green checkmark.

m  Ifany of the children groups are deselected, the green checkmark will change to a green

square. Thus indicating that while the parent group is selected, the entire child hierarchy is
not.

"
: Deployment Wizard ’

Available Devices/Groups:
Available Devices:

Awailable Groups:

Device 05 Name Total  Selected =M
E 59 my aroups
Individual Win2k3 Devices 1 1
B %[ ] custorn sroups
= % T parent aroun
%9 [ chilg Group
B 8 T eptem aroups
Rl ﬂ windows
83 [ winzks
= 5 owactor samice aroups
gy

com

\ |

Figure 4.14 Deployment Wizard - Device/Device Groups Selection Page

2. Click Next.
The Package Selection window opens.

1
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Package Selection Page

The Packages Selection page of the Deployment Wizard allows you to select the packages to be
deployed. This page displays the packages, grouped by manufacturer, that apply to the devices
selected on the Devices/Device Groups Selection page.

| ] Deployment Wizard

Package Selection

Available Packages:
Total  selected
64

vendor Name

10
11
13
3s
z

|

2
a4
s

ococeococooo

&

Select a vendor to display their available packages.

________________ mncmEmEm

Figure 4.15 Deployment Wizard - Packages Selection Page




ZENworks Patch Management Server v6.4 - User Guide

To Select a Package

1. Select the Vendor required for the deployment.
The list of associated packages displays in the Selected Packages window.

2
D_ Deployment Wizard
Package Selection
Available Packages:
Vendor Name Total  Selected A
Adebe Systarns, Inc 64 o
Apple io a
Citrix Systems, Inc 11 o
Command Software 1% o mn
Computer Associates as o
Frisk Software z o
E-Secure 2 a
Macrome dis 44 o
McAfee, Inc 5 [} ~
[0 ¥ Package Name Status Impact ol
W Ceployment Test and Package -- Windows Gached Gritical
[ W ms 935964 Temporary work d for Security Vulnerability in RPC on Windows GNS Server (SEE HOTES) Gached Gritical
[ W mMs 935964 Temporary work d for Security Vulnerability in RPC on Windons NS Server (SEE HOTES) (Rew 21 Gached Gritical
[ W patchiink AMG HotFix Mot Gached Gritical - 01
[ W patchiink Fastpatch 6.0 hotfix Mot Gached Software
[ W patchlink subscription Update - To Improue Replication Time (SEE NOTES) (re-released 8/04/04) Mot Gached Gritical - 05
[ W patchiink Updste Agent HotFix 6.0.1.59 Mot Gached Gritical - 05
[ W patchiink updste Agent HotFix 6.0.1.597 Mot Gached Gritical - 05—
[ W patchiink updste Agent HotFix 6.0.1.58 Mot Gached Gritical - 05 %
L&) ]
| I< < of 2 Pages > =| Rows Per Page: |

Figure 4.16 Deployment Wizard - Packages Selection Page

2. Select the packages needed. Click the arrows to page through the available packages, if needed.

The package is selected and highlighted.

Tip: Checking the Package Name Box selects all of the packages available in the list.

3. Click the Package Name link to open the Associated Vulnerability Analysis page.

4. Click Next to proceed to the Licenses page.

creating deployments through the Deployment Wizard.

Note: When using the Deployment Wizard, the wizard will not necessarily install Service
Packs first. Therefore, it is recommended that you install all relevant Service Packs prior to
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Associated Vulnerability Analysis

The Associated Vulnerability Analysis page of the Deployment Wizard allows you to view the
devices associated with this package and whether their status is Patched, Not-Patched or Not-
Applicable in relation to the selected package.

li Deployment Wizard -

Associated Vulnerability Analysis
MS07-002 927198 925257 (x64) Vulnerabilities in Microsoft Excel 2003

] Name Platform Info Results ‘

B TPty Sarver Microsol ft Windows Server 2003, Standard Edition-Service Pack 1 Ho

\ 1< [T |oftPagas > >|  Rowsperrage; [5_¥]|

Figure 4.17 Deployment Wizard - Associated Vulnerability Analysis Page

The Results column of the resulting grid, will display either Patched, Not-Patched or N/A
dependent upon the devices patch status.

Click Back to return to the Packages Selection Page.
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Licenses Page

The Licenses page of the Deployment Wizard displays the end user license agreements associated
with the vendor packages. Any license agreements displayed on the page must be agreed to prior to
continuing the deployment.

Deployment Wizard

Licenses

Agree to the End User License Agreements for these packages:

DISCLAIMER: Licenses made available to End-Users of manufacturer software through PatchLink Corporation's
patchlink Update Server may not be the latest licenses, the carrect licenses, or the only licenses for End-
User's legal compliance purposes. End-Users should consult software manufacturers' websites to verify legal
compliance requirements of licenses for manufacturers' software.

Thers are no licenses for the selected packagss.

LICENSE WOTICE: Although one or mare manufacturer software did not contain or indicate a software license,
End-User should be aware that there may be licenses associated with such manufacturer software and that
it is End-User's respansibility, and not PatchLink Corporation's, to determine End-User's compliance with such
manufacturer software licenses, By selecting "I ACCEPT" for each license, End-User represents that it has
consulted software manufacturers' websites and has determined the legal compliance requirements of such
software licenses

(@) 1 AGGEPT the terms and conditions of this end user license agresment,

1 DO HOT ACCEPT the terms and conditions of this end user license agresment.

______ ommemmen

Figure 4.18 Deployment Wizard - Licenses Page

To Review and Accept the License Agreement

1.
2.

Review the agreement.

If you accept the agreement, select the I ACCEPT the terms and conditions of this end user
license agreement option.

If there are multiple agreements, repeat steps 1-2. All agreements must be accepted before the
deployment wizard can be continued.

Click Next to proceed to the Deployment Options page.
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Deployment Options Page

The Deployment Options page of the Deployment Wizard, allows you to set the deployment Job
Name, Start Time, Manner, and add any Notes.

%
Deployment Wizard .

Deployment Options
Select the options for this deployment:

Job Name:

[ty Beptayment Job]
Local Time: 4/30/2007 11:16:03 AM

Change
UTG Time:  4/30/2007 6:16:03 PM

Deplopment tims zons

Start Time:

O Agent Local Time (Deploy at local tim ch individual node)

(@ Agent UTE Time (Deploy at UTE time for each individual node)

t Deploy to devices at a time.
ve

[Jsuspend the deployment of this package, if it fails to deploy to ans or more devicas,

[oeploy package even if the device has been praviously patchad.

oz on 9/30/2007 6:16:03 P (UTC)

—  mnrmemen
Figure 4.19 Deployment Wizard - Deployment Options Page

Table 4.15 Deployment Options Fields

Field Description

Job Name The display name of the deployment job. (Note: This field must not be blank.)

Task Name The editable display name of the deployment task. The {Package Name} variable
will be replaced with the name of the Package included in the task.

Start Time Displays the Local and UTC times the deployment is scheduled for.

Click Change to open the Schedule Configuration page and modify time options.
Deployment Time Zone

¢ Agent Local Time - Select to deploy based upon the local time of each device.

¢ Agent UTC Time - Select to deploy based upon UTC (Coordinated Universal
Time). When UTC is used, the deployment will be scheduled for all devices at
the same time, regardless of time zone differences.

e
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Table 4.15 Deployment Options Fields

Field Description

Manner ¢ Concurrent - Simultaneous distribution to a specified number of devices. New
deployments are distributed as agents report back as having completed the
previous deployment. If a computer takes longer than four hours to complete
the deployment, it is no longer counted against the Concurrent Deployment
Limit.

* Consecutive - Creates and distributes all deployments simultaneously.

The global deployment limit will always take precedence over the defined
distribution options defined.

* Suspend the deployment of this package, if it fails to deploy to one or
more devices - Suspends all subsequent deployments following any
deployment failure.

+ Deploy package even if the device has been previously patched - deploys
the package to all selected computers regardless of patch status.

Notes Allows for any notes or comments.

Note: When deploying to an agent at its UTC time, if the agent’s time zone is before the
server’s time zone, the local time of the server will be read, resulting in a possible later
deployment to that agent.

Note: When using UTC, the time when the agent retrieves the deployment is dependent
upon the agent’s DAU Communication Interval.If the time zone of the server is before the
UTC time, the deployment may be delayed until the server gets to the deployment time.

Click Next to proceed to the Package Deployment Order and Behavior page.
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Schedule Configuration Page

The Schedule Configuration page of the Deployment Wizard, allows you to define whether a
deployment is one-time or recurring, and the appropriate options for each.

]
Deployment Wizard :

Schedule Configuration
Set the deployment schedule:

® one time On 4/30/2007 6:16103 PM Date:

O Recuring < April 2007 >
Su Mo Tu 0 _IFF S8
25|26 |27 |28 |29 |30 |31
1123|4567
8|9 |10|11/12]13|14
15]16(17 /18|19 /20 |21
22(23(24|25)|26 |27 |28
29 l112]13]4[5

@ 12 hour O 24 hour

Figure 4.20 Deployment Wizard - Schedule Configuration Page

To Schedule a One Time Deployment

1. To navigate to the Deployment Wizard Schedule Configuration page, from the Deployment
Wizard Deployment Options page (see previous Figure), click the Change button located in
the Start Time option.

2. Select One Time.
The deployment will start on the selected day at the defined time. If a one time deployment is
scheduled for a date and time in the past, the agents will start the deployment the next time they
contact the ZENworks Patch Management Server.

Select 12 hour or 24 hour to determine 12 hour format or military 24 hour format.
Select the Hour needed using the drop-down list.

Select the Minute between 00 and 59, using the drop-down list.

Select AM or PM using the drop-down list.

Click Next.
The changes are saved and the Deployment Options screen opens.

NS kW
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To Schedule a Recurring Deployment

A recurring schedule will start deployments on the selected day at the selected time and repeat the
deployment every day, week, or month and if defined, end on a specific date.

~ e

- Deployment Wizard

Schedule Configuration

Set the deployment schedule:

O one time P -

@) Recurring @ paily cvary (1 V] day(s)
O waakly
O Monthly
Daily Frag: Y
@ o nce a day at the scheduled stark time.
QO occurs every: |1 Minute(s)
Durstian: @12 hour O 24 haur
Start Date: End Date: [“INo End Date
= April 2007 =||= April 2007 B

e )

25 |26 |27 |28|29 30|31 |[25|26|27[268|29]30 |31
1]/2]|]3|4|]5|/6 |7 112134586 ]7
8 |9 |10 |12|13|14(| 5 | S |10]11]12]|13]14
15|16 |17 |18 19|20 |20 || 15|16 |17 (1819|2021
22 2324 | 25(26 |27 |28 || 22 |23 | 24|25 26|27 |28
29 1123|4529 ]30]1[2]3[4]5
Tirne: Tirne:

Figure 4.21 Deployment Wizard - Schedule Configuration Page

To Set Up a Daily Recurring Deployment

1. Select Recurring.
The Recurring Deployment window opens.

2. Inthe Occurs field, select Daily
The Deployment Wizard displays the Daily Deployment Options field.

o Daily:

ccursi
@ paily Every day(s)

O wieekly
O Manthly

Figure 4.22 Daily Option

3. From the Every X Days drop down list, select the frequency. The valid options are: 1 through
365.

4. Select the frequency of the deployment.

=
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e Occurs once a day at the scheduled start time - the deployment starts at the same

time as scheduled in the X screen

e Occurs every - the valid options are 1 through 60 if minutes are selected and 1

through 24 if hours are selected.

5. Continue to “Selecting the Deployment Start and End Functions”.

To Set Up a Weekly Recurring Deployment

1. Select Recurring.

The Recurring Deployment window opens.

2. Inthe Occurs field, select Weekly.
The Deployment Wizard displays the Weekly Deployment Options field.

Oceurs:
O paily

© wreskly
O monthly

weekly:

Every |1 % |week(s) om:

Omen O 7ue O wed Crhur O ri Csat [ sun

Figure 4.23 Weekly Options

3. From the Every X week(s) on: Mon, Tue, Wed, Thur, Fri, Sat, Sun - Select the deployment

to be scheduled every X weeks on the selected days.

4. Continue to “Selecting the Deployment Start and End Functions”.

To Set Up a Monthly Recurring Deployment

1. Select Recurring.

The Recurring Deployment window opens.

2. Inthe Occurs field, select Monthly.
The Deployment Wizard displays the Monthly Deployment Options fields.

Occurs:
O paily
O weekly
@ monthly

Manthly:
(&) pay |1 | ofevery |1 %] manth(s)

o

Figure 4.24 Monthly Options

3. Select the frequency of the deployment.

e Day X of every X month(s) - allows the deployment to be scheduled on a specific
date every X months. Valid date options are 1 through 31, with the ability to choose 1
through 99 months.
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e The Xth Weekday of every X month(s) - allows the deployment to be run on a
specific day every X months. The valid day options are: 1st, 2nd, 3rd, 4th, or Last,
weekday options are: Sunday through Saturday, Day, Week day, or Weekend day and
monthly recurrence options are: 1 through 99 months .

Duration: @12 hour )24 hour
Start Date: End Date: [“I1o End Date
< April 2007 >

Su Mo Tu We Th Fr Sa

25|26 (27 |268|29 30|31
1123|456 |7

8 1911011121314

15116117 |18119 /20|21

22 |123124|25|26 |27 |28

29 ll2]314(3

Time: Time:

Hour:| & % | Minute: 15 % | FM W Haur: Minute:

Figure 4.25 Common Deployment Options
4. Continue to “Selecting the Deployment Start and End Functions”.

Selecting the Deployment Start and End Functions

The frequency fields allow for specific date and time deployments. Review the table to determine
scheduling needs.

Table 4.16 Calendar Functions

Select To

12 hour Set the schedule to either a standard 12 hour format or a military 24 hour
24 hour format.

Occurs once at Allow the deployment to occur once daily at the time defined here.

Note: Agent Communication Interval and HOP settings modify the actual
deployment time.

Occurs every Allow the deployment to occur multiple times on the scheduled day,
between the hours defined in the starting at: and ending at: fields with
a delay of the defined hours or minutes.

Start Date Schedule a recurring deployment to begin at a later date. Defaults to the
current date.

No End Date Continue with the defined recurrence schedule and no defined end date.

End Date Activate the End Date Calendar function and define the date the

deployment will no longer be deployed.
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Click Next to save the changes and return to the Deployment Options page.

Package Deployment Order and Behavior Page

The Package Deployment Order and Behavior page of the Deployment Wizard, allows you to set
the order and behavior for the individual package deployments.

"
Deployment Wizard -

Package Deployment Order and Behavior

Action Order Package Name

selected Options Rebaot
EF & MS06-078 523683 325398 (£4Bit) Vulnerability in Windows Madia Player 6.4 i %
ZX> ME07:001 821588 ilnarablieyin M ez Cf Offie 2003 BTzl sn GGz i R T
Z X MS07-002 927198 925257 (x64) Vulnerabilities in Micrasol ft Excel 2003 ? £ ’E, @
Z X4 MS507-002 927198 925257 Vulnerab # Excel 2003 3 &R T
Z¥s MS07-002 S2T198 $29523 (x64) Yu soft Bxcel 2002 i %
EF £ MS07-002 927198 925523 Vulnarab ft Excel 2002 i £ ‘é} er @
# ¥~ MS07-002 927198 925524 (x64) Vulner jicrosaft Excel 2000 [ 5 ‘E’% 0
OZ s Deployment Test and Diagnostic Package -- Windows
]
¥
‘ IIlufl Pages Rows Per Page: ‘

Restore Defaults < Back l Next = l Finish I Cancel l

Figure 4.26 Deployment Wizard - Package Deployment Order and Behavior Page

The following tasks can be completed while using the Package Deployment Order and Behavior

page:

Table 4.17 Package Order icons

X

Icon Action Use To
Edit Open the Package Deployment Behavior Options page and
B change the behavior options for that package.
Delete Remove the package from the deployment.

Selected Options

View the behavior of each package defined in Table 4.18,
“Behavior Icon Definitions” .

Reboot View the reboot settings of each package defined in Table
4.19, “Reboot Icon Definitions” .
Move to top Move the package to the top of all non-chained deployments

(this will place it immediately after the chained
deployments).
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Table 4.17 Package Order icons

Icon

Action

Use To

N

Move up one line Move the package up one.

Move down one line Move the package down one.

¥

Move to bottom Move the package to the bottom of the listing.

Restore Defaults

Restore Defaults Restore the package order and behavior back to their

default settings.

Note: Chained packages cannot be moved without first removing their chained status. When
a package is chained, ZENworks Patch Management determines the deployment order.
However, when no longer chained, the package can be deployed at anytime following the
chained deployments.

The Selected Options icons are used to identify package deployment actions.

The following table describes the Deployment Behavior icons and their descriptions:

Table 4.18 Behavior Icon Definitions

Icon |Action Use to
— Uninstall Uninstall the packages.
3
D Force Shutdown Force all applications to close if the package causes a reboot.
0

@

Do Not Backup

Do not backup files for uninstall.

V7,

Suppress Reboot

Prevent a reboot after installation.

Quiet Mode

Suppress any user interfaces during the deployment.

1
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Table 4.18 Behavior Icon Definitions

Icon

Action

Use to

Unattended Setup

Set up packages in unattended mode.

List Hot Fixes

Return a listing of hot fixes installed on the target devices.

Force Reboot

Force a reboot regardless of package requirements.

Reboot is Required

Indicate a reboot is required prior to completing the installation.

Chain Packages

Set the package as chainable (package must support chaining).

Suppress Chained
Reboot

Suppress the reboot, allowing other chained packages to be sent
following this package. When creating multiple deployment jobs, this
option is recommended.

£ 8= @ | ¢ R

Repair File
Permissions

Repair file permissions following the package installation.

Download Only

Distribute the package without running the package installation script.

Suppress Suppress any user notifications during installation.
Notification
Debug Mode Run the package installation in debug mode.

Do Not Repair
Permissions

Suppress the repair of file name permissions after the reboot.

May Reboot

Allow the package to force a reboot if required.

Multi-User Mode

Perform the installation in ‘Multi-User’ mode.

Single-User Mode

Perform the installation in ‘Single-User’ mode.

Restart Service

Restart the service following the deployment.

NP B QT v

Do Not Restart
Service

Do not restart the service following the deployment.
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Table 4.18 Behavior Icon Definitions

Icon |Action Use to

Reconfigure Perform the system reconfigure task following deployment.

9 )

o

y{ Do Not Reconfigure | Do not perform the system reconfigure task following deployment.

final deployment is represented as May Reboot because Patch Management Server
determines if the agent is in a dirty state. If so, a System Task - Reboot deployment is sent
before deploying the remaining packages

IEI Note: When using a chained deployment, reboots are suppressed whenever possible. The

The following table describes the Reboot icons and their descriptions:

Table 4.19 Reboot Icon Definitions

Icon [Name Reboot Status

Reboot may The device may be rebooted, dependent upon the package installer
@,‘ occur requirements (at the time of install).

Reboot may The device may be rebooted, dependent upon the package
{2%5 occur chained requirements. However if a reboot is required and the device is not

rebooted, the device will enter a reboot state.

Reboot required No other (chainable or non-chainable) packages will be installed until
the device reboots.

Reboot required Only chainable packages will continue to be installed until the device
chained has been rebooted.

Reboot will occur | The device will be rebooted following the package installation.

Q| @ @

Click Next to proceed to the Deployment Notification Options page.
Click Finish to create the deployments and proceed to the Deployments Summary page.
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Package Deployment Behavior Options Page

The Package Deployment Behavior Options page of the Deployment Wizard, allows you to set the
behavior options for each of the packages associated with this deployment. The Package Options are
active or inactive, depending on the patch selected.

?
Deployment Wizard .

Package Deployment Behavior Options
Behavior Options for MS06-078 923689 925398 (64Bit) Yulnerability in Windows Media Player 6.4

Behavior Description
@ Duninstal Uninstall the package

If the package causes 2 reboot, close alf coen spplications

. Do not backup files For package uninstall,
% Supprass Reboot Do not reboot the device

Quiet Mode Use quist mode (o user interaction requived).
Parform sn unsttandad satup

Generste & list of installed hot fixes

Following the deplopmant, Force the derice to raboot.

A raboot is required to complete the package installation

Chain Packages Reduce veboots by chaining this package
[ suppress chained Reboot Fallowing the chained deployments, do not reboot the device.
Follouring the deploymant, repsir the fils permizsions

Downioad enly, de not insteil the package

Sup Do not display user massages during instaliation
Coebug mode Perform the installation wsing ‘Debug’ mode
Follouring the deploymant, do not repsir the fils permissions
This package may require (force) a reboot.
Perform the iastallation using ‘Multi-user’ mode
Ferform the installation vsing ‘Single-user” mode
Folloviing the deployment, restart the sewice
Follouring the deploymant, do not rastart the samica

Following the deployment, perform the syster reconfigure task

HOPNPORPSUWITFR=QP e R =

Following the deployment, do not perform the system reconfigure task

Display:

@ notas Do not rebaot the device Use quiet made (na user interaction required), A reboot is required to complete the package

installstion. Reduce raboots by chaining this packsge. This installation requires a rebootin order to completa.
O Description

Figure 4.27 Behavior Options

Note: Modification of a package’s behavior options will cause the package order to be
reevaluated by the Deployment Wizard, which may result in a change in the package order.

To Modify Behavior Options
1. In the Behavior Options page, review the pre-selected options.

2. Select or deselect the checkbox next to the option to modify the Behavior Options.
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3. Click Next to continue to the Notification Options page.

IEI Note: Not all packages support all of the available behavior options.

Behavior Options

The following table describes the Deployment Behavior icons and their descriptions:

Table 4.20 Behavior Icon Definitions

User Guide

Icon |Action Use to
i Uninstall Uninstall the packages.

Force Shutdown

Force all applications to close if the package causes a reboot.

Do Not Backup

Do not backup files for uninstall.

Suppress Reboot

Prevent a reboot after installation.

Quiet Mode

Suppress any user interfaces during the deployment.

Unattended Setup

Set up packages in unattended mode.

List Hot Fixes

Return a listing of hot fixes installed on the target devices.

Force Reboot

Force a reboot regardless of package requirements.

Reboot is Required

Indicate a reboot is required prior to completing the installation.

Chain Packages

Set the package as chainable (package must support chaining).

Suppress Chained
Reboot

Suppress the reboot, allowing other chained packages to be sent
following this package. When creating multiple deployment jobs, this

option is recommended.

£ R =@ Q ¢ (B’ % QS| E

Repair File
Permissions

Repair file permissions following the package installation.
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Table 4.20 Behavior Icon Definitions

Icon

Action

Use to

Download Only

Distribute the package without running the package installation script.

-

Suppress Suppress any user notifications during installation.
Notification
Debug Mode Run the package installation in debug mode.

Do Not Repair
Permissions

Suppress the repair of file name permissions after the reboot.

May Reboot

Allow the package to force a reboot if required.

-

%
82

Multi-User Mode

Perform the installation in ‘Multi-User’ mode.

Single-User Mode

Perform the installation in ‘Single-User’ mode.

£

-

Restart Service

Restart the service following the deployment.

%

i

Do Not Restart
Service

Do not restart the service following the deployment.

B Y
D
%
8
v

3

Reconfigure

Perform the system reconfigure task following deployment.

b ¢
o
ey

Do Not Reconfigure

Do not perform the system reconfigure task following deployment.

Optional Package Flags

An area for any extra package flags unique to a particular deployment. In addition to flags specific
to the package being deployed, the following Novell flags are available:
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Package Flag Descriptions

The following table defines the flag behavior and their descriptions:

Table 4.21 Package Flag Descriptions and Behavior

- 113 -

Description (flag behavior) Display Flag ilealsct
Perform an uninstall; can be used with -m or -q -yd -y
Force other applications to close at shutdown -fd -f
Do not back up files for uninstall -nd -n
Do not restart the computer when the installation is done -zd -z
Use quiet mode, no user interaction is required -qd -q
Use unattended Setup mode -md -m
Install in multi-user mode (UNIX, Linux only) -dmu -mu
Install in single-user mode (UNIX, Linux only) -dsu -su
Restart service after installation (UNIX, Linux only) -drestart -restart
Do not restart service after installation (UNIX, Linux only) -dnorestart -norestart
Reconfigure after installation (UNIX, Linux only) -dreconfig -reconfig
Do not reconfigure after installation (UNIX, Linux only) -dnoreconfig -noreconfig
This package is chainable and will run Qchain.exe (windows) or -dc -c
(UNIX/Linux)
Suppress the final chained reboot -dc -sc
Repair permissions -dr -r
Deploy Only -PLD1 -PLDO
No Pop-up -PLN1 -PLNP
Debug -PLDG -PLDEBUG
Suppress Repair -dsr -sr
Force the script to reboot when the installation is done -1d -1
Reboot is required Not Applicable -2
Reboot may occur Not Applicable -3
Reboot is required, and MAY occur Not Applicable -4
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Package Display Options

Table 4.22 Package Display Options

Option Description
Notes Displays the expected deployment behavior.
Description Displays the package description

Click Save to save the changes and return to the Package Deployment Order and Behavior page.

Notification Options Page

The Notification Options page of the Deployment Wizard, allows you to define whether users will

receive notification of these deployments and/or reboots, and if so, what the notification will
contain.

Note: When an agent is installed on a server where multiple users are logged in
simultaneously, the deployment manager will provide each logged in user with the ability
to snooze or reject the deployment and/or reboot if snooze or reject is enabled.

L]
Deployment Wizard :

Notification Qptions

Define the Deployment Notification Options | Define the Reboot Notification Options

O oo not notify users of this deployment
@ Hotify users of this deployment

e (Maximun m 1000 characters)

i ze any
addivional infszmavien, pleaze cenvacy your Parchlink ¥

paven: (Package A‘
828 characters left,

Cuse palicies
Options Use Agent Policy
Allsw user to cancel
Allow user to snooze

Matification an tap

[ (]

Dzploy

@wihin [0 Juirs v]
Opy [rmomsor2iern ]

Setting

O po not notify users of the reboot

@ Notify users of the reboot

1000 characters)

pateh: (Package A
ouz dewice. If

e
yom requize L informavion, plears v

804 characters left,

[use Folicies

Options Use Agent Policy  Setting

Allow user o cancel 0
Allow user to snooze O -
Reboot within O

e

Figure 4.28 Deployment Wizard - Notification Options Page
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Allows you to determine what the device users can do once they receive a deployment.

Table 4.23 Use Policies - Deployment
Option When Used

Use Policies The defined Agent Policies for each agent will be used. Selection of
this option disables all other deployment notification options.

Do not notify users | There will be no user notification of this deployment, and the
of this deployment | deployment will occur automatically. Selection of this option disables
all other (except Use Policies) deployment notification options.

Notify users of this | The user will be notified prior to the installation of this deployment.
deployment

Message This field contains the message the user will see when notified about
this deployment. The {%Package Name%} variable will be replaced
with the Package Name, allowing you to enter custom text before or
after the package name.

Deployment Permissions

When defining deployment permissions you can specify to use the Agent Policy or the custom
setting.

Table 4.24 Deployment Recipient Permissions

Option Use To

Allow User to Cancel Define if the recipient can cancel the deployment.

Allow User to Snooze Define if the recipient can snooze the deployment.

Notification on Top Define if the Novell Desktop Deployment Manager (PDDM) will
display on top of all other applications.

Deadline Offset Allows you to set a custom deadline offset, or custom deadline date

for the deployment.

o From Deployment Start - Sets the deployment deadline to be
X Minutes, Hours, or Days from deployment start date/time.

* Specific Date - Sets the deployment deadline to a specific date
and time.

ool
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Reboot Notification Options

Allows you to determine what the device users can do once they receive a reboot notification.

Note: When a deployment does not require a reboot, the following Reboot Notification

E Options are disabled.

Table 4.25 Use Policies - Reboot

Option

When Used

Use Policies

The defined Agent Policies for each agent will be used. Selection of
this option disables all other reboot notification options.

Do not notify users
of the reboot

There will be no user notification prior to rebooting the computer.

Notify users of the
reboot

The user will be notified prior to the reboot of their computer.

Message

This field contains the message the user will see when notified about
the reboot. The {%Package_Name%?} variable will be replaced with
the Package Name, allowing you to enter custom text before or after
the package name.

Table 4.26 Reboot Recipient Permissions

Option

Use To

Allow User to Cancel

Define if the recipient can cancel the reboot.

Allow User to Snooze

Define if the recipient can snooze the reboot.

Deadline Offset

Allows you to set a custom reboot delay (in Minutes, Hours, or
Days) for this deployment.

Click Finish to create the deployments and proceed to the Deployments Summary page.
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Deployment Confirmation Page

The Deployment Confirmation page of the Deployment Wizard displays a summary of the options
selected for this deployment. This information is provided for your verification prior to creating the

deployment.
\d
Deployment Wizard

Deployment Confirmation

Job Name:

My Deployment Job

n Agent UTC Time

Notes: Created by administrator on 4/30/2007 6:16:03 PM (UTT)

Selected Packages

Order  Package Name Selected Options Reboot Devices /Groups

1 M506-076 923689 925398 (64bit] Vulnerability in Windows Media Plaver 6.4 § &R © 1
" t1507-003 52258 Vol in Pieosoft Office 2003 Brazilan Porquese Srammer ) g2 fia % Gy .
3 MS07-002 927198 925257 (x641 in Microsof ft Excel 2003 § & B 1
4 MS07-002 927198 925257 wul in Microsoft Excel 2003 8 &R T 1
5 MS07-002 927198 525523 (641 vul In Mierosoft Excel 2002 § &R © 1
& MS07-002 927198 925523 Wuls in Micrasoft Excel 2002 @ SR ‘E’ @ 1
7 MS07-002 927198 925524 (x64) osoft Excel 2000 @ ‘fz ‘E’% ‘:’ 1
g Test and D tic Package -- Windo! &
‘ IIlDfl Pages Rows Per Page: |

-

Figure 4.29 Deployment Confirmation Page

l Finish I Cancel l

Deployment Confirmation Summary

Lists the parameters of the deployment defined in the Deployment and Notification Options.

Table 4.27 Deployment Confirmation Summary Options

Summary Item

Description

Job Name The name given the deployment job defined in the Deployment Options
page.

Schedule The schedule for the deployment defined in the Deployment Options
page.

Manner Whether these deployments are Sequential or Parallel, and if Sequential,
how many deployments will be distributed at once.

Deployment Whether or not the users will receive a deployment notification (as

Notification defined under the Notification Options page).

Reboot Notification

If the deployments must reboot, whether or not the users will receive a
reboot notification (as defined under the Notification Options page).

Total Selected
Packages

The total number of packages selected for deployment.

]
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Table 4.27 Deployment Confirmation Summary Options

Summary Item |Description

Total Selected If the deployment is a group deployment, the number of groups selected.

Devices/Groups If the deployment is for individual devices, the total number of devices
selected.

Notes Who created the deployments, and when they were created.

Selected Packages

Displays the deployment order, package name, deployment options, reboot status, and the number of
applicable devices for the package.

Table 4.28 Select Packages Column Descriptions

Column Description
Order Displays the order in which the packages will be deployed.
Package Name Displays the name of each package that will be deployed. Click the

Package Name link to open the Package Applicability page.

Selected Options | Displays the behavior of each package defined in the Package
Deployment Behavior Options page.

Reboot Displays the reboot settings of each package defined in the Package
Deployment Behavior Options page.

Devices/Groups Displays the number of selected devices and/or groups applicable to
each package.

Click Finish to create the deployments and proceed to the Deployments Summary page.
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Associated Vulnerability Analysis Page

The Associated Vulnerability Analysis page of the Deployment Wizard allows you to view the
devices targeted for the deployment, and if they are patched for the selected vulnerabilities.

?
Deployment Wizard
Associated Yulnerability Analysis
MS07-002 927198 925257 Yulnerabilities in Microsoft Excel 2003
I Name Platform Info Results
g WWMACHINIWER Microsof ft Windows Server 2003, Standard Edition-Service Pack 1 MNP
| < < of 1Pages = |  Rows PerPage: |

Figure 4.30 Deployment Wizard - Associated Vulnerability Analysis Page
The following table describes the fields and their descriptions.

Table 4.29 Associated Vulnerability Analysis

Name Description

Name Name of device receiving the deployment.

Platform Info |Applicable Operating Systems.

Results Displays either Yes or N/A depending on whether the selected
package applies to that particular device.

Click Back to return to the Deployment Confirmation Page.

=
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Deployment Summary Page

The Deployment Summary page of the Deployment Wizard displays the result of the wizard.

s
Deployment Wizard .

Deployment Summary

Job Name: My Deployment Job
Schedule:
Mann

ing on 6/15/2007 6:16:00 PM based on Agent UTC Time
devices at a time,

Deployment Notification: the deplopment

Motify and allow users te snooze the impending reboot,

2

c
Total Selected Devil
Notes: Created by administratar on 4/30/2007 6:16:03 PM (UTC)

Selected Packages (7 of 2 packages have been cached) el |
W1 package Name Status
W Ceployment Test and Diagnestic Package -- Windaws cached
U2 Microsaft ,HET Framewar K 1.1 5PL Requesting
‘ 1 |of 1 Pages Rows Per Page: ‘
% vour packages have been requested; once all requested packages have been cached, the deployment will begin as scheduled.
Refresh Deploy Unordered Cancel
A bt iiiitintll WA

Figure 4.31 Deployment Wizard - Deployment Summary Page
Summary Section
The Deployment Summary lists all the parameters associated with the deployment.

Table 4.30 Summary Information

Summary Item |Description

Job Name The name given the deployments defined in the Deployment Options Page.
Schedule The schedule for the deployments defined in the Deployment Options Page.
Manner Sequential or Parallel deployment as defined under the Deployment Options

Page, and if Sequential, how many deployments will be distributed at once.
Deployment Whether or not the users will receive a deployment notification.
Notification

Reboot Notification |If the deployments must reboot, whether or not the users will receive a
reboot notification.

Total Selected The total number of packages selected for deployment.
Packages
Total Selected If the deployment is a group deployment, the number of groups selected. If

Computers/Groups |the deployment is for individual devices, the total number of devices selected.

Notes When the deployments were created, and who created them.

u e
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Selected Packages Section

Displays the deployment order, package name, and cache status of the package in a grid format

Table 4.31 Selected Packages Options

Package Description

Package Name Displays the name of each package that will be deployed.

Status Displays whether the package is already cached or currently
downloading.

Cancel Cancels all of the deployments.

If one or more of the selected packages have not been cached, Deploy Unordered will be available.

Table 4.32 Selected Un-cached Packages Options

Button Description

Deploy Unordered | Creates the applicable deployments, deploying the packages in the cache
order, rather than the order defined within the deployment wizard.

Click Close to initialize your deployment(s).

=
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5 Using Devices and Inventory

The Devices page contains a listing of all devices that have an agent registered to the Patch
Management Server. From this list of devices, you can access the Device Details. The device details
include device specific information such as associated vulnerabilities, inventory information, and
deployment history.

The Inventory page provides a means to pinpoint all the operating systems, software applications,
hardware devices, and services installed and running on the devices registered to the Patch
Management Server.

In this Chapter

e  “About Devices”

e “Working with Devices”

e  “About Inventory”

e  “Using the Inventory Tab”
e  “Scanning Inventory”

e “Using Custom Inventory”

About Devices

The Devices page contains a listing of all devices registered to the Patch Management Server. The
page displays general information about the device including:

m  Device Name
m [P Address
m  Status

m  Operating system information

=
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= Version

Novell. ZENworks.

Server Date and Tirme: 5/8/2007 3:51:45 PM (UTC-07:00)

Herne  Vulmerabilities Deployrnents Devices Groups Users Reports  Options  Help About  Log Dut
Devices Hame: | Status:| Enabled v
Groupsi|My Devices 3

Include Child Groups: ] Show results on Page Load: [ Save as Default view: [] [ Update View

Figure 5.1 Devices page

Viewing Devices

To View Devices

1.
2.
3.

Select the Devices tab.
Select your filter options.
Click Update View.

Devices || Inventory
0 Lg' Device Name % IP Address Status 08 Info Yersion |
O wre-ssent-n 10.19.2,157 Offline Micrasoft Windows P P, 6.4.2.214
O & wre-patcumer 10.19.4.65 Tdle Micrasoft Windows Serv... ©.4.2.214
[Bd  wre-vasentos 10.19.2.82 Wworking  Microsoft windows Vist., 6.4.2.214
Total 3 =21 oftPages = | RowsperPage |35 ¥
L adrainiztratar Tnatall | Dicahla | Danlow | Fynaet | SeanNow | Rehant New |

The Devices page displays the devices which match the selected filter options.

Note: To view all devices, select the Include Child Groups checkbox.
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Using the Devices Page

To display additional information about the device, click on the name of the actual device.

Novells ZENworks.

Server Date and Time: 5/8/2007 3:53:55 PM (UTC-07:00)

Home Vulnersbilities Deployments Devices Groups Users Reports Options  Help About  Log Out

Details by Device: \\TP-PATCHMGR

Device Information || vulnerabilities Inventory | Deployments
Device Information: ~
Name: "WTP-PATCHMGR, Description:
Operating System: WinzK3 05 Version: 5.2
05 Service Pack: Service Pack 1 05 Build Number: 3790
DNS Name: TP-PatchMar IP Address: 10.19.4.65

Agent Information:
Agent Installation Date: 4/23/2007 12:37:17 PM (UTGC-07:00) Agent Status: Idle
Agent Version: ,4.2,214 Last Connected Date: 5/8/2007 3:41:43 PM (UTC-07:00)

Group Information:

Group Name Originating Group  Type Deployments Applicable  Added By Added On
Win2k3 Win2Kk3 Systern Group ez Patchlink Carp. 4/29/2007 12:37:...
My Groups Win2K3 My Groups Yes PatchLink Corp. 4/29/2007 1z:
Sustern Groups Win2Kk3 Systern Groups ez Patchlink Caorp. 4/29/2007 12:
Windows Win2K3 Sustermn Grouns Yes Patchlink Coro, 4729/ 2007 12:370,,, b
. Administrator Export Scan Now | Reboot Now
Figure 5.2 Devices page
The following table describes the fields within the Devices Page:
Table 5.1 Device Page Columns
Field Description
Device Name The name of the device as extracted from system data and inventory.

Selecting the device name displays the Device Details page. The displayed
devices can be determined by the filter criteria defined in the search section.

IP Address The IP address of the device ascertained during the discovery and initial
communication with the agent installed on the device
Status The status of the device. Status values include: Detecting, Disabled, Idle,
Offline, Sleeping, Working, and Unknown.
OS Info Additional information about the operating system the device is running
Version The version number of the agent installed on the device
HEE EE

1
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Action Menu Functions

The following table describes the Action Menu functions used in the Devices page.

Table 5.2 Devices Action Menu

Menu Item Description

Install Select this option to install an agent to a device.

Enable Select this option to enabled a disabled device.

Disable Select this option to inactivate an agent on a device.

Delete Select this option to delete a disabled device.

Deploy Select this option to deploy to a selected device.

Export Retrieves all device information and allows for saving to a .CSV
file. See “"Exporting Data” for more information.

Scan Now Prompts the DAU to immediately check the device. See “Using
the Scan Now Feature” for more information.

Reboot Now Prompts the selected device to reboot. See "Rebooting
Devices” for more information.
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Device Status Icons

The status of the agent installed on the registered device is indicated by an icon in the status column.
The displayed devices are determined by the filter criteria defined in the search section. The filter
may be set to display only a certain status type (for example, enabled or idle devices).

The following table defines agent (device) status and associated icons.

Table 5.3 Device Status Icons

Active |Pending | Description

N/A The agent is currently working on a deployment (animated icon).

—

o

I
[ 8

The agent is idle, and has pending deployments.

©3]

The agent is offline.

L &
The agent is sleeping due to its Hours of Operation settings.
g | &
N
_ This agent has been disabled.
I
o

The agent is offline and is in a QChain status (can accept chained deployments
only after reboot).

The agent is offline and is in a Reboot status (can accept no more deployments
until after it reboots).

o MR: WY

The agent is in a QChain status (the agent can accept chained deployments only

@!F [QIE until after a reboot).
. . The agent is in a Reboot status (the agent can accept no more deployments until
R o) after it reboots).

The agent is in a QChain status (the agent can accept chained deployments only
until after a reboot) and is sleeping due to its Hours of Operation settings.

_'_EJ
e}

The agent is in a Reboot status (the agent can accept no more deployments until
after it reboots) and is sleeping due to its Hours of Operation settings.

By
B

N/A Unable to identify the agent status.

=
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Using the Details by Device Page

To display additional information about a device; in Devices, click on the name of the device. The
Device Details page provides device specific information, associated vulnerabilities, inventory
information, and deployment history. The tabs access specific details about the device.

Novells ZENworks:

Server Date and Time: 5/8/2007 12:46:36 PM (UTC-07:00)
Home Vulnerabilities Deployments Devices Groups Users Reports  Options  Help About  Log Out
Details by Device: \\TP-PATCHMGR
Device Information || ‘ulnershilties || Inventory || Deployments
Device Information:
Name: W TP-PATCHMER
Operating System: Win2K3
05 Service Pack: Service Pack 1
DNS Name: TP-PatchMgr IP Address: 10,19.4.65
Agent Information:
Agent Installation Date: 4/29/2007 12:37:17 PM (UTC-07:00) Agent Status: Idle
Agent Version: £,4.2,214 Last Connected Date: 5/8/2007 12:31:56 PM (UTC-07:00)
Group Information:
Group Name Originating Group  Type Deployme i Added By Added On
Win2K3 Win2K3 Systern Group ves PatchLink Corp. 4/28/2007 121371,
My Groups WinZ2K3 My Groups ves PatchLink Corp. 4/23/2007 12:37
Sustern Groupe Win2K3 Systern Groups Ves PatchLink Corp. 4/28/2007 12:37
windows WiInZKE Systern Groups Yes PatchLink Corp. 4/29/2007 12:37
Palicy Information:
Name value ipt A
Maximum Transfer Rate o Indicates the maximum bandwidth used when d loading packages to an age...
Minirurn File Size 100 Indicates the smallest file size which will be impacted by Bandwidth Throttiing
Agent Scan Mode o Defines the Agents Detection Scan mode (0 = Slow, 1 = Fast the first time, 2 = ..,
Scheduling Frequenc 26 Indicates the number of hours between regularly scheduled Detaction Scans
Deployment: User May Cancel [ Indicates whether the user can cancel a deployment (Y,H) W
Always On Top H Indicates whather the PDOM will remain the topmaost windaw (Y, M)
Deployment: Deploy within s Indicates the defined time window (in minutes) during which the user may snoo..
Deployment: User May Snooze v Indicates whathar the user can snooze s deployment (T,H)
Resume d load 1 Indicates whether resumahle d loads are enabled (0 = Mo, 1 = Yes)
Fast Path Intarval o Indicates the interval (configurable in Minutes, Hours, and Days) between each ..,
Fast Path Servers Indicates the available Fast Path routes
Sunday Hours of Operation Always On _ Defines the agents Hours of Operation (HOP) for Sunda:
Monday Hours of Operation Always On__ Defines the agents Hours of Operation (HOP) for Manda
Tuesday Hours of Operation Always On__ Defines the agents Hours of Operation (HOP) for Tussda v
. Administratar . Export Scan Now | Reboot Nowt

Figure 5.3 Device Details Page

Device Information Tab

The Device Information tab displays important information about the device. The page displays
general information organized in five main categories; device, agent, group, policy, and notification
settings.
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Device Information Section

The Device Information section displays the following device data:

Device Information:

Operating Sys

Name: Y\ TP-MYSERVER

n2K3 05 Version: 5.2
rice Pack 1 08 Build Number: 3730

DNS Name: TP-MyServer IP Address: 10,19,1,41

Figure 5.4 Device Information

Table 5.4 Device Information Field Descriptions

Field

Description

Name

The name of the device.

Operating System

The abbreviated name of the operating system detected on the
device.

OS Service Pack

The service pack level of the device.

DNS Name The DNS name of the device.
Description The description of the device, if available
OS Version The version number of the operating system running on the

device.

OS Build Number

The build number of the operating system running on the
device.

IP Address

The IP Address of the device.

Agent Information Section

The Agent Information section displays the following agent data:

Agent Information:

Agent Installation Date: 4/26/2007 11:54:08 AM (UTC-07:00) Agent Status: Idle
Agent Version: £.4,0,213 Last Connected Date: 4/29/2007 5:20:50 PM (UTC-07:00)

Figure 5.5 Agent Information

Table 5.5 Agent Information Field Descriptions

Field

Description

Agent Installation Date The date the agent registered with Patch Management

Server. This is typically the date the agent was
installed on the device.

Agent Version

The agent version number.

=
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Table 5.5 Agent Information Field Descriptions

Field

Description

Agent Status

The status of the agent. Also shown on the Devices
page.

Last Connected Date

The date the agent last communicated with Patch
Management Server.

Group Information Section

The Group Information section displays the following group data:

Group Information:

Group Name Originating Group  Type

Deployments Applicable  Added By Added On

Another Child Group  Ancther Child Group  Custom Group Yes ADMINISTRATOR. 4/29/2007 2:02:01..,
My Child Group My Child Graup Custom Group Tes PATCHLINK 4/27/2007 8:09:58, .,
WinZzK3 Win2K3 Systerm Group Yes PatchLink Corp. 4/26/2007 11:54:1..,
Windows windows Systern Groups Tes ADMIMISTRATOR 4/29/2007 2:02:01
Another Farsnt Group Ancther Child Group  Custom Group Yes ADMINISTRATOR. 4/29/2007 2:02

My Groups windows My Groups Tes ADMIMISTRATOR

My Groups Win2K3 My Groups Yes PatchLink Corp.

My Groups My Child Graup My Groups Tes PATCHLINK

My Groups £nother Child Group My Groups Yes ADMINISTRATOR.
My Parent Group My Child Graup Custom Group Tes PATCHLINK 4/27/2007 8:09:58, .,
Sustern Groups Windows Systern Groups Yes ADMINISTRATOR. 4/29/2007 2:02:01
Systern Groups Win2K3 Systern Groups Tes Patchlink Carp. 4/26/2007 11:54:1,.,
Windows Win2K3 Systern Groups Yes PatchLink Corp. 4/26/2007 11:54:1..,

Figure 5.6 Group Information

Table 5.6 Group Information Field Descriptions

Field

Description

Group Name

The name of the group(s) that the device is a
member. Click the name to go to the Group
Information page.

Originating Group

The name of the parent group that the device is a
member. Click the name to go to the Group
Assessment page.

Type

The group type. Can be a system created groups (0S),
directory service, or custom group.

Deployments Applicable

Indicates if there are applicable deployments available
for this device.

Added By The Patch Management Server user who added the
device to the group. System created groups indicate
PatchLink Corp. in this field.

Added On The date and time that the device was added to the

group.
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Policy Information Section

The Device Policy Information section displays the policies used by the device during a

deployment. These policies are the results of applying each of the policies defined by the

device’s group membership (applying the conflict resolution rules when applicable) and filling
in any undefined policies from the Global Policy.

Palicy Information:
Name
Maximurn Transfer Rate
Minirurn File Size
Agent Scan Mode
Scheduling Frequency
Deployment: User May Cancel
Always On Top
Deployment: Deploy within
Deploymant: User May Snooze
Resume Interrupted Downloads
Fast Path Intarval
Fast Path Servers
Sunday Hours of Operation
Monday Hours of Operation
Tuesday Hours of Operation

Figure 5.7 Policy Information

Always on
Always On
Always on

Description ¥
Indicates the maximum bandwidth used when dounloading packages to an agent (...
Indicates the smallest file size which will be impacted by Bandwidth Throttling

Defines the Agents Detection Scan mode (0 = Slow, 1 = Fast the first time, 2 = Fast)
Indicates the number of hours between regularly scheduled Detection Scans

Indicates whether the user can cancel a deployment (7,H)

Indicates whether the PDDM will rerain the topmest window (¥, N)

Indicates the defined time window (in minutes) during which the user may snooze o...
Indicates whether the user can snooze a deplayment (1)

Indicates whether resumable dounloads are enabled (0 = Ho, 1 = Yes)

Indicates the interval (configurable in Minutes, Hours, and Days) betusen each chec..
Indicates the awvailable Fast Path routes

Defines the agents Hours of Operation (HOP) for Sunday

Defines the agents Hours of Cperation (HOP) for Manday

Defines the agents Hours of Operation (HOP) for Tussday 3

Table 5.7 Policy Information Field Descriptions

Field

Description

Name

The name of the policy assigned to the device.
Because a device must have all policy values defined,
every policy is listed here.

Value

The assigned value of the policy as determined by
applying each of the policies defined by the device’s
group membership, applying conflict resolution when
applicable, and filling in any undefined policies from
the Global Policy. For more information go to
“Customizing and Administering Agent Policy Sets” .

Description

The description of the policy assigned to the device.

-131 -



Using Devices and Inventory

Device Information Action Menu Items
The following table describes the Action Menu items available in the Device Information window.

Table 5.8 Action Menu

Menu Item Description

Export Retrieves all device information and allows for saving to a .CSV
file. See “"Exporting Data” for more information.

Scan Now Prompts the DAU to immediately check the device. See “Using
the Scan Now Feature” for more information.

Reboot Now Prompts the selected device to reboot. See “Rebooting
Devices” for more information.

Device Vulnerabilities

The Device Vulnerabilities tab displays vulnerability information associated with the selected
device. The page displays the same information as is presented in the Vulnerabilities page. For
details on using this page, see “Viewing Vulnerability Details” .

Yulnerability Analysis by Device: \\TP- Mame/CVE Mo: Status: | Mot Patched v
MYSERYER
Impack: |- All - v
Show results on Page Load: []  Save as Default view: []
Infarmation Device Yulnerabilities Inventary Deployments
]9 Yulnerability Name mesct 2/ B O @ W % |~
[JIE ¥ ~-ceplovment Test and Disgnostic Package Critical o 1 o o 1 100%
[JE ¥ msoe-078 923689 925398 vulnershility in Windoys Medis Blsver 6.4 (Re..  Critical o1 0 0 1 100%
2 ¥ ms07-004 929963 vulnerability in Yector Markup Language (SEE MOTES) Critical o 1 o o 1 100%
[JE W mso7-000 928643 vuinersbility in HTML Help Active® Contral Critical o1 0 0 1 100%
[JE ¥ ms07-011 926436 vulnerability in Microsoft OLE Dialog Critical ] 1 ] 0 1 100%
1289 Ms07-013 918118 vulnarability in Microsoft RichEdit (Rey 2) Critical o 1 o 0 1 100% ¥
Total: 171 1 |of 7 Pages > | Rows PerPage: 25 %

Figure 5.8 Device Vulnerabilities
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Action Menu Functions
The following table describes the Action Menu functions used in the Devices Vulnerabilities page.

Table 5.9 Action Menu

Menu Item Description

Deploy Select this option to deploy to a selected device.

Disable Select this option to disable a vulnerability for a device.
Enable Select this option to enable a vulnerability for a device.
Export Retrieves all device information and allows for saving to a .CSV

file. See “Exporting Data” for more information.

Update Cache Downloads packages and vulnerabilities required by the device.
See “"Updating the Cache” for more information.

Scan Now Prompts the DAU to immediately check the device. See “Using
the Scan Now Feature” for more information.

Reboot Now Prompts the selected device to reboot. See “Rebooting
Devices” for more information.

Device Inventory

The Device Inventory tab displays the inventory information for the selected device. The page
displays the same information as is presented in the /nventory page. For details on using this page,
see “About Inventory” .

Inventory Summary by Device: \\TP-MYSERYER Narme: Type: |Hardware

Class: | = All -

v
Show results on Page Load: [} Save as Default view: [] Update View

Information Yulnerabilities Device Inventary Deployments

=) Hardware Device Classes ~

i Display adapters

B H B EH BB E
=3
o
5
3
3
5
-

24 DVD{CD-ROM drives b

Total: 26 1 | of 2 Pages > | Rows Per Page: |25 %

Figure 5.9 Device Inventory
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Action Menu Functions
The following table describes the Action Menu functions used in the Device Inventory page.

Table 5.10 Action Menu

Menu Item Description

Export Retrieves all device information and allows for saving to a .CSV
file. See “Exporting Data” for more information.

Scan Now Prompts the DAU to immediately check the device. See “Using
the Scan Now Feature” for more information.

Device Deployments

The Device Deployments page displays all of the deployments that the device has been associated
with or assigned. The page displays the same information as is presented in the Deployments section
in the Vulnerabilities page. For details on using this page, see “Using the Deployment Pages™ .

Deployments by Device: \\TP-MYSERYER

Infarmation Wulnerabilities Inventary Device Deployments

[ ame Scheduled Date P/ O iE @ g 7
"4 pepl f Dapl Test and Di ic Package -- Wi... 4/30/2007 12:05:46 AM (UTC) ] ] 1 ] [ X
O I of I Test and Di: ic Package -- Wi... 4/29/2007 12:11:00 AM (UTC) ] [ 1 [ ] 0%
D{:?;s stern Task: Reboot ASAP o o 1 o o 05
1475 system Task: Discover Applicable Updates ASAP 1 o 1 o o ow

Total: 4 1| oft pages Rows Per Page: (35 %

Figure 5.10 Device Inventory
Action Menu Functions
The following table describes the Action Menu functions used in the Device Deployment page.

Table 5.11 Action Menu

Menu Item Description

Export Retrieves all device information and allows for saving to a .CSV
file. See “"Exporting Data” for more information.
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Working with Devices

There are several tasks associated with devices designed to assist you in managing devices and
installing a ZENworks Patch Management Agent to a device. These are available from commands
located in the Action menu at the bottom on the Devices page.

e “Installing an Agent”

e “Viewing Device Details”

e “Enabling a Device”

e “Disabling and Deleting a Device”
e  “Deploying a Vulnerability”

e “Exporting Device Information”

e  “Scanning Devices”

e “Rebooting Devices”

=
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Installing an Agent

Click Install to display the list of agent installers that can be used to register devices to ZENworks
Patch Management. When launching the Agent Installers dialog box, the behavior is the same
whether a device is selected or not. Refer to the ZENworks Patch Management 6.4 Agent
Installation Guide for complete instructions regarding the installation of agents.

[\ Agent Installers

Server Information
Serial Number: B8088882-88888888 [ Version: 6.4.2,1023
URL: http:f/TP-PATCHMGR @

http:/f10.19.4.65 [F

Single Agent Installer for pre-Windows Vista Version: 6.4.2.214
Download: http:/flocalhostdownload/updateagent.msi Release Date: 4/1/72007
For a single installation of the Agent on a local computer.

[*loperating Systems

[ERequirements

[ 1nstallation Notes

( more infarmation at the Movell ZENwarks Patch Forum )
8ingle Agent Installer for pre-Windows Vista (x64) Version: 6.4.2.214
Download: http:fflocalhost/download/update sgent-=6d.msi Release Date: 47172007

For a single installation of the x64 Agent on a local computer.
[Foperating Systems

[*IRequirements

E1nstallation Notes

(morei atthe Movell ZENworks Patch Forum )
Single Agent Installer for Windows Vista Version: 6.4.2.214
Download: htp:fflocalhost/downloadfupdateagentfarvista. msi Release Date: 4/1/2007

For a single installation of the Agent on a local computer.
[*loperating Systems

[ERequirements

[ 1nstallation Notes

Figure 5.11 Agent Installer
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Viewing Device Details

View details of a specific device by selecting the desired device and clicking the device name. The
Device Details page is described in detail in “Using the Details by Device Page” .

ovells ZENworks.

Server Date and Time: 5/8/2007 12:46:36 PM (UTC-07:00)

Home Vulnersbilities Deployments Dewices Groups Users Reports Options  Help About  Log Out

Details by Device: \\TP-PATCHMGR

Device Information || vulnerabilities || Inventary || Deployments
Device Information:
Name: WWTP-PATCHMGR Deascription:
Operating System: Win2K3 0% Version: 5.2
05 Service Pack: Service Pack 1 0S5 Build Number: 3730
DNS Name: TP-PatchMar IP Address: 10,19, 4,65
Agent Information:
Agent Installation Date: 4/29/2007 12:37:17 PM (UTC-07:00) Agent Status: Idle
Agent Version: £.4,2.214 Last Connected Date: 5/8/2007 12:31:5¢ PM (UTC-07:00)

Group Information:
Group Name Driginating Group _ Type I i Added By Added On
Win2K3 Win2K3 Systemn Group Yes PatchLink Corp.
My Groups WinZkK3 My Groups ez PatchLink Corp.
Systern Groups WinzK3 Systern Groups Yes PatchLink Carp.
Windows Win2kK3 Systern Groups ez PatchLink Corp. 4/29/2007 12:3

Policy Information:
Name Value D A
Maximurn Transfer Rate o Indicates the maximum bandwidth uzed when d |oadi ke to an age..
i i - 5620 100 b et e el B b b VEE i L e
Agent Scan Maode o Defines the Agents Detection Scan mode (0 = Slow, 1 = Fast the first timme, 2 = ..,

Hadli o A 26 Tisn b b e s e e e
Deployment: User May Cancel N Indicates whather the uzer can cancel a deployment (Y,H) q
Always On Top W Indicates whether the POOM will rerain the toprmost window (v, M)
Deployment: Daploy within s Indicstes the defined time window (in minutes) during which the usar may snoo...
Deployrment: User May Snooze Rd Indicates whether the user can snooze a deployment (¥,N)
Fasume Interruptad Downloads 1 Indicates whether resumable dounloads are ensbled (0 = No, 1 = vas)
Fast Path Interval 0 Indicates the interval (configurable in Minutes, Hours, and Days) between each ...
Fast Path Servers Indicates the svailable Fast Path routes
Sunday Hours of Cperation Always O Defines the agents Hours of Operation (HOP) for Sunda:
Manday Hours of Operation Aluays On  Defines the agents Hours of Operstion (HOP) for Mands
Tuesday Hours of Operation Always ©n  Defines the agents Hours of Operation (HOP) for Tuesda 3

. Administrator Export | ScanMNow | Reboothow |

Figure 5.12 Device Details Page

1
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Disabling and Deleting a Device

Ei

Disabling a device releases the agent license used by the agent installed on the device and makes it
available to the system. Once disabled, the agent on the device ceases communication with Patch
Management Server and is no longer included in the patch management activities of the ZENworks
Patch Management Server.

Note: Once disabled, the device may not appear in the devices list based on the Status filter
settings. To include disabled devices in the list, ensure you select Disabled or All in the Status
filter.

To Disable a Device
1. In the Devices list, select one or multiple devices.

2. Inthe Action menu, click Disable.
A Disable Confirmation dialog displays.

3. Inthe Confirmation dialog box, click OK.
The device is displayed in the list of devices identified with the disabled icon in the status
column.

After disabling a device, the device can be deleted from ZENworks Patch Management.

To Delete a Device
1. In the Devices list, select one or multiple disabled devices.

2. In the Action menu, click Delete.
A Delete Confirmation dialog displays.

3. Click OK confirming the deletion.
The device is deleted from the Devices list.

Enabling a Device

An enabled device consumes an agent license and is included in the patch management activities of
the ZENworks Patch Management Server.

To Enable a Device
1. Inthe Devices list, select one or multiple disabled devices.

2. Inthe Action menu, click Enable.
An Enable Confirmation dialog displays.

3. Inthe Confirmation dialog box, click OK.
The device is enabled.
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Deploying a Vulnerability

Deploying a vulnerability to selected devices is a key function of the ZENworks Patch Management
Server. Deployments are initiated by clicking Deploy. For more information on the Deployment
Wizard, see “Using the Deployment Wizard” .

action whether selected from the Devices or Vulnerabilities page. For detailed

Note: The Deploy command is not exclusive to a selected device and results in the same
information on deploying patches, refer to Chapter 4, “Working With Deployments”.

Exporting Device Information

The export utility lets you export device information to a comma-separated value (. CSV) file
format. For more information on exporting, see “Exporting Data” .

Scanning Devices

The Scan Now utility lets you scan a device immediately via the DAU task. See “Using the Scan
Now Feature” for more information.

Rebooting Devices

The Reboot Now command lets you initiate the Reboot system task to all or selected devices.

To Reboot Devices

1. In the Devices page, select one or multiple devices.

2. Click Reboot Now.
The Reboot Device Warning dialog box opens.

Microsoft Internet Explorer =
\?) Once a reboot request is sent to a Device, the operation cannot be cancelled, Is it OK to continue?
[8]4 I Cancel |

Figure 5.13 Reboot Device Warning

=
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3. Inthe Reboot Warning dialog box, click OK.
The Reboot Now window opens.

E i
L Reboot Now

COMNFIRM:

This will reschedule the deployment for the Reboot
System Task for immediate deployment {using the
deployment's current options),

Are you sure you want to reboot the selected
device?

¥ Yes, Reboot the selected device.

This Process is not reversible!

Figure 5.14 Reboot Device

4. Confirm the reboot, and select Yes, Reboot the selected device.

5. Click Reboot.
The system schedules the reboot and the Reboot Success window opens.

6. Click Close.
The window closes.

E i
L Reboot Now
SUCCESS:

The Deployment for the Reboot System Task has been
updated.

Close

Figure 5.15 Reboot Device Success Screen

m (1
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About Inventory

Inventory captures a comprehensive view of the functional components of each agent. An inventory
list of software, hardware, operating systems, and services installed on a device can be retrieved.
The inventory list displays items by Inventory Type.

In addition to viewing the list of inventory items, the inventory results can be exported to a file
(. CSV). Inventory information is also available at the device and group level.

B Note: Novell ZENworks Patch Management only captures inventory data for devices
that have the ZENworks Patch Management Agent installed.

Viewing Inventory

To View Inventory

1. Select Devices.
The Devices page displays.

Select the nventory tab.
Select your filter options.

4. Click Update View.
The Inventory results display on the Inventory tab.

5. Click the expand icon (plus icon) to view the details of a particular Inventory class.

=
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Using the Inventory Tab

The Inventory tab displays a list of each Inventory Type and the associated devices. The devices that
have the selected operating systems, hardware, software, and services installed can be viewed by
clicking the expand icon (+).

Novells ZENworks.

Server Date and Time: 5/8/2007 4:52:32 PM (UTC-07:00)

Home Vulnershilties Deployments Devices Groups Users Reporks Options  Help About Log Out
Inventory Summary Narme: | Type: [Hardware ~|
Groups: [My Devices 3] class: [~ an- ~|

Include Child Groups: [ Show results on Page Load: []  Save as Default view: [] Update View

Devices Inventory

=) Hardware Device Classes |& |
[ 2 architecture
[ 8 patteries
& Zeros
B i computer
[ o pisk drives
B @ Display adapters
B ), ovosco-RoM drives

= ge File Systems

B & Floppy disk controllers

= JA Floppy disk drives

B 23 Fioppy drive controllers
[ &y 10E ATAZATAPI controllers
By Keyboards

[ g mac addresses
B 2 machine Madel

[l ) Mice and cther painting devices

= g Metwork sdapters

v
Toral: 23 [« o [0 |ofzPages = 3] RowsPerpage: (28 v

- Adrninistrator Export Scan Now

Figure 5.16 Inventory tab
Inventory Types

ZENworks Patch Management supports filtering by the following views:
e  “Operating Systems View”

e “Software View”

e “Hardware View”

o “Services View”
Operating Systems View

Displays the full operating system (OS) platform names and the number of instances the operating
system was detected. Instances refer to the number of times the operating system platform was
detected. This value is always one if the display is based on a single device.

n (T
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Software View

Displays the software applications detected on agents. This view displays the name of the software
application and the number of instances detected.

Hardware View

Displays the hardware devices found on agents. Hardware is organized into device classes such as
disk drives, processors, network adapters, etc. A Hardware Device Class is a grouping of hardware
based upon type and a Hardware Device is a specific item.

Note: Windows NT reports some software as hardware resulting in displaying within the
hardware inventory.

Services View

Displays the services detected on agents. The list includes all services detected, running or not. Each
service also includes the number of detected instances.

Action Menu Functions

The following table describes the Action Menu functions used in the Inventory page.

Table 5.12 Action Menu

Menu Item Description

Export Retrieves all device information and allows for saving to a .CSV
file. See “Exporting Data” for more information.

Scan Now Prompts the DAU to immediately check the device. See “Using
the Scan Now Feature” for more information.

Scanning Inventory

In addition to determining security risks and other vulnerabilities, the Discover Applicable Updates
(DAU) task also identifies the device inventory. Each time the DAU runs, the current inventory is
compared against the <Program Files>\Novell\ZENworks Patch

=
- 143 - EE EE



Using Devices and Inventory

Management Agent\
localprofile.txt file. If any changes exist, a differential report is uploaded to the Patch
Management Server. The following is an example local profile file (localprofile.txt).

<systemprofile>
<computer>
<BuildNumber>2600</BuildNumber>
<Caption>Microsoft Windows XP Professional</Caption>
<CSDVersion>Service Pack 2</CSDVersion>
<Version>5.1.2600</Version>
<computername>\\USER</computername>
<DAversion>6.4.x.xxx</DAversion>
<type>information</type>
<agentid>XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX</agentid>
</computer>
<services>
<caption svcName="Fax" State="Stopped" Startup="Automatic">Fax</caption>
</services>
<devices>
<caption class="Monitors">Plug and Play Monitor</caption>
</devices>
<software>
<package>Novell ZENworks Patch Management Agent</package>
</software>

</systemprofile>

The Discover Applicable Updates task occurs at least once daily and following successful
deployments.

Manually Scheduling the DAU Task

The Discover Applicable Updates task can be scheduled for immediate execution by selecting the
Scan Now option. For more information on the Scan Now task, see “Using the Scan Now Feature™ .

devices, not a specific device or device group. To schedule the DAU for a specific device or

% Note: Clicking Scan Now from the Inventory page runs the DAU task for all enabled
device group, click Scan Now from the Devices or Device Groups page.

Using Custom Inventory

To use a custom inventory file (see “Defining Inventory Collection Options™ ), you must create the
custom inventory file in XML and distribute it to each agent. There is no automated distribution
method for custom inventory.

| [T
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Each agent must have a local file named CustomInventory.xml in

C:\Program Files\Novell\Update Agent (for Windows Agents) or patchagent/
update/conf .d (for Linux/Unix/Mac Agents). The XML inventory options can be customized
as follows:

Guidelines for Microsoft Windows based Operating Systems

The following section defines the XML guidelines for setting up custom inventory scripts for
Windows based Operating Systems. In each case, the item will be added to the hardware inventory
under the Default device class unless a specific device class (item class="")is defined.

Literal

Allows the user to assign an actual text value type into XML.

The string added will be of the form “name = value” where name is the tag name, and
value is the literal typed between the open and close tags.

Example XML: (This example will return the string value defined between the open and close
tags)
<item class="User Defined” name="Example Name” type ="Literal”>Novell 6.4
Custom Inventory</item>
Returns:
“Example Name = Novell 6.4 Custom Inventory”

Registry

Allows the user to retrieve the registry key value.

The string added will be of the form “name = value” where name is the tag name and value
is the value stored under the identified registry key.

Example XML (This example will return, from the Registry, the location and name of the custom
inventory file):
<item name="Registry Example" type="registry">HKEY LOCAL MACHINE\Software\Novell.com\
Discovery Agent\InventoryInputFile</item>
Returns:
“Registry Example= C:\Program Files\Novell\CustomInventory.xml”

Environment

Allows the user to return the value of an environment value.

ool
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The string added will be of the form “name = value” where name is the tag name and value
is the expanded environment variable defined.

Example XML: (This example will return the value of the defined environment variable)

<item name="Environment Example” Class="User Defined” type ="Environment”>
$PROCESSOR_ARCHITECTURES</item>

Returns:

“Environment Example = i1386”

WMI

Windows Management Instrumentation (WMI) allows the user to use scripting to use the WMI
component, and tends to focus on operating system settings.

In the case of a WMI item, two additional attributes, namespace and query are used. If the
namespace attribute is not specified, the default value of ROOT\CIMV2 is used. The query attribute
must be defined as a valid WQL query. The string added will be of the form “name = value”
where name is the tag name and value is the actual value for the specified WMI property.

Example XML (This example will return the Serial Number property from the Operating System):
<item name="Windows SN" type="wmi" query=" SELECT * FROM Win32 OperatingSystem">
SerialNumber</item>
Returns:
“Windows SN = ABCD-EFGH-IJKL”
Example XML (This example will retrieve the Manufacturer property of the device):
<item name="Device Manufacturer" type="wmi" query=" SELECT * FROM Win32 OperatingSystem">
Manufacturer</item>
Returns:
“Device Manufacturer = Computer Manufacturer A”
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Text_File

Allows the user to retrieve text data from a file.

The string added will be of the form “name = value” where each line of the text file contains a
Name/Value pair separated with a delimiter (defined with the delimiter attribute). For each valid
line, in the text file, an entry will be added to inventory. When specifying a file name an
environment variable, such as $¥WINDIR% can be used.

Example XML (This example will return the Name/Value pairs from a TxTSample.txt file in the
Windows directory):

<item name="ti" type="text file" delimiter="=">$WINDIR%\TXTSample.txt</item>
Returns:

“Line 1 = This is line one”

“Line 2 = This is line two”

XML_file

Allows the user to retrieve text data from a file.

An external XML file will be referenced. The XML file structure must be defined by the XPath
string. When specifying an XML file name an environment variable, such as $WINDIRS can be
used.

Example XML (This example will return the value of the Asset Number tag from the
SampleXxML.xml file in the Windows directory):

<item name="Asset" type="xml file" xpath="/Top/Inventory/AssetNumber">
SWINDIR%\SampleXML.xml</item>

Returns:
“Asset = PLA001”

Example XML (This example will return the value of the Location tag from the sampleXML.xml
file in the Windows directory):

<item name="Building" type="xml file" xpath="/Top/Inventory/Location">
SWINDIR%\SampleXML.xml</item>

Returns:
“Building = Scottsdale-Main”
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Where the SampleXML.xml file is as follows:

<?xml version="1.0" encoding="utf-8"?>
<Top>
<Inventory>
<AssetNumber>PLA001</AssetNumber>
<Location>Scottsdale-Main</Location>
</Inventory>
</Top>

Example XML File

An example XML file, using the valid Windows agent inventory options, is provided below:

<?xml version="1.0" encoding="utf-8"?>
<customInventory>
<items>
<item name="11" class="User Defined" type="literal">valuel</item>
<item name="12" class="User Defined" type="literal">value2</item>
<item name="13" class="User Defined" type="literal">value3</item>
<item name="14" class="User Defined" type="literal">value4</item>

<item name="rl" class="My New Class" type="registry">
HKEY LOCAL MACHINE\Software\Novell.com
\Discovery Agent\InventoryInputFile</item>

<item name="el" class="My New Class" type="environment">
%PROCESSOR_ARCHITECTURE%</item>

<item name="wl" class="My New Class" type="wmi" namespace="ROOT\CIMV2"
query="SELECT * FROM Win32 OperatingSystem">SerialNumber</item>

<item name="t1" class="My New Class" type="text file"
delimiter="=">c:\sampleInventoryText.txt</item>

<item name="x1" class="My New Class" type="xml file"
xpath="//inventory/AssetTag">c:\sampleInventoryXML.xml</item>

</items>

</customInventory>

Where the C: \SampleInventory.txt fileis as follows:

Building = Main
Location = Scottsdale, AZ

Division = Corporate

| [T
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And the C:\SampleInventoryXML.xml file is as follows:

<?xml version="1.0" encoding="utf-8"?>
<inventory>
<AssetTag>PLA00012</AssetTag>

</inventory>

Guidelines for Linux/Unix/Mac/Netware based Operating Systems

The following section defines the valid XML guidelines for setting up custom inventory scripts for
Linux/Unix/Mac/Netware based Operating Systems. In each case, the item will be added to the
hardware inventory under the Default device class unless a specific device class (item
class="")is defined.

Literal

Allows the user to assign an actual text value type into XML.

The string added will be of the form “name = value” where name is the tag name, and value
is the literal typed between the open and close tags.

Example XML: (This example will return the string value defined between the open and close
tags)
<item class="User Defined” name="Example Name” type ="Literal”>Novell 6.4
Custom Inventory</item>
Returns:

“Example Name = Novell 6.4 Custom Inventory”
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Dynamic

Allows the user to search using a script.

The string added will be of the form “name = value” where name is the tag name, and value
is the result of the script.
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Example XML File

An example XML file, using valid Linux/Unix/Mac/Netware inventory options, is provided below:

=
- 151 - EE EE



Using Devices and Inventory

[ | [ | |
EE - 152 -



ZENworks Patch Management Server v6.4 - User Guide

6 Using Groups

A group is a collection of devices organized for managing activities within ZENworks Patch
Management Server and contains a listing of all groups registered to it. Within the ZENworks Patch
Management Server, groups are organized into nested groups. These related groups, called parent
and child groups, allow you to maintain your ZENworks Patch Management Server with minimum
maintenance.

The Groups browser lists the names of each custom parent group, the child groups, system groups,
and custom groups. From this page you can access group information by expanding the group in the
directory tree, or proceed to the Group Information page by clicking a group name.

The Groups Page displays information about a specific group. This information is classified into the
following views:

m  “Group Information”

m  “Group Membership”

m  “Device Membership”

m  “Mandatory Baseline”

m  “Device Group Vulnerabilities”
m “Group Inventory”

m  “Device Group Deployments”
m  “Policies”

m  “Roles”

m  “Dashboard”

m “Settings”

=
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The Groups page is available by selecting Groups in the main navigation menu.

Novell, ZENworks.

Server Date and Time: 5/8/2007 4:07:33 PM (UTC-07:00)

Home Vulnersbilities Deployments Devices Groups Users Reports Options Help About  Log Out

[7) eroup Browser [ My 6roups = Gustom Groups > Parant Group Viewi [@roup Membership

| Clear Fi

B gy 1y Groups Shou Filters | Apply Filters

= Sy custom Groups ‘
[1 action L]  Group Name 2 ished Name D.

B w s
[ S child Group O @3 %  chidarou My <hild Group OU=child Group,OU=P... 3

pol ‘Tutall 1 I:l of 1 Pages Rows Per Page: |

 Administrator Create Move Delete Deploy Export Scan Now | Reboot Now

Figure 6.1 Groups Page

To View Groups

1. Select the Groups tab.
The Groups main page displays in the window.

2. In the directory tree select a group type.
The selected group’s information displays in the Groups window.

3. Select the function you need from the View drop-down list.
The applicable function displays in the Groups window.

To Search for a Group

The Search field can be used to search for groups by name, using a ‘Contains’ search condition.
Wildcards are not supported.

1. Select the Groups tab.
The Groups main page displays in the window.

2. In the Search field, type your search criteria.
The directory tree automatically displays the results of the search.
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Groups and the Directory Tree

You can view the list of groups using the directory tree. Click the expand icon to view Custom
groups, System groups and Directory Service groups. By continuing to expand the tree, you can
view the parent group and each child group associated with it. To display detailed group
information, select the Group name. Use the View drop-down list to access the functions within the
Groups page.

Parent and Child Groups

The nesting of groups enables the creation of hierarchical relationships that can be used to define
inherited group membership. Using the policy inheritance feature, you can use parent groups to
apply the same policies to multiple child groups.

A Parent and Child group relationship refers to a group that contains one or more group hierarchies
underneath it. Each group must have one, and only one parent, however a parent group can have
multiple children groups.

As a result of the parent-child relationship, there are hierarchies within groups:

m  Group Hierarchy - Refers to the entire group hierarchy from the original to the deepest
child group.

m  Parent Hierarchy - Refers to the entire group hierarchy above a specific group.
m  Child Hierarchy - Refers to the entire subordinate group hierarchy below a specific group

m  Inheritance - Refers to the permissions a group has set. A group must have their
inheritance settings set to True in order to inherit the settings of its parent.

I%I Note: System and Directory Service group hierarchies cannot be modified.

Defining Groups

Groups can be categorized into the following classifications.

Table 6.1 Group Definitions

Icon |Group Type Definition

Parent System Devices identified in your network are automatically assigned a group
‘i’-‘ Groups membership based on their operating system. Not all operating systems
may be present in your network. You cannot modify System Groups or
their hierarchies.

System Groups
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Table 6.1 Group Definitions

Icon |Group Type

Definition

Parent Directory
Eﬁ Service Groups

Directory Service
em| Groups

Created when an Agent submits a Directory Service Hierarchy that does
not already exist on the Server. You cannot modify Directory Service
groups or their hierarchies.

Custom Groups
g (Parent & Child)

Custom groups are created and managed by the user.

Group Information

Information displays general group-related information concerning the group's membership,

hierarchy, policies, roles, mandatory baselines, and other settings.

Novells ZENworks.

Home Vulnershilties Deployments Devices Groups Users Reports Options Help

Server Date and Time: 5/8/2007 4:07:33 PM (UTC-07:00)
About  Log Out

o > Custorn Groups > Parent Group > Child Group

[52] Group Browser
= G My Groups
[=] % Customn Groups
[=] % parent Group
S Child Group
B} system Groups
4 Directory Service Groups

Group Information
Name: Child Group
Distinguished Name: CU=child Group,0U=...
Description: My Child Group

Assid d Email
Notification Address

~
Created Date: 5/8/2007 12:22:08 PM (Local)
Created By: ADMINISTRATOR
Last Updated Date: 5/8/2007 4:10:30 PM (Local)
Last Updated By: ADMINISTRATOR

Directly Assigned Devices: 0
Source Group Assigned Devices: 3
Derived Devices from child Hierarchy: 1
Deployment Enabled: True
Mandatory Baseline Inheritance: True
Mandatory Baseline Enabled: True
Policy Inheritance: True
Policy Enabled: True

B

Adrninistrator Export

Figure 6.2 Group Information
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The following table describes the Action Menu functions of the Information page.

Table 6.2 Group Information Action Menu

Action

Description

Export

Retrieves all page information and allows for saving to a.CSV file. See
“Exporting Data” for more information.

Group Information Settings

The Information section of the Group Information view provides the following data:

Table 6.3 Information Fields

Field

Description

Name

The name of the group.

Distinguished Name

System-created name based upon the group’s parent
hierarchy.

Description

Description of the group.

Created Date

The date and time the group was created.

Created By

The user who created the group.

Last Updated Date

The date and time the group was last modified.

Last Updated By

The user who last modified the group.

Directly Assigned Devices

Number of devices assigned to the group. Does not include
inherited devices.

Source Group Assigned
Devices

The number of devices assigned to the source group. See
“Working with Source Groups” for more information on
Source Groups.

Derived Devices from Child
Hierarchy

The number of devices inherited from child groups.

Deployment Enabled

When set to True, deployments can be created for the group.

Mandatory Baseline
Inheritance

When set to True, Mandatory Baseline settings are inherited
from the group’s parent.

Mandatory Baseline
Enabled:

When set to True, Mandatory Baseline deployments are
created based upon the group’s Mandatory Baseline
configuration.

Policy Inheritance

When set to True, policy sets are inherited from the group’s
parent.

Policy Enabled

When set to True, policy sets can be assigned to the group.
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Assigned Email Notification Addresses

The Email Notification settings of the Group Information tab provides the following data:

e Notification Address - The email addresses that will receive group specific notifications.
Assigned Child Groups
The Group Section lists the group’s direct children groups.

Table 6.4 Group Section

Field Description
Type Indicates whether a custom or system group.
Group Name The name of the child group.

Distinguished Name | System-created name based upon the group’s parent hierarchy.

Group Description Description of the Group.

Assignhed Mandatory Baseline Items

The Assigned Mandatory Baseline Items lists the vulnerabilities defined in the group’s mandatory
baseline.

Table 6.5 Mandatory Baseline Section

Field Description

Name The name of the vulnerability.

Impact The vulnerability impact.

OS List The list of applicable operating systems.

section are only those baseline items that have been directly assigned to the group. The
inherited Mandatory Baseline Items are shown under the Groups - Mandatory Baseline
view.

I%I Note: The Mandatory Baseline items shown in the Assigned Mandatory Baseline Items
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Assigned Policy Sets
The Assigned Policy Sets section lists the policy sets assigned or inherited by the group.

Table 6.6 Assigned Policy Sets Section

Field Description
Policy Set Name The name of the policy set.
Assigned Indicates if the policy set is assigned to or inherited by the group.
A value of True indicates the policy is assigned directly to the group.

Resultant Policy Information

The Resultant Policy Information section displays the results of the assigned or inherited policy sets
and provides the following data:

Table 6.7 Resultant Policy Section

Field Description
Name The name of the Policy.
Value Indicates the policy value. When determining the policy value, inherited

policies are overridden by the directly assigned policies, and conflict
resolution rules are applied to the directly assigned (and conflicting
policies).

Description The description of the Policy.

Group’s Resultant Policy section. To see a complete listing of all policies assigned to an

I%l Note: Only those policies that are directly assigned or inherited are displayed in the
agent, refer to the “Device Information Tab”.

=
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Assigned Roles

The Assigned Roles section displays all the roles that have access to the group.

Table 6.8 Roles Information Section

Field Description

Role Name The name of the User Role that can access the group.

Source Group The Name of the group assigned the role. If the Role Source does not
contain a value, the role is assigned to the current group.

Assigned Indicates if the role is assigned to or inherited by the group.
A value of True indicates the role is assigned directly to the group.

Show or Hide Inherited Lists or Hides Administrator, Guest, Manager, or Operator Role Group
Names.

Group Membership

The Group Membership view allows the user to view the group’s direct child groups. The number of
direct child groups display in the window.

Novell, ZENworks.

Server Date and Time: 5/8/2007 4:25:03 PW (UTC-07:00)
Home Wulnersbilities Deplayments Devices Groups Users Reports Options Help About  Log Out

[55) croup Browser [y Groups > custom Groups > Parant roup Vien:[Group Membership ]
B G5 My Groups
= g custom Groups ‘ ’
Action Group Name *
B v P o] g

Sy <hild Group O #¥ %  chidsruw My Child Group QU=Child Group,@... E]

: ; )
S0 | Totali 1 L of 1 Pages Rows Per Page; |25 ¥ |

© Administrator Create Move Delete Deploy Export Scan Now | Reboot Now

Figure 6.3 Group Membership
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The Group Membership view displays the following group details.

Table 6.9 Group Membership View

ser Guide

Field

Description

Type

An Icon that indicates the group type. Refer to "Defining Groups” for
details regarding the different group types.

Group Name

The name of the child group.

Description

Description of the Group.

Distinguished Name

System-created name based upon the group’s parent hierarchy.

Device

The number of devices assigned to this group.

memberships modified. However, while the membership within System or Directory

IEI Note: System and Directory Service groups cannot have their child group or device

Service groups cannot be changed, their policies can.

The Group Membership page includes the following Action Menu functions. Some functions are
common throughout the Groups page.

Table 6.10 Group Membership Action Menu

Button Use to

Create Create a new group.
See “Creating a Group” for more information.

Move Assigns a group to a new Parent Group.
See “Moving a Group” for more information.

Delete Remove a group.
See "Deleting Groups” for more information.

Deploy Deploy vulnerabilities to a device.
See "Using the Deployment Wizard” for more information.

Export Retrieves all page information and allows for saving to a CSV file.
See “Exporting Data” for more information.

Scan Now The Scan Now command prompts the DAU to immediately launch and
check a group for vulnerabilities.
See "Using the Scan Now Feature” for more information.

Reboot Now The Reboot Now command lets you initiate the Reboot system task
to all members of the selected group or groups.
See "Rebooting Devices” for more information.

|
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Creating a Group

Complete the following procedures to create a group.

To Create a Group

1. In the Device Groups page, select Group Membership from the drop-down list.
The Group Membership screen displays in the Groups window.

2. Click Create.
The Group details field displays in the Group Membership screen and auto-generates the
Distinguished Name.

Type the Group Name for the Group.
[Optional] In the Description field, type a brief description about the group.

Click the Save icon next to the new Group.
The Group is saved to the list and is added to the Directory Tree.

Moving a Group

Complete the following steps to move a group to a new Parent Group.

B Note: When moving a group, if the group is configured to inherit it’s policies, roles, or
baseline settings, the group will inherit those values from the new parent group.

To Move a Group

1. Select a Group from the directory tree.
The selected Group is highlighted.

2. Inthe Device Groups page, select Group Membership from the drop-down list.
The Group Membership screen displays in the Groups window.
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3. Click Move.
The Move Groups window opens.

?
L Move Groups

Select a new parent group:

E §d My Groups
[+] % Another Parent Group
[+ S My Parent Group

= z Syskern Groups

j Direckary Service Groups

\ | »

__________Emmem

Figure 6.4 Move Groups window

4. Select a new Parent Group.
The Parent Group is highlighted.

5. Click Next.
The Move Confirmation window opens.

i
i Move Groups

Move Confirmation

Moving to:  Another Parent Group

My Groups > Another Parent Group

Moving fram:
Name Status

My Child Graup Ready

Figure 6.5 Move Confirmation window

=
- 163 - EE HEE



Using Groups
6. Click Finish.
The Group is moved to the new Parent Group.

Deleting Groups

Complete the following steps to delete a single or multiple groups.

= Note: Deleting a group does not prevent a device within that group from deploying,
rebooting or scanning due to these tasks working at the device level.

To Delete a Group

1. Inthe Device Groups page, select Group Membership from the drop-down list.
The Group Membership screen displays in the Groups window.

2. Select a Group from the directory tree.
The selected Group is highlighted.

3. Click the Delete icon (next to the group to be deleted)
or
Select the checkbox to the left of the group(s) and click Delete on the Action Menu.

4. When the delete confirmation dialog displays, click OK.
The selected groups are deleted.

n Warning: When a group is deleted, all of it’s associated children are also deleted.

Editing Groups
Complete the following steps to edit a group.

To Edit a Group

1. Select a Group from the directory tree.
The selected Group and its Child Groups are listed in the Groups window.

2. Inthe Device Groups page, select Group Membership from the drop-down list.
The Group Membership screen displays in the Groups window.

3. From the list, select the Group to edit.
The Group is highlighted.

4. Click the Edit icon.
The fields become activated.

5. Edit the fields as needed.

n (T
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6. Click Save.
The changes are saved to the group.

Note: You can only edit the group name and description within Group Membership. You

must go to the Roles, Policies, Membership, Baseline, or Settings sections to make other

edits.

Device Membership

The Device Membership view provides an interface for managing the devices assigned to a group.

Novells ZENwaorks.

Figure 6.6 Device Membership

The Device Membership view displays the following device details.

Table 6.11 Device Membership View

Server Dste and Time: 5/8/2007 4:07:33 PM [
Home Vulnersbilities Deployments Devices Groups Users Reports Options  Help Abot
Group Browser |7 > Custom Groups > Parent Group > Child Group View: [ Device Membershij
-
= EEIQ My Groups Harme: | Status:| Enabled
Sy Custorn Groups
= @ Parant Group Include child Groups: [] Show results on Page Losd: [] Save as Default view: [] ur
[ Sy child Group
e 2 Systern Groups | O I’iJ Device Name % 1P Address Status 05 Info
i Directory 5 <1
SR R EIERRIRNR S OF  wTe-acent-ny 10.19.2.157 Offline Microsoft Windo. .
F Q WATP-PATCHMGR 10.19.4.65 Idle Micrasoft windo..,
DE WWTP-WAGENTOL 10,19,2,82 working  Microsoft Windo,,,
| J2 | Totak 3 [17]ef 1 Pages Rows Per Pag
. Administratar Install | Manage | Deploy | Disable Export Scan Now | Reboot Now |

Column Description

Device Name | The name of the device as extracted from system data and inventory. Selecting the
device name displays the Device Information page.

IP Address The IP address of the device.
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Table 6.11 Device Membership View

Column Description

Status The status of the device. Status values include: Detecting, Disabled, Idle, Offline,
Sleeping, Working, and Unknown.

OS Info Information about the operating system the device is running.

Version The version number of the agent installed on the device.

The following table describes the functions of the Device Membership page.

Table 6.12 Device Membership Action Menu

Button Use To
Install Install an agent to a device.
See “Installing an Agent” for more information.
Manage Add or remove devices from a group.
See “Managing Device Members” for more information.
Deploy Deploy vulnerabilities to a device.
See "Using the Deployment Wizard” for more information.
Disable Disable a device within a group.
See "To Disable a Device” for more information.
Export Retrieves all page information and allows for saving to a CSV file.
See “Exporting Data” for more information.
Scan Now The Scan Now command prompts the DAU to immediately launch and check a group

for vulnerabilities.
See “Using the Scan Now Feature” for more information.

Reboot Now

The Reboot Now command lets you initiate the Reboot system task to all members
of the selected group or groups.
See "Rebooting Devices” for more information.

Managing Device Members

Complete the following steps to manage Devices within the Groups window.

Adding or Removing Device Members

1.

2.

In the Device Groups page, select Device Membership from the drop-down list.

The Device Membership screen displays in the Groups window

Select a Group from the directory tree.

The selected Group is highlighted.
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3. Click Manage in the Action Menu.
ZENworks Patch Management Server displays the Manage Devices window.

Novells ZENworks=

Server Date and Time: 3/&/2007 4:25:03 PM (UTC-07:00)
Heome ‘ulnerabilities Deployments Devices Groups Users Reports  Options Help About  Log Out
5] Group Browser [ oo » Parent Group > child Group > child's Ghild Graup View: [Device Membership 3]
-
= g My Groups |selected Devices: 1 Shou Filtars - - |
5 9 custom Groups | Device Name DNS Name os |
[ % Parent Group
= % child Group [C]4NTR-AGENT-N1 TR-AGENT-N1 WingP
Sy child's child Grou,
£ Z System Groups
Directory Service Groups | [ m Rows Per Pager [25_1 ,j‘
Con o] e
e
‘De\m:es: 2 @ prowse Devices O Import Device List Show Filters - -
_——— DNS Name o5 I
[JWTP-PATCHMGR. TR-PatchMar WinZK3
D\\TP'\IAGENTD]. TP-WAagentdl wWinVista
¢ | Bl of 1 Pages Rows Per Page: ‘

Figure 6.7 Manage Devices

4. To add devices:

a. Select the device or devices to include in the group from the Devices area.

b. Click Assign.
The selected devices move to the Selected Devices area.

c. Page to the next screen, if needed. If any more devices are selected, you must click Assign
after each new page.

d. To assign all available devices, click Assign All
The system displays the devices in the Selected Devices area.

e. Click OK.
The devices are saved to that group.

5. To remove devices:

a. Select the device or devices to remove from the Selected Devices area.

b. Click Remove.
The selected devices move to the Devices area.

c. Page to the next screen, if needed. If any more devices are selected, you must click
Remove after cach new page.

d. To remove all available devices, click Remove All
The system displays the devices in the Devices area.
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e. Click OK.
The devices are removed from the group.

6. Click Update View to review the device assignment.

Enabling and Disabling Devices within a Group

Complete the following steps to enable or disable devices in a group.

To Disable a Device

1. Select a Group from the directory tree.
The selected Group is highlighted.

2. Inthe Device Groups page, select Device Membership from the drop-down list.
The Device Membership screen displays in the Groups window

3. Select the options for the search, and click Update View.
The Devices that belong to the group display in the Groups window.

Locate and select the Device you want to disable.

In the Action Menu, click Disable.
The system disables the Device and displays it accordingly.

Warning: Disabling a device within a group is not group specific, and will disable the
device everywhere.

Enabling a Device

1. Select a Group from the directory tree.
The selected Group is highlighted.

2. Inthe Device Groups page, select Device Membership from the drop-down list.
The Device Membership screen displays in the Groups window.

3. Select the options for the search, and click Update View.
The Devices that belong to the group display in the Groups window.

Locate and select the disabled device you want to enable.

In the Action Menu, click Enable.
ZENworks Patch Management Server enables the device.
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Mandatory Baseline

A mandatory baseline is a minimum patch standard set by the administrator which all agents
assigned the baseline under that ZENworks Patch Management Server must comply. If a device falls

out of that minimum patched status, the mandatory baseline will automatically send out the patches
necessary to keep the device secure.

Warning: Unless stringent Hours of Operation policies are in effect, do not apply
mandatory baselines to groups of mission critical servers or other devices where
unscheduled reboots would disrupt daily operations.

When a mandatory baseline is created or modified:

e ZENworks Patch Management Server automatically schedules a DAU task for all machines in
that group

Patch Management Server determines which devices are out of compliance following the DAU
task

e Necessary packages are deployed as soon as possible for each machine.

Note: Some patches require both reboots and an Administrator level login to complete. If

these or similar patches are added to a baseline, the deployment will stop until the login
occurs.

This view provides an interface for managing Mandatory Baselines within a group.

Novell. ZENworks.
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Figure 6.8 Mandatory Baseline
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The following table includes descriptions of the Mandatory Baseline column definitions.

Table 6.13 Mandatory Baseline Column Definitions

Name Definition

Expand (+) Expanding, allows you to view the devices, their Operating System, and their
mandatory baseline compliance.

Vulnerability The status of a mandatory baseline is indicated by an icon. This column displays

Status the status/type of each vulnerability assigned to the baseline. See “Vulnerability
Status Icons”for a description of the Vulnerability Status icons.

Mandatory Mandatory Baseline compliance is indicated by an icon. This column displays the

Baseline compliance status of each vulnerability assigned to the baseline. See "Mandatory

Compliance Baseline Item Compliance Icons” for a description of the compliance icons.

Note: If the mandatory baseline fails to deploy more than twice, ZENworks Patch
Management will record it as an error in the status column. However, this
notification will only show in the Mandatory Baseline tab.

Mandatory The name of a mandatory baseline item is presented in the Mandatory Baseline
Baseline Item Itemm column. The mandatory baseline item is the same as the vulnerability name.
Impact The impacts listed here mirror the impacts of the vulnerability.

OS List The operating systems listed here mirror the operating systems that apply to the

vulnerability (or package).

Note: You must keep the following rules in mind when working with Mandatory Baselines:

IEI m  Mandatory baseline inheritance indicates that a group’s devices (both inherited and
assigned) are included by the parent group when evaluating it’s own baseline items and
inheritance.

m Ifdevices receive a mandatory baseline item via inheritance, the mandatory baseline
item will also be displayed on the child group’s Mandatory Baseline page. However, the
baseline items will be grayed-out to represent that the actual mandatory baseline
assignment is done by a parent group.

m  Disabling mandatory baseline deployments only applies to the mandatory baseline items
that are directly assigned to the group, and will prevent those directly assigned items
from being inherited by the group’s child hierarchy.

m  Disabling mandatory baseline deployments does not disable the deployments created
through mandatory baseline inheritance. Nor will disabling the baseline deployments,
remove the baseline items from the group’s Mandatory Baseline view.
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Viewing a Group Mandatory Baseline

1. Select a Group from the directory tree.
The selected Group is highlighted.

2. In the Device Groups page, select Mandatory Baseline from the drop-down list.
The Mandatory Baseline screen displays in the Groups window.

In the Item Type field, select the Item Type.

Click Update View.
The Groups page displays the associated Mandatory Baselines.

Vulnerability Status Icons

The following table includes descriptions of the Vulnerability status icons.

Table 6.14 Vulnerability Status Icons and Descriptions

New

Current | Beta |Status Description

Active vulnerability.

E:

El

Vulnerability has been disabled.

Mandatory Baseline Item Compliance Icons

Compliance status for the mandatory baseline item relative to groups include:

Table 6.15 Mandatory Baseline Item Compliance Icons and Descriptions

Status |Description
At least one member of this group is either detecting, obtaining the Package, Waiting
[J on detection, or in a Deployment not started state

B

At least one member of this group is deploying the package

All of the applicable members of this group are disabled.

ool
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Table 6.15 Mandatory Baseline Item Compliance Icons and Descriptions

Status

Description

All of the members of this group are either not applicable or in compliance for this
package (Some can also be disabled)

At least one member of this group is out of compliance and has had an error when
attempting to deploy. Specific information about the type of error will display in the
mouse over text.

The following table describes the functions available on the Mandatory Baseline Action Menu.

Table 6.16 Mandatory Baseline Action Menu

Button Use To

Manage Add or remove vulnerabilities from the Mandatory Baseline.

Export Retrieves all page information and allows for saving to a.CSV file.
See “Exporting Data” for more information.

Update Cache Downloads packages and vulnerabilities required by the device.
See "Updating the Cache” for more information.
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Managing Mandatory Baselines

Complete the following steps to manage Mandatory Baselines within a group.

To Manage a Mandatory Baseline

1. Click Manage.
ZENworks Patch Management Server retrieves all known vulnerabilities and displays them in
the Groups window.
Novell. ZENworks.
Server Date and Time: 5/8/2007 4:42:47 PM (UTC-07:00)
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Figure 6.9 Assign Vulnerabilities
2. To add vulnerabilities to the Mandatory Baseline:
a. Select the vulnerabilities to include in the baseline from the Vulnerabilities area.
b. Click Assign.
The selected vulnerabilities move to the Selected Vulnerabilities area.
c. Page to the next screen, if needed. If any more vulnerabilities are selected, you must click
Assign after each new page.
d. To assign all available vulnerabilities, click Assign All.
The system displays the vulnerabilities in the Selected Vulnerabilities area.
3. To remove vulnerabilities from the Mandatory Baseline:

a. Select the vulnerabilities to remove from the Selected Vulnerabilities area.

b. Click Remove.
The selected vulnerabilities move to the Vulnerabilities area.
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c. Page to the next screen, if needed. If any more vulnerabilities are selected, you must click
Remove after each new page.

d. To remove all vulnerabilities, click Remove All.
The system displays the vulnerabilities in the Vulnerabilities area.

4. Click OK.
The vulnerabilities are added (or removed) to the mandatory baseline.

Using the Filter Functions to Select Vulnerabilities

1. Inthe Vulnerabilities or Selected Vulnerabilities area, select Show Filters.
The filters display in the window.

2. Type the filter criteria in the Name and/or the Information fields.

Click Apply Filters.
The Vulnerabilities are filtered and the results display.

4. Select Clear Filters to start another search.

Showing Only the Required Vulnerabilities

1. Click Filter.
The Needed Detection Vulnerabilities window opens.

2. Select the vulnerabilities as needed.

current group membership), display in the Needed Detection Vulnerabilities window.
However, the Mandatory Baseline Management window displays all vulnerabilities, that
do not require a manual installation, regardless of applicability or patch status.

IEI Note: Only patch vulnerabilities, that are both applicable and un-patched (based upon the

3. Click OK.
The Needed Detection Vulnerabilities screen closes and the patches display in the Selected
Vulnerabilities window

Selecting Mandatory Baseline Deployment Options

In the list of selected vulnerabilities, select Options.

| [T
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6. The Package Deployment Options window opens.

\73
Package Deployment Options .

Deplayment Options For: |Win95, Wing8, WinME, WinhT, Win2k x|
Deployment Test and Diagnastic Package -- Windows

Distribution Options

@ Concurrent Deploy to [25 devices at a time.

€ Consecutive  Deploy to all devices on a first come first serve basis.

Deployment Flags

Optional Flags: l—

Deployment Options Reboot Options

© Do not natify users of this deployment. € Do not natify users of this reboot,

@ Notify users of this deployment, @ Notify users of this rebaot,

Message: (Maximum 1000 characters)

Message: (Maximumn 1000 characters)
Deployment of: Deployment Test and Diagnostic | [Peplosment Tect and Diagnostio Dadkage —— =i
Package —- Windows [pindows requires a rebaot te complste
= insralianion =l

936 characters left, 907 characters |eft,

[™ use Policies IT Use Policies

Options Use Agent Policy Setting Options Use Agent Policy Setting

Allow user to cancel r [ =] Allow user to cancel [l [re= =l

Allaw user ta snooze W [reH Allaw user ta snooze = [reH
Notificstion on top r [re =] Rebost within Ind B [anes =
Deplay within - o [mantes 7]

=l

Figure 6.10 Package Deployment Options screen

7. Inthe Deployment Options For field, confirm the operating system selection.

Note: If the Deployment Options For field has multiple Operating System groupings,
you must set the Package Deployment Options for each OS grouping.

8. In Distribution Options, select Concurrent and the device amount or Consecutive.
9. Ifneeded, type additional Deployment Flags.
10. Set the desired Deployment Options.

Table 6.17 Deployment Options

Select To

Do not notify users of this | Deploy the mandatory baseline package without notifying the
deployment users of the device.

Notify Users of this Deploy the mandatory baseline package and notify the users
deployment of the device. When this option is selected the remaining

options in Deployment Options become active.

1
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Table 6.17 Deployment Options

Select To

Message Display a message to notify the users regarding the
deployment.

Use Policies Selecting this option indicates that deployments will use the

agent policies to define deployment notification settings.

Allow user to cancel

Permits the recipient of the deployment to cancel.

Allow user to snooze

Permits the recipient of the deployment to delay the
deployment.

Notification on top

Displays the Agent Deployment window on top when
notifying of a deployment.

Deploy within

Sets the time frame for the deployment. If snooze is enabled,
this value is also maximum deployment snooze duration.

11. Set the desired Reboot Options.

Table 6.18 Reboot Options

Select

To

Do not notify users of
this reboot

Reboot the mandatory baseline package without notifying the
users of the device.

Notify Users of this

Reboot the mandatory baseline package and notify the users of

reboot the reboot. When this option is selected the remaining options in
Deployment Options become active.

Message Display a message to notify the users regarding the reboot.

Use Policies Selecting this option indicates that deployments will use the

agent policies to define reboot notification settings.

Allow user to cancel

Permits the recipient of the deployment to cancel the reboot.

Allow user to snooze

Permits the recipient of the deployment to delay the reboot.

Notification on top

Displays the Agent Deployment window on top when notifying of
a deployment requiring a reboot.

Deploy within

Sets the time frame for the reboot after a deployment. If snooze
is enabled, this value is also maximum deployment snooze
duration.

12. Click OK.

The Package Deployment Options screen closes.

-176 -




ZENworks Patch Management Server v6.4 - User Guide

Removing Deployments Created By Mandatory Baselines

The following section describes the two different methods for stopping a Mandatory Baseline
deployment.

Note: If the Mandatory Baseline is still applied the deployment(s) will be recreated.

To Remove a Mandatory Baseline Deployment from a Group
1. Inthe Groups page, select the group from the Directory Tree.

2. Select Deployments from the drop-down list.

3. Select the mandatory baseline deployment to delete.

4. Click Delete.

Microsoft Internet Explorer x|

\?/ Are you sure you wish to remove this mandatory group deployment? IF the deployment item is not & wulnerability,

the deployment will nat be recreated.,
- Cancel

Figure 6.11 Remove Deployment

5. Click OK to acknowledge the warning message and remove the deployment(s).

To Stop Deployment for Specific Devices

1. Inthe Groups page, select the group to disable from the Directory Tree.
2. Select Deployments from the drop-down list.

3. Click the appropriate Name link, opening the Deployment Details page.
4. Click Disable to disable the deployment for the selected computer.

=
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Device Group Vulnerabilities

The Vulnerabilities menu item displays the vulnerabilities that have been assigned to the members of
the group and the status of each vulnerability for the devices. This view is the same as the
Vulnerability Summary view, but only displays the vulnerabilities applicable to the member devices
of the selected group.

Novells ZENworkss

Server Date and Time: 5/8/2007 4:25:03 PM (UTC-07:00)

Home Wulnerabilities Deployments Devices Groups Users Reperts Options Help About  Log Out
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s
B i My aroups

= % custem Groups

[ 9 Parent Group Irnpact: |— Al =

= Sy child Group
Sy child's child argy  Include Child Groups: Show results on Page Load: [ Save as Default view: [

Hame/CVE Mot | Status: | Hot Patehed v

# & — .
Ao e | it 7 0O W %
[OE W A-DeplovmentTestand ... Critical 102 o o 2 100%
[1E ¥ mMsoe-07s 523669 925398...  Critical ¢ 2z o o 2 100%
[1E ¥ ms07-004 929969 vulnera...  critical o 2 o o 2 100%
.|:| ﬁ M3$07-007 827502 Vulnera Critical 0 1 o 0 1 100%
[1E ¥ ms07-008 328843 vuln critical ¢ 2z o o 2 100%
[1E ¥ ms07-009 927779 vulnera... Critical o 1 o o 1 100%
L 2l M E B msor-011 526438 Valnara..  <ritical e 2 o a2 103 ¥
SO | Torak 238 (7 |of10Pages > > Rows perpager |35 ¥
. Administrator Deploy Disable Enable Export Update Cache

Figure 6.12 Vulnerabilities

The Vulnerabilities view displays the following group details.

Table 6.19 Vulnerabilities View Columns

Column Description

Vulnerability Status | Refer to “Vulnerability Status & Types” for a description of the icons.
and Type Icons

Vulnerability Refer to “Vulnerability Package Cache Status & Type” for a description of the
Package Cache icons.
Status and Type Icon

Vulnerability Name The name of the vulnerability. Typically includes the vendor, specific
application, and version information.

Impact Describes the level of requirement for the vulnerability. Refer to “Vulnerability
Impacts” for additional details.

Vulnerability Refer to “Vulnerability Statistics” for a description of the icons.
Statistics Icons
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The following table describes the functions of the Vulnerabilities Action Menu

Table 6.20 Groups Vulnerabilities Action Menu
Select To

Deploy Create a group deployment using the deployment wizard.
See "Using the Deployment Wizard” for additional information

Disable Disable a vulnerability.
See “To Disable a Vulnerability” for more information.

Enable Enable a vulnerability.
See "Disabling and Enabling Vulnerabilities” for more information.

Export Retrieves all page information and allows for saving to a.CSV file.
See “Exporting Data” for more information.

Update Cache Downloads (or re-downloads) the selected packages and vulnerabilities.
See "Updating the Cache” for more information.

Enabling Vulnerabilities within a Group

You can enable vulnerabilities. Enabled vulnerabilities are noted with the enabled status icon.

Enabling Vulnerabilities in a Group

1. Select a Group from the directory tree.
The selected Group is highlighted.

2. Inthe Groups page, select Vulnerabilities from the drop-down list.
The Vulnerabilities screen displays in the Groups window.

3. Select the required parameters, and click Update View.
The available Vulnerabilities display in the Groups window.

4. Select a disabled vulnerability.

Click Enable in the Action Menu.
ZENworks Patch Management Server enables the vulnerability for the selected group.
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Disabling Vulnerabilities within a Group

You can disable all vulnerabilities. Disabled vulnerabilities move to the bottom of the list and are
noted with the disabled status icon.

Disabling Vulnerabilities in a Group

1. Select a Group from the directory tree.
The selected Group is highlighted.

2. Inthe Groups page, select Vulnerabilities from the drop-down list.
The Vulnerabilities screen displays in the Groups window.

3. Select the required parameters, and click Update View.
The available Vulnerabilities display in the Groups window.

4. Click Disable in the Action Menu.
ZENworks Patch Management Server disables the vulnerability for the selected group.

Group Inventory

This view displays the software, hardware, operating systems and services that were detected on the
devices in the group. This view is the same as the Inventory Summary view, but only displays the
inventory of the selected group. See “Using the Inventory Tab” for additional details.

Novell. ZENworks.

Server Date and Time: 5/8/2007 4:07:33 PM (UTC-07:00)
Home Wulnerabilities Deployments Devices Groups Users Reperts Options Help About  Log Out

Hame: | Type: | Hardware

Class: | All v

Include Child Groups: [ Show results on Page Lead: [ Save as Default view: [ Update View

| B nardware Device Classes [~
B architecturs
5] 8 patterios
B meios

B 1) computer

[ o Disk drives

[ @ pisplay adapters

[ ), ovD/cD-ROM drives

[ o File Systems
[ & Floppy disk controllers

[# B Floppy disk drives o8|
yal |Tn(a|: 29 [1 ] of2pages > 2] Rows Per Page: |

o Administrator .. Export |

Figure 6.13 Inventory (software)
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The following table describes the functions of the Inventory page

Table 6.21 Group Inventory Action Menu

User Guide

Action

Description

Export

Retrieves all page information and allows for saving to a.CSV file. See
“Exporting Data” for more information.

Device Group Deploy

ments

This view displays the deployments that the selected group has been assigned. This view is the same

as the Deployment Summary view, but displays only deployments for the selected group. See
“Using the Deployment Pages” for additional details.

Novells ZENworks.

Home Vulnerabilities

Deployments  Devices

Server Date and Time: 5/8/2007 12:21:00 PM (UTC-07:00)

rs Reparts Options  Help About  Log Out

Group Browser

|u > Custorn Groups > Parent Group > Child Group View: | Deployments 3]

= G My Groups

[=] % Customn Groups
[=] % parent Group

Name

[oO

[=] % Child Group

Scheduled Date

Figure 6.14 Group Deployments

- - -
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[# & system Groups =
Pr I X ploy, = 123:0...
P bl [] "% Deployment of MS506-078 923689... 5/9,/2007 7:23:0. o 8 4 0 0 0%
E O it of Test ... 5/9/2007 7:23:0... (] 0 4 0 (] 0 9%
< | >
o e [ Joft Pages Rows Par Page: [ )|
. Administrator .. Abort | Enable | Disable | Deleta | Deploy Export |

that the group has been assigned.

Note: This view does not display the deployments for each member, only the deployments
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The following table describes the functions of the Deployments page

Table 6.22 Group Deployments Tab - Page Functions

Button Function

Abort Cancels the deployment for any devices which have not already received the

deployment package.
For additional information refer to “"Aborting Deployments”.

Enable Enables the selected disabled deployment.
For additional information refer to “Enabling Deployments”.

Disable Disables the selected enabled deployment.
For additional information refer to "Disabling Deployments”.

Delete Removes the deployment from your ZENworks Patch Management Server.
For additional information refer to “"Deleting Deployments”.

Deploy Re-deploys the selected packages.
For additional information refer to “"Using the Deployment Wizard”.

Export The Export button allows you to export subscription data to a comma
separated value (.CSV) file.

Deploying to a Group

Deploying to a group of selected devices is a key function of the ZENworks Patch Management
Server. Deployments are initiated by clicking Deploy and completing the Deployment Wizard. The
Deployment Wizard provides step-by-step instructions for defining and pushing deployments out to
the protected devices in the network. Refer to “Using the Deployment Wizard” for additional
information
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Policies

This view displays the policy sets that the selected group has been assigned. For more information
on policy sets and policy conflict resolution, see “Customizing and Administering Agent Policy
Sets” .

Novell, ZENworks.

Server Date and Time: 5/6/2007 4:25:03 PM (UTC-07:00)
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Sy child's child Grou

= 3 Systern Graups
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Figure 6.15 Policies page

Adding a Policy to a Group

Complete the following steps to add an already established policy set to a group.

To Add a Policy

1. Select a Group from the directory tree.
The selected Group is highlighted and displays any associated policies.

2. In the Groups page, select Policies from the drop-down list.
The Policies screen displays in the Groups window.

3. Click Add.
The Policy Set Name drop-down list displays in the Groups window.

‘ My Groups > My Parent Group > My Child Group view: |Policies %

‘D Actions Policy Set Name

Select a Policy Set ~
bd b | |
[ Select a Polioy Set

Another New Policy

Figure 6.16 Add a Policy Set
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4. Select a Policy from the drop-down list.

5. Click the Save icon.
The Policy Set is saved and associated with the group.

Removing a Policy from a Group

Complete the following steps to remove an already established policy set from a group.

inheritance setting. See “Working with the Group Settings” for additional details

IEI Note: You cannot remove inherited policy sets, you must change the group’s policy

regarding the modification of group inheritance.

To Remove a Policy Set from a Group

1. Select a Group from the directory tree.
The selected Group is highlighted and displays any associated policies.

2. Inthe Groups page, select Policies from the drop-down list.
The Policies screen displays in the Groups window.

My Groups > My Parent Group > My Child Group View:[Polides 3
[] Actions policy Set Name %
3} A Mew Policy

3 AMNew Palicy

Figure 6.17 Remove a Policy Set

Select a Policy to remove.

Click Remove in the Action Menu or click the Remove icon.
A confirmation window displays prompting the removal.

5. Click OK.

The Policy Set is no longer associated with the group.

The following table describes the functions of the Policies page.

Table 6.23 Group Policy Action Menu

Action

Use To

Add

Select and add an already established policy set to a group.

Remove

Remove a policy set from a group.

Create

Create a new policy. See “Creating a Policy Set” for more information.

Export

Retrieves all page information and allows for saving to a.CSV file. See
“Exporting Data” .
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Roles

This view displays the roles that have been assigned to the selected group.

Novells ZENworks.

Server Date and Time: 5/8/2007 4:42:47 PM (UTC-07:00)
Home Vulnerabilities Deployments Devices Groups Users Reports Options Help About  Log Out
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Figure 6.18 Roles page

The Roles view displays the following role details.

Table 6.24 Roles View Columns

Column Description

Role Name The name of the User Role.

Source Group The name of the group assigned the User Role.

The following table describes the functions of the Roles page.

Table 6.25 Group Roles Action Menu

Action Use To

Add Select to add an already established role to the group.

Remove Remove a role from the group.

Create Create a new role. See “Creating User Roles” .

Export Retrieves all page information and allows for saving to a.CSV file. See
“Exporting Data” .

Adding a Role to a Group

Complete the following steps to add an established role to a group.
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To Add a Role

1. Select a Group from the directory tree.
The selected Group is highlighted and displays any associated policies.

2. Inthe Groups page, select Roles from the drop-down list.
The Roles screen displays in the Groups window.

3. Click Add.
The Select a Role drop-down list displays in the Groups window.

My Groups > Another Parent Group > Ancther Child Graup View:
Hide Inherited
[] Actions ‘&  Role Name % Source Group
kd kd Select a Rale v
T B administrator My Groups
D £ Guest My Groups
T3 MM Manager My Groups
O @ operstor My Groups

Figure 6.19 Add a Role

4. Select a Role from the drop-down list.

5. Click Save.
The Role is saved and associated with the group.

Removing a Role from a Group

Complete the following steps to remove an established role from a group.

To Remove a Role

1. Select a Group from the directory tree.
The selected Group is highlighted

2. Inthe Groups page, select Roles from the drop-down list.
The Roles screen displays in the Groups window and displays the group’s associated roles.

[] Actions ¥  Role Name % Source Group
O 2 %  amNewuserkole
O B sdministrator My Groups
3 & Guest My Groups
O A Manager My Groups
> ® operator My Groups

Figure 6.20 Remove a Role

3. Select a Role to remove.

4. Click Remove or the Remove icon.
A confirmation window displays prompting the removal.
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The Role is removed and no longer associated with the group.

Dashboard

The Group Dashboard view consists of a series of charts providing a current view of the selected
group. These charts are generated based on the latest data available and include only those devices
that are members of the current group, its child hierarchy, and their applicable vulnerabilities and

packages.

Novells ZENworks.

Home Vulnershilties Deployments Devices Groups Users Reports Options  Help

Server Date and Time: 5/8/2007 4:07:33 PM (UTC
About

[ % child Group

[E & system Groups
#% Directory Service Groups

L 1»

[ Group Browser [ » custom Graups = parent sraup = child Group View: [araphs
= {5 My Groups
B ashboard rAI=s
E 9 custom Groups el E
= %9 parent Group ility Severity G IR

This chart displays the percentage of un-remediated applicable vulnerabilities vs. applicable vulnerabilities grouped
by wulnerability sevarity.

Critical  Recommended  Optianal

. Administrator

Figure 6.21 Graphs page

B Note: The charts displayed on the Group Dashboard view include data from the selected
group’s child hierarchy. Modifications to the visible charts and their display settings will

apply to all groups.

The following table describes all of the available charts.

Table 6.26 Dashboard Charts

Chart

Description

Vulnerability Severity

This chart displays the percentage of un-remediated applicable

severity.

vulnerabilities vs. applicable vulnerabilities grouped by vulnerability

Vulnerability Severity by
Device

applicable devices grouped by vulnerability severity.

This chart displays the percentage of un-remediated devices vs.
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Table 6.26 Dashboard Charts

Chart

Description

Scheduled Remediation

This chart displays the percentage of un-remediated devices with a
scheduled remediation vs. un-remediated devices grouped by
vulnerability severity.

Mandatory Baseline
Compliance

This chart displays the percentage of devices grouped by mandatory
baseline compliance.

Incomplete Deployments

This chart displays the percentage of incomplete deployments
grouped by the deployments percentage complete.

Agent Status

This chart displays the percentage of agents grouped by status.

Time since last DAU

This chart displays the percentage of available or working devices
grouped by time since the last successful Discover Applicable
Updates task.

Offline Agents

This chart displays the percentage of offline agents grouped by the
time offline.

Use the following table to define your settings when viewing the graphs dashboard.

Table 6.27 Dashboard Settings and Behavior Icons

Icon |Function

Opens

the dashboard settings window.

é Opens
charts.

a printable version of the currently displayed

Refresh all of the displayed charts.

Display the chart descriptions on the dashboard.

Do not

display the chart descriptions on the dashboard.

View the charts in one column.

View the charts in two columns.

D& &

Save the dashboard settings
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Table 6.27 Dashboard Settings and Behavior Icons

Icon |Function

Move the selected chart up one level.

i

it

- Move the selected chart down one level.
-

e Refresh the selected chart.

-

- Minimize the chart.

i

Hide the chart from view.

To Add a Graph to the Dashboard

1. Click the Dashboard Settings icon.
The Dashboard Settings drop-down list opens.

: oo

Dashboard Settings Descriptions: Columns: |

Yulnerability Severity 2z o

This chart displays the percentage of un-remediated applicable vulnerabilities vs.

licable vulnerabilities grauped by vulnerability severity,

Agent Status £z

This chart displays the percentage of agents grouped by status,

Scheduled Remediation 0oz3

This chart displays the percentage of un-remediated devices with a scheduled

ramadistion ve, un-remadisted devices grauped by vulnerability severity,

Mandatory Baseline Compliance Osc%

This chart displays the percentage of devices grouped by mandstory baseline

compliance.

Incomplete Deployments 0oz3

This chart displays the percentage of incomplete deployments grouped by the

deployments percentage complete,

Yulnerability Severity By Device Osc%

This chart displays the parcentage of un-remedisted devices vs. applicable devices

grouped by vulnerability severity,

v

Figure 6.22 Dashboard Settings Window

Select the graphs you want to view by checking the box next to the graphs you want to add.

Move the graphs up or down according to your priorities.
Select a one or two column width view from Columns.
Using the Descriptions buttons, choose to Show or Hide the Chart Descriptions.

. Click Save.
Your graph setting selections are saved and displayed in the Dashboard.

N A W N
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To Remove a Graph from the Dashboard

1. Click the Dashboard Settings icon.

The Dashboard Settings drop-down list opens.

Deselect the checkbox next to the graph(s) you want to remove. Click Save Dashboard Settings.
Click Save and the graph(s) is removed from the Dashboard window.

Settings

The Settings page displays the default group settings.

Novell, ZENworks.
Server Date and Time: 5/8/2007 4:07:33 PM (UTC-07:00)
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roups Group Description My Child Group

QChain Made

= Inheritance
Deplayments Enabled

* Indicates a required value

© Administrator Save Export

Figure 6.23 Group Settings
The following table describes the functions of the Settings page.

Table 6.28 Settings Action Menu

Action Use To
Save Saves the settings defined in the page.
Export Retrieves all page information and allows for saving to a.CSV file. Go to

“Exporting Data” for more information.

Working with the Group Settings

If different settings are required, you can edit the default settings for a group.
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To Edit Group Settings

1. Inthe General area, edit the following fields as necessary.

Table 6.29 General

Field Description

Group Name The user-defined group name.

Distinguished Name | A system-defined group name that represents the group’s parent
hierarchy.

Group Description The user-defined description of the group.

Chain Mode A user-defined setting indicating chain behavior during Mandatory
Baseline Deployments.

Deployments A user-defined setting indicating whether deployments may be

Enabled created for the group.

A True value will allow users to create deployments for the group.

Note: The Deployments Enabled ficld only impacts the ability to create deployments

IEI for a group. Deployments created prior to disabling group deployments will still occur as
scheduled. Additionally, any deployments created for the device will occur as scheduled.

2. Inthe Mandatory Baseline Area, edit the following fields as necessary.

Table 6.30 Mandatory Baseline Settings

Field Description

Mandatory Baseline | A user-defined setting indicating whether the group inherits the
Inheritance policies assigned to the group’s parent hierarchy.

A True value will set the group to inherit it's parent hierarchy’s
Mandatory Baseline settings.

Mandatory Baseline | A user-defined setting indicating whether Mandatory Baselines
Enabled may be assigned to the group.

A True value will allow users to create Mandatory Baseline
deployments for the group.
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3. Inthe Policy Area, edit the following fields as necessary.

Table 6.31 Policy Settings

Field Description

Policy Inheritance |A user-defined setting indicating whether the group inherits the
policies assigned to the group’s parent hierarchy.

A True value will set the group to inherit it's parent hierarchy’s
policy settings.

Policies Enabled A user-defined setting indicating whether policies may be
assigned to the group.

A True value will allow users to assign policies directly to the
group.

4. In the Other area, edit the following fields as necessary.

Table 6.32 Other Settings

Field Use To

Email Address | A user-defined email addresses to which notifications are sent
regarding events impacting the group.

Source Groups | A user-defined group or groups whose agents are dynamically
assigned to the group. See “"Working with Source Groups” for
additional details regarding Source Groups.

5. Click Save.
The new settings are saved and applied to the group.

Working with Source Groups

When a custom group is created, you can assign it a source group. When the source group is
modified, your custom group is automatically updated as well.

IEI Note: Source groups can only be assigned to custom groups.

To Assign a Source Group to a Custom Group

1. Select a Custom Group from the directory tree.
The selected Group is highlighted and displays its settings.

2. In the Groups page, select Settings from the drop-down list.
The Settings screen displays in the Groups window.
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In the Other area, select Modify in the Source Groups field.
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The Edit Source Groups window opens.

Expand the Source Group tree or use Search to locate the group you require as a source.

Source Groups

-]
[\ Edit Source Groups :

i

i [ My Groups
=]

O
% [] custom Groups
# % [] parent Group
= & [ system Groups
= & [ windows
% [ winzks
% [ winvista
% [ winxp

#4 [ Directory Service Groups

| P

_ Resat l Ok lCam:eI l

Figure 6.24 Edit Source Groups

Select the groups you require as a source.

Note: A Source Group’s inherited devices will always be included regardless of whether
you select the Source Group’s child groups. Additionally, if the Source Group (or any of
it’s child groups) has a Source Group, those devices will also be included.

6.

Click Save.

The custom group now will use the selected groups as its source. As new agents are added to (or

removed from) the source group, they will also be added to the custom group.
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7 Reporting

This chapter provides information on defining and generating reports in ZENworks Patch
Management. Reports provide a way to view the current patch status and network vulnerabilities for
internal reporting, and briefing management.

In this Chapter

e  “About Reports”
e  “Available Reports”
e “Working with Reports”

About Reports

Reports cover a range of indicators and can be customized to cover a general category (devices,
packages) or focus on specific elements of your network (for example, vulnerabilities specific to a
particular vendor). Targeted reporting is done through selecting an appropriate report type, defining
the parameters of a report, and by customizing report criteria through the Search feature.

Available Reports Page

The main page from which you select which report to display from a list of available
reports.

B agent Policy Report

B pevice Duplicate Report

B pevice Status Report

B petection Results Not Found Report

F peployment Detail Report =

B peployment Error Report

F peployment In Progress Report

B peployment Summary Report

B Mandatory Baseline Detail Report

 Mandatory Baseline Summary Report v
Click on the report name to select a report.

Figure 7.1 Available Reports

E3
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Report Parameters Page

From the Available Reports List, selecting Device Status Report displays the Application Reporting Device
Status Report Parameters page. The report definition page where you define the data to include in the report.

Available Reports:

E agent Policy Report

B pevice Duplicate Report

B pevice Status Report

B petection Results Not Found Report
E peployment Detail Report L
E peployment Error Report

E peployment In Progress Report

>

E peployment Summary Report

E mandatory Baseline Detail Report
B mandatory Baseline Summary Report v
Click on the report name to select a report.

Figure 7.2 Report Parameters Page

Report Parameters List

The following table describes the parameters used when using reports. Each report includes at least

one parameter.

Table 7.1 Report Parameters

Select

To

Devices

Choose from a list of all available devices that you have permission to view.
All available devices are shown in the Available Devices list. Click a single
device or use the CTRL and SHIFT keys to select multiple devices.

Note: A/l access is limited to users with access to all Devices or with the
Enable Administrative Reports access rights.

Groups

Choose from a list of all available groups within Patch Management Server
that you have permission to view. All groups are shown in the Available
Groups list and all of the devices belonging to the selected group and it's
child groups are included in the report. Click a single group or use the
CTRL and sHIFT keys to select multiple groups.

Note: A/l access is limited to users with access to all Groups or with the
Enable Administrative Reports access rights.

Deployments

Choose a deployment from a list of all available deployment names. All
available deployments are shown in the Available Deployments list. Click a
single deployment or use the CTRL and SHIFT keys to select multiple
deployments.
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Table 7.1 Report Parameters

Select

To

Packages

Choose from a list of all available packages. All available packages are
shown in the Available Packages list. Click a package name or use the
CTRL and sHIFT keys to select multiple packages.

Vulnerabilities

Choose from a list of all available vulnerabilities identified by Patch
Management Server. All vulnerabilities are shown in the Available
Vulnerabilities list. Click a vulnerability name or use the CTRL and SHIFT
keys to select multiple vulnerabilities.

Date Range

Choose from a list of all deployments that occur within the selected dates.
You can also display the time in 12 or 24 hour format and as Patch
Management Server local time or UTC time.

Reports Results Page

Make your selection(s) and click Generate. This page presents the results of the report once it is

generated.

Report created: 4/29/2007 1:12:32 PM

Device Name  DNS Name 1P Address 08 Name 05 Build No 05 Service Pack Agent Version W w Group List
My Child Group,
Microsaft My Groups, My
- . Windows Server . 4/28/2007 Parent Group,
WTR-MYSERVER TP-MyServer  10.15.1.41 2005 Stondard 2790 Service Pack 1 6.4.0,213 8% Suim o ol b
Edition WinzK3,

Windows

| = <[ JoftPoges = =] Rousparpage: (35 v |

Comma-separated values (C3V) M| Printer-Friendly

Figure 7.3 Report Page example

=
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Viewing Reports

ZENworks Patch Management provides several pre-defined reports designed to provide a
comprehensive view of your computing environment in respect to patch management activities.
To Generate a Report

1. Inthe Main Menu, select Reports.
ZENworks Patch Management opens the Available Reports screen in a new browser window.

A qp!icath__n

~ 4 Reporting
Available Reports:

E Agent Policy Report

# Device Duplicate Report

# Device Status Report

# Dpetection Results Not Found Report

# Deployment Detail Report

# peployment Error Report

® Deployment In Progress Report

® peployment Summary Report

# mandatory Baseline Detail Report

# mandatory Baseline Summary Report ~
Click on the report name to select a report.

Figure 7.4 Available Reports

k3

I

2. Select the report to generate in the Available Reports page.
The corresponding Report Parameters page opens.

Device Status Report Parameters:

Parameters Search: | [ Update List J
Devices Available Devices 1
Groups WIP-MYSERVER

Selected Devices Total Selected: 0

Click an each Parameter ta specify data to use for the Report, If no selection is made, all data available for the report uill be returned.

Generate

Figure 7.5 Report Parameters

u e
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In the Report Parameters page, define the report contents and organization by selecting
parameters.

a. Inthe Parameters box, select the parameter to use in defining the report contents from
the list of available parameters. This is the left-side pane of the page.

b. Inthe Available Devices (or Available Options) box, select from the list of available
parameters to include (Devices, Groups, Vulnerabilities) by selecting with your cursor.
Select multiple items using the CTRL or SHIFT keys.

= Note: You may choose not to define any Parameters; in this case, all applicable data for
the report Parameters will be returned.

S AU o

With the desired items selected, click the Include arrow.

To include all available items, click the Include All arrow.
Verify the contents of the Selected Options box.

Remove items by clicking the Remove arrow.

Or, to include all available items, click the Remove All arrow.

Click Generate to create the report.
The Report Results screen opens with the retrieved information.

Working with Reports

The following section explains how to use the functions to create, view, and use report data.

“Searching Within Reports”
“Displaying Time and Date in Reports”
“Exporting Reports”

“Viewing Printable Data in Reports”

Searching Within Reports

The search feature provides standard searching on a word matching basis (exact and partial
matching). The search is conducted against the Patch Management Server database. Some general
rules include:

Search does not support the use of Boolean search commands (AND, OR, NOT, nesting (), etc.)

Search terms are not case sensitive. All letters are treated as lower case. For example, the search
term WIN is treated the same as win and will generate the same results

To show all results, remove any content from the Search text box (leave blank).

To search, enter the search term in the Search text box and click Update List. To return to the
pre-search results, click from the list of available options in the Parameters list box.

=
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Displaying Time and Date in Reports

For reports that generate date range data, you have two options for displaying date/time information;

e  Use the Patch Management Server Local time (this is the date and time established by the
ZENworks Patch Management Server).

e  Use the ZENworks Patch Management Server UTC (Coordinated Universal Time) time

B Note: Coordinated Universal Time or UTC, is often referred to as Universal Time, Zulu time
or Greenwich Mean Time (GMT).

Exporting Reports

Once the report is created, you have the option of switching to a printable view for printing, or
exporting the report into another file format.

Reports are presented in standard HTML and can be exported into several file formats for your
convenience.

e Comma Separated Values (CSV)
e Microsoft Excel Worksheet (XLS)
e XML Document

The Export command and drop-down list is presented at the bottom of the page.

B Note: All data results will export, not just selected results. However, some of the data
may not import into a readable format.

Viewing Printable Data in Reports
An HTML version of the generated report can be previewed for printing.

To Print a Report
1. Generate a report.
The completed report page displays in the window.
2. Select Printer Friendly.
The Report’s results page refreshes with the data in print preview mode.

3. Select Send to Printer.
The file is sent to your installed printer.

S Note: If you have not established printer connectivity, click Yes when the Print dialog
box appears and use the Add Printer Wizard to select and connect your printer.

u L[
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Available Reports

ZENworks Patch Management Server provides several pre-defined reports designed to provide a
comprehensive view of the application environment in respect to patch management activities. In
many cases there is a detail and summary report for each specific function.

The following reports are available:

“Agent Policy Report” .
“Device Status Report” .
“Deployment Detail Report” .
“Deployment In-Progress Report” .
“Mandatory Baseline Detail Report” .
“Package Compliance Detail Report” .
“Vulnerability Analysis Report” .
“Hardware Inventory Summary Report” .
“Operating System Inventory Summary Report” e

“Software Inventory Summary Report” .

“Services Inventory Summary Report”

Agent Policy Report

Available Parameters: Device, Group

“Device Duplicate Report”

“Detection Results Not Found Report”
“Deployment Error Report”

“Deployment Summary Report”

“Mandatory Baseline Summary Report”
“Package Compliance Summary Report”
“Hardware Inventory Detail Report”
“Operating System Inventory Detail Report”
“Software Inventory Detail Report”

“Services Inventory Detail Report”

The Agent Policy Report shows the policies that are the resolution of all policies assigned to the
device. In the report, each policy value is listed in the Policy Name column. When using groups as a
parameter, it is only a method to select multiple devices, the group policies are not part of the actual
results. The following table describes the columns included in the report.

Table 7.2 Agent Policy Report Column Definitions

Column Definition
Device Name Name of device.
Policy Name Name of agent policy.
Current Value The policy setting.
Policy Desc Describes the agent policy.
EE BN
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Device Duplicate Report

Available Parameters: Date Range

The Device Duplicate Report returns a list of duplicate devices registered with the Server.
Duplicate devices are usually the result of applying the Agent Uniqueness feature that permits an
agent installed on ghost images to register multiple times with Patch Management Server. The
following table describes the columns included in the report.

Table 7.3 Device Duplicate Report Column Definitions

Column Definition

Device Name Name of device.

Status Current status of device.

Install Date Date agent was installed on device.

Device Status Report

Available Parameters: Device, Group

The Device Status Report returns the current status of the selected devices (or devices in the selected
groups). In the report, each device is listed in the Device Name column. The report then provides
information about the particular device. The following table describes the columns included in the
report.

Table 7.4 Device Status Report Column Definitions

Column Definition

Device Name Name of device.

DNS Name Name used by the Domain Name System (DNS) to
identify the device.

IP Address Internet Protocol address.

OS Name The device’s operating system.

OS Build No. Build number of operating system.

OS Service Pack Latest service pack applied to the operating system
(if applicable).

Agent Version Version of the ZENworks Patch Management Agent.

Last Contact Date Last date the ZENworks Patch Management Server has

contact with the agent.

u e
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Table 7.4 Device Status Report Column Definitions

User Guide

Column

Definition

Patchable Status

Reboot /chained status of the agent.

Group List

A listing of the groups that the device belongs to, using
the group’s Distinguished Name.

Detection Results Not Found Report

Available Parameters: Device, Group

The Detection Results Not Found Report returns a list of devices that have not completed a DAU
task with the server. The report lists each agent name, the installation date of the agent, and
information required to identify and locate the device. The following table describes the columns

included in the report.

Table 7.5 Detection Results Not Found Report Column Definitions

Column

Definition

Agent Name

Name of agent.

OS Abbr Name

The device’s operating system.

Agent Version

Version of the ZENworks Patch Management Agent.

Last Contact Date

Last date the ZENworks Patch Management Server has contact
with the agent.

Installation Date

Date agent was installed on device.

IP Address Internet Protocol address.

DNS Name Name used by the Domain Name System (DNS) to identify the
device.

OS Info A description of operating system.

Deployment Detail Report

Available Parameters: Deployments, Vulnerabilities, Date Range
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The Deployment Detail Report provides information about a selected list of deployments. In the
report, each deployment name is listed in the Deployment Name column. The report provides
information as to the status of the particular deployment activity. The following table describes the
columns included in the report.

Table 7.6 Deployment Detail Report Column Definitions

Column Definition
Deployment Name Name of deployment.
Package Name Name of package.
Device Name Name of device.

Deployment Status Indicates the deployment status or stage.

Deployment Date Date deployment was sent.

Install Date Date agent was installed on device.

Vulnerability Status Patch status of the vulnerability.

Date Last Verified Date of the last DAU scan.

Note: If a selected Vulnerability does not have an associated deployment, it will not
IEI appear in the report.

Deployment Error Report

Available Parameters: Deployments, Packages, Devices, Date Range

The Deployment Error Report provides information about deployments which have returned an
error. The following table describes the columns included in the report.

Table 7.7 Deployment Error Report Column Definitions

Column Definition

Deployment Status Indicates the deployment status or stage.

Status Code Reference code for support identification. When contacting
support, this code is used to help identify the deployment
issue.

Error Message Actual error text returned by the deployment.

Install Date Date agent was installed on device.

Package Name Name of package.

n (T
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Table 7.7 Deployment Error Report Column Definitions

Column

Definition

Deployment Name

Name of deployment.

Device Name

Name of device.
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Deployment In-Progress Report

Available Parameters: Deployments, Packages, Devices, Groups

The Deployment In-Progress Report provides information about deployments that have not
completed. Reports can be generated for each deployment, package, or device. The report provides
the status of the deployment. The following table describes the columns included in the report.

Table 7.8 Deployment In-Progress Report Column Definitions

Column Definition

Deployment Name Name of deployment.

Package Name Name of package.

Total Deployed Number of devices that were assigned the deployment.

Already Patched Number of devices that are already patched.

Not Applicable Number of devices where the deployment does not apply.

Total Successful Number of devices successfully patched.

Total In-Progress Number of devices currently receiving the deployment.

Not Started Number of devices yet to receive the deployments.

Caching Package Indicates whether the deployment is still caching the
package. 1 = Caching, 0 = Complete

Total Failed Total number of deployments that have failed.

Total Disabled Total number of devices that are disabled and cannot receive
the deployment.

Percent Success Percentage of devices that have successfully received the
deployment.

Percent Failure Percentage of devices on which the deployment has failed.

u e
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Deployment Summary Report

Available Parameters: Deployments, Vulnerabilities, Date Range

The Deployment Summary Report provides information about a selected list of deployments.The
report provides a summary of the particular deployment activity. The following table describes the
columns included in the report

Table 7.9 Deployment Summary Report Column Definitions

Column Definition

Deployment Name Name of deployment.

Package Name Name of package.

Total Deployed Number of devices that were assigned the deployment.

Already Patched

Number of devices that are already patched.

Not Applicable

Number of devices where the deployment does not apply.

Total Successful

Number of devices successfully patched.

Total In-Progress

Number of devices currently receiving the deployment.

Not Started

Number of devices yet to receive the deployments.

Caching Package

Indicates whether the deployment is still caching the

package. 1 = Caching, 0 = Complete

Total Failed Total number of deployments that have failed.

Total Disabled Total number of devices that are disabled and cannot receive

the deployment.

Total Patched Total number of devices that have been patched by this

deployment.

Percent Success Percentage of devices that have successfully received the

deployment.

Percent Failure Percentage of devices on which the deployment has failed.

Note: If a selected Vulnerability has no associated deployment, it will not appear in the
report.

1=
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Mandatory Baseline Detail Report

Available Parameters: Devices, Groups

The Mandatory Baseline Detail Report provides information about the mandatory baseline status
associated with a device. The following table describes the columns included in the report.

Table 7.10 Mandatory Baseline Detail Report Column Definitions

Column

Definition

Device Name

Name of device.

Assigned By Group

The distinguished name of the group that assigned the mandatory
baseline.

Package Name

Name of the package.

Mandatory Baseline
Enabled

Indicates whether the Assigned By Group has Mandatory
Baselines enabled.

Package Enabled

Indicates whether the package is enabled. If the package is
disabled, it cannot be deployed to the device.

Mandatory Status

Identifies whether the device is applicable, patched, or needs
patched by the mandatory baseline.

Deployment Status

Indicates the deployment status or stage.

Package Release Date

Date the associated package was released.

Date Deployed

Date the mandatory baseline package was deployed.

Date Installed

Date the mandatory baseline package was installed on the device.

Date Last Verified

Date of the last DAU scan.

Assigned

A value of 1 indicates the Mandatory Baseline has been assigned to
the device.
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Mandatory Baseline Summary Report

Available Parameters: Devices, Groups

The Mandatory Baseline Summary Report returns a summary list of patch and deployment
information for all mandatory baseline packages and vulnerabilities associated with the selected list
of devices. The following table describes the columns included in the report.

Table 7.11 Mandatory Baseline Summary Report Column Definitions

Column

Definition

Mandatory Baseline
Item Name

Name of the mandatory baseline vulnerability.

Total Devices

Total number of devices receiving the deployment.

Total Patched

Total number of devices that have been patched by this
deployment.

Total Not
Applicable

Total number of devices where the deployment does not
apply.

Total In-Progress

Number of devices currently receiving the deployment.

Total Disabled

Total number of devices that are disabled and cannot receive
the deployment.

Total Error
Condition

Total number of devices on which the deployment has failed.

Percent Patched

The percentage of devices successfully patched.
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Package Compliance Detail Report

Available Parameters: Devices, Groups, Packages

The Package Compliance Detail Report provides information about patch and deployment status for
a specific package or device. The report lists each package associated with the selected device(s) or
group(s). In the report, each package is listed in the Package Name column. The report then

provides details for the vulnerability status for each package; and the associated device, status, and
deployment details. The following table describes the columns included in the report.

Table 7.12 Package Compliance Detail Report Column Definitions

Column

Definition

Package Name

Name of package.

Device Name

Name of device.

Vulnerability Status

Patch status of the vulnerability.

Last DAU Run

Date of the last DAU scan.

Last DAU Status

Status of the last DAU scan.

Date Last Verified

Date of the last DAU scan.

Deployment Name

Name of deployment.

Deployment Status

Indicates the deployment status or stage.

Package Release Date

Date the associated package was released.

Date Deployed

Date the package was deployed.

Date Installed

Date the package was installed on the device.

Date Scheduled

Date the package was scheduled for deployment to the device.

IEI Note: If a selected Package has no associated deployment, it will not appear in the report.
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Package Compliance Summary Report

Available Parameters: Devices, Groups, Packages

The Package Compliance Summary Report returns a summary list of patch and deployment
information by package name for all applicable devices. The following table describes the columns
included in the report.

Table 7.13 Package Compliance Summary Report Column Definitions

Column Definition

Package Name Name of package.

Total Devices Total number of devices.

Applicable Devices Total number of devices applicable to the package.

Devices Detecting Number of devices currently running a DAU.

Devices Patched Number of devices already patched.

Not Patched/Not Number of devices that are not patched, and do not have

Scheduled a deployment scheduled.

Not Patched/Scheduled Number of devices that are not patched, but have a
deployment scheduled.

Deployments Completed Number of deployments that have successful completed.

Deployments Failed Number of failed deployments.

Deployments In Progress Number of devices currently receiving the deployment.

IEI Note: If a selected Package has no associated deployment, it will not appear in the report.
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Vulnerability Analysis Report

Available Parameters: Devices, Groups, Vulnerabilities

The Vulnerability Analysis Report provides a summary of the remediation status for the selected
vulnerabilities. The report lists each vulnerability affecting the selected device or group. The report
also can be generated for a single vulnerability or group of vulnerabilities. In the report, each
vulnerability is listed in the Vulnerability Name column. The report then provides patch status
details for each vulnerability and if a deployment is required. The following table describes the
columns included in the report.

Table 7.14 Vulnerability Analysis Report Column Definitions

Column Definition

Vulnerability Name Name of the vulnerability.

Vulnerability Release Date the vulnerability was released.

Date

Total Devices Total number of devices receiving the deployment.
Applicable Devices Number of devices applicable to the vulnerability.
Devices Detecting Number of devices currently running a DAU.

Devices Patched Number of devices already patched.

Not Patched Number of devices not patched.

Percent Patched The percentage of applicable devices that are patched.

E Note: If a selected Vulnerability has no associated deployment, it will not appear in the
I I report.
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Hardware Inventory Detail Report

Available Parameters: Devices, Groups

The Hardware Inventory Detail Report provides information about hardware associated with a
device and device status. The following table describes the columns included in the report.

Table 7.15 Hardware Inventory Detail Report Column Definitions

Column Definition

Hardware Device Class The type of hardware.

Hardware Device Name Name of the hardware device.

Device Name Name of device.

Device OS Info A description of operating system.

Hardware Inventory Summary Report

Available Parameters: Devices, Groups

The Hardware Inventory Summary Report provides a summary of reported hardware and the
devices associated with them. The following table describes the columns included in the report.

Table 7.16 Hardware Inventory Summary Report Column Definitions

Column Definition

Hardware Device Class The type of hardware.

Hardware Device Name Name of the hardware device.

Instances The number of times this device occurs. (Within the parameters of
the report.)

Operating System Inventory Detail Report

Available Parameters: Devices, Groups

The Operating System Inventory Detail Report provides information about the operating system
associated with a device and the device status.The following table describes the columns included in
the report.

Table 7.17 Operating System Inventory Detail Report Column Definitions

Column Definition
Operating System The operating system name and description.
Device Name Name of the device.
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Operating System Inventory Summary Report

Available Parameters: Devices, Groups

The Operating System Inventory Summary Report provides a summary about the operating system
associated with a device and the device status.The following table describes the columns included in

the report.

Table 7.18 Operating System Inventory Detail Report Column Definitions

Column Definition

Operating System The operating system name and description.

Instances The number of times this operating system occurs. (Within the
parameters of the report.)

Software Inventory Detail Report

Available Parameters: Devices, Groups

The Software Inventory Detail Report provides information about the software associated with a
device and the device status.The following table describes the columns included in the report.

Table 7.19 Software Inventory Detail Report Column Definitions

Column Definition
Software Program The name of the software installed on the device.
Device Name Name of the device.

Software Inventory Summary Report

Available Parameters: Devices, Groups

The Software Inventory Summary Report provides information about the software associated with a
device and the device status.The following table describes the columns included in the report.

Table 7.20 Software Inventory Summary Report Column Definitions

Column Definition

Software Program The name of the installed software.

Instances The number of times this software program occurs. (Within the
parameters of the report.)
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Services Inventory Detail Report

Available Parameters: Devices, Groups

The Services Inventory Detail Report provides information about the service associated with a
device and the device status. The following table describes the columns included in the report.

Table 7.21 Services Inventory Detail Report Column Definitions

Column Definition

Service Name The name of the service.

Device Name The name of the device.

Service Startup State The state the service should enter upon device boot.
Service Current State The current state of the service.

Services Inventory Summary Report

Available Parameters: Devices, Groups

The Services Inventory Summary Report provides summary information about the service associated
with a device and the device status. The following table describes the columns included in the
report.

Table 7.22 Services Inventory Summary Report Column Definitions

Column Definition

Service Name The name of the service.

Instances The number of times this service occurs. (Within the parameters of
the report.)
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8 Managing Users and Roles

This chapter provides information on managing ZENworks Patch Management Server users. The
user management features allow you to create users and define their permissions and access rights.

In this Chapter

e  “About User Management”
e  “Defining User Access”

e  “Defining Users”

e “Working with Users”

e “Working with User Roles”

About User Management

The User Management page allows the system administrator to define which users can access

ZENworks Patch Management Server and the role each user has within the system. Roles define the
permissions and access rights for each user.

Novell, ZENworks.

Server Date and Time: 5/6/2007 4:35:05 PM (UTC-07:00)
Home Vulnersbilities Deployments Devices Groups Users Reports Options Help About  Log Out

User Management

users || Roles

¢ usrName * Role
Action

Efs ¥ § inistratar 4f29/2007 1:..  S/8/2007 4:31:40 PM
(A0 E pathlink Administrator  PatchLink
¢

EISY

Full Name First Logged Last Logged On ‘

Administratar Admi

oog o

TechPubs Technical Pub..,  Technical Publicati,.,

‘Tvcah 3

= = of1Pagss ~ - RowsPerPager [B v
Figure 8.1 User Management View

Viewing Users

To View Users

1. From the Main menu, select the Users tab.
The users display in the Users window.

1
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Defining User Access

ZENworks Patch Management allows for establishing security policies in accordance with your
company needs. Security access is determined by a combination of two mechanisms: Windows-
based authentication and ZENworks Patch Management access rights.

Windows-based Authentication

ZENworks Patch Management authentication is controlled by the Windows operating system. Users
who have access to ZENworks Patch Management are members of the local Windows group PLUS
Admins.

Update Access Rights

Once a user has logged into ZENworks Patch Management, their assigned user role is authenticated
by the system. If a user does not have access to a given section, an access denied error message will
display.

In the Users Section, the Roles tab is where these roles are defined, while the Users tab is where you
can add or remove users and assign them a user role.

Defining Users

Users can be defined as individuals (John Smith) or conceptual users (Quality Assurance Manager).
The user profile includes access credentials and the role assigned to the user. While a user only can
be assigned one role, there can be many users assigned to a certain role

There are two methods of bringing users into the system: creating users and adding users.

¢ Creating New Users

When a user is created, the user is added to both ZENworks Patch Management Server and
Windows. Additionally, if the new user is given permission to Manage Users within
ZENworks Patch Management, they will also be added to the Windows Administrators group.
Without addition to the Windows Administrators group, the user would be unable to modify
other users.

e Adding Existing Windows Users

An existing Windows user can be added and granted access to ZENworks Patch Management.
Using this method, existing users are searched and can be added to ZENworks Patch
Management. Additionally, if the newly added users are given permissions to manage users
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within ZENworks Patch Management, they will also be added to the Windows Administrators
group. Without addition to the Windows Administrators group, the user would be unable to
modify other users.

Note: The Microsoft IIS Web server software does not support the entering of user names or
passwords in languages (Korean, Kanji, etc.) that require Unicode characters. Since the
ZENworks Patch Management Server software uses a Microsoft IIS Web server, Patch
Management Server usernames and passwords cannot be created in unicode and
authentication does not support some native languages.

Defining Roles

The ZENworks Patch Management Server permits system and custom roles. System roles are roles
native to every installation and cannot be edited or disabled. They allow control over all device
groups and devices. Custom roles are created by the administrator and allow for combining access
rights and selected devices or groups for a particular user.

Note: See “Defining Access Rights” for detailed description of the available access rights
for each role.

Roles are defined by a combination of three attributes; access rights, groups and devices.

e Access rights define the application pages and functionality available to the user.
e Groups and Devices define the specific machines or group of machines the user has permission
to access.

Exploring the Predefined System Roles

Predefined system roles are provided to assist you in defining the roles that newly created users
should inherit. The Patch Management Server administrator can assign these defined roles to the
user , or may use a predefined role as a model in defining a new role.

Note: System roles provide access to all groups and devices. A user assigned a system role
has access to all devices and groups.

=
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There are four system roles: Administrator, Manager, Operator and Guest.

Table 8.1 Predefined System Roles

Role Description

Administrator Any user assigned this role is permitted full access to all areas and
functionality of the product. Users assigned this role are the only users who
can delegate newly installed devices to other user roles. The administrator
role includes all available access rights. Administrators can view all
devices/groups and perform any function within the ZENworks Patch
Management Server environment. There must be at least one user
assigned the administrator user role.

Manager Users assigned this role can manage every section of the ZENworks Patch
Management Server system with the exception of Advanced Configuration
and User Management options.

Operator This user role is permitted to perform all routine operations (deploy,
detect, export). Operators can only perform typical daily functions.

Guest This role provides access to the system but restricts the user from
performing any patch management tasks. The role allows view-only
access.

Defining Custom Roles

Custom roles are created by the ZENworks Patch Management Server administrator. Custom roles
are based on a system role and then can be altered to fit a particular need. Creating a custom role
involves selecting a predefined role as a model, or template. Unlike system roles which cannot be
disabled, you can disable a custom role at any time.

Defining Access Rights

1=

Every page, feature, function, and individual action within the application is constrained to a series
of access rights. The application pages (views) and functionality available to the user are based on
the access rights associated to the role assigned the user. The four predefined roles have a default set
of access rights assigned to each role. Users inherit the access rights of the role they are assigned.

Access rights begin at permitting read-only (view) access to system data followed by offering the
ability to export data. At the administration level, users can be assigned rights to fully manage the
various system components and to initiate deployments.

Note: If additional modules are installed and running in the Patch Management Server
environment, access rights pertaining to the installed module may be added by the system to
the access rights list.
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The following table identifies the default set of access rights, describes the functionality of each, and
illustrates the system role assigned to each access right.

Table 8.2 User Role Access Rights
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Enable Update Cache Ability to cache (download) packages from the X X
Button Global Subscription Server.
View Devices Access the Devices section. X X X X
Export Device Data Enable the export of device data. X X X
Install Agents Access to the Agent Installers page. X X
Manage Devices Ability to enable, disable, and delete devices. X X
View Deployments Access the Deployments section. X X X X
Manage Deployments Ability to enable, disable, abort, change and X X X
delete deployments.
Export Deployment Data Enable the export of deployment data. X X X
View Device Groups Access the Device Groups section. X X X X
Export Device Group Data |Enable the export of Device Group data. X X X
Manage Device Groups Ability to add, edit, disable, enable, and delete X X
device groups.
View Home Page Access the Home page. X X X X
View Current Status Display the server status (on the Home page). X X X X
View Inventory Access the Inventory data. X X X X
Export Inventory Data Enable the export of Inventory data. X X X
Manage Product Licenses | Manage the product licenses. X
View Support Options Access the Options > Support tab. X X X X
Export Support Data Enable the export of support data. X X X
View Agent Policies Access the Options > Policies tab. X X X X
Export Agent Policy Data Enable the export of agent policy data. X X
View Default Configuration | Access the Options > Configuration tab. X X X X
Export Configuration Data | Enable the export of configuration data. X X
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Table 8.2 User Role Access Rights

devices and device groups to which the user has
access.
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Access Right Name | Description “E’ g S
=g | ©® -
E|lc| 0|0
L~} ] (=1 =]
| = |00
View E-mail Notifications | Access the Options > E-Mail Notifications tab. X X X X
Export E-mail Notification |Enable the export of e-mail notification data. X X
Data
View Product Licenses Access the Options > Products tab. X X X X
Export Product License Enable the export of product license data. X
Data
Manage Options Manage subscription, product licenses, X
configuration, agent policies, e-mail notifications,
and support options.
View Subscription Access the Options > Subscription tab. X X X X
Information
Export Subscription Data | Enable the export of subscription data. X X
View Packages Access the Packages section. X X X X
Create Deployments Ability to create deployments. X X X
Export Package Data Enable the export of package data. X X X
Manage Packages Ability to add, change, disable, enable, and delete |X X
packages.
Enable Reboot Now Button | Ability to reboot devices using the reboot now X
button.
View Vulnerabilities Access the Vulnerability section. X X X X
View Vulnerability Details | Access the vulnerability details. X X X X
Export Vulnerability Data | Enable the export of vulnerability data. X X X
Manage Vulnerabilities Ability to disable and enable vulnerabilities. X X
Enable Administrative Ability to run reports that return data for all X
Reports devices and device groups regardless of user role,
device, or group assignments.
Export Reports Ability to export application reports. X X X
Enable User Reports Ability to run reports returning data for only the X X X X
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Table 8.2 User Role Access Rights

e
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Access Right Name | Description “E’ g S
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| = |00
Enable Scan Now Button Ability to deploy the Discover Applicable Updates | X X X
(DAU) Task using the Scan Now button.
View Users Access to the Users tabs. X X X X
Change Password Ability to change the password for a user. X
Export User Data Enable the export of user data. X X
Manage Users Ability to create, add, edit, remove, delete, X
enable, and disable users or user roles.

Defining Accessible Device Groups

=

Accessible device groups are groups of devices associated with a particular role. This option is used
to achieve a level of granularity in the assignment of roles to system users.

As mentioned, roles are defined primarily by the access rights associated to the role. In the case of
the default system roles, the entire network monitored by the Patch Management Server is available
to users if they have the appropriate role-based access rights.

Note: The accessible groups option is disabled when working with a predefined system role.

The accessible groups option allows you to restrict a user to specified groups. For example, a user
assigned the access rights to manage deployments can be limited to managing deployments for

select groups.

The accessible groups option is available in the Add/Edit Role Wizard.

e Selected Groups - Lists the groups of devices assigned to the role

e Groups - Lists the available groups of devices that can be assigned to the role

=
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Defining Accessible Devices

Accessible devices are individual devices associated with a particular role. This option works in the
same manner as the accessible groups option by allowing you to achieve a level of granularity in the
assignment of roles to system users.

The accessible devices option allows you to limit a user’s permissions to specified devices. For
example, a user assigned access rights to manage devices can be limited to managing only a single
device using this option.

Note: The accessible devices option is disabled when working with a predefined system
role.

The accessible devices option is available in the Add/Edit Role Wizard.

e Selected Devices - Lists the devices assigned to the role

e Devices - Lists the available devices that can be assigned to the role

Working with Users

This section describes the user-based tasks available from the User Management page. The
available user-based tasks are:

e  “Creating New Users”

e “Adding Existing Users”

e  “Editing User Profiles”

e “Removing ZENworks Patch Management Users”
e “Deleting ZENworks Patch Management Users”

e “Changing a User’s Password”

Creating New Users

When creating users, you have two options: Create a new local user, or Add an existing local or
domain user.

To Create a New User

1. Inthe User Management page, click Create.
The Create User Wizard opens.

2. Select the Creating a new local user option.
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Click Next.
The Create User page opens.

2
Create User

Welcome to the Create User Wizard

This wizard will allow you to create a Patchlink Update user by either creating a new local
user ar adding existing local or domain users to Patchlink Update.

Create a Patchlink Update user by:

& Creating a new local user

 adding existing local or domain users

— menen)

Figure 8.2 Create User Wizard - Create or Add User page

Enter the user credentials, and contact information for the new user.

Warning: User Name, Password, Confirm Password, and Role are required fields.

The User Name may be between 1-20 characters in length and cannot include any
of the following characters:
ARt s e () ()Ll > Y x|

The Password may be between 7-20 characters in length and can include alpha,
numeric, or special characters. The password is case sensitive and must meet
password the rules defined by local and/or domain password policies. Note that a
Password Strength Indicator is provided to display the strength or weakness of
your password selection while it’s being typed.

The Full Name, Office Phone, Cell Phone, Pager, E-mail, and Description fields
are not validated and apply no formatting rules other than maximum length of 25
characters.

Select a Role (Administrator, Manager, Operator, or Guest) for the user from the pull-down
window list.

Click Next.
The Confirm User page opens.

Confirm the user information and click Close.
The Verify User page opens.
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8. Verify the status information and click Close.
The Create User wizard closes.

Adding Existing Users

Adding a user imports an existing Windows user into the Patch Management Server database and
access group, and can import a user from an existing domain by logging into that domain as a
domain user.

To Add a User to ZENworks Patch Management

1. Inthe User Management page, click Create.
The Create User Wizard opens.

Select the Adding existing local or domain users option.

Click Next.
The Search for the following users page opens.

i

Search for the following users:

Ldwinistrator =

" Log into the domain as

User name:
Password:
Damain name:

< Back Mext = Cancel

Figure 8.3 Search for Users
4. Inthe Search for the following users field type a user name, or the beginning characters of one
or more user names. Use semicolons to separate user names. To search for users within a

specific domain, prefix the user name with the domain (DOMAINNAME\UserName).

If searching using the domain, select Log into the domain as. Enter the User name,
Password, and Domain name.
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S Note: There must a secure connection between the domain and the Patch Management
Server's domain, or the users will be unable to access the Server.

5. Click Next.
The Users Found page opens.

- >
i Create User
Users Found Assign the following role to all users:
User Name Full Name Current Role User Role
Administrator Administrator Mo Action b

Figure 8.4 Add User Wizard - Assign Role page

6. Select a User Role for each of the users found.
The No Action value indicates that the user will not be added to ZENworks Patch Management,
or if the user already exists as a ZENworks Patch Management User, no changes are made to
the user.

7. Confirm the user information and click Finish.
The Summary page opens.

8. Verify the Summary data and click Close.
The Create User wizard closes.
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Editing User Profiles

Editing user profile information allows you to change the role assigned to a user as well as update
contact information. If you have the Change Password access right, you can edit other user’s
passwords using the procedure defined under “Changing a User’s Password™ .

To Edit User Profile Information

1. From the Users grid located under Action, click the Edit user details icon associated with the
user profile.
The Edit User Wizard opens.

?
Edit User
Edit User TechPubs:
Full Mame: |Technica| Fublications User ‘
office Phone: |555.585.1234 |
Cell Phone; |555.555.4321 |
Pager: |s55.555 5678 |
E-mail: |techpubs@techpubs.cum ‘
Description: |Technica| Publications User ‘
Role: |Adm|n|strator V‘

mmomem

Figure 8.5 Edit User Wizard - User Information page

2. Make the necessary modifications as defined in “Creating New Users” , and click Finish to exit
the wizard when complete.

u e
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Removing ZENworks Patch Management Users

Removing a user from ZENworks Patch Management disables their access to the ZENworks Patch
Management Server without deleting the user’s Windows account. Once removed, the user is
deleted from the Patch Management Server database and access device groups and is removed from
the user list in the User Management page.

Note: You cannot remove or delete a user that has been assigned the Administratorrole, or
a Customrole that has been given the Manage Users access right. You must first edit the user,
change the user’s role, then remove or delete the user.

To Remove a User
1. Click Users to open the Users page.
2. On the Users page, select the checkbox for the users to remove.

3. Click Remove.
A Remove User warning displays.

4. Acknowledge the Warning by clicking OK.
The User is removed.

Deleting ZENworks Patch Management Users

Deleting a user from ZENworks Patch Management disables their access to the ZENworks Patch
Management Server and deletes the Windows account for that particular user.

Warning: Deleting a user deletes not only the users access to ZENworks Patch
Management, but also from the device or Active Directory.

To Delete a User
1. Click Users to open the Users page.
2. On the Users page, select the checkbox for the users delete.

3. Click Delete.
A Delete User warning displays.

4. Acknowledge the Warning by clicking OK.
A Delete User confirmation displays.

5. In the Confirmation dialog box, click OK.
The User is deleted.
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Changing a User’s Password

Changing a User’s Password in ZENworks Patch Management also changes the user’s Windows
password on the [physical] ZENworks Patch Management Server.

To Change a User’s Password
1. Click Users to open the Users page.
2. Select the user requiring the password change.

3. Click Change Password.
The Change Password Wizard opens.

4. Type the new password in the New Password field.
The Password Strength indicator displays the effectiveness of the password you select and
displays the Weak indicator when the first character is typed in the New Password field.

i Change Password

Change password for : TechPubs

User Name: TechPubs
New Password: |““| |
Confirm Password: | |
Password Strength: [ _weak |

—

Figure 8.6 Weak Password Indicator

u e
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5.  When the Password Strength indicator displays the acceptable password strength, retype the
password in the Confirm Password field.

Change Password

‘Change password for : TechPubs

User Narne: TechPubs

New Passward; ‘...“".“ |
canfirm Passwaord: ‘.......... |
Password Strength: By

Figure 8.7 Confirm for Strong Password

The Password Strength Meter monitors factors such as the password length, complexity,
variety of characters, and resemblance to common words.

Strong passwords usually contain more than eight characters, and combine capital and lower
case letters, numbers and symbols. Also, they do not resemble common words or names
including words with numbers in place of letters.

6. Click Finish.
The password is changed.

Exporting User Data

Information presented in ZENworks Patch Management Server can be exported into a comma-
separated value (. csv) file. You may elect to save the file in a different file format after opening it
from the download option.

For more information on exporting data, see “Exporting Data” .

=
-231- EE EE



Managing Users and Roles

Working with User Roles

%

This section describes the role-based tasks available from the User Management page.
“Creating User Roles”

“Editing User Roles”

“Assigning User Roles”

“Disabling and Enabling User Roles”

“Deleting User Roles”

Note: When sorting user roles, regardless of the requested sort column or order, the
system defined user roles (Administrator, Manager, Operator, and Guest) will remain as
the first four items.

Creating User Roles

Creating custom-defined roles is an effective means to delegate patch management responsibilities
to stakeholders throughout the organization. Custom roles are based on a template created from one
of the system roles. Once you define the template, you can then modify access rights and modify
group and device access levels.

To Create a User Role

1. Inthe Users page, select the Roles tab.

Novells ZENworks.

Server Date and Time: 5/8/2007 4:32:02 PM (UTC-07:00)
Home Wulnershilities Deployments Devices Groups Users Reports Options Help Abaut Log Out

User Management: All User Roles Status: |~ All - v‘

Show results on Page Load: []  Save as Default view: [] Update View

Users Roles

[0 Action User Role Name £ Type Access Rights Users Groups Devices ‘
O @ l Administrator Systern 48 3 11 0

0O @ £ Guest Systamn 17 0 11 0
mE] M Manager System 40 o 11 o

O # & Operator Systamn 28 0 11 0

D B ;%R'Drlzthmta‘ Publications User rer T a0 0 11 0

Total: 5 << [ 1 ] of 1 Pagas | Rous Per Page: |25 )|
. Administrator Lreate | Enabla Disable | Delete | Export

Figure 8.8 User Management - Roles tab
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2. Click Create.
The Create a Role wizard opens.

\rd
Create a Role .

Role Information || Access Rights || Groups || Devices |

Enter the Role Information:

* Role Template: | Please sslect a role template v

* Indicates a required field,

Figure 8.9 User Role Wizard - Role Information tab

3. On the Role Information tab:

a. Type a Name for the Role.
Type a Description for the role.

Select a Role Template (Administrator, Manager, Operator, or Guest)

The template selected, will determine what access rights the user role will start with.
You can add or remove access right regardless of which role was selected as the
template.

4. Seclect the Access Rights tab, to define which rights the users assigned this role will have.
To Assign Access Rights:
a. Select the checkbox to the left of each of the desired access rights.

b. Click Assign to move the selected access rights to the Selected Access Rights table
or click Assign All to move all of the access rights to the Selected Access Rights table.

To Remove Access Rights:
a. Select the checkbox to the left of each of the desired access rights.

b. Click Remove to remove the selected access rights from the Selected Access Rights table
or click Remove All to remove all of the access rights from the Selected Access Rights
table.

5. Select the Accessible Groups tab, to define which groups the users assigned this role will be
able to access.

=
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To Assign Group Access:
a. Select the checkbox to the left of each of the desired groups.

b. Click Assign to move the selected groups to the Selected Groups table
or click Assign All to move all of the groups to the Selected Groups table.

To Remove Group Access:
a. Select the checkbox to the left of each of the desired groups.

b. Click Remove to remove the selected groups from the Selected Groups table
or click Remove All to remove all of the groups from the Selected Groups table.

Note: Granting access to a Device Group gives permission to all devices within that
group, regardless of the options selected within the Devices tab.

6. Seclect the Devices tab, to define which devices the users assigned this role will be able to

access.
To Assign Device Access:
a. Select the checkbox to the left of each of the desired devices.

b. Click Assign to move the selected devices to the Selected Devices table
or click Assign All to move all of the devices to the Selected Devices table.

To Remove Device Access:
a. Select the checkbox to the left of each of the desired devices.

b. Click Remove to remove the selected devices from the Selected Devices table
or click Remove All to remove all of the devices from the Selected Devices table.

7. Click OK.

The wizard saves your changes and closes.
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Editing User Roles

The editing feature is available only to custom-defined roles (system-defined roles cannot be edited)
and is performed within the Edit a Role Wizard.

To Edit a User Role
1. Inthe Users page, select the Roles tab.

Novells ZENworks:

Server Date and Time: 5/8/2007 4:32:02 PM (UTC-07:00)
Home Vulnerabiliies Deployments Devices @Groups Users Reports Options Help About  Log Out

User Management: All User Roles Status: | — All — v|

Show results on Page Load: [ Save as Default view: [ Update Wisw

Users Roles

[] Action User Role Name 2 Type Access Rights Users Groups Devices |
O l Administrator Systern 46 3 11 0
oz £ Guest Systam 17 o 11 o
o= M Manager Systern a0 o 11 o

o @ & Operstor Systam 28 o 11 o

D B %Rli(hm(ﬂ Publications User S an o 11 o

Teral: 5 < <[ |oft Pager = =] RowsPerPage: [25 ¥
. Administrator Create Enable Disable | Delete | Export

Figure 8.10 User Management - Roles tab
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Click the Edit icon to the left of the Role you wish to edit.
The Edit a Role wizard opens.

2
Edit a Role :

Role Information || Access Rights || Groups || Devices |

Enter the Role Information:

* Name: |A New User Role

Description:

* Role Template: | Custom v

* Indicates a required field.

Figure 8.11 User Role Wizard - Basic Information tab

On the Role Information tab, Edit the Name or Description as desired.

Select the Access Rights tab, to define which rights the users assigned this role will have.
To Assign Access Rights:

a. Select the checkbox to the left of each of the desired access rights.

b. Click Assign to move the selected access rights to the Selected Access Rights table
or click Assign All to move all of the access rights to the Selected Access Rights table.

To Remove Access Rights:
a. Select the checkbox to the left of each of the desired access rights.

b. Click Remove to remove the selected access rights from the Selected Access Rights table
or click Remove All to remove all of the access rights from the Selected Access Rights
table.

Select the Accessible Groups tab, to define which groups the users assigned this role will be
able to access.

To Assign Group Access:
a. Select the checkbox to the left of each of the desired groups.
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b. Click Assign to move the selected groups to the Selected Groups table
or click Assign All to move all of the groups to the Selected Groups table.

To Remove Group Access:
a. Select the checkbox to the left of each of the desired groups.

b. Click Remove to remove the selected groups from the Selected Groups table
or click Remove All to remove all of the groups from the Selected Groups table.

group, regardless of the options selected within the Devices tab.

I%l Note: Granting access to a Device Group gives permission to all devices within that

6. Select the Devices tab, to define which devices the users assigned this role will be able to
access.

To Assign Device Access:
a. Select the checkbox to the left of each of the desired devices.

b. Click Assign to move the selected devices to the Selected Devices table
or click Assign All to move all of the devices to the Selected Devices table.

To Remove Device Access:
a. Select the checkbox to the left of each of the desired devices.

b. Click Remove to remove the selected devices from the Selected Devices table
or click Remove All to remove all of the devices from the Selected Devices table.

7. Click OK.
The wizard saves your changes and closes.
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Assigning User Roles

User Roles are assigned to individual users or conceptual user groups (IT support) when you create
or add a user.

B Note: At any given time, ZENworks Patch Management must have at least one user assigned
the Administratorrole.

To Assign a User Role to an Existing User

1. Inthe Users tab, select the user profile that will be assigned the user role.

Novell, ZENworks.

Server Date and Time: 5/8/2007 4:35:05 PM (UTC-07:00)
Home Vulnerabilities Deployments Devices Groups Users Reports Options Help About  Log Out
User Management
users || Roles
[] Action b Userbame * Role Eull Nam, Eirst Loaged Last Logged On |
ction  Fx On
O B E administrator Administratar 4/29/2007 1:... 5/8/2007 4:31:40 PM
O AT & eatchiink Administrator  Patchlink
O @3 f Tehpubs Technical Pub... Technical Publicati...
Tonl 3 Rows Per Page: ‘
2 Administrator . Lreate | Remos Export |

Figure 8.12 User Management - Users tab
2. Click Edit User details.
The Edit User wizard opens.
3. Edit the user as defined in “Editing User Profiles” , changing the role as desired.

Click Finish to save your selections. Click Clese to exit the Edit User wizard.

e
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Disabling and Enabling User Roles

You can disable any non-system role, allowing you to continue maintaining the role within
ZENworks Patch Management but restricting its assignment to any users. You can enable, edit, and
delete disabled roles. Disabled user roles appear with a gray background in the list of user roles in
the User Management page.

Note: You cannot disable the system defined User Roles (Administrator, Manager,
Operator, and Guest).

To Disable a User Role

1. From the Users page, select the Roles tab.

Novells ZENworks.

Server Date and Time: 5/8/2007 4:32:02 PM (UTC-07:00)
Home Wulnerabilities Deplogments Devices Groups Users Reports Gptions  Help Abaut Log Out

User Management: All User Roles Status: |~ All - v‘

Show results on Page Load: []  Save as Default view: [] Update View

Users Roles

[0 Action User Role Name 2 Type Access Rights Users Groups Devices ‘
O @ l Administrator Systern 48 3 11 0

0O @ £ Guest Systamn 17 0 11 0
mE] M Manager System 40 o 11 o

O # & Operator Systamn 28 0 11 0

D B ;%R'Drlzthm[a‘ Publications User rer T a0 0 11 0

Total: 5 << [0 ] of 1 Pages | Rous Per Page: |25 )|
. Administrator Lreate | Enabla Disable | Deleta | Export

Figure 8.13 User Management - User Roles tab

2. Ensure the page filter (Status) is not set to Disabled.
3. Click Update View to populate the tab.
4. Select the role or roles to disable.
5. Click Disable.
The role is disabled.

Warning: If you disable a role that is assigned to a user, the user will be able to log on to
ZENworks Patch Management, but will be unable to view any pages.
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To Re-Enable a User Role

1.

N A W W

From the Users view, select the Roles tab.

Novell, ZENworks.

Seruer Date and Time: 5/8/2007 4:32:02 PM (UTC-07:00)
Home Vulnersbilities Deployments Devicas Groups Users Reports  Options  Help About  Log Out

User Management: All User Roles Status: |~ Al - ~|

Show results on Page Load: (| Sawe a5 Default view [

Users Roles

Action User Role Name 2 Type Access Rights Users Groups Devices ‘

[F]

O @0 B administestor System 46 3 11 0

O @ £ auest Systern 17 0 11 0

O & MM Manager Systarn 40 0 11 0

[ mE] & Cperator Systern 28 0 11 0

O] & 0 Technical Publications Usar oo " . 11 .

Totalt 5 [ o[t |oftpages = =1 RowsParpage 35 v
% Administrator Create Enable Disable Delete Export

Figure 8.14 User Management - User Roles tab

Ensure the page filter (Status) is set to All or Disabled.
Click Update View to populate the tab.
Select the role or roles to enable.

Click Enable.
The roles are re-enabled.
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Deleting User Roles

Removing a role deletes the role and its data from the Patch Management Server database. In order
to remove a role, it must first be disabled. As well, you cannot remove a system role.

To Delete a User Role

1. From the Users view, select the Roles tab.

Novell. ZENworks.

Server Date and Time: 5/8/2007 4:32:02 PM (UTC-07:00)
Home Vulnersbilities Deployments Devices Groups Users Reports  Options  Help About  Log Out

User Management: All User Roles Status: | = All - v|

Show results on Page Load: O Save as Default View: [] Update View

Users Roles

[0 Action User Role Name £ Type Access Rights Users Groups Devices ‘
O & l Administratar Systam P 2 11 0

O @ £ Guest Systerm 17 o 11 o

O @ M Manager System 40 o 11 0

O & 4B Operstor Systam 28 ) 11 0

0 Q ;%Rl‘a;hm:a\ Publications User o 40 o 11 0

Total: 5 of 1 Pages Rows Par Pags: |25 )|
. Administrator Create | Enable | Disable | Delete Export |

Figure 8.15 User Management - User Roles tab

Ensure the status filter is set to All or Disabled.
Click Update View to populate the tab.

Select the role or roles to delete.
You cannot delete Enabled User Roles or the system defined User Roles (Administrator,
Manager, Operator, and Guest).

5. Click Delete.
The role is deleted.

Warning: If you delete a role that is assigned to a user, the user will be able to log on to
ZENworks Patch Management, but will be unable to view any pages.

Exporting User Role Data

Information presented in ZENworks Patch Management Server can be exported into a comma-
separated value (. csv) file. You may elect to save the file in a different file format after opening it
from the download option.

For more information on exporting data, see “Exporting Data™ .
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9 Configuring Default Behavior

Configuration options provide you a means to define the default behavior and administer the
ZENworks Patch Management Server. This chapter provides information on configuring and
managing ZENworks Patch Management.

In this Chapter

“About the Options Page”

“Viewing Subscription Service Information”

“Verifying Subscription Licenses”

“Novell ZENworks Patch Management Default Configuration”
“Customizing and Administering Agent Policy Sets”

“Using E-Mail Notification”

“Technical Support Information”

About the Options Page

The Options page is available by clicking Options on the main toolbar. The page comprises six
management and configuration views as individual tabs.

To View Configuration Options

1.

2.

From the Main menu, select Options.
The Options pages displays with the Subscription Service tab as the default view.

Select a tab to view ZENworks Patch Management Server details.
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Viewing Subscription Service Information

The Subscription Service page allows you to modify the Subscription Communication interval,
initiate a standard or full replication, configure the subscription service, and view Subscription
Service history and status information.

Novells ZENworkss

Server Date and Time: 5782007 4:01:13 PM (UTC-07:00)
Home Vulnerabilities Deployments Devices Groups Users Reparts Oplions  Help About  Log Out

Subscription Service Products Configuration Policies E-Mail Support
Subscription Service Information

Last Subscription Poll: 5/8/2007 3:00:07 PM  Subscription Communication Interval: 1 nay ot | 1500 ¥ | (24-houn

Subscription Replication Status: Slzeping iption Host:

% el e
ACCOUNE ID: 6AL4AAD3-BFAF-43A1-A1F8-1374CABT6247

Subscription Service History

Type Status Start Date Stop Date Duration Successful ~
Yulnerabilities Completed S/8/Z007 2:00:07 PM S/8/2007 2:01: 10 PM &3 (secs) True

Licenses Completed S/8/Z00T 2:00:04 PM S/8/2007 3:00:07 PM % (secs) True

Yulnerabilities Completed S/T/Z00T 2:00:49 PM S/7/2007 3:01:08 PM 20 (secs) True

Licenses Completed S/T/Z00T 2:00:45 PM S/T/2007 3:00:47 PM 2 (secs) True

Yulnerabilities Completed S/7/Z00T 2:00:09 PM S/T/2007 3:00:38 PM 29 (secs) True

Licenses Completed S/7/Z00T 2:00:08 PM S/7/2007 3:00:08 PM 2 (secs) True

Yulnerabilities Completed S/E/Z00T 2:01:08 PM S/E/Z007 201:32 PM 27 (secs) True

Licenses Completed S/E/Z00T 2:01:01 PM S/E/2007 3:01:04 PM % (secs) True -

. Administrator Save Update Now Reset Configure Export

Figure 9.1 Subscription Service Tab

ZENworks Patch Management Agents gather a list of software, hardware, services and patches
installed on each agent within the network. With this detailed information, the ZENworks Patch

Management Server generates a complete analysis of your network to identify the patches, hot fixes,
service packs and updates of importance to your network.

The ZENworks Patch Management Server connects to the Global Subscription Server (GSS) once
daily to download a series of vulnerability definitions and packages.

Table 9.1 Page Functions

Button Function
Save Saves changes made to the Subscription communication interval.
Update Now Initiates replication of the ZENworks Patch Management Server with the Global

Subscription Server. This option retrieves the changes made since your last
replication.

Reset Resets the replication status and initiates a complete replication with the Global
Subscription Server.

Note: Once you click Reset, a confirmation window opens stating the
replication status has been reset and you can choose whether to initiate the
replication process by clicking OK, or wait until a later time, by clicking Cancel.

| [T
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Table 9.1 Page Functions

Button Function
Configure Opens the “"Subscription Service Configuration” page.
Export The Export button allows you to export subscription data to a comma separated

value (.csv) file.
For more information on exporting data, see "Exporting Data” .

Subscription Service Information

The Subscription Service Information section provides a summary of the configuration settings and
status of the subscription service.

Table 9.2 Subscription Service Information

Information

Description

Last Subscription Poll Date and time of the last successful contact with ZENworks Patch

Management Server.

Subscription
Replication Status

Current replication status. Replication ensures that the ZENworks
Patch Management Server remains current with the latest
vulnerability, package, and license information.

Account ID

Passed to the Global Subscription Server and validates the update
request. The account ID is created by the ZENworks Patch
Management Server when it registers with the Global Subscription
Server.

Interval

Subscription Communication | Time frame for connecting to the Global Subscription Server and

retrieving updates.

Subscription Host

URL and port of the Global Subscription Server.

clicking Save on the Action Menu.

IEI Note: If you modify the Subscription Communication Interval you must save the changes by
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Subscription Service History
The Subscription Service History section displays a list of subscription activity and update records.

Table 9.3 Subscription Service History Field Descriptions

Field Name |Description

Type Defines the type of task, the available types include:

¢ Licenses - Verifies the validity of your ZENworks Patch Management
Server license.

¢ Vulnerabilities - Downloads the current vulnerabilities according to the
subscription type defined for the account .

¢ Packages - Downloads the current packages, based upon the
vulnerabilities selected for deployment.

Status The status of the task. While the task is active, the process begins with a
status of Initializing Replication, followed by downloads. When the task is
finished, the status is Completed.

Start Date The date and time the task started.
Stop Date The date and time the task completed.
Duration Indicates the duration of the task. This is shown in seconds or minutes. For

example; 19 (secs), 1.22 (mins).

Successful Confirms communication settings between your ZENworks Patch
Management Server and the Global Subscription Server.

Subscription Service Configuration

The Subscription Service Configuration page allows you to view the current status and define your
Proxy, and Communication settings.
To Access the Configuration Page

1. Select the Options tab.
The Configuration Options window opens with the Subscription Service tab displaying as the
default.
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2. Inthe Action menu, click Configure.
The Subscription Service Configuration window opens.

Subscription Service Configuration

Service Status: Stopped address l:l

Last Checked: 4/27,/2007 3:31 PM

Part:
Next Check: 4/28/2007 3:00 PM

Authenticated
User Name:

Password:
Confirm Password:

CGommunication

Logging Level: Retry Limit:
Fluse s5L Retry Wait: tsecs)
[JEnable Bandwidth Thrattling Connect Timeout: 1800 (sacs)
Kbytes per second Command Timeout: 1800 (secs)
Eesare

Figure 9.2 Subscription Service Configuration page
Subscription Service Status

The following table describes the fields within the Status area of the Subscription Service
Configuration window.

Table 9.4 Subscription Service Status Field Descriptions

Field Name Description

Service Status The current status of the local Subscription Service’s communication
with the Global Subscription Server.

Last Checked The last date and time the local Subscription Service contacted the
Global Subscription Server.

Next Check The next scheduled date and time for the local Subscription Service to
contact the Global Subscription Server.
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Subscription Service Proxy Configuration

The following table describes the fields within the Proxy area of the Subscription Service

Configuration window.

Table 9.5 Subscription Service Proxy Field Descriptions

Field Name

Description

Address

Uses the defined proxy address when connecting to the Global
Subscription Server.

Port

Uses the defined proxy port when connecting to the Global
Subscription Server.

Authenticated

Enables the User Name and Password fields for use with an
authenticated proxy.

User Name

When using an authenticated proxy, you must provide a valid user
name.

Password
Confirm Password

The password associated with the defined proxy user.

Subscription Service Communication Settings

The following table describes the fields within the Communication area of the Subscription
Service Configuration window.

Table 9.6 Subscription Service Communication Field Descriptions

Field Name

Description

Logging Level

The level of detail recorded to the Subscription Service Log. Options
include: Debug, Info, Warn, Error, and Fatal.

Use SSL

Enable SSL for use when communicating with the Global Subscription
Server.

Enable Bandwidth
Throttling

Enables the Kilobytes per second field, allowing you to set the
maximum bandwidth used when communicating with the Global
Subscription Server.

__ Kbytes per
second

The maximum Kbytes per second used when communicating with the
Global Subscription Server.

Retry Limit

The number of times ZENworks Patch Management attempts to
establish a connection with the Global Subscription Server.

Retry Wait

The number of seconds between retries.
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Table 9.6 Subscription Service Communication Field Descriptions

Field Name

Description

Connect Timeout

The number of seconds before a connection will be considered
unsuccessful (when the connection timeouts, it will be retried based
upon the retry limit and retry wait values).

Command Timeout

The seconds of inactivity before a command will be considered
unsuccessful.

Subscription Service Configuration Page Action Menu

The following table describes the Action Menu functions in the Subscription Service

Configuration window.

Table 9.7 Action Menu Functions

Button Function

Restart Stops and restarts the Global Subscription Server.

Save Saves any changes to the database, then closes the Subscription
Service Configuration window.

Cancel Closes the Subscription Service Configuration window without
saving changes.

Apply Saves changes to the database, without closing the Subscription
Service Configuration window.
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Verifying Subscription Licenses

The Products page allows you to view, validate and export license information. The page provides a
summary of all product, third-party software, and plug-in component licenses that are part of your
patch management activities. This information is updated as part of the daily replication with the
Global Subscription Server.

Novell, ZENworks.

Server Date and Time: 5/8/2007 3:53:50 PM (UTC-07:00)
Home Vulnersbilties Deployments Dewices Groups Users Reports Options  Halp About  Log Out

A

Subscription Products || Configuration || Folicies I E-Mail [ suppart

Product Information
Total Non-Expired Licenses: 10 Licenses In Use: 3 Licenses Available: 7

Description Purchase Date  Vendor Effective Date Expiration Purchasec |
Houell Zenvork s patch 8/1/2006 5:00:0.., Novell 8/8/2001 5:00:0.., 8/8/2007 5:00:0.., 10
Managemen
bt
. Adrninistrator Yalidate Export

Figure 9.3 Products Tab

Table 9.8 Page Functions

Button Function

Validate Initiates a license replication that searches for any changes to your
license data.
Export Exports license data to a comma separated value (.csv) file.

For more information on exporting data, see “Exporting Data” .
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Product Information
The Product Information section provides a summary of license availability and usage.

Table 9.9 License Availability

License Description

Licenses In Use The total number of licenses in use by registered agents.
Licenses Available The total number of licenses available for use.

Total Non-Expired The total number of licenses active and available for use. This
Licenses number represents a sum of available licenses.

License summary information is presented according to license group. A license group is defined as
a block of licenses purchased at a time. For example, you may have 3 license groups comprising 500
total licenses with a group of 300 licenses purchased initially, and two additional groups of 100
licenses each added during subsequent quarters.

The license group information includes the following:

Table 9.10 License Group Information

Field Description

Description The license name or description.

Purchase Date The date the license group was purchased.

Vendor The source of the license. Click the vendor name to open a Web
browser to the vendor’s home page.

Effective Date The date the license(s) went into effect. This is the first day that the
licenses were valid, not necessarily the installation date.

Expiration The date the license(s) expires.

Purchased The number of licenses in this group.
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Novell ZENworks Patch Management Default Configuration

The Patch Management Server Configuration page lets you establish, modify and export the
Deployment Defaults, Agent Defaults (Default Agent Policy), ISAPI Communication, and User
Interface settings.

subseription || products || configuration || Policies |

E-Mail |

Suppart

Deployment Defaults St your deployraent defaults

Concurrent  Maximum number of that can run ( Limit)

Maximum number of Discover Applicable Updste System tasks that can be run simultaneausly (DAL

Maximum number of Reboot tasks that can ba run simultansously 5|

Maximurm number of baseline

Consecutive  Maximum number of times a will be e

Agent Defaults  S=t your Agent defaults

Setta 0 (zers) to disable

Communication  Ag9ents should be shown Offline when inactive for

Notification Defaults [ Liser notification windaw should always be on top

Manual Installation (Max 256 Chars):

This package will be downloadsd
and made availsble for your
admwinistrator to install.

171 characters left

May Reboot (Max 256 Chars):

This deploywent MAY need to
reboot your computer, dependent
upon warious configuration

110 characters left

L=

L ()=

Legacy Agents have a Netification Timeout of rain(s)

Legacy Agents have 2 $noeze Duration of rin(s)

DAl (Discover Applicable Updates) should be run after Subseription Replication

DAL (Discover Applicable Updates) should be run every |20

Absentee Agent Deletion  Delste Absentes Agant after [0 T bays. Setto 0 (zero) to disable

User Interface  Set the Default behavior of your User Interface Elemants

Display 25 Rows Per Page
Password Expiration Hotification should be displayed in D Days. Setto 0 (zero) to disable
Cache Timeout: (5| Minutes (ualues 5-95)

How should Deployment Wizard $tart Times be displayed?

© Agent Local Time (Deploy at local time for 2ach individual nada)

@ Agent UTE Time (Deploy at UTC time far each invidividual node)

ISAPI Communication  These settings determine how the Agent communicates with the Seruer

Concurrent Agent Limit

@ SQL Default (64 threads)

© custom Satting (5 to 25¢ threads) [+ | threads
Connection Timeout

@ Default (30 secands)

©) Custom Satting (5 to 300 seconds] [0 | sec(s)
GCormmand Tirzout

(&) Default (60 seconds)

© custom setting (5 to 900 seconds] [o0 | see(s)

Figure 9.4 Patch Management Server Configuration Tab

u e
- - 252 -



ZENworks Patch Management Server v6.4 - User Guide

Table 9.11 Action Menu Functions

Button Function

Save Saves any changes made on this page.
Warning: If you have made ANY changes, you must click Save. If you do not
click Save, the system will return to the last saved settings when you navigate
off of the Configuration page.

Export Allows you to export Patch Management Server information to a comma
separated value (.CSV) file.
For more information on exporting data, see “"Exporting Data” .

Configuring Deployment Defaults

The Deployment Defaults area establishes global deployment limitations.

Deployment Defaults Set your deployment defaults

Concurrent Maximurn number of Deployments that can run simultanecusly (Deployment Limit) (500

Maximurn number of Discover Applicable Update Systern tasks that can be run simultaneously (DaU) 500
Maximum number of Reboot tasks that can be run simultaneously |8

Maxirnurn number of Sirmultanecus mandatory baseline deployrments |50

Consecutive Maximurn number of times a deployment will be consecutively attermnpted |2

Figure 9.5 Patch Management Server Configuration Tab - Deployment Defaults section
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Table 9.12 Deployment Defaults

Deployment Setting

Description

Concurrent

Maximum number of
Deployments that can run
simultaneously (Deployment
Limit)

The maximum amount of agents that can receive
simultaneous deployments.

Maximum number of Discover
Applicable Update System tasks
that can be run simultaneously
(DAU)

The maximum number of agents that can receive the DAU
System Task at the same time.

Maximum number of Reboot
tasks that can be run
simultaneously

The maximum number of agents that can receive a
simultaneous deployment requiring a reboot.

Maximum number of
Simultaneous mandatory
baseline deployments

The maximum number of agents that can receive
simultaneous mandator baseline deployments.

Consecutive

Maximum number of times a
deployment will be
consecutively attempted

The number of failed deployment attempts permitted before
ZENworks Patch Management Server disables the deployment.
However, this does not apply to mandatory baseline
deployments.

IEI Note: You can define deployment notification recipients on the E-Mail Notification tab.
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Configuring Agent Defaults

Agent defaults allows for establishing default behavior for the deployment agent.

Agent Defaults Set your Agent defaults

Communication Agents should be shown Offline when inactive for 3 Hours | Setto 0 (zero) to disable
Agent Uniqueness Based On: | Device Name v

Notification Defaults [ user notification windaw should always be on top

Manual Installation (Max 256 Chars):

This package will be downloaded ~

and made availsble for your

acministrator to install. v

171 characters left,

May Reboot (Max 256 Chars)

This deplojyment MAT need to ~
reboot your computer, dependent

upon various configuration v

110 characters Ioft

Lagacy Agents haue = Notification Timeout of 2 mins)
Legacy Agents hsue = Snooze Durstion of |90 min(s)
DAU (Discouer Applicable Updates) should be run sfter Subseription Replication

DAL (Discaver Applicable Updates) should be run every 28 Hours

Absentee Agent Deletion  Delete Absentze Agent after 0 Days. Set ta 0 (zera) to disable

Figure 9.6 ZENworks Patch Management Server Configuration Tab - Agent
Communication Defaults

Communication

Agent communications to devices are defined in the Communication section of the
Configuration page. The following table describes the fields within this section.

Table 9.13 Communication settings

Field Description

Agents should be | Configures a time interval (defined in minutes, hours or days) that must
shown Offline elapse before an agent is considered to be offline. Agents are noted as
when inactive being offline when they have not communicated with Patch Management

Server for the defined period of time. If an agent is disabled or
uninstalled it does not appear as offline. When Use Offline Threshold
is not enabled, an agent is considered offline after failing to connect to
Patch Management Server after two of its communication intervals.

Agent Uniqueness | Defines the Agent Uniqueness method used to identify agents. Options

Based On are:

¢ Instance - Validates using instanced validation. Instanced validation,
when determining agent uniqueness, uses logic which does not rely
upon the device name

¢ Device Name - Validates based on the device name
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Notification Defaults

Applies to deployments where a notification is required. The behavior defined in this section
may be overridden within a Agent Policy or on a per-deployment basis using the Deployment

Wizard.

Table 9.14 Deployment Messages

Option

Use To

User Notification window
should always be on top

Selection of this option will force all notification windows to
display on top of other windows

Manual Installation

Edit and display a message advising the user that the package
still requires installation (maximum of 256 characters).

May Reboot

Edit and display a message advising the user that the
computer MAY be rebooted (maximum of 256 characters).

Legacy Agents have a
Notification Timeout

Time allotment for the notification window to display for pre-
6.3 agents.

Legacy Agents have a
Snooze Duration

Maximum time allotment the agent can be set to snooze for
pre-6.3 agents.

DAU should be run every
after Subscription
Replication

Select this option if you want the DAU task to run after your
local subscription server communicates with the Global
Subscription Server.

DAU should be run every X
hours

Default time frame for DAU system check.

Absentee Agent Management

The Absentee Agent option allows for removing an agent that has failed to communicate with

the server.

Table 9.15 Absentee Agent settings

Field

Description

Delete Absentee
Agent after

Removes an uncommunicative agent after the set time frame. If set to
zero, this function is disabled.
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Setting the User Interface Defaults

1El

The User Interface default settings allow you to define the initial user experience for your users.

User Interface

Set the Default behavior of your User Interface Elements

Display 25 Rows Per Page

Password Expiration Motification should be displayed in |0 Days. Setto 0 (zero) to disable
Cache Timeout: |5 Minutes (values 5-99)

How should Deployment Wizard Start Times be displayed?

O agent Local Tirme (Deploy at local time for each individual node)

@ Agent UTC Time (Deplay st UTC time for 2ach invidividual nads)

Figure 9.7 User Interface Defaults

Table 9.16 User Interface Defaults

UI Default

Description

Display ___ Rows Per Page

Allows you to set the default number of rows [25, 50, 100, 200, 500,
or 1000] displayed within ZENworks Patch Management Server. The
setting applies to users who have not set their own parameters.

Password Expiration
Notification should be
displayed in _ days

Allows you to define when users will start receiving warnings
regarding when their password will expire.

Cache Timeout

Allows you to define the maximum amount of time in minutes before
the data grid will refresh (updated from the database).

How should Deployment
Wizard Start Times be
displayed?

¢ Agent Local Time - Sets the deployment wizard to default to the
agent local time.

¢ Agent UTC Time - Sets the deployment wizard to default to UTC
time.

Note: ZENworks Patch Management Server default security settings prohibit the use of
any browser other than Internet Explorer 6 SP 1 and above. If you need to remove this
restriction, and disable the enhanced security settings available with IE 6 SP1, refer to

the Novell Knowledgebase
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Customizing Row Values

The Customize Row Values page allows you to define the amount of rows you want to display when
using ZENworks Patch Management Server,

ird
Customize Row Values

Customize Row Yalues

Set Default Yalue
25

a0
100
200
500
1000

CO0OCO0@

Figure 9.8 Customize Row Values

To Customize Row Values

1. Inthe Configuration window, click the Modify button.
The Customize Row Values window opens.

If needed, type a new value in the Value field.
If needed, select the desired radio button in the Set Default field.

Click OK.
The Customize Row Values are saved and the window closes.

u e
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Configuring ISAPI Communication Settings

ZENworks Patch Management supports the Internet Server API (ISAPI) communication settings for
the Internet Information Server (IIS).

ISAPI Communication These settings determine how the Agent comrnunicates with the Server

Concurrent Agent Limit
(&) sGL Default (64 threads)

O Customn Setting [5 to 256 threads) threads

Connection Timeout
@ Default (30 seconds)

O Customn Setting (5 to 300 seconds) secls)

Cormmand Timeout
@ Default (60 seconds)

O Customn Setting (5 to 900 seconds) secls)
Figure 9.9 Patch Management Server Configuration Tab - ISAPI Communication Settings

Concurrent Agent Limit
Defines the maximum number of threads used by ZENworks Patch Management.

Table 9.17 Concurrent Agent Limit

Field Description

SQL Default (64 threads) Select to enable the recommended thread count for a SQL
Server implementation.

Custom Setting Select to define a custom (between 5 and 256) thread count.

Connection Timeout
Time (seconds) before an ISAPI thread expires (times out).

Table 9.18 Connection Timeout

Field Description

Default Select to set the Connection timeout to the default value of 30 seconds.

Custom Setting | Select to define a custom (between 5 and 300 seconds) timeout setting.
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Command Timeout

Time (seconds) before an ISAPI command expires (times out).

Table 9.19

Field Description

Use Default Select to set the Command timeout to the default value of 30 seconds.
Custom Setting Select to define a custom (between 5 and 900 seconds) timeout setting.

Customizing and Administering Agent Policy Sets

Agent Policies are the key element in defining agent behavior. Agent Policies consist of the rules for
communicating with the ZENworks Patch Management Server and define settings such as
communication interval, deployment notification options, reboot notification options, logging
levels, discovery mode, and hours of operation.

Agent policies are assigned to agents by assigning Agent Policy Sets to Device Groups. The policy
values are then assigned to the agents based upon their group membership. When agents or groups
are assigned conflicting policies, the conflict resolution rules found under “Defining Agent Policy
Conflict Resolution” are applied. Any agent that does not have all of the policies defined by it’s
various group memberships will have any missing policy values defined by the Global System
Policy.

The Agent Policies Sets page allows you to define the behavior of the ZENworks Patch Management
Agent.
Click Options in the tool bar and then click the Policies tab.

Novell, ZENworks.

Server Date and Time: 5/8/2007 3:57:03 PM (UTC-07:00)
Home Vulnersbilties Deployments Dewicas Groups Users Reports  Options  Help About  Log Out

Subscription || Products || configuraton || palicies || E-Mail [ support |

[] Action Agent Policy SetName 2 |
E [0 @3 15 Minute Cormmunication Interval
HO# Global Systarn Palicy

B O @ X oneHour communica tion Interval
| Towl: 2 [ ] oft Pages Rows Per Page: |28 ]|
© Administrator Lreate Dalete Export

Figure 9.10 Agent Policy Set Tab
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The following functions are available when using Policy Sets.

Table 9.20 Action Menu Page Functions

Button Function

Create Creates a new Agent Policy Set.
Delete Deletes an Agent Policy Set.
Export

Exports policy data to a comma separated value (.csv) file.
For more information on exporting data, see "Exporting Data” .

Table 9.21 Action Column Functions

Icon |Name |Function
|;|? Edit Allows you to Edit an existing Agent Policy.
ﬁ Delete Deletes an Agent Policy.
HEE EE
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Viewing Agent Policy Summary Information

Expanding an Agent Policy Set listing displays the following
illustrated in the following figure:

information regarding each policy as

Subscription Products Cenfiguration Policies E-Mail Support
[] Action Agent Policy Set Name

BHO & Global System Policy

Name Value
Solicy Set Name Global Systam Eolicy

=4 within the Global System Policy ars used to

Last Modified On
Mazimum Transfer Rate 0
Minimum Fils Size 100
Agent Scan Mode 0

sculing Fraquency 26
Deployment: User May Cancel N

N

Deployment: Deploy within 5
Deployment: User May Snooze ¥
Resume Interrupted Downlozad 1
Legacy Agent Enc Time 12:00 AM
Fast Path Interval 0
Fast Path Servars
Friday Hours of Operation Always On
Download vis HTTR 0
Communication Intarval 15
Communication Interval Type M
Mangay Hours of Oparation Always On
Agant Listansr Port 0

Total: 1

Figure 9.11 Agent Policies

The following table lists and describes the Agent Policy Set fie

Table 9.22 Agent Policy Set Definitions

Description

Ingicatss the unique the policy set

ystem or User Defined)
e policy

Defines the Agants
Indicats: z
Indicatas
Indicatas
Ingicates the
Indicatas

Indicates r rezumable downloads are anabl
The tims of ¢ay the agent should stop running ané
configurable in Minutes, Hours, and Days)..

Ingicates the intery
Incicates the zvailzble Fast @

s
(HOP) for Friday
using HTTP ragardless of whather HTTRS is ..,
ericd betwesn 2gent communication atrempt..,

hich the v

of 1 Pages Rows Per Page: |28 (@

1ds.

Value Description

Policy Set Name | The name designated to the policy. Policies

are named by the user when the policy
is created and can be edited at any time. Limited to 256 characters.

Policy Set Type |There are two types of policies: System and User.

Logging Level The agent logging level. Levels include:

information

¢ Debug - Captures all errors and system

¢ None - Only errors are logged and recorded
+ Basic Information - Captures all errors and basic system and usage

o Detailed - Captures all errors and the major system actions

actions

communication.

Start Time Relates to Hours of Operation settings. Identifies when the agent can begin
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Table 9.22 Agent Policy Set Definitions

Value Description

Stop Time Relates to Hours of Operation settings. Identifies when the agent must suspend
communication.

Created On The date and time the policy was created.

Created By The user who created the policy. System policies have a created by value of

PatchLink.

Last Modified
On

The date and time the policy was last modified.

Last Modified By

The user who last modified the policy.

Communication
Interval

The interval (in minutes, hours or days) between each communication between the
agent and Patch Management Server.

Download via
HTTP:

Download packages using HTTP regardless of whether HTTPS is used for agent to
server communication.

Description

The description attributed to the policy. Policy descriptions can be edited at any
time.

Bandwidth Thr

ottling

Maximum
Transfer Rate

Defines the maximum amount of bandwidth used when downloading packages to
an Agent. A setting of zero (0) will disable Bandwidth Throttling.

Minimum File
Size

The smallest file size which will be impacted by Bandwidth Throttling.

Agent Scan
Mode

The mode in which the Discover Applicable Updates task runs. Levels include:

Fast Scan - Always run in Fast mode, performs the discovery faster but uses
more resources

Initial Only - Performs the first discovery scan in Fast mode and subsequent
scans in Normal mode

Normal - Always run in normal mode, performs the scan using the least amount
of resources

Agent Listener
Port

When contacted on this port, the agent will respond with the current version and
initiate communication with Patch Management Server.
A value of 0 (zero) turns the agent listener off.

Deployment Notification Options

Cancelable Cancel the deployment.
Snoozable Snooze the deployment.
Deploy within Snooze or cancel the deployment time window, in minutes. When the defined

Offset has elapsed, the deployment will automatically occur.
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Table 9.22 Agent Policy Set Definitions

Value

Description

Window always on
top

Selection of this option keeps this window on top of all other windows until the
recipient acknowledges the notification by selecting a valid option (Snooze, Cancel,
Deploy, or Reboot).

Reboot Notification Options

Cancelable

Cancel the reboot.

Snoozable

Snooze the reboot.

Reboot within

Snooze or cancel the reboot time window, in minutes. When the defined Offset has
elapsed, the reboot will automatically occur.

Fastpath Provides a listing of the Fastpath servers the agents can use when communicating
Servers with ZENworks Patch Management Server.

Discover Defines how often the agent must perform a Discover Applicable Updates (DAU).
Applicable The value here indicates the maximum amount of time between scans.

Updates

Schedule

Hours of Sunday-Monday-Tuesday-Wednesday-Thursday-Friday (Always on):

Operation Launches the Agent Policy Set page. HOP is based on Agent local time and allows

for further defintion of the Agent start and end times. This page may contain a
Legacy Agent Hours of Operation if the appropriate box was checked in the
Configuration Defaults Communications Section.

- 264 -




ZENworks Patch Management Server v6.4 - User Guide

Creating a Policy Set

The Create a Policy Wizard allows you to create and add a policy to the ZENworks Patch
Management Server.
To Create a Policy Set

1. In ZENworks Patch Management Server, open the Agent Policy Sets page (Options > Policies)

2. Click Create
The Create a Policy Set window opens

Policy Set Information

b4

[= Policy Set Details
* Palicy Sat Hame Another Hew Palicy
Folicy Set Deseription Another new Policy Set

[= communication

Logaing Level Hone
Agent Scan Mode Herrnal
Communication Interval 15 minute(s)

Agent Listener Port

0
Inventory Collection Options

Resume Interrupted Downloads Trus

Hours of Operation
Legacy Agent Start Time 12:00 AM
Legacy Agent End Time 12:00 AM

= Deployment Notification Defaults

User May Cancel True
User May Snosze True
Daplay within 45 Minutes
Always On Top False

[= Reboot Notification Defaults

User May Cancel Trus
User May Snooze Trus
Reboot Within S Minutes

[= Discover Applicable Updates (DAU)
Scheduling Frequency 26 Hours

[=/ FastPath Servers

Fast Path Interval 0 rainute(s)

= Bandwidth Throttling

Maximum Transfer Rate 0 Keps

Minirnurn File Size 100 KB

* Indicates a required value

Figure 9.12 Create a Policy Set

3. Inthe Policy Set Information tab, click within the fields to activate the options.

ool
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The following table lists and describes the available Agent Policies.

Table 9.23 Agent Policy Descriptions

Policy

Description

Policy Set Details

Policy Set Name

The name of the policy set. Limited to 255 characters.

Policy Set Description

The policy set description.

Communication

Logging Level

The agent logging level. Levels include:

¢ None - Only errors are logged and recorded

+ Basic Information - Captures all errors and basic
system and usage information

¢ Detailed - Captures all errors and the major system
actions

e Debug - Captures all errors and system actions

Agent Scan Mode

The mode in which the Discover Applicable Updates task

runs. Levels include:

o Fast Scan - Always run in Fast mode, performs the
discovery faster but uses more resources

o Initial Only - Performs the first discovery scan in Fast
mode and subsequent scans in Normal mode

e Normal - Always run in normal mode, performs the
scan using the least amount of resources

Communication Interval

The interval (in minutes, hours or days) between each
communication between the agent and Patch Management
Server.

Agent Listener Port

When contacted on this port, the agent will respond with
the current version and initiate communication with Patch
Management Server.

A value of 0 (zero) turns the agent listener off.

Inventory Collection
Options

Launches the Select Inventory Collection page, allowing
selection of which inventory values to record during
collection.

Resume Interrupted
Downloads

When enabled, the agent will resume interrupted
downloads at the point of interruption.

Hours of Operation

Launches the Edit Agent Hours of Operation page. HOP is
based on Agent local time, and allows for further definition
of the Agent start and end times. This page may contain a
Legacy Agent Hours of Operation if the appropriate box
was checked in the Configuration Defaults Communication
Section.

Download via HTTP:

Download packages using HTTP regardless of whether
HTTPS is used for agent to server communication.
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Table 9.23 Agent Policy Descriptions

User Guide

Policy

Description

Legacy Agent Start
Time

Relates to Hours of Operation settings. Identifies when the
agent can begin communication.

Legacy Agent End Time

Relates to Hours of Operation settings. Identifies when the
agent must suspend communication.

Deployment Notification Defaults

User May Cancel

Selection of this option will permit the recipient to cancel
the deployment.

User May Snooze

Selection of this option will permit the recipient to snooze
the deployment.

Deploy within

Default time (in minutes), between the creation of the
deployment and the deployment deadline.

Always on Top

Selection of this option keep the Deployment (or Reboot)
notification window on top of all other windows until the
recipient acknowledges the notification by selecting a valid
option (Snooze, Cancel, Deploy, or Reboot).

Reboot Notification Defaults

User May Cancel

Selection of this option will permit the recipient to cancel
the reboot.

User May Snooze

Selection of this option will permit the recipient to snooze
the reboot.

Reboot within

Default time (in minutes), between the creation of the
deployment and the reboot deadline.

Discover Applicable Updates (DAU)

Scheduling Frequency

Configures the frequency of the DAU system task.

FastPath Servers

FastPath Interval

Time interval between agent and ZENworks Patch
Management Server communication. Interval can be
defined in minutes, hours, or days.

Servers

Allows for the redirection of an agent via a FastPath server
(caching proxy server) based upon the fastest route.

Bandwidth Throttling
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Table 9.23 Agent Policy Descriptions

Policy

Description

Maximum Transfer Rate

Defines the maximum amount of network bandwidth (in
Kbps), per device, which can be used, by the agent, for
package download.

Entering a value of zero (0) will disable Bandwidth
Throttling.

Minimum File Size

Defines the threshold (in KB) at which a file will be
managed by Bandwidth Throttling. Any file that is smaller
than the defined Minimum File Size will not be managed
by Bandwidth Throttling.

4. Click Save to save the agent policy set as defined.
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Editing a Policy Set
The Edit a Policy Set Wizard allows you to modify an agent policy and its behavior.

To Edit an Agent Policy Set
1. Select the Agent Policy Set requiring editing.

2. Select the Edit icon to the left of the policy.
The Edit A Policy Set window opens.

Policy Set Information

b4

= Policy Set Details
* Palicy Set Name Another Hew Palicy
Pelicy Set Description Another new Policy Set

= communication
Logging Level None

Agent Scan Made Herrnal

Communication Intereal
Agent Listener Port
Inventory Callection Options

Resume Interrupted Downloads

15 minute(s)

0

Trus
Hours of Operation
Legacy Agent Start Time 12:00 AM
Legacy Agent End Time 12:00 AM

= Deployment Notification Defaults

User May Caneel True
User May Snooze True
Deploy within 45 Minutes
Always On Top False

= Reboot Notification Defaults

User May Cancel Trus
User May Snooze Trus
Reboot within S Minutes

= Discover Applicable Updates (DAU)
Scheduling Frequency 26 Hours

=l FastPath Servers

Fast Path Interval 0 rainute(s)

= Bandwidth Throttling

Maximurn Transfer Rate 0 Keps

Minirmurn File Size 100 KB

* Indicates a required value

Figure 9.13 Editing Policies

3. Inthe Edit a Policy window, edit the policy as necessary.

m  Refer to “Creating a Policy Set” for details regarding the available policy options.

=
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4. Click Save to save your changes.

S Note: The new policy settings take effect immediately and will be applied to the target
agent(s) during their next communication with Patch Management Server.

Deleting an Agent Policy Set

You can delete a policy at any time. Deleting a policy will delete the policy from the database and
any groups associated to the policy are automatically associated to the default policy.

To Delete an Agent Policy Set

Note: System-defined Agent Policy Sets cannot be deleted.

1. In ZENworks Patch Management Server, click Options

2. In the Options page, click Policies.
The list of policies displays in the Policies tab.

Novells ZENworks:

Server Date and Time: 5/8/2007 3:57:03 PM (UTC-07:00)
Home Vulnerabilities Deployments  Devices Groups Users Reports Options Help About Log Out

subscription || Products || Configuration || Policies || E-Mail [ support ]

[[] Action AgentPolicy Set Name F
# [] [ 3 15 Minute Communication Intereal
B[O RZ Global system Policy
# [] [ 3 one Hour Communication Interval

|Tm|; E [ 1 ]of1 Pages Rows PerPage: |25 1w

. Administratar _ Lreate | Delete | Export |

Figure 9.14 Removing a Policy

Select the policy to remove by selecting the checkbox to the left of the policy.

4. 1In the Action Menu, click Delete.
The Delete Confirmation window opens.

5. Click Yes
The policy is deleted from the system.
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Defining Inventory Collection Options

The Select Inventory Collection page allows you to choose the inventory the DAU checks.

|7
Select Inventory Collection :

[“]Inventory Collection Options:
[“]allow use of WMI during inventory collection
Hardware

Other

~

USE controllers

[¥] 05 serial number {requires WMI}

IDE ATA/ATAPI contrallers

Wirtual Machines

Gther hardware devices

[l Device serial number {requires WHMI}

Pracessors

[¥] Device manufacturer and model {rmay use WHMI)

[use storage devices

[l Device asset tag (requires WMI)

[“] network adapters and MAC address (may use WMI}

User - last logged on

[l physical RAM - amount

System uptime {may use WMI)

Systern dewices

Custom import from file {may use WMI)

Nnn—PIug and Play drivers

Locally attached drives, total and free space

[“luse devices

BIOS information

SoundJ video, and game controllers

Figure 9.15 Inventory Collection Options

Table 9.24 Page Functions

Button Function

Reset Resets the previous settings.

OK Closes the page (maintaining changes).
Cancel Cancels all changes and closes the page.

To Define the Inventory Collection Options

1. Select the desired inventory collection options

Table 9.25 Inventory Collection Options

Inventory Option

Description

Inventory Collection
Options

Deselecting this option will deselect all inventory collection options.

Allow use of WMI
during inventory
collection

Required if WMI data will be gathered, deselecting this option will
deselect all inventory options which require WMI.

1
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Table 9.25 Inventory Collection Options

Inventory Option

Description

Hardware

Deselecting this option will deselect all Hardware inventory options.

USB controllers

Scans for data regarding USB device inventory (from ...\Enum\USB).

IDE ATA/ATAPI
controllers

Scans for data regarding IDE ATA/ATAPI controllers.

Other Hardware
devices

Scans for system device data.

Processors

Scans for processor data.

USB storage devices

Scans for data regarding USB device inventory (from
..\Enum\USBSTOR).

Network adapters and
MAC address (may use
WMI)

Scans for data regarding network adapters.

Physical RAM - amount

Scans for the device's total physical RAM.

System Devices

Scan the Windows registry for additional hardware information.

Non-Plug and Play
drivers

Scans for data regarding non-Plug and Play drivers.

Locally attached
drives, total & free
space

Scan for data regarding the disk drives.

USB devices

Scans for data regarding USB controllers.

BIOS information

Scans for BIOS data.

Sound, video, and
game controllers

Scans for data regarding sound, video, and game controllers.

OS serial number
(requires WMI)

Scans for the OS serial number (Requires WMI).

Virtual Machines

Scans to determine if the device is a virtual machine.

Device serial number
(requires WMI)

Scans for the device's serial number (Requires WMI).

Device Manufacturer
and Model (may use
WMI)

Scans for the computer manufacturer and model.

Device asset tag
(requires WMI)

Scans for the device's asset tag (Requires WMI).

User - last logged on

Scans for last logged in user and time.
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Table 9.25 Inventory Collection Options

Inventory Option |Description

System uptime (may Scans for and return the time since last reboot (system uptime).

use WMI)

Custom import from Scan for file containing custom inventory data (refer to “Using

file (may use WMI) Custom Inventory” for additional details).

Services Scans for a listing of Windows services (not applicable for Windows
9x or ME).

Software Scans for a listing of installed software.

2. Click OK to close the page maintaining your changes

Warning: Changes made to the /nventory Collection Options will not be saved until you
have selected Save on the Configuration page.

=
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Editing Agent Hours of Operation

Agent communication can be enabled or disabled to restrict agent communication with ZENworks
Patch Management to a specific time range only.

Note: Hours of Operation (HOP) is based on the Agent’s local time.

Hours Of Operation

Agent Hours Of Operation Agent Communication: [l Enabled [l Disabled

L & @
bl ©
——
Sunday
Monday

Tuesday

Wednesday
Thursday
Friday

Saturday

Figure 9.16 Edit Agent Hours of Operation

Table 9.26 Page Functions

Button Function

Reset Resets the previous Hours of Operation settings leaving the page
open for edit.

OK Closes the page (maintaining the changes made).

Cancel Cancels all changes and closes the page.

To Set an Hours of Operation Policy

1. Click the Day and Hour combinations during which you want to restrict agent communication.
m  ALL toggles all agent communication
m  day toggles entire day

m  fime unit toggles 30 minute increment across all days
2. Click OK

Warning: Changes made to the Hours of Operation schedule will not be saved until you
have selected Save on the Patch Management Server Configuration page.

| [T
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Configuring Fastpath Servers

The Fastpath functionality will allow for the redirection of an agent from the ZENworks Patch
Management Server to a Fastpath Server (or any caching proxy server) based upon the fastest route.

Table 9.27 FastPath Server fields

Field Description

Communication Interval | The time interval between each check by fastpath to
determine the fastest communication path back to the
ZENworks Patch Management Server. A setting of zero (0)
will disable the use of Fastpath Servers.

Servers A listing of the available Fastpath servers.

To Add/Edit FastPath Servers

1. Open Create/Edit Policy Set.
The Create/Edit a Policy Set window opens.

2. Scroll to the FastPath Servers area, and click Modify.
The Edit FastPath Servers window opens.

2
Edit FastPath Servers -

FastPath Servers

dd url Port

Mo FastPath Servers Assigned

e

Figure 9.17 Edit FastPath Servers

=
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3. Click the Add link (or Edit icon) to open the Add Fastpath Server dialog.

. Add FastPath Server

Add FastPath Server

I

URL: | |

Paort: | |

[ authenticated

User Mame: |

Password: I
Confirm Password: I

N esAre
Figure 9.18 Add Fastpath Server

4. Provide the following data about your FastPath server.

m  Url - The Url should be added in the http://servername format.
m  Port - The port on which your FastPath server operates.

= Authenticated - Select this option if the FastPath server requires authentication.
Enables the User Name and Password fields.

m  User name - If your FastPath server requires authentication, provide a valid user name.
m  Password / Confirm Password - The password associated with the defined user.

5. Click OK.
The FastPath Server data is saved and the Add FastPath Server window closes.

6. Click Save.
The Edit FastPath Servers window closes.
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Defining Agent Policy Conflict Resolution
When a group is assigned conflicting policies, those policies must be validated, and any conflicting
policies resolved. The policies are resolved in the following order:

1. Group Policies - The conflicting policy sets assigned to a group are resolved prior to
attempting to resolve the agent policies. The following rules apply:

m  Ifa group has inherit policies turned off:

a. It will not receive the policy sets that are assigned to its parent. Therefore, only those
policy sets that are directly assigned are considered.

b. Any conflicting values are resolved as defined in Table 9.28.

m  Ifa group has inherit policies turned on:
a. It will receive the resultant (after conflict resolution) policies assigned to its parent.
b. Any directly assigned conflicting values are resolved as defined in Table 9.28.

c. Finally, any policy values that are not directly assigned to the group, but are inherited
from the group’s parent, are assigned to the group.

2. Agent Policies - After resolving the group policies, the conflicting policies assigned to an agent
(via it’s group membership) are resolved. The following rules apply:

a. The resultant policies of all groups to which the agent is a member are resolved as defined
in Table 9.28.

b. Any policy values that have not been defined via the agent’s group membership are
populated based upon the policy settings defined in the Global Policy Set.

agent policy values. Therefore, conflict resolution rules do not apply to the Global Policy

IEI Note: The policy settings defined in the Global Policy Set are only used to fill the empty
Set.

The following table defines the rules used when resolving conflicting policy settings:

Table 9.28 Agent Policy Conflict Resolution

Policy Setting Resolution
Logging Level The agent will use the most verbose Logging Level.
(Debug > Detailed > Basic Information > None).
Agent Scan Mode The agent will use the fastest Agent Scan Mode.
(Fast Scan > Initial Scan > Normal Scan).
Communication Interval The agent will use the shortest Communication Interval.
Agent Listener Port If any group has an Agent Listener port defined (not zero), the

agent listens on the highest defined port value.

=
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Table 9.28 Agent Policy Conflict Resolution

Policy Setting

Resolution

Inventory Collection
Options

The agent will use an all inclusive set of Inventory Collection
options.

Resumable Downloads

If any group is not using Resumable Downloads, the agent will
not use Resumable Downloads.

Hours Of Operation

If any group is not using Hours of Operation, the agent will not
use Hours of Operation. However, if all groups are using Hours

of Operation, the agent will use an all inclusive setting. The on

value takes precedence during this operation.

User May Cancel
Deployment

The agent will use True.

User May Snooze
Deployment

The agent will use True.

Deployment Within n
minutes

The agent will use the smallest Deploy Within value.

Always On Top

The agent will use True.

User May Cancel Reboot

The agent will use True.

User May Snooze Reboot

The agent will use True.

Reboot Within n minutes

The agent will use the smallest Reboot Within value.

Discover Applicable
Updates (DAU) Scheduling
Frequency

The agent will use the longest possible DAU frequency.

FastPath Interval

The agent will use the shortest FastPath Interval.

FastPath Servers

The agent will use all of the defined FastPath Servers.

Maximum Transfer Rate

The agent will use the smallest Transfer Rate.

Minimum File Size

The agent will use the smallest File Size.
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Using E-Mail Notification

The E-Mail Notification page lets you configure system alerts to help in monitoring your ZENworks
Patch Management Server. You can enter any number of e-mail addresses and then assign the
particular alert types that you want each recipient to receive. This page also allows you to define the
trigger levels for individual alerts.

Subscription Praducts Configuration Foliciss E-Mail Notification Suppart
E-Mail Motifications
Low | Low Low Up-
Systern|Storage Available| Coming
Mew Mew Agent |Subscription|Deployment| Disk | Disk | License | License | License
[ |vulnerabilities Registrations|  Failure Failure | Space | Space | Count [Expiration|Expiration Notification Address

O

Technical. Publications@T echPubs.com

Alert Thresholds

Outgoing Mail Server (SMTP): mail. TechPubs.com

Lowt Available License Count:
MB. Check Disk Space Every |1 Days v Alert When Below |25

Lovr System Disk Space:

Alert When Below [1025 Licenses,

Upcoming License Expiration:
Alert When Days Remaining Are Below [gn

Lowr Storage Disk Space:

Alert When Below [1on0 MB. Check Disk Space Every |1 Days v

Figure 9.19 E-Mail Notifications Tab

The following table describes the Action Menu functions of the E-Mail Notification window.

Table 9.29 Page Functionality

Button Function

Create Creates a new e-mail notification.

Save Saves the changes made to e-mail notification.
Warning: Be sure to click Save after making any changes. If you do not click Save,
the system will revert to the last saved settings when you navigate off of the E-Mail
page.

Delete Deletes the selected e-mail address from the notification list. Once deleted, the entry
cannot be restored.

Export Exports a list of e-mail notification addresses and settings to comma separated value
(.csv) file format.
For more information on exporting data, see “"Exporting Data” .

Test Sends a test e-mail message to the selected e-mail address(es).
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Configuring E-Mail Notification

The following options can be defined for each e-mail address included in the notification address
column. Notification trigger levels (default values) for disk space, checking intervals, and license
data are defined in the Alert Thresholds section.

Table 9.30 E-mail Notification Column Descriptions

Column Name

Description

New Vulnerabilities

Alerts when a new vulnerability becomes available for deployment.

New Agent
Registrations

Alerts when an agent registers with the ZENworks Patch Management
Server.

Subscription Failure

Alerts when any subscription task (download) fails.

Deployment Failure

Alerts when a deployment fails.

Low System Disk
Space

Alerts when the free disk space, on the ZENworks Patch Management
Server, falls below the defined minimums.

Low Storage Disk
Space

Alerts when the available storage space, on the ZENworks Patch
Management Server, falls below the defined minimums.

Low Available
License Count

Alerts when the number of licenses available to the ZENworks Patch
Management Server falls defined minimums.

Up-Coming License
Expiration

Alerts when licenses will expire within the defined time frame.

License Expiration

Alerts when a license expires.

Server (SMTP)

Notification The e-mail address that receives notifications. Must be a validly

Address formatted e-mail address (name@domain.tld); the system does not,
however, validate the actual address.

Outgoing Mail The mail host used by your ZENworks Patch Management Server for

sending e-mail messages.

- 280 -




ZENworks Patch Management Server v6.4 - User Guide

Defining E-Mail Alert Thresholds

Alert thresholds allow you to define the limits that trigger various alerts (notifications). Trigger
limits are available for system disk space, storage disk space and license information.

Table 9.31 E-Mail Notification Alert Definitions

Alert Threshold

Definition

Low System Disk
Space

Alert is generated if the system disk space on the ZENworks Patch
Management Server drops below the defined level. The level is
measured in Megabytes (MB) and must be a whole number between 1
and 9,999 MB (9.765 GB).

Low Storage Disk
Space

Alert is generated if the storage drive disk space on the ZENworks
Patch Management Server drops below the defined level. The level is
measured in Megabytes (MB) and must be a whole number between 1
and 9,999 MB (9.765 GB).

Check Disk Space
Every... Interval

Represents the schedule that the thresholds are checked. This is
defined in units of minutes, hours or days. The interval must be
defined as a whole number between 1 and 99.

Low Available
License Count

Alert is generated if the number of available licenses drops below the
defined level. The level is measured in units of available licenses, and
must be a whole number between 1 and 999.

Up-Coming License
Expiration

Alert is generated if licenses will expire within the defined days. The
level is measured in units of days to expiration, and must be defined
as a whole number between 1 and 99.

To Send a Test E-mail

On the Options page, click E-Mail.

In the Current E-Mail Notifications section, select the e-mail address(es) to receive the test

message.

In the Action Menu, click Test.

A confirmation message informs you that the test message was sent.

|
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Technical Support Information

Clicking on the Support tab causes the Technical Support page to be displayed. The Technical
Support page is a view-only page that provides a variety of system data pertaining to the ZENworks
Patch Management Server environment. It also provides links to contacting support.

Novell, ZENworks,

Server Date and Time: 5/8/2007 3:58:26 PM (UTC-07:00)
Home Vulnersbilities Deployments Devices  Groups Users Reports Options  Help About  Log Out

Subseription || Products Configuration Palicies E-Mail | Technical support

Server Information

Name: TP-PATCHMGR Version: £.4,2.1029
Serial Number: 934DA35F-93153753 URL: tp-pstchmgr.lab, com
) . Microsoft Windows Server 2003, Last Agent .
Operating System: [1-1%5 08 o o ons 5/8/2007 3156143 FM

Last Connected with Novell: 5/5/2007 :00:07 PM Installation Date: 4/29/2007 12:35:00 PM

Storage Yolume Free o\ _ . o0y 246,176 Bytes
Space:

Non-Expired Licenses: 101

System Root Free
Space:

Total Agents
Registered:

Licenses Available: 7 Gl = 6,221,746,176 Bytes

Licenses In Use: 3 3

Subscription Service ID: 3207d388-8200-4df1-a0e7-c541 29fbad2

Gomponent Yersion Information

0S Yersion: 5.2.3730
5 MDAC Yersion: 2,52,1830.0

0 Service Pack: Service Pack 1

1IS Yersion: 5.0.3730,1830 SOL File Yersi 00,3042.00

NET ¥ersion: 1.1,4322,2300 SQL Yers icrasoft SQL Server 2005 -
00,3042.00 (Intel #86) Feb 3
2007 22:47:07 Copyright [c)
1988-2005 Micrasoft Corporation
Enpress Edition an Windows NT 5,2
(Build 3730; Service Pack 1)

Nowvell Support Information
® Access Product Knowledas Base * Access Product Web Site

. Administrator 05 Packs Export

Figure 9.20 Technical Support Tab

The following table describes the Action Menu functions of the Technical Support page.

Table 9.32 Page Functionality

Button Function

OS Packs Regenerates and synchronize the relevant information for each of the Operating
Systems supported by your ZENworks Patch Management Server.

Export Exports a list of e-mail notification addresses and settings to comma separated value
(.csv) file format.
For more information on exporting data, see “"Exporting Data” .

u e
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This section provides general notes regarding the ZENworks Patch Management Server. The

information is not editable.

Table 9.33 Novell ZENworks Patch Management Server Information Field Descriptions

Field Name

Description

Name

The name of the computer on which ZENworks Patch Management
Server is installed.

Serial Number

The serial number used by this server.

Operating System

The operating system installed and running on the ZENworks Patch
Management Server machine.

Last Connected with Novell

The date and time the system last made a connection with the Global
Subscription Server.

Non-Expired Licenses

Total number of active licenses.

Licenses Available

Number of licenses that can be used to register devices with this
ZENworks Patch Management Server.

Licenses in Use

Number of licenses being used by agents.

Subscription Service ID

The ID assigned to the ZENworks Patch Management Server upon its
registration with the Global Subscription Server.

Version The version number of the ZENworks Patch Management Server
installed.
URL The URL assigned to this ZENworks Patch Management Server.

Last Agent Connection

The date and time an Agent last made a connection to the ZENworks
Patch Management Server.

Installation Date

The date ZENworks Patch Management Server was installed.

Storage Volume Free Space

The amount of free disk space on your storage volume.

System Root Free Space

The amount of free disk space on your system volume.

Total Agents Registered

The total number of agents registered with this ZENworks Patch
Management Server.
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Component Version Information

This section identifies the basic component software and services running on the ZENworks Patch
Management Server. The information is not editable.

Table 9.34 Component Version Information Field Descriptions

Field Name Description

OS Version Additional operating system information (typically the version
number).

OS Service Pack Service pack information, if available, regarding your operating
system.

IIS Version The version of Internet Information Server (IIS) running on the
system.

.NET Version The .NET Framework version(s) installed on the server.

MDAC Version The Microsoft Data Access Components (MDAC) version.
Click More... to view a detailed list of MDAC product and file versions.

SQL File Version The SQL Server version installed on the server.

SQL Version Detailed SQL Server version information.

Novell Support Information
This section provides links to Novell Support.

Table 9.35 Novell Support Information Link Descriptions

Field Name Description

Access Product Accesses the Novell Knowledge Base.
Knowledge Base

Access Product Web Site | Accesses the Novell Web site.
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1 0 Using the ZENworks Patch Management
Agent

When installed on a device, the Agent scans that device for vulnerabilities and communicates the
results of the scan to your ZENworks Patch Management Server. The results returned to ZENworks
Patch Management can be viewed at any time, even if the workstation is disconnected from your
network. The scan results are used, by ZENworks Patch Management, to determine a vulnerability’s
applicability for each device. If a vulnerability is applicable, ZENworks Patch Management will
display the device as Not Patched.

After installing the ZENworks Patch Management Agent, there is generally, no additional user
interaction required at the device.
In this Chapter

e  “About the ZENworks Patch Management Agent for Pre Windows Vista”
e “About the ZENworks Patch Management Agent for Linux/Unix/Mac/Netware”
e “About ZENworks Patch Management Agent for Windows Vista”

About the ZENworks Patch Management Agent for Pre Windows
Vista

The agent is responsible for retrieving device data, uploading the device data to ZENworks Patch
Management Server, and deploying vulnerabilities to the device.

Viewing the Agent

To Access the Update Agent
1. Go to Start > Settings > Control Panel.

2. Select Novell ZENworks Patch Management.
The Novell Agent Control Panel opens. The Deployment tab is the default.

B Note: When opening the ZENworks Patch Management Agent, the Control Panel must
be displayed in the Windows Classic View. Viewing the Control Panel in Category View
will not display the Agent.

Agent Components

The following section describes the components of the ZENworks Patch Management Agent and
their functions.

1
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Deployment Tab

The Deployment tab is comprised of four functional areas.

Novell ZENworks Patch Management Agent [ %]
Deplayment | petection | Praxies | Abaut |
Patch Management Server: http: fftp-patchmgr
Deployment Agent Status: Started Nove' I“

—Agent Information

Last Checked Time:

Logging Level:

MNext Checked Time:

Agenk Listener Paork:

5/8/2007 1:32:02 PM
5/8/2007 1:47:02 PM
Mone

1]

—Log Operations ——————————————————

‘Wiew Agent Log Check Now |
Clear Agent Log | Restark Agent |

Agent Operations

OF I Cancel | Apply |

Figure 10.1 Agent initial screen

Server Information and Status

The following table displays the ZENworks Patch Management Server location and the

communication status:

Table 10.1 Server Information

Field

Description

Patch Management Server

The URL of the ZENworks Patch Management Server the
agent is registered against.

Deployment Agent Status

Indicates the current status (started, stopped, working,
waiting, or restarting) of the Novell ZENworks Patch
Management Update service on the local device.
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Agent Information

The following table describes the information in the Agent Information area of the Deployment
tab:

Table 10.2 Agent Information

Field Description

Last Checked Time When the agent last communicated with the ZENworks Patch
Management Server.

Next Checked Time Next scheduled time when the agent will contact the
ZENworks Patch Management Server.

Logging Level The agent’s current logging level. As defined in “"Customizing
and Administering Agent Policy Sets” .

Agent Listener Port The port on which the agent will listen for communication.
0 = Disabled. Defined in “Customizing and Administering
Agent Policy Sets” .

Log Operations
The following table describes the log operations:

Table 10.3 Log Operations

Use To
View Agent Log View the Agent’s activity log.
Clear Agent Log Clear the contents of the agent log.

To View the Agent Log

1. Click View Agent Log.
The Agent Log (ZENworks Patch Management Agent.log)opens

E& ZENworks Patch Management Agent.log - Notepad - |EI|1|

File Edit Format Wiew Help

2006/08/28 14:16:21. 0311, 0, HttpSession:topen: to host: http:/tp_novell [Htp:]
2006/08/28 14:16:26. 0717, 0, HttpsSession: topen: to host: http:/tp_novell  upd:

|2006I08I28 14:16:26,0826,0,Request to register/unregister an agent. [AgentTh

‘2006I08I28 14:16:35.0451, 0, Agent :Register agent returned (0) success [AgentT

2006/08/28 14:16:35. 0483, 0,Exiting AgentThread: registeragent [AgentThread. <

|

i

| 5
Figure 10.2 View Agent Log
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To Clear the Agent Log

1. Click Clear Agent Log.
The Clear confirmation message dialog box opens.

Control Panel Message [ <]

‘?/J Are you sure you wank to clear this log file?

Figure 10.3 Clear Agent Log Message

2. Click Yes.
The system clears the Agent Log.

Agent Operations
The following table describes the Agent Operations area:

Table 10.4 Agent Operations

Use To

Check Now Cause the Agent to contact the ZENworks Patch
Management Server.

Restart Agent Restarts the ZENworks Patch Management Update
service.

To Initiate Communication Between the Agent and the ZENworks Patch
Management Server

1. Click Check Now.

2. The Agent initiates communication with the ZENworks Patch Management Server and checks
for any pending tasks or deployments.
The Last Checked Time field reflects the current time.

To Restart the Agent
1. Click Restart Agent.

2. The Agent restarts.
The Deployment Agent Status field confirms that the Agent is restarting by displaying
Restarting, and then Started when complete.

u e
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The Detection tab is comprised of four functional areas.

Novell ZENworks Patch Management Agent E

Deployment  Detection |Proxies | Abauk |

Patch Management Server:

Deployment Agent Status:

http: fftp-patchmgr
Started

Novell.

—Agent Information

Last Detection Time:

Detection Status;

5/8/2007 11:16:52 AM

Dane

—Log Operations

View Detection Log
Clear Detection Log |

Agent Operations

Detect ASAP |

OF I Cancel | Apply |

Figure 10.4 Detection Tab

Server Information and Status

The following table displays the ZENworks Patch Management Server location and the

communication status:

Table 10.5 Server Information

ZENworks Patch Management Server v6.4 - User Guide

Field

Description

Patch Management Server

The URL of the ZENworks Patch Management Server the
agent is registered against.

Deployment Agent Status

Indicates the current status (started, stopped, working,
waiting, or restarting) of the Novell ZENworks Patch
Management Update service on the local device.
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Agent Information

The following table describes the information in the Agent Information area of the Deployment
tab:

Table 10.6 Agent Information

Field Description

Last Detection Time The last time the Discover Applicable Updates (DAU) task ran.

Detection Status The status of the DAU task.

Log Operations
The following table describes the Log Operations area:

Table 10.7 Log Operations

Use To
View Agent Log View the Detection log.
Clear Agent Log Clear the Detection log.

To View the Detection Log

1. Click View Detection Log
The Detection Log (ZENworks Patch Management Detection Agent.log) opens.

!& ZENworks Patch Management Detection Agent.log - Notepad - |EI|1|
File Edit Format Wiew Help
PO06/08/29 14:12:36.0420,0,5tarting Detection Agent i’

2006/08/29 14:12:56. 0467, 0, System Configuration

2006/08/29 14:12:56.0576,0, Agent ID = 17C28A0A-8D3A-49EF-ABS3-156921812E0¢
2006,/08/29 14:12:56.0639,0, Account ID = 934DA35F-0000-0010-8000-931537532E
2006/08/29 14:12:56.0811,0, Agent Install Path = C:“Program FileshpPatchLink
2006/08/29 14:12:56.0842,0, Base Agent version = 6.3.2.470

2006/08/29 14:12:56.0889,0, Detection Agent wversion = 6.3.2.470

2006/08/29 14:12:56.0936,0, PLUS version = 6.3.2.470

2006/08/29 14:12:56.0067,0, AgentCenter weh service version = 3

2006/08/29 14:12:57. 0076, 0, active options
2006508729 14:12:57.0295.0. Detection Aoent Character Set = MBCS -l

Figure 10.5 View Detection Log
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To Clear the Detection Log

1. Click Clear Detection Log.
The Clear confirmation message dialog box opens.

Control Panel Message [ <]

‘?/J Are you sure you wank to clear this log file?

Figure 10.6 Clear Agent Log Message

2. Click Yes.
The system clears the Detection Log.

Agent Operations
The following table describes the Agent Operations area:

Table 10.8 Agent Operations

Use To

Detect ASAP Causes the agent to start a DAU as soon as possible.

To Prompt the Agent to Detect Vulnerabilities Immediately

1. Click Detect ASAP.
The Agent starts the DAU task.
The Last Detection Time field reflects the current time.
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Proxies Tab

The Proxies tab allows you to configure proxy settings for communication with the ZENworks

Patch Management Server.

MNovell ZENworks Patch Management Agent [ %]

Deployment | Detection  Proxies |P.bout |

Patch Management Server: http: f{tp-patchmar NOVEII
Deployment Agent Status: Started -

Deployment Agent Proxy Information
[~ Enable Progy = | suthentizated

SErVEr: I Fart: I

Usernare: I Password: I

[N BSAFE

0K I Cancel Apply

Figure 10.7 Proxies Tab

Server Information and Status

The following table displays the ZENworks Patch Management Server location and the

communication status:

Table 10.9 Server Information

Field

Description

Patch Management Server

The URL of the ZENworks Patch Management Server the
agent is registered against.

Deployment Agent Status

Indicates the current status (started, stopped, working,
waiting, or restarting) of the Novell ZENworks Patch
Management Update service on the local device.
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Proxy Information

To Configure the Proxy Settings

1. Select Enable Proxy.
The Server and Port fields become active.

2. Type the server s URL address in the Server field.
3. Type the Port in the Port field.

4. Ifyou are using an Authenticated proxy, select Authenticated.
The Username and Password fields become active.

Novell ZENworks Patch Management Agent =

Deployment: I Detection  Proxies |Ab0ut I

Patch Management Server: http: fitp_novell

Novell.

Deployment Agent Status: Started

Deployment Agent Proxy Information
V¥ Enable Proxy [V autherticated

Server: I tp_novellserver Port: I ]

Username: IUser EezarEreh I*******

OF I Cancel | Apply

Figure 10.8 Proxy tab with both options activated

Type the Username in the Username field.
Type the Password in the Password field.

Click OK.
The confirmation dialog box opens.

Control Panel Message =]

? ) Applying these configuration changes will cause a restart of the default agent.
2 Do you wank ko conkinue?

Figure 10.9 Proxy change confirmation

=
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8. Click Yes.
The proxy information is saved.

About Tab

The About Tab displays information regarding the Agent and its associated ZENworks Patch
Management Server.

Deployment: I Detection I Proxies #About |

Patch Management Server: http: fftp-patchmgr

Deployment Agent Status: Started Nove' I“
Version Information
Client Agent: 6.4.2.214
Detection Agent: 6.4.2.214
Patch Management Server: 6.4,2.1029
Control Panel: 6.4.2.214
Motification Manager: 6.4.2.214

OF I Cancel Apply

Figure 10.10 Proxies tab

Server Information and Status

The following table displays the ZENworks Patch Management Server location and the
communication status:

Table 10.10 Server Information

Field Description

Patch Management Server | The URL of the ZENworks Patch Management Server the
agent is registered against.

Deployment Agent Status Indicates the current status (started, stopped, working,
waiting, or restarting) of the Novell ZENworks Patch
Management Update service on the local device.
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Version Information

The following table describes the Version Information area for the About tab:

Table 10.11 Version Information

Field Description

Client Agent Version number of the ZENworks Patch Management
Agent.

Detection Agent Version number of the Detection Agent.

Patch Management Version number of the Patch Management Server.

Server

Control Panel Version number of the Control Panel.

Notification Manager Version number of the Notification Manager.

User Interaction During a Deployment

After you create a deployment within ZENworks Patch Management Server, the agent can retrieve

the deployment from the server. When the agent receives a deployment, if a deployment notification
was enabled and a user is logged into the device, the Novell Desktop Deployment Manager displays
on the Device screen.

Novell ZENworks Patch Management Desktop Deployment Manager.

The download and installation of the patch: M5 282010
Microsoft Jet 4.0 Service Pack 7 (SP7) is ready to begin, I
wou require any additional information, please contact your
Movell ZEMworks Patch Management administrator,

PATCHLINE

Novell.

are update must begin by today at 5:02 PM

3 ar:

Figure 10.11 Novell Desktop Deployment Manager - Pending Deployment

=
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An icon is also visible in the taskbar.

N 1:49FM

Figure 10.12 Install Icon

To Begin the Deployment

1. Click Install.
The Agent starts the deployment.

To Delay a Deployment
1. Select a time frame from the Snooze for drop-down list.

2. Click Snooze.
The deployment is delayed for the selected duration.

To Cancel a Deployment

1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to do so)
A confirmation dialog box displays, confirming your choice.

2. Click Yes.
The deployment is cancelled.

= Note: If the deployment is part of a mandatory baseline, the Server will redeploy
the patch until it is installed on the device.
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User Interaction During a Reboot

If the agent must reboot the device, a user is logged into the device, and reboot notification was
enabled, the Novell Desktop Deployment Manager will displays on the Device screen.

Novell ZENworks Patch Management Desktop Deployment Manager.

Computer rel

To complete the installation of the patch: M5 282010
Microsoft Jet 4.0 Service Pack 7 (SP7), it is now necessary to
reboot your device, If you require any additional information,
please contact your Movell ZEMworks Patch Management
adrministrator,

Novell.

III This reboot must accur by today

Snooze for:

Figure 10.13 Novell Desktop Deployment Manager - Pending Reboot

An icon is also visible in the taskbar.

M 1:49Pm

Figure 10.14 Install Icon

To Reboot Immediately

1. Click Reboot.
The Agent reboots the device.

To Delay the Reboot

1. Select a time frame from the Snooze for drop-down list.
2. Click Snooze.

The reboot is delayed for the selected duration.
To Cancel the Reboot

1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to do so)
A confirmation dialog box displays, confirming your choice.

=
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2. Click Yes.
The reboot is cancelled.

About the ZENworks Patch Management Agent for Linux/Unix/
Mac/Netware

The Linux/Unix/Mac/Netware Agent is a command line based application that does not have a user

interface. While you are in the root directory, inside the Patch Service program, type:

user\local\patchagent\readme

Refer to the following commands to complete tasks within these agents:

Table 10.12 LUMN Agent Commands

Command Description

info General information about the Agent.

status Status of the Agent process.

daustatus Status of the Discover Applicable Updates task.

detect Starts the detection task.

stop Stop the Agent process.

restart Stop and start the Agent process

patchdirectory Sets the directory where patches will be temporarily downloaded.
setmacro Specifies the macro definitions that should be used by the agent.
trimlogs Trims the Update Agent logs.

archivelogs Archives the Agent logs so that they can be sent to Novell.
proxysetup Set up your proxy server.

clearAgentLog Clears the Update Agent error log file.

clearErrLog Clears the Update Agent detection log file.

help Displays the patch server script usage information.
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About ZENworks Patch Management Agent for Windows Vista

The following section describes the Microsoft Vista Agent and its components.

Viewing the Agent

To Access the Update Vista Agent

1.

Go to Start > Control Panel.
The Control Panel opens.

Select Novell ZENwor ks Patch Management Agent.
The Agent Control Panel opens.

N Agent Management Console (=& =

- M) Home () Scan |[v ) Toos T | Novell. ZENworks

Vulnerability Scan: The Deployment Service is Running, Your computer meets corparate policies, and all
updates have been installed.

Status

Last scan: Not Available
Update schedule: Every 15 minutes

Definition date: 7/12/2007 10:56 AM

Agent Core version: 64,2240 installed on 7/2/2007

Figure 10.15 Control Panel

Agent Components

The following section describes the components of the ZENworks Patch Management Agent for
Windows Vista and their functions.

“Home Page”

“Tools and Settings”
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Home Page

The Home page is comprised of the following functional areas.

N Agent Management Console

San |v R Tooks  P)|v Novell. ZENworks.

F

ulnerability Scani The Deployment Service is Running. Your computer meets corparate policies, and all
updates have been installed.

Status

Last scan:
Update schedule:
Definition date:

Agent Core version:

Not Available
Every 15 minutes

7/12/2007 10:56 AM

6.4.2.240 installed on 7/2/2007

Figure 10.16 Vulnerability Detection Page

e Compliance - Displays whether your computer is compliant with corporate policies. The
available values are as follow:

Table 10.13 Computer Compliance Status

Status

Description

Displays

Compliant

Green (Service is
running and the
ZENworks Patch
Management Agent is
idle)

 corporate policies.

Vulnerability Scan:  Deployment Service is Running Your computer meets corporate policies, and all
updates instafled on your computer.

Unable to
Determine
Compliance

Red (Service is not
running)

Critical Deployment Service is Stapped the agent is ofiine.
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Table 10.13 Computer Compliance Status

Status Description Displays

Not Yellow (Service is

Compliant running and the 1] | [¥our computer not is compliant with corporate policies. B B _‘i
ZENworks Patch | Vulnerability Scan:  Deployment Service is Running your computer requires a reboot to finish installing
Management Agent is ypdater
busy)

Unable to Blue (Service is

Contact running and the not been able to contact the management server.

Server ZENworks Patch %Cnucal Deplayment Service is Running the agent is in an unknown state,
Management Agent is
offline or unknown)

Active Scan Statistics - Only displays after clicking the Scan button. The Active Scan Statistics
section will start a scan if one is not already active, and displays the Scan Type, Start Time,
Duration, and Status.

Scan. If the Scan was running prior to you clicking the Scan button, the exact start time

I%l Note: The scan Start Time and Duration values are only populated if you started the

duration are unknown.

Status - Provides general Agent status values. Including the Last Scan, the Update Schedule
(as defined by the Communication Interval), the scan Definition Date, and the Agent Version.

Tools and Settings

The Tools and Settings page is comprised of links to the following:

“Proxy Settings” - The Proxy Settings link opens the Proxy Settings page, allowing you to view
or modify the agent’s current proxy configuration.

“Logging” - The Logging link opens the Log Files page, allowing you to view or clear the
Agent log files.

“Notification Manager” - The Notification Manager link opens the Notification Manager page,
allowing you to define the Notification Manager behavior.

“Management Server” - The Management Server link opens the Server Settings page.

=
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Proxy Settings

The Proxy Settings page allows you to override the server provided proxy settings for

communication with the ZENworks Patch Management Server.

" N rony Stings (o) |
€ & Home @) san|v J Toos 7|7 Novell. ZENworks.

Q Proxy Settings

Server provided prowy settings

Server Port Authenticated

There are no server assigned proxies. -

m

[7] Override the server provided proxy configuration.

Client defined proxy settings.

¢

Proxy Server Address: | Type server name or [P address here

S5L Enabled: Yes No (e

Proxy Authentication

C

Enter your proxy authentication credentials

EEABSAFE © o

Figure 10.17 Proxy Settings

To Configure the Proxy Settings

1.

LA S

Select Override the Server Provided Proxy Settings.

The Proxy Server Address, Proxy Server Port and SSL Enabled fields become active.

Type the Proxy Server s Address in the Proxy Server Address field.

Type the Port in the Proxy Server Port field.

If your proxy uses https, select the SSL Enabled field.

If you are using an Authenticated proxy:

1.

2.
3.
Click Save.

Select Enter proxy authentication credentials.
The Username, Password, and Retype Password fields become active.

Type the Username in the Username field.

Type the Password in the Password and Retype Password fields.

The proxy information is saved.
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Logging

The Log Files page, provides buttons to view and clear the Agent log files.

(€M M tome @) san|v J oo 2|+ Novell. ZENworks.

f

— Log Files
Neme. Date Modified Size Action
Agent Panel 7/12/2007 10:55:24 AM  5.66 K8

Agent Deployment  1/1/0001 12:00:00 AM 0B
Agent Inventory 7/12/2007 10:55:56 AM  3.08 KB
Agent Detection  1/1/0001 12:00:00 AM 0B

Figure 10.18 Log Files Page

To View a Log File
1. [Ifdesired, click the Name, Date Modified, or Size column heading to sort the log files.
2. Click the View button to open the Log Detail page.

To Clear a Log File
1. [Ifdesired, click the Name, Date Modified, or Size column heading to sort the log files.
2. Click the Truncate button to clear the log.

Log Detail Page

The Log Detail page displays the Name, Size, last Updated date, and log contents. From the
Log Detail page, you can search the log contents, change to a single page, or facing pages view,
and refresh.
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Notification Manager

The Notification Manager page, comprised of the Notification Settings area, which provides the
following information:

(€M M tome @) san|v J oo 2|+ Novell. ZENworks.

_ .
== Log Files

Name Date Modified Size Action

Agent Panel 7/12/2007 10:55:24 AM  5.66 K8
Agent Deployment  1/1/0001 120000 AM OB
AgentInventory  7/12/2007 10:55:56 AM  3.08 K8
Agent Detection  1/1/0001 120000 AM OB

Figure 10.19 Notification Manager

e Notification Manager Version - Displays the version of the Notification Manager (for use by
Technical Support).

e Always Show Icon in System Tray - When selected, will force the Novell Notification
Manager icon to display in the Windows System Tray area.

[T
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Management Server

The Server Settings page is comprised of the Patch Management Server Settings area which
provides the following:

N Management Server | = o )
€ @& tome Gsan|s J Tk [+ Novell. ZENworks

a Server Settings

Patch Management Server Settings

Patch Management Server: http://tp-patchmgr:80,
Patch Management Server Version: 54.2.1298

Agent Center Version: 3

Figure 10.20 Server Settings

e Patch Management Server Version - Provides the version of the Patch Management Server
that this agent is registered against.

e  Open Patch Management Server - A link that, when clicked, will open the Patch
Management Server in a web browser.

e Agent Center Version - Provides the associated Agent Center version (for use by Technical
Support).

1
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User Interaction During a Deployment

After you create a deployment within ZENworks Patch Management Server, the agent can retrieve
the deployment from the server. When the agent receives a deployment, if a deployment notification

was enabled and a user is logged into the device, the Novell Desktop Deployment Manager will
display.

N New Updates Are Now Available for Your System

Your computer system administrator has deployed the following update for your system

The download and installation of the patch: MS07-021 930178 (Vista) Vulnerabilities in
CSRSS is ready to begin. If you require any additional information, please contact your
MNovell ZENworks Patch Management administrator.

ADMINISTRATOR

Remind me in: [Select An Item v]

This update must be installed by Wednesday,
May 02, 2007 11:52 AM | install Now__ | [ Cancel l

Figure 10.21 Novell Desktop Deployment Manager - Pending Deployment

When the Novell Desktop Deployment Manager displays, to indicate a pending deployment, you
must select one of the following options:
e Start the Deployment - To begin the deployment:
1. Click Install Now.
The Agent starts the deployment.
e Snooze the Deployment - To delay the deployment:
1. Select a time frame from the Remind me in drop-down list.
The deployment is delayed for the selected duration.
e Cancel the Deployment - To cancel the deployment:

1. Click Cancel (if Cancel is not available, your Administrator has disabled this function)
A confirmation dialog box displays, confirming your choice.

2. Click Yes.
The deployment is cancelled.

S Note: If the deployment is part of a mandatory baseline, the Server will redeploy
the patch until it is installed on the device.

e
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User Interaction During a Reboot

If the agent must reboot the device, a user is logged into the device, and reboot notification was
enabled, the Novell Desktop Deployment Manager will display.

Restart your computer to finish installing important
updates.

To complete the installation of the patch: MS07-017 925802 (Vista)
Vulnerabilities in GO, it is now necessary to reboot your device. If you require
any additional information, please contact your Novell ZENworks Patch
Management administrator.

Restarting in: 29 min, 30 sec

Remind me in: [Select An Item v]

[ Restart now l [ Cancel l

Figure 10.22 Novell Desktop Deployment Manager - Pending Reboot

When the Novell Desktop Deployment Manager displays, to indicate a pending reboot, you must
select one of the following options:

¢ Reboot the Device - To reboot immediately:

1. Click Restart now.
The Agent reboots the device.

¢ Snooze the Reboot - To delay the reboot:

1. Select a time frame from the Remind me in drop-down list.
The reboot is delayed for the selected duration.

e Cancel the Reboot - To cancel the reboot:

1. Click Cancel (if Cancel is not available, your Administrator has disabled your ability to do
S0)
A confirmation dialog box displays, confirming your choice.

2. Click Yes.
The reboot is cancelled.
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A Patch Management Server Reference

In this Appendix

e “Patch Management Server Security”

e “ZENworks Patch Management Server Error Pages”
e “Winlnet Error Codes”

e “HTTP Status Codes”

e “ZENworks Patch Management Agent (Device) Status Icons”

Patch Management Server Security

There are multiple layers of security for ZENworks Patch Management:

Web Site Authentication

Internet Information Services (IIS) controls authentication in to the Patch Management Server web
site, which means the operating system itself is validating users and their passwords.

Note: ZENworks Patch Management Server default security settings prohibit the use of
any browser other than Internet Explorer 6 SP 1 and above. If you need to remove this
restriction, and disable the enhanced security settings available with IE 6 SP1, refer to
the Novell Knowledgebase

Web Site Encryption via SSL

SSL provides an encrypted wrapper around all web communication to and from the product.
Therefore installing ZENworks Patch Management with SSL will provide another level of
protection.

User (Security) Roles

Every feature, page and action throughout ZENworks Patch Management has been assigned to a
series of Access Rights. These access rights combine together to form a user role. Roles also contain
a list of devices and device groups. Regardless of how a user authenticated into ZENworks Patch
Management, the access and permissions are defined solely by the Novell Administrator.
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ZENworks Patch Management Server Error Pages

The ZENworks Patch Management Server provides several distinct error pages. These pages are:

e  Access Denied - This page is displayed whenever a user fails to provide valid credentials when

accessing ZENworks Patch Management Server or they attempt to access an area of ZENworks
Patch Management to which they do not have access.

e Internal Server Error - This page is displayed whenever an unspecified internal error occurs.
In most cases, closing the browser window and restarting your task within ZENworks Patch
Management will resolve the issue.

e Refresh User Data - This page is displayed whenever the current session expires, such as when

there has been an extended period of inactivity.

¢ Requested Page Not Found - This page is displayed whenever a user attempts to navigate to
an address that does not exist on the ZENworks Patch Management Server. Links are provided
to common sections of the ZENworks Patch Management Server to assist the user in returning
to their desired location within ZENworks Patch Management.

e System Component Version Conflict - This page is displayed whenever a system component
version conflict is detected. To ensure optimal behavior, the system components of the
ZENworks Patch Management Server are checked every time a user logs into the site. If a
conflict is detected, this page identifies the component(s) that caused the conflict. The
ZENworks Patch Management Server will also send a notification e-mail to the Novell
Administrator when a conflict occurs.

e Cache Expired - This page is displayed whenever the user session expires. Usually the result of

an extended period of inactivity.

e Unsupported Browser Version - This page is displayed whenever a user visits the ZENworks
Patch Management Server with an unsupported browser.
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ZENworks Patch Management uses Microsoft’s Winlnet API for communication between the
Agents and Server. When this communication fails, the error codes returned are Winlnet error
codes. The following table defines the most commonly seen error codes:

Table A.1 ZENworks Patch Management Agent Error Codes

— WinInet o

PL Agent Error Description Description

9 P Error Code P
Head failed: Head request failed. Erroris | 12002 The internet connection timed out
12002. . Host=1116 HTTP Error=0
Head failed: Head request failed. Erroris | 12031 The connection with the server has
12031. . Host=1109 HTTP Error=0 been reset
Head failed: Head request failed. Erroris | 12007 The server name could not be
12007. . Host=1109 HTTP Error=0 resolved
Refer to Microsoft knowledgebase article #193625 for additional details regarding the WinInet error codes.

HTTP Status Codes

As a Web based application using Internet Information Services (IIS), Novell ZENworks Patch
Management uses HTTP status codes. While many of the status codes are informational only, the
following table defines a few of the common errors:

Table A.2 HTTP Status Codes

Code

Description

HTTP 401.1 - Logon failed

Logon attempt was unsuccessful (likely due to invalid user name or
password).

Note: ZENworks Patch Management Server will display a
custom error page (as defined under “ZENworks Patch
Management Server Error Pages”) instead of the default HTTP
401.1 - Logon failed error page

HTTP 403.4 - SSL Required

You must use HTTPS instead of HTTP when access this page.

Refer to Microsoft knowledgebase article #3 18380 (http://support.microsoft.com/kb/318380/) or the W3C Protocol
definition (http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html) for additional details regarding HTTP Status

Codes.

=
- 311 - EE EE


http://support.microsoft.com/default.aspx?scid=kb;EN-US;193625
http://support.microsoft.com/kb/318380/
http://support.microsoft.com/kb/318380/
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html

Patch Management Server Reference

Table A.2 HTTP Status Codes

Code Description

HTTP 403.9 - Too many users The number of connected users exceeds the defined connection
limit.

HTTP 404 - Not found The requested file cannot be found.

Note: ZENworks Patch Management Server will display a
custom error page (as defined under “ZENworks Patch
Management Server Error Pages”) instead of the default HTTP
404 - Not Found error page

Refer to Microsoft knowledgebase article #3 18380 (http://support.microsoft.com/kb/318380/) or the W3C Protocol
definition (http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html) for additional details regarding HTTP Status
Codes.

ZENworks Patch Management Agent (Device) Status Icons

The following table defines agent (device) status and associated icons.

Table A.3 Device Status Icons

Active |Pending | Description

N/A The agent is currently working on a deployment (animated icon).

—

o

The agent is idle, and has pending deployments.

I
[ 8

k2

The agent is offline.

N F
The agent is sleeping due to its Hours of Operation settings.
g | &
N
_ This agent has been disabled.
I
d

The agent is offline and is in a QChain status (can accept chained deployments
only after reboot).

The agent is offline and is in a Reboot status (can accept no more deployments
until after it reboots).

o MR: WHCH

The agent is in a QChain status (the agent can accept chained deployments only
until after a reboot).

4%
&
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Table A.3 Device Status Icons

Active |Pending |Description
. _ The agent is in a Reboot status (the agent can accept no more deployments until
B gl after it reboots).
The agent is in a QChain status (the agent can accept chained deployments only
,3!35 t@ until after a reboot) and is sleeping due to its Hours of Operation settings.
The agent is in a Reboot status (the agent can accept no more deployments until
.':j E after it reboots) and is sleeping due to its Hours of Operation settings.
. N/A Unable to identify the agent status.

=
- 313 - EE EE



Patch Management Server Reference

n (T
- - 314 -



ZENworks Patch Management Server v6.4 - User Guide

B Securing Your ZENworks Patch

Management Server

This appendix identifies various options to secure ZENworks Patch Management Server.

In this Appendix

e “Install Your Server With SSL.”’

e “Use Secure Passwords”

e “Turn Off File and Printer Sharing”

e  “Put Your ZENworks Patch Management Server Behind a Firewall”
e “Turn Off Non-Critical Services”

e  “Lock Down Unused TCP and UDP Ports”

e “Apply All Microsoft Security Patches”

Install Your Server With SSL

Secure Sockets Layer (SSL) is a protocol used to secure data transmitted over the internet. SSL
support is included in browsers, web servers, and operating systems so that any type of client and
server can use authenticated and encrypted communications over private as well as public networks.

Novell ZENworks Patch Management always uses SSL when downloading vulnerability data and
packages from the Global Subscription Server. Additionally, SSL can be used when transmitting
data between the ZENworks Patch Management Server and ZENworks Patch Management Agents
by enabling SSL during the ZENworks Patch Management Server installation. This process
involves obtaining a SSL certificate (. CER), and installing the certificate during the ZENworks
Patch Management Server installation. Refer to the ZENworks Patch Management Server 6.4 Server
Installation Guide for details regarding installing with SSL enabled.

Use Secure Passwords

Worm attacks frequently try to log in with weak and commonly used passwords. For secure
passwords, the Department of Defense standard of 12 characters with alpha, numeric, punctuation
and mixed case characters all included in a password is recommended.
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Turn Off File and Printer Sharing

An intruder can exploit a Windows networking share. Additionally, ZENworks Patch Management
Server should not be used as a file or print server. Therefore, File and Printer Sharing for Microsoft
Networks should be disabled.

To Turn Off File and Printer Sharing
1. From within the Windows Control Panel, select the Network Connections icon.
2. Open the Local Area Connection.

3. Click Properties.
The Local Area Connection Properties window opens.

- Local Area Connection Properties

General | Advanced

Connect using:

| E8 IntellR) PRO/100YE Metwork Conne

This connection uzes the following items:

gEhent for Microsoft Metworks ~
SVM ware Bridge Protocal 3
'File and Printer Sharing for s

B (15 Packet Scheduler \s
3 | &
[ Install... ] [ Uningtal

Descriptian

Lillowg other computers to access resources on pour computer
using a Microsoft netwark.

Shaw icon in notification area when connected
Molify me when this connection has limited or no connectivity

T =

Figure B.1 Turn Off Windows Networking

Select File and Printer Sharing for Microsoft Networks.

Click Uninstall.
File and Printer Sharing for Microsoft Networks is removed.

6. Click OK.
The Local Area Connection Properties window closes.

S Note: Do not uninstall Client for Microsoft Networks because it is required by both
Microsoft SQL Server and Internet Information Server.

— - 316 -



ZENworks Patch Management Server v6.4 - User Guide

Put Your ZENworks Patch Management Server Behind a Firewall

Since the ZENworks Patch Management Server receives its patch updates from the Global
Subscription Server, there is no need to allow access from the Internet into the Patch Management
Server. However, access to the Global Subscription Server must be specified in your Firewall
configuration.

Turn Off Non-Critical Services

The default installation of Microsoft Windows has most features and services active. Therefore,
there are a number of services that can be turned off (e.g.: RPC, Remote Registry, etc.) to reduce the
risk of outside attacks. Novell does not encourage this type of lock down, however it can be an
effective method to reduce the risk of hacker attacks.

The following services are required to run ZENworks Patch Management:

e World Wide Web Publishing Service

e TIS Admin Service

e MSSQLSERVER

e ZENworks Patch Management

Lock Down Unused TCP and UDP Ports

Preventing network traffic on various unused and vulnerable TCP and UDP ports should be
completed through the use of a firewall. However, if a firewall is not available or additional machine

level locking is desired, TCP and UDP ports can be locked down as a function of the network
connection.

To Lock Down Unused Ports

1. From within the Windows Control Panel, select the Network Connections icon.

2. Open the Local Area Connection.

1
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3.

On the Local Area Connections Status General tab, click Properties.
The Local Area Connection Properties window opens.

- Local Area Connection Properties

General | Advanced

Connect using

| B8 IntellR] PRO/A00YVE Network Connection |

Thiz connection uses the following items:

=005 Packet Scheduler ~
S AEGIS Protocol (IEEE 802.1x]v2.21.0
v
4 | &
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network. protocol that provides communication
aoross diverse interconnected networks

Show icon in notification area when connected

Figure B.2 Local Area Connection Properties

4. Select the Internet Protocol (TCP/IP) protocol.

5. Click Properties.
The Internet Protocol (TCP/IP) Properties window opens.

Internet Protocol [TCP/IP) Properties |E|E‘

General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network. administrator for
the appropriate IP settings.

an [P address automahicali

[
/)
[

(%) Obtain NS server address automatically
() Use the following DN server addresses:

]
[

O ILLE
() Usge the fallowing IP address:

Figure B.3 General tab
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6. Inthe General tab click Advanced...
The Advanced TCP/IP Settings window opens.

7. Select the Options tab.

Advanced TCP/IP Settings

IP Setiings | DNS | wiNS | Options |

DOptional settings:
TLCP/P filtering

Description:

TLCPAP filtering alloves you to control the type of TCP/P network
traffic that reaches pour Windows computer.

Figure B.4 Advanced TCP/IP Settings

Select TCP/IP filtering.

Click Properties
The TCP/IP Filtering window opens.

10. Enable the Enable TCP/IP Filtering (All adapters) option.
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11. Select the Permit Only T7CP Ports option.

TCP/IP Filtering

Enable TCPAP Filering [All adapters]

() Pemmit A1l () Permit &1l @ Permit Al
(=) Pemit Only ) Permit Ol ) Permit Orly

TCP Ports UDP Parts IP Protocols

Bemave

Figure B.5 TCP/IP Filtering

12. Add TCP ports 443 and 80 to the listing of permitted ports.

a. Click Add...
Add Filter window opens.

b. Type 443 in the TCP Port field.

Click OK.
The Filter window closes.

d. Repeat steps a, b, and ¢ to add port 80.
¢ No other ports are required, though you may want to allow DNS, TS, or VNC.
13. Select the Permit Only UDP Ports option.

m  Leave the UDP Ports window blank since no UDP ports are required.

Warning: If all ports are locked except ports 80 and 443, it will be necessary to add entries
for www.novell.com, the Global Subscription Server, and your Proxy to your HOSTS file.

14. Close the open windows.

Apply All Microsoft Security Patches

Apply all applicable Microsoft Security Patches to ensure that the server remains protected against
all known security threats. Be sure to apply the most recent patches for IIS, SQL Server, and
Windows Server 2003.

u e
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C Using the Content Update Tool

With the advent of subscription support, some software manufacturers require a subscription to
download software patches and updates. Due to this subscription model some vulnerabilities
retrieved from the Global Subscription Server cannot include the vendor’s patch. It is the Content
Update Tool that will allow you to associate these vulnerabilities with the patches you download
from the vendor. By associating these patches with the vulnerability details retrieved from the
Global Subscription Server, you can continue to use the power and convenience of Novell
ZENworks Patch Management when maintaining your network.

Content Update Tool System Requirements

Supported Operating Systems

The Content Update Tool is supported on the following Operating Systems:

e Microsoft Windows Server™ 2003 Standard Edition with SP1
e  Windows Server 2003 Enterprise Edition with SP1

Hardware Requirements

e 512MB of RAM *
¢  Minimum of 50 MB of Disk Space *
¢ 1 GHz Processor or higher
* The actual RAM and disk space requirements will vary depending upon the size of the imported patches.

Other Requirements

e Novell ZENworks Patch Management Server 6.4

e An active network connection to your ZENworks Patch Management Server
e  Microsoft Windows Installer 3.0

e  Microsoft NET Framework 2.0

e Local / Domain Administrator or Administrator equivalent

¢  Administrator (Admin) rights to Novell ZENworks Patch Management

e An active Internet Connection
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Installing the Content Update Tool

The Content Update Tool is available as a download from the Agent Installers page of your
ZENworks Patch Management Server.

Downloading the Content Update Tool From ZENworks Patch Management
Server

1. Log on to the target computer as the local administrator (or a member of the
LOCAL ADMINS group).

2. Launch your web browser.

3. Type your ZENworks Patch Management Server URL in your web browser’s Address field.
Press Enter.

4. Type your User Name in the User name field. Press TAB.
5. Type your password in the Password field.

6. Click OK.
The ZENworks Patch Management Server Home screen opens.

7. Select Devices.

8. Click Install.
The Agent Installers page opens.

%2
[\ Agent Installers '

Server Information
Serial Number: 83888888-82828888 [ Version: 6.4.2,1023
URL: http:// TP-PATCHMGR @

http:/f10.19.4.65 [

Single Agent Installer for pre-Windows Vista Version: 6.4.2.214
Download: http:/flocalhost/downloadfupd msi Release Date: 4/1/2007
For a single installation of the Agent on a local computer.

[*/Dperating Systems

[ERequirements

[HInstallation Notes

[ more information at the Movell ZEMworks Patch M it Forum )

Single Agent Installer fur pre Wlnduws Vista (x64) Version: 6.4.2.214
Download: httpi/flacalh &4, rmsi Release Date: 47172007
Far a single installation of the x64 Agent on a local computer.

[ operating Systems

[* Requirements

HInstallation Notes

( mere informstion stthe Movell ZENworks Patch Msnsaement Forum )

Single Agent Installer fur Wlndows Vista Version: 6.4.2.214
Download: httpi/flacalh Release Date: 4/1/2007

Far a single installation of the Agent on a local computer.
[ operating Systems

[* Requirements

HInstallation Notes

Figure C.1 Agent Installers
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9. From the Agent Installers window, select the Content Update Tool download link.
The File Download dialog box opens.

10. In the File Download dialog box, click Save.
The Save As window opens.

11. Specify the location to save the ContentUpdateTool .msi file, and click Save.
The ContentUpdateTool .ms1i file saves to the specified location.

Installing the Content Update Tool

1. From the downloaded location, select the contentupdatetool.msi to extract the
Content Update Tool Installation Wizard.
The Content Update Tool Welcome page opens.

[ ZENworks Patch Management Content Update Tool Sek
Welcome to the ZENworks Patch Management
Content Update Tool Setup Wizard

The installer will guide you thiough the steps required to install ZEMworks Patch Management
Content Update Taol an your computer.

‘WaARNIMG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distibution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the masimum extent possible under the law.

Cancel | < Back | T Hewts I

Figure C.2 Installation Wizard - Welcome
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2. Click Next.
The License Agreement page opens.

i'-.%‘ ZENworks Patch Management Content Update Tool ;IQILI

License Agreement N

Please lake a moment to read the license agreement now. |f you accept the terms below, click
Agree", then "Next". Otherwise click "Cancel”.

e

NOVELL CORPORATION
CUSTOMER END-USER LICENSE AGREEMENT
This End-TUser License Agreement ("EULA") is a legal contract between

Licensee (Licensee) and Nevell Corporation. An addendurn, amendment,

ar mvhihit s accamnaner the Praduet

| Do Mot Agree

Cancel | < Back | Mext >

Figure C.3 Installation Wizard - License Agreement

3. Ifyou agree with the license agreement select I Agree.

4. Click Next.
The Select Installation Folder page opens.

i';;“ ZENworks Patch Management Content Update Tool - |EI ll

Select Installation Folder N

The installer will install ZENworks Patch Management Content Update Tool ta the follawing folder.

To install in this folder, click "Nest. Toinstall to & different folder, enter it belovw or click “Browes".

Folder.

C:\Program FileshPatchLink\Content Update Tool\ Browse...
Disk Cost...

Install ZEMwark s Patch Management Content Update Tool for yourself, of far angone who uses
this computer:

© Just me

Cancel | < Back | Hext » I

Figure C.4 Installation Wizard - Select Installation Address
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5. Ifa different Installation Folder is required:
a. Click Browse...
The Select Folder window opens.

b. Select a new folder and click Save.
The Select Folder window closes, returning to the Select Installation Address page with the
new path displayed.

Note: Clicking Disk Cost... will display your available installation drives and each drive
name (Volume), Disk Size, Available space, space Required for installation, and the
space remaining after the installation (Difference).

6. Ifyou want all users of this computer to have access to the Content Update Tool select
Everyone.

7. Click Next.
The Confirm Installation page opens.

i';;“ ZENworks Patch Management Content Update Tool - Ellll

Confirm Installation N

The installer is ready ta install ZEMwarks Patch Management Cantent Update Toal on your
computer.

Click "Next" to start the installation.

Cancel | < Back | T Hewts I

Figure C.5 Installation Wizard - Confirm Installation
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8. Click Next to install.

i'._\!l ZEMworks Patch Management Content Update Tool ;lglzl

Installation Complete N

ZEMworks Patch M anagement Content Update Tool has been successfully installed.

Click "Close" to exit

Flease use Windows Update to check for any critical updates to the NET Framework.

Cance| | < Back

Figure C.6 Installation Wizard - Installation Complete

9. Click Close to exit the wizard.
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Using the Content Update Tool

The Content Update Tool is a wizard-based utility that will guide you through the process of
associating your vulnerability definitions with vendor supplied patches.
To Open the Content Update Tool Wizard

1. Select Start > Programs > Novell > Novell ZENworks Patch Management Content Update
Tool 6.4 to start the Content Update Tool.

lIZENworks Patch Management Content Update Tool - |EI 5[
B
welcome to the ZENworks Patch Management
Content Update Tool

This tool will help you transfer downloaded patches into your
ZPM Server, To continue, click Maxt

o | |[CEmd

o

Figure C.7 Welcome page

2. Click Next.
The Configuration Page opens.

B Note: Only users with the Administrator User Role will be able to use the Content
Update Tool.
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Configuration Page

The Configuration page contains the configuration settings required to communicate with your
ZENworks Patch Management Server and the Global Subscription Server. You must provide the
following configuration details before you can continue.

llZEqurks Patch Management Content Update Tool

TECHPUBS
98505588-68550054

Figure C.8 Configuration page

m [T
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Configuring the Content Update Tool

1. Enter the following data:

Table C.1 Configuration Field Descriptions

Field

Description

ZPM Server Tab

Server Name

The name of your ZENworks Patch Management Server.

Note: The Windows user you logged in as must also have
administrator access to this ZENworks Patch Management Server.

Serial Number

The ZENworks Patch Management Server serial number.
(Can be found on the Home page of your ZENworks Patch Management
Server.)

Proxy Server Tab

Use Proxy Select if a proxy is required during the communication between the
Content Update Tool and your ZENworks Patch Management Server.
Selecting this option will enable the Proxy Server and Port fields.

Proxy URL The proxy server’'s name.
(Do not include the http:// or https:// prefix.)

Port The proxy server’s port.

Authenticated

Select if the defined proxy requires a User Name and Password. Selecting

Proxy this option will enable the Username and Password fields.
Username The user name used when connecting via the defined proxy.
Password The password associated with the defined user name.

Options Tab

Information

Use SSL Select to use SSL during communication with your ZENworks Patch
Management Server.
Note: Should only be enabled if your ZENworks Patch Management
Server Web site is using SSL.

Log Errors Select to enable Error Logging.

Product Displays the Content Update Tool version and copyright information.
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Note: The configuration details are saved to the ContentUpdate . xml file, with a
default location of C: \Program Files\Novell\Content Update

Tool\ContentUpdate.xml, and will be pre-populated the next time you load the
Content Update Tool.

2. Click Next.
The Vulnerability Selection page opens.

Vulnerability Selection Page

Complete the following steps to select Vulnerabilities.

}_IZEanrks Patch Management Content Update Tool

—1alx]
Yulnerabilities Impacts
Imuzi\la j |<Ssarch All Impacts> j Search I
Manufacturer: Mozila Website:  hitp:/ /v mozila.org ¥ Ol show applicable content
Rlneisbilitics e Hpelmers & = Only show vulnerabilities not cached
Select| Yulnerability

[T | Mezila Firefox 1.5.0.1

-
[T | Mozila Firsfox 1.5 (Frash |nstall) j
Fresh Install]

[ | Mozila Firefos 1.5.0.3 [Fresh Install]

=
Descnplion

Firefox 1.5.0.2 is a stability-and-security update, released 2006-04-13. Tt also includes a mumber of low-
risk fizes for other types of bugs and the following enhancements:

o Meed an easy way to skip/disable/turn off the Import Wizard (profile migration) on first startup {when no
rrafila awicket

Update Server Proxy Server I
techpubs techpubs-prosy e | = | e
J Ready

Figure C.9 Vulnerability Selection page

Selecting Vulnerabilities

1. Type a search string in the Search field (or select a vendor using the drop-down arrow).

= Note: When selected the ZENworks Patch Management Server and Proxy Server
links at the bottom of the page will return you to the Configuration page.

2.

3.

Select a vulnerability impact in the Impacts field.

Select the Only show applicable content option to limit the results to only those vulnerabilities
applicable to those devices managed by your ZENworks Patch Management Server.
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Select the Only show vulnerabilities not cached option to limit the results to only those
vulnerabilities which have not already been cached.

Click Search.
The Vulnerabilities grid will display the results of your search.

Select the desired vulnerabilities by selecting (or de-selecting) the checkboxes in the Selected
column.

When selecting vulnerabilities, the following reference fields are available:

m  Manufacturer - The manufacturer of the currently selected vulnerability.

m  Website - The manufacturer’s website.

m  Vulnerabilities - The total number vulnerabilities from the selected manufacturer.
= Signatures - The total number of signatures from the selected manufacturer.

m  Description - A description of the currently selected vulnerability.

Click Next.

The Vulnerability metadata will be downloaded from the Novell Global Subscription Server
and the Package Selection page will open when complete.

=
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Package Selection Page

When the Package Selection page first opens, the signatures associated with the vulnerabilities you
selected will display. You must associate each signature with a file to continue.

llZEqurks Patch Management Content Update Tool - Ellll

Signatures

Status| Signature Filename Local Filename A
@ Mozilla Firefox 1.0.6 [Fresh |... | Firefox Setup 1.06.&

@ Mozilla Firefox 1.0.7 [Fresh ... | Firefox Setup 1.0.7-e... 4

e

T [rems —

¥ Search Subdiectories

Update Server Proxy Server 5
techpubs techpubs-prosy Exit Back Irnport |

Figure C.10 Package Selection page

Content Update Tool. If the selected vulnerability does not contain at least one package

Note: Only signatures which include a package definition will be displayed by the
definition you cannot proceed.

m [T
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Performing an Automatic Selection of the Package Components

1. Type, or browse to (using the ellipsis button), the target search directory.

Browse For Folder EHE

@ Desktop B
D My Documents
= J My Computer
\; 3% Floppy (A:)
= e Local Disk {iC:)
|1 Documnents and Settings
(3 Downloads
I Inetpub
I Inventory
|22 Program Files
=3 Temp
[ WINDOWS
I wmpub ;I

Make New Folder |

Figure C.11 Browse for folder

Click Search.

Note: When you perform an automatic selection the Content Update Tool will attempt to
associate the selected vulnerabilities with files found in the defined Search directory. If
the automatic selection is unable to find all of the necessary packages, you must either

repeat the search using a different directory, or manually select the package components
(see “Manually Selecting the Package Components’)

Note: Only files that are an exact match to the vulnerabilities metadata (including the
filename, file size, checksum, etc.) will be automatically selected.
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llZEqurks Patch Management Content Update Tool - |EI il

Signatures

| Filename | Local Filename "

Fi tcamplsboote

Mazillz Firefos 1.06 [Fresh ... etup 1.06.2... | Wboo i cfo...|..|
Mozilla Firefax 1.0.7 [Fresh |... | Firefox Setup 1.0.7-e... [\\bootcamplsbootcamphCUT B.34Test Packagestest34Firefo. .

Statuz| Signature

[

[V Search Subdirectories

Update Server Proxy Server
techpubs techpubs-prozy Exit Back Impart |

Figure C.12 Package Selection page - ready for import

4. Click Import to begin the package import.
The package components are uploaded to your ZENworks Patch Management Server and the
Summary Report page will open when complete.

m [T
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Manually Selecting the Package Components
1. Within the results grid, Select the ellipsis (...) button associated with the signature.

2. Browse to the desired file.
The name of the file you select must match the filename defined in the vulnerability metadata

(as displayed in the Filename column).

3. Click Open to select the file and return to the Package Selection page.

lIZEanrks Patch Management Content Update Tool 10| x|

Signatures

Status| Signature | Filename | Local Filename: S

Mo | Fin up 1.0, CU

(e ] [CTere |
[V Search Subditectories
Update Server Proxy Server
techpubs techpubs-proxy Exit Back Import |

Figure C.13 Package Selection page - ready for import

The following status icons are displayed in the Status column:

Table C.2 Package Status Icons

Icon |Definition

The green check indicates that the package component file has been found and
"N‘l( is consistent with the vulnerability definition.

The yellow caution indicates that the package component file has been found
_ﬁ but it is NOT consistent with the vulnerability metadata.

The red X indicates the package component file has not been found.

(%

4. Click Import to begin the package import.
The package components are uploaded to your ZENworks Patch Management Server and the
Summary Report page will open when complete.
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Warning: Although the Content Update Tool will allow you to force an import when the
package is not an exact match to the vulnerability definition , this practice is discouraged.
Possible reasons for the package not matching include file corruption and tampering.

Warning: If you choose to perform the import although the package is not an exact
match to the vulnerability definition, the text *User Modified* will be added as a prefix
to the vulnerability name. Additionally, a listing of what properties failed to match will
be added to the beginning of the vulnerability description.

Summary Report

The Summary Report page displays the results of the Content Update Tool updates to your
ZENworks Patch Management Server.

}JZEanrks Patch Management Content Update Tool - D|L|
El
Summary

Date: 9/26/2006 4:49; 14 PM
User: TechPubs

Computer: TechPubs01

Server: techpubs

Mozilla Firefox 1.0.6 (Fresh Install)

[ Filename | Size [Status
|F|refcux Setup 1.0‘6.e><e|48?6472 ‘Success

Mozilla Firefox 1.0.7 (Fresh Install)

[ Filename | Size [Status
|Firef0>< Setup 1.0.7-enu.exe ‘48?8136 |Su|:cess

El
Euit Start Ower | Cloze I

J Ready

Figure C.14 Summary Report page

Following the package import you may perform another import (Start Over) or exit (Close) the
wizard.
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D Creating a Disaster Recovery Solution

The most important part of an effective disaster recovery solution is having a current and valid
backup. You can create backups either manually or as part of a Database Maintenance Plan.

In this Appendix
e  “Preparing Your Database”

e “Creating an Automated Solution”

e “Creating a Manual Solution”

B Note: This appendix applies to Microsoft SOL Server 2005 and requires the Microsoft
SOL Server Management Studio. The Management Studio is available by upgrading to
SQL Server 2005 Standard or Enterprise or as a download from the Microsoft Download
Center (http://www.microsoft.com/downloads/details.aspx?familyid=82 AFBD59-57A4-
455E-A2D6-1D4C98D40F6E).

Preparing Your Database

The installation of ZENworks Patch Management sets your database to a recovery model of Simple.
To use Transaction Logs, and thus increase the quality of your disaster recovery solution, you
should change the recovery model to Full.

Changing Your Database Recovery Model

1. Open the Microsoft SOL Server Management Studio (Start > Programs > Microsoft SQL
Server 2005 > SQL Server Management Studio).

Log into your database server.

Expand your server group, server, and database folder until you see the PLUS database.
4. Right-click on the PLUS database.

1
- 337 - EE EE


http://www.microsoft.com/downloads/details.aspx?familyid=82AFBD59-57A4-455E-A2D6-1D4C98D40F6E
http://www.microsoft.com/downloads/details.aspx?familyid=82AFBD59-57A4-455E-A2D6-1D4C98D40F6E
http://www.microsoft.com/downloads/details.aspx?familyid=82AFBD59-57A4-455E-A2D6-1D4C98D40F6E
http://www.microsoft.com/downloads/details.aspx?familyid=82AFBD59-57A4-455E-A2D6-1D4C98D40F6E

Creating a Disaster Recovery Solution

Select Properties.
The Database Properties window opens.

B patabase Properties - PLUS

2 Filegroups

f Optians

2 Permissions

f Extended Properties

&4 Minoring

1 Transaction Log Shipping

Server
TP_EMERALD

Cornection:
TFP_EMERALD'&dministrator

¢ View connection propertiss

Ready

"_._tS Script = m Help

[E[=] B3

[l Maintenance
Collation

A=

E Backup
Last Database Backup None
Last Database Log Backup Nane

E Database
PLUS
Status Marmal
Olvamer sa
Drate Created 2/28/2006 12:05:50 PM
Size 204.50 MB
Space Available 1.71 MB
Nurmber of Users 5

SOL_Latind_General CP1_CI_AS

Name
The name of the database.

Cancel

4

Figure D.1 Database Properties

6. Select Options within the Select a page field.
The Options page displays.
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7. Inthe Recovery model: field select Full.

[P patabase Properties - PLUS =
S Scrpt = u Help
# Fiegroups Collatior: [30L_Latin1_Genersl_CP1_CI_AS [
L Options Fiecovery madsl. z
@ s
e ::::ﬂ'zse'g";mwm Compatiity level [50L Server 2005 (307 |
2 Mirroring
f Transaction Log Shipping
-
Auto Close False
Auto Create Statistics True
ALta Shirink False
Auto Update Statistics True
Auta Update Statistics &synchronously False
B Cursor
Clage Cursar on Commit Enabled Falze
Diefault Cursor Global
E Miscellaneous
AMS| MULL Default False
AMSI MULLS Enabled False
AMSI Padding Enabled False
Server AMS] Wamings Enabled False e
TP_EMERALD Arithrnetic Abort Enabled Falz=
(s Concatenate Mull ields Null False
TP_EMERALD \Administrator Croze-database Dwnership Chaining Enabled | Falee
. . Date Carrelation O ptimization Enabled Falze
24 View conneclion propetiss Humeric Round-Abort False
Parameterization Simple o
Prowess :
E ANSI NULL Default
Ready

Cancel

Figure D.2 Database Properties - Options page

8. Click OK.
The changes are saved the the Database Properties window closes.

9. Repeat steps 4 through 8 for the PLUS_Staging database.

Note: You must create a backup (of each database), before any Transaction Logs will be
created. Refer to “Creating a Database Backup” for details on creating a one-time
backup of your database.
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Creating an Automated Solution

A Maintenance Plan allows you to create an automated backup and schedule the backup to occur as
frequently as your organizational needs dictate. Maintenance Plans allow you to define your back up
options as well as which databases and transaction logs to include.

B Note: If you have not already done so, you should change your Database Recovery Model to
FULL before continuing. Refer to “Preparing Your Database” for additional details.

Creating a Maintenance Plan

Warning: You can only create a Maintenance Plan if you have:

1. Upgraded to Microsoft SQL Server 2005 Standard or Microsoft SQL Server 2005
Enterprise.

2. During the Upgrade, you selected to install SSIS (SQL Server Integration Services)
If necessary, rerun the SQL Server 2005 upgrade to add SSIS.

3. The SQL Server Agent is started with a startup type of Automatic.

1. Open the Microsoft SOQL Server Management Studio (Start > Programs > Microsoft SQL
Server 2005 > SQL Server Management Studio).

2. Log in to your database server.

Expand your server group, server, and the Management folder until you see the Maintenance
Plans folder.

4. Right-click on the Maintenance Plans folder.
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5. Select Maintenance Plan Wizard.
The Database Maintenance Plan Wizard - Welcome page opens.

I Maintenance Plan Wizard [_ (O] x|

» SOL Server Maintenance
Plan Wizard

Thiz wizard helps you create 3 maintenance plan that SGEL
Server Agent can run on a regular basiz. With this wizard
you can perform routine database administration tasks such
as
4 # Check database integrity
# ® Perform index maintenance
| # |pdate database statistics
# Perform database backups
This wizard will create maintenance plans that can be
edited in SOL Server Management Studio. Edit
maintenance plans to add new tazks or define warkflow
among the tasks,

I Do ot show this starting page again.

Help I ¢ Back I Fimish Cancel >
%
Figure D.3 Maintenance Plan Wizard - Welcome
6. Click Next.
The Select a Target Server page opens.
¥ Maintenance Plan Wizard - TP_EMERALD [_[O]
Select a Target Server
On which server do pou want to perform maintenance tasks? [9 <

Mame: PatchLink Update Maintenance Plar|
Description Maintenance plan for PatchLink Update ;I
Server: TP_EMERALD . |

& Ige Windows Suthentication
© Use SOL Server Authentication

User name: |

Password: I

Help | < Back | Hest s I Einish | Cancel |

4

Figure D.4 Maintenance Plan Wizard - Select a Target Server
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7. Define the Maintenance Plan Name, Description [optional], target Server, and
Authentication method.

8. Click Next.
The Select Maintenance Tasks page opens.

I Maintenance Plan Wizard - TP_EMERALD [_[O]x]

Select Maintenance Tasks

Wwihich taske should this plan perform? 9 .

Select one or mare maintenance tasks:

Iwl] Check D atabase Intedrity

] Shrink Database

[ ] Reorganize Index

[ ] Rebuild Index

[] Update Statistics

v Clean Up Histary

[] Execute SOL Server Agent Job
vl Back Up Database (Full)

[] Back Up Database (Differential)

j‘) The Back Up Database [Transaction Log] task allows you to specify the source
databases, destination files or tapes, and ovenwrite options for a transaction log backup.

Help I < Back | Next > I Eiriigh | Cancel |

4

Figure D.5 Maintenance Plan Wizard - Select Maintenance Tasks

9. Select the following maintenance tasks:

m  Check Database Integrity

m  Clean Up History [optional]

m  Back Up Database (Full)

m  Back Up Database (Transaction Log)
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10. Click Next.
The Select Maintenance Task Order page opens.

I Maintenance Plan Wizard - TP_EMERALD [_ (O] x|

Select Maintenance Task Order
In which order should these tasks be performed?

“u

Select the order for the Lasks lo execute

Check D atabase Integrity
Back Up Database [Full)
Back LIn Datahase [Transaction Lo

Move Up. Move Down

j,,’l The History Cleanup task deletes historical data about Backup and Restare, SOL Server
Agent, and Maintenance Plan operations. This wizard allows you to specify the type and
age of the data to be deleted.

Hep | <Back | Mew> | moh | cace |

4

Figure D.6 Maintenance Plan Wizard - Select Maintenance Task Order

11. Set the tasks to execute in the following order:

m  Check Database Integrity

= Back Up Database (Full)

m  Back Up Database (Transaction Log)
m  Clean Up History [optional]
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12. Click Next.
The Define Database Check Integrity Task page opens.

I Maintenance Plan Wizard - TP_EMERALD Hi=

Define Database Check Integrity Task

Configure the maintenance task.

Y

Databases:

¥ Include indexes

Help | < Back | Tdewt s I Firshis| I Cancel |

v

Figure D.7 Maintenance Plan Wizard - Define DB Check Integrity Task

| [T
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13. Click the Databases: drop-down.

i Maintenance Plan Wizard - TP_EMERALD [_ O]
Define Database Check Integrity Task
Configure the maintenance task. “
Databases: <Select one or mare> j
¥ Include indexes Paloaaee
Al system databases [master, msdb, madel]
r All user databases [excluding master. madel, msdb,
tempdb)
@ These databases:
™ master
™ model
™ madb
Help
Cancel
2

Figure D.8 Maintenance Plan Wizard - Select Databases

a. Select the These databases: option.
b. Select the PLUS and PLUS_Staging databases.
c¢. Click OK.

14. Ensure that the Include indexes option is selected.
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15. Click Next.
The Define Back Up Database (Full) Task page opens.

I Maintenance Plan Wizard - TP_EMERALD Hi=
Define Back Up Database (Full) Task

Configure the maintenance task.

Databases:

Backup type: IFuII j

Backup component

% Database

€71 Files and flegroups: I _I

Destination

Back up fo: ® Disk  Tape

€ Bankup databases acfoss oneof more fles:

A

Hemave

Cornlents
If backup files exist Append 'I

* Create & backup e for even database

I™ | Creste & sub-directary for each database

Folder: |:.\Prugram Filesicrosoft SOL Server\MS50L 1SS0\ Backup

Backup file extension: Ihak

™ ety backup integrity

Hep | cBack [ mee | merol | cance |/

&%

Figure D.9 Maintenance Plan Wizard - Define Back Up DB (Full) Task

(T
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16. Click the Databases: drop-down.

m'l“laintenante Plan Wizard - TP_EMERALD

Define Back Up Database (Full) Task

Configure the maintenance task ‘~
Databases: <Select ane or more> LI
Backup type:
Backup component - " All databases

% Database

Al system databases [master, msdb, madel]
€71 Files and flegia
r All user databases [excluding master. madel, msdb,

Destination tempdb)
% These databases:
Back up to:
™ master
del
€ Back up databa l|: ;g dg

I backup fl i
ackup fles exi Cancel

{* Create 5 backup- g
I™ | Creste & sub-directary for each database
Falder: |:.\Prugram Filesihd icrosoft SGL Server\MSSEL 1S SOLNE ackup _I
Backup file extension: W
™ ety backup integrity
Hep | cBack [ me | menol | caeel |
4

Figure D.10 Maintenance Plan Wizard - Select Databases

a. Select the These databases: option.
b. Select the PLUS and PLUS_Staging databases.
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c¢. Click OK.

I Maintenance Plan Wizard - TP_EMERALD Hi=
Define Back Up Database (Full) Task

Configure the maintenance task.

Su

Databases: Specific databases ﬂ
Backup type: IFuII j
Backup component

% Database

€71 Files and flegroups: I i
Destination

Back up to: & Disk  Tape

{~ Back up datahases across one or more files:

A

Hemave

Cornlents
If backup files exist Append 'I

i+ Create a backup file for every database

¥ Create a sub-directory for each database

Folder: [5:AM550L Backup

Baclkup file extension: Ibak

Help | < Back | Mest» I Eirishi>>] I Cancel |

4

Figure D.11 Maintenance Plan Wizard - Specific Databases

17. Define your Back up Destination settings.
a. Select either the Disk or Tape option.
b. Seclect to Create a backup file for every database.
c. Select to Create a sub-directory for each database.

d. Define your destination Folder.

B Note: For performance reasons, it is recommended that you create your database backup
in a directory that is not on the same physical drive as your database.
e. Ensure the Backup file extension is set as bak.
f. Select Verify backup integrity.
| | ]
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18. Click Next.
The Define Back Up Database (Transaction Log) Task page opens.

I Maintenance Plan Wizard - TP_EMERALD H=
Define Back Up Database (Transaction Log) Task
Configure the maintenance task. “

Databases:

Backup type: ITlansacllon Log j

Backup component

% Database

€71 Files and Hlegroups I _I

Destination

Back up fo: % Disk € Tape

€ Backup databases agiass ore-of more files

Add

Hemave

Contents
If backup files exist Append o

% Create 5 backup file for even database

I™ | Creste & sub-directarn for each datsbase

Folder: |:.\Prugram Filesihicrosoft SOL ServersWS50L 1SS0\ Backup
Backup file extension: i

™ ety backup intzgrity

Hep | <Back [ mer | mencd || cancel |

7%

Figure D.12 Maintenance Plan Wizard - Define Back Up DB (Transaction Log) Task

19. Click the Databases: drop-down.
a. Select the These databases: option.

b. Select the PLUS and PLUS_Staging databases.

1
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c¢. Click OK.

I Maintenance Plan Wizard - TP_EMERALD Hi=

Define Back Up Database (Transaction Log) Task
Configure the maintenance task.

Su

Databases: Specific databases ﬂ
Backup type: ITlansactlon Log j
Backup component

% Database

€71 Files and flegroups: I i
Destination

Back up to: & Disk  Tape

{~ Back up datahases across one or more files:

A

Hemave

Cornlents
If backup files exist Append 'I

i+ Create a backup file for every database

¥ Create a sub-directory for each database

Folder: [5:AM550L Backup

Baclkup file extension: Ilm

Help | < Back | Mest» I Eirishi>>] I Cancel |

4

Figure D.13 Maintenance Plan Wizard - Specific Databases

20. Define your Back up Destination settings.
a. Select either the Disk or Tape option.
b. Seclect to Create a backup file for every database.
c. Select to Create a sub-directory for each database.

d. Define your destination Folder.

B Note: For performance reasons, it is recommended that you create your database backup
in a directory that is NOT on the same physical drive as your database.
e. Ensure the Backup file extension is set as trn.
f. Select Verify backup integrity.
| | ]

- - 350 -



ZENworks Patch Management Server v6.4 - User Guide

21. Click Next.
If the Clean Up History option was selected, the Define Cleanup History Task page open.

I Maintenance Plan Wizard - TP_EMERALD =]

Define Cleanup History Task

Configure the maintenance task.

Y

Select the historical data to delete:

i a0

¥ S0L Server Agent job history
¥ Maintenance plan history

Remove higtorical data older than,

= = |
Help I < Back | Mext > I Firshis| | Cancel |

4

Figure D.14 Maintenance Plan Wizard - Define Cleanup History Task

22. Ensure that Backup and restore history is selected.
23. Ensure that SQL Server Agent job history is selected.
24. Ensure that Maintenance plan history is selected.

25. Define the Remove historical data older than setting as appropriate for your organization.

=
- 351 - EE EE



Creating a Disaster Recovery Solution

26. Click Next.
The Select Plan Properties page will open.

I Maintenance Plan Wizard - TP_EMERALD [_ (O] x|

Select Plan Properties
Define maintenance plan properties.

“u

Diefine & schedule for the maintenance plan,

Schedule

Mot scheduled [On Demand) i Change. i

Help | < Back I Meut > I Eirnghiz| | Cancel |

4

Figure D.15 Maintenance Plan Wizard - Select Plan Properties

u e
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27. [Optional] Click Change... to define the Maintenance plan schedule.
The New Job Schedule page will open.

i rew Job Schedule

Mame:

Schedule type:

Oretime ooounence

Llate:

=] B3

|DB Maint Scheduld Jebs in Seheduls |

|F\ecumng ;I v Enabled

34 B/2006 ¥ Tirne: IH 11134 =

Frequency

Ocours:

Becurs eveny:

[wely ]

m week[g] on

[~ Monday [~ wednesday ™ FEridap [~ Saturday
[~ Tuesday [~ Thursday v Sunday

Draily frequency

& Dcewrs once at:

" Doows every:

120000 AW =
1 3.' houls] i Starling at 12:00:00 4M j
Ending at 115359 P ==

Duration

Start date:

3¢ 872006 'I  Enddste: 3/ Bl20080 =

" Mo end date

Summary

Description:

Occurs every week on Sunday at 12:00:00 AM. Schedule will be used starting on 3/8/2006. ;l

akK I Cancel | Help |

Figure D.16 Maintenance Plan Wizard - New Job Schedule

Enter a Name for the schedule.

Select a Schedule type.

Ensure that Enabled is selected.

Define the Occurrence frequency (Daily, Weekly, or Monthly) and options.

Define the Daily frequency.

Define the Duration.

Click OK.

The changes are saved and the New Job Schedule page closes.
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28. Click Next.
The Select Report Options page opens.

I Maintenance Plan Wizard - TP_EMERALD Hi=
Select Report Options
Select options for saving ar distributing a report of the maintenance plan 'Y
actions. b
Folder lacation: |c:\F'|ogram FilesMicrosoft SOL ServersMSSAL1Y
™ E-mailreport
To I j
Help | < Back | Nest » I Firshis| I Cancel |
4

Figure D.17 Maintenance Plan Wizard - Select Report Options

29. Set your desired reporting options.

30. Click Next.
The Complete the Wizard page opens.

31. Click Finish to complete the wizard.

Warning: You must now establish a backup procedure which will archive all of your
backup files and the contents of the UpdateStorage directory on a regular basis. This can

be done through the use of any file backup utility.
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Creating a Manual Solution

While a Maintenance Plan will allow you to automate the backup of your databases and transaction
logs, you can also create and restore individual backups using the SQL Server Management Studio.

Creating a Database Backup

The most important part of an effective disaster recovery technique is having a current and valid
backup.

Creating a Database Backup Using Microsoft SQL Server 2005

1. Open the Microsoft SOL Server Management Studio (Start > Programs > Microsoft SQL
Server 2005 > SQL Server Management Studio).

Expand your server group, server, and databases folder until you see your PLUS database.
Right-click on the PLUS database.

B Microsoft SOL Server Management Studio [_[OT]

Eile Edit Yiew Tools Window  Community  Help

Qoo |0 BEHBIBSESREBER,

Ob: &r - 1 X Summary | e
Connect~ | @ m [4 T [ TE -4 ist [+ Rapgrt - |
El | g TP_EMERALD (SQL Server 9.0,1399 - TP_EMEF &
[ [ Databases
[ System Databases Lj pLUS
&= Database Snapshots TP_EMERALD|DatabasesiPLUS & Itemi(s)
'—J Mew Database..,
| Lo %
[ Security SE‘TV S;etryb . Hame
= Script Database as =
[ Server | IR N |_1Database Diagrams
[ Replicat Detach..
= [ Manage —
[ Mail  Rename Take Offline
350l Delete Bring Crline: it
ilicyy
) Acti
:3 Refresh Shrink ¥ ler
3 Dat :
Dist. Properties =
Full-Text Search Restore »
[ Legacy _—
[ Motification Services Mirror... | |
il | | Ship Transaction Logs. ..
Ready Generate Scripts. .. 4

Import Data. ..
Expart Data. ..

Copy Database, ..

Figure D.18 SQL Server Management Studio - Database Context Menu
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4. Select Tasks > Back Up...
The Back Up Database - PLUS window opens.

B Back Up Database - PLUS

Ju[=] B3

Slet_:ta S Script = u Help
& General
% Options
Source
Database: Ip\_ug j
Recovery model: IFLILL
Backup type: IFuH j
Backup component:
= Database
" Files and filagroups: | |
Backup set
Marne: |PLUS-Full Database Backup
Description: IEackup of the PLUS database
Backup zet will expire:
1 After: m days
T On 3¢ 972006 o
Destination
Server .
TP_EMERALD Back up to * Disk ) Taps
Cornection: c\Pragram oLl i ILMBackuphPLLUIS bak Add... |
TP_EMERALD\Administratar
- |
34 View connection properties
LContents |
Ready

Cancel |

BN

Figure D.19 Back Up Database - PLUS - General page

5. Ensure that the Source values are set as follows:
a. Database: PLUS
b. Recovery model: FULL

S Note: If the Recovery model is not set to FULL, refer to “Preparing Your Database”.
c¢. Backup type: Full
d. Backup component: Database
6. Define the Backup set Name, Description, and when the Backup set will expire.
7. Define your Back up Destination settings.
a. Select either the Disk or Tape option.
| |
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b. Define the destination Folder

B Note: For performance reasons, it is recommended that you create your database backup
in a directory that is not on the same physical drive as your database.

8. Select Options within the Select a page field.
The Options page displays.

' Back Up Database - PLUS |_ (O] <]

;S Script ~ m Help

& Gereral
&4 Options

Ovenwiite media
% Back up to the gxisting media set
@ &ppend to the existing backup set

£ Dvenwite all existing backup sets

™ Check media set name and backup set expiration

Media set name: I

" Back up to a new media set, and erase all evisting backup sets

New media set name: |

Mew media set descriplion; I il

Reliability
I ey hackun when firished:
™ Peiform checksum before witing to media

™| Cortirue orermorn

Server Transaction log
TP_EMER&LD

y | Truncate the frarsaction [og
Cornnection:
TP_EMERALDAdministrator P
{7 Back up the tall of the lng, and leave the database in the restoing state

HF Wiew connection propertiss

Tape dive
I Oroitie e i B e
Ready ™| Aewind the tape before urloading

Ok (B |
.

A

Figure D.20 Back Up Database - PLUS - Options page

9. Select whether to Back up to the existing media set or Back up to a new media set, and
erase all existing backup sets as required for your organization.

10. Select the Verify backup when finished option to ensure a valid backup.
11. Click OK.

12. Repeat steps 3 through 11 for the PLUS_Staging database (and PLAMS and
PLUS_Reports if they exist).
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Restoring Your Backup

Another important part of an effective Disaster Recovery Solution is having a process defined in
which to restore your database backup.

Restoring Your Database Backup

1. Open the Services Management Console (Start > Settings > Control Panel > Administrative
Tools > Services).

2. Select and right-click on the Novell ZENworks Patch Management service.

3, Services =131 |

File  Action \iew Help

= I FEB2]> = 0w

% Services (Local) Mame 7 | Description | Status | Star\:l
%Netwnrk DDE Provides netw, .. Disal
%Netwnrk DDE DSDM Manages Dyna... Disal
%Network Location Awareness (NLA) Collects and st...  Started Mani
%NT LM Security Support Provider Provides securi,. Mari
hii PatchLink Up: ALt
%Perform Collects perfor.. Mani
%Plug ani Enables acom...  Starked Autbc
SyPartable Service Retrieves the ... Mani
%Prmt Sp fesune Manages all loc...  Started Aute
%Protect( Restart Prokects stora,..  Started Autc
%Remote All Tasks F fion Manager Detects unsuc,.. Mani
%Remute =~ |anager Manages dial-u... Man
%Remute FEiieE Manager Manages and c... Mani
%Remote Properties Serves asthe ... Started Aute
yRemote — | Locator Enables remot... Mani
%Remnte e Enables remat...  Started Aute
%Removabla Storage Manages and c... Mani =

PSR S AR S R .
< | i

Extended p Standsrd
|Stup service PabchLink Update on Local Computer | |

Figure D.21 Services Management Console

w

. Select Stop, to stop the Novell ZENworks Patch Management service.
. Repeat steps 2 and 3 to stop the World Wide Web Publishing Service.

. Open the Microsoft SOL Server Management Studio (Start > Programs > Microsoft SQL
Server 2005 > SQL Server Management Studio).

. Expand your server group, server, and databases folder.

wn A

(=2

B Note: If the database already exists, and you are performing a Full Restore, take the
database offline, before the restore, by right-clicking on the database and selecting Tasks
> Take Offline.

7. Right-click on the Databases folder.
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The Restore Database window opens.

B Rrestore Database -

Server

TP_EMERALD

Cornection:
TFP_EMERALD'&dministrator

¢ View connection propertiss

Ready

"_._tS Script = m Help

[E[=] B3

Destination for restore

Select or type the name of a new or exigting databaze for pour restore operation,

To database: ||

To a paint i time: |Musl recent possible

Source for restore

Specify the source and location of backup sets ta restare.

' From database: I

" From device: |

Select the backup sets to restore:

Restore | Mame | Component | Type| Server | Database | Puosition | First LSN | Last LSN |

F

i

Cancel

4

Figure D.22 Restore Database

9. In the To database: field, type or select the database you need.

B Note: Specifying a new name for the database automatically defines the database files
restored from the database backup.
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10. Select From device: and click the ellipses [...]button.
The Specify Backup window opens.

= Specify Backup | x|

Specify the backup media and its lacation Far pour restore operatian.

Backup mediz: i

Backup location:

Add

Bemove
Coritents

0K I Cancel Help

DY

Figure D.23 Specify Backup
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11. Click Add.

The Locate Backup File window opens.

Locate Backup File

Select the file:

B3

[=-{_3 DBBackup
IR LU bak

1 Documents and Settings
{1 Inetpub

Program Files

| »

B-

13 Common Files

1 ComPlus &pplications

13 InstallShield Installation Infarmation
1 Internet Explorer

1 Microsoft Analysis Services

#1-{ 3 Miciosoft Office

=1+ Microsoft SOL Server

repldata

14 Template Data
-3 MRSsAlL 2
Selected path:

|C:\DBBackup
Filez of type;

|Backup Files{" bak.” tin]

File piame: |PLUS. bisk.

y

Figure D.24 Locate Backup File

12. Locate and select your backup (bak) file.
13. Click OK.

14. Click OK to return to the Restore Database window.
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15. Select your backup within the Select the backup sets to restore: field.

estore Database - PLUS

S Scrpt = u Help

2 General
% Options

Deestination for restore

Select or lype the name of a new or existing database for your restore operation.

To database [PLUS

|
To apoint in time: IMDsl recent possible 5

Source for restore

Specily the source and location of backup sets to restore.

" From database: I j
= From device: |C:\DEEackup\PLUS.baK _I

Select the backup sets to restare:
Restore | Mamne | Compaonent | Type| Server | Database | P
v PLUS-Full Datsbase Backup Distabase  Ful  TP_EMERALD PLUS 1

Server

TP_EMERALD

Cornection:
TP_EMERALD\Administratar

34 View connection properties

Ready

Cancel

Figure D.25 Restore Database - PLUS - General page
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16. Select Options within the Select a page field.
The Options page will display.

1
R e Database - PLUS B B3

S Script = u Help

E‘ Options

Restare options

¥ Dvenwite the existing database
[~ Preserve the replication seftings
™ Prompt before restoring each backup

[" Restrict access to the restored database

Restore the database files as:

Original File N ame I Restore As I
F’LUS_Data. C:\Program Files\Microsoft SAL Serveri... |
PLUS_Log C:\Program Filest\Microsoft SOL ServertM... _I

Recovery state

o Leave the database ready to use by rolling back uncommitted tranzactions. Additional

Server tranzaction logs cannat be restored (RESTORE 'WITH RECOVER'Y]

TP_EMERALD

Connection: ~ Leave the database non-operational, and do not roll back uncommitted tansactions. Additional
TP_EMERALD\Administratar

transaction logs can be restored. [RESTORE “WITH NORECOWERY]
34 View connection properties

o Leave the database in read-only made. Unda uncommitted transactions, but save the undo
ogress actions in a standby file so that recoveny effects can be reversed [RESTORE WITH STANDEY)

Standb file: _I
Cancel |

Ready

4

Figure D.26 Restore Database - PLUS - Options page

17. Ensure the Overwrite the existing database option is selected.

18. Verify, and correct if necessary, the directory path within the Restore the database files as
field.

19. Ensure the Leave the database ready to use... option is selected.
20. Click OK to begin the database restoration.

21. Repeat steps 6 through 20 for the PLUS Staging database.

22. Restart the and World Wide Web Publishing Service services.

1
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E Using the Distribution Point

The Distribution Point, based upon the Apache HTTP Server 2.2.3 open source product, provides
remote package caching to a network. Through the use of the Distribution Point, agent
communication can be redirected from the primary ZENworks Patch Management Server to a local
web-cache server. This appendix defines the procedures for installing, configuring, and managing
the Novell Distribution Point.

In this Appendix

e  “Distribution Point Installation Requirements”
e “Installing the Distribution Point”

e “Configuring the Distribution Point”

Distribution Point Installation Requirements

Supported Operating Systems

Microsoft® Windows Server™ 2003, Standard Edition
Windows Server 2003, Enterprise Edition

Windows Server 2003 R2, Standard Edition

Windows Server 2003 R2, Enterprise Edition

Note: Additional OS support details available from http://httpd.apache.org/

Hardware and Software Requirements

e 256 MBRAM
e 5 GB of available disk space
e A LAN connection

Note: Refer to http://httpd.apache.org/ for additional details.

=
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Using the Distribution Point

Installing the Distribution Point

The service installed by this wizard is called Distribution Point - Apache HTTP Server

Downloading the Distribution Point from Patch Management Server

1.

2.

Log on to the target computer as the local administrator (or a member of the
LOCAL ADMINS group).

Launch your web browser.

Type your ZENworks Patch Management Server URL in your web browser’s Address field.
Press Enter.

Type your User Name in the User name field. Press TAB.
Type your password in the Password field.

Click OK.
The ZENworks Patch Management Server Home screen opens.

Select Devices.

Click Install.
The Agent Installers page opens.

[\ Agent Installers

Server Information
Serial Number: 83888888-82828888 [ Version: 6.4.2,1023
URL: http:// TP-PATCHMGR @

http:/f10.19.4.65 [

Single Agent Installer for pre-Windows Vista Version: 6.4.2.214
Download: http:/flocalhost/downloadfupd msi Release Date: 4/1/2007
For a single installation of the Agent on a local computer.

[*/Dperating Systems

[ERequirements

[HInstallation Notes

( more infarmation at the Novell ZEMuyorks Patch M rt Farum )
Single Agent Installer for pre-Windows Vista (x64) Version: 6.4.2.214
Download: httpi/flacalh downlosd/upd &4, rmsi Release Date: 47172007

Far a single installation of the x64 Agent on a local computer.
[ operating Systems

[* Requirements

HInstallation Notes

( more infarmation st the Novell ZEMworks Patch Management Forum )

Single Agent Installer for Windows Vista Version: 6.4.2.214
Download: httpi/flacalh downlosd/upd i Release Date: 4/1/2007
Far a single installation of the Agent on a local computer.

[ operating Systems

[* Requirements

HInstallation Notes

Figure E.1 Agent Installers
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9. From the Agent Installers window, select the Distribution Point download link.
The File Download dialog box opens.

10. In the File Download dialog box, click Save.
The Save As window opens.

11. Specify the location to save the distributionpoint.msi file, and click Save.
The distributionpoint .msi file saves to the specified location.

Installing the Distribution Point

1. Selectthe distributionpoint.msi file to start the Distribution Point Installation
Wizard.
The Welcome page opens.

i@ Distribution Paint - Apache HTTP Server - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
Distribution Point - Apache HTTP Server

The Installshield(R) Wizard will install Distribution Point -
Apache HTTP Server on your computer, To continue, click
Mext.

WARNING: This program is protected by copyright law and
international treaties,

< Bach Cancel

Figure E.2 Welcome page
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2. Click Next.
The License Agreement page opens.

i'-.% Distribution Point - Apache HTTP Server - InstallShield Wizard

License Agreement

Pleaze read the following license agreement carefully.

PATCHLINE CORFORATION
PRE-RELEAZE CUSTOMER END UZER LICEN3IE AGREEMENT

Thi=s Pre-Release Customer End-TUser License Agreement
i"Agreement™) is a legal contract between Licensee
iLicensee] and Patchlink Corporation, a Delaware
corporation, located at 8515 East Anderson Drive,
Scottsdale, Arizonam 85255 ("Patchlink™). An addendum,
amendment, or exhibit may accowpany the Product. ;I

£ 1 accept the berms in the license agreement Prink |
% T do not accept the terms in the license agreement

Installfield

< Back I flext = I Cancel |

Figure E.3 License Agreement page

3. Ifyou agree to the license terms, select the I accept the terms in the license agreement option
and click Next.
The Destination Folder page opens.

i'-.% Distribution Point - Apache HTTP Server - InstallShield Wizard LI

Destination Folder

Click Mext ta install ta this Folder, or click Change to install ko a different Folder.

G Install Distribution Point - Apache HTTP Server ko:

C:\Program Filesiapache Software Foundationiapache2. 2, Change...

Installfield

< Back Cance|

Figure E.4 Destination Folder page

4. Ifa different installation path is required:

a. Click Change.
The Save As window opens.

u e
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b. Select a new path and click Save.
The Save As window closes, returning to the Destination Folder window with the new path
displayed.

Click Next.

The Cache Folder page opens.

i'.§ Distribution Point - Apache HTTP Server - Installshield Wizard

x|
Cache Folder E
Click Mext ko use this folder as the cache directory, ar click
Change to select a different Folder.

G Cache Packages to:
iZ:\Program Files\Apache Software Foundation|ApacheZ. Z\cachel, change... |

Installshisld

< Back. Cancel

Figure E.5 Cache Folder page

If a different Cache location is required:

a. Click Change.
The Save As window opens.

b. Select a new path and click Save.
The Save As window closes, returning to the Cache Folder window with the new path
displayed.
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7. Click Next.
The ZENworks Patch Management Server Information page opens.

i'_% Distribution Point - Apache HTTP Server - InstallShield Wizard 5[

Update Server Information

Please enter your information.

Server URL:
|htep:fiTP-Update]

Serial Mumber:

IBBBBBEBB-BEBBBBBB

InstallShield

< Back. I [lexk = I Cancel

Figure E.6 Server Information page

8. Type the ZENworks Patch Management Server URL and Serial Number in their respective
fields.

9. Click Next.
The Server Information page opens.

i‘;‘ Distribution Point - Apache HTTP Server - InstallShield Wizard 5'

Server Information

Please enter your server's information.

Netwark Damain:

ITEchPuhs

Server Name:

[re-DistPoint

Adrninistrator's Emal Address:

Port; {¥erify no other process is using this port)

Jeo

InisballShield

< Back. I Mext > I Cancel

Figure E.7 Server Information page

u e
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10. Enter the following information:

Figure E.8 Server Information Field Descriptions

Field Description

Network Domain The DNS domain in which your Distribution Point is
registered (MyDomain.com).

Server Name The full DNS name of the server on which you are
installing the Distribution Point
(ServerName.MyDomain.com).

Administrator’'s Email Address | The Distribution Point Administrator’s (or
Webmaster’s) e-mail address.

Port The port on which the Distribution Point will monitor
incoming traffic. (Default = 80)

11. Click Next.
The Ready to Install page opens.

i'é“ Distribution Point - Apache HTTP Server - InstallShield il
Ready to Install the Program ‘
The wizard is ready to begin installation, L=

Click. Install to begin the installation.

IF wou wantk to review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

Installshisld

Cancel

« Back

Figure E.9 Registration page
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12. Click Install to begin the installation.
Following the Installation, the InstallShield Wizard Completed page opens.

i'_% Distribution Point - Apache HTTP Server - InstallShield Wizard 5[

Installshield Wizard Completed

The InstallShield Wizard has successfully installed Distribution
Paint - Apache HTTP Server. Click Finish to exit the wizard.

<Back TR p—

Figure E.10 InstallShield Wizard Completed

13. Click Finish to exit the wizard.

u e
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Configuring the Distribution Point

1=

During the installation of the Distribution Point, the custom installer configures the files in the
conf subdirectory, based upon your environment and responses. It is recommended that you do not
alter these settings. Doing so may disable your Distribution Point and could require re-installation.

Note: Reinstallation of the Distribution Point will not overwrite any of the configuration
files in the conf subdirectory. The new file is appended with a . default extension.

The configuration file must be manually updated by referencing and copying the settings
in the .default file into your . conf file.

Table E.1 Configurable Distribution Point Directives

value

will serve before exiting. A value of 0
indicates the process will never exit
(recommended).

Directive Name Usage Default Value
ThreadsPerChild value The Maximum number of connections the | 100

Distribution Point can handle at one time.
MaxRequestsPerChild The number of requests a child process 0

ServerRoot path

The Distribution Point installation path.
Defined during installation

<Program Files>\
Apache Software Foundation)\
Apache2.2\

Listen value

The ports on which the Distribution Point
monitors incoming traffic.
Defined during installation

80

ServerAdmin value

The Distribution Point Administrator’s
e-mail address.
Defined during installation

ServerName value

The Distribution Point’s Hostname
(includes port if the Distribution Point
was not installed on port 80).
Defined during installation

DocumentRoot path

The directory that forms the main
document tree which is visible from the
web.

Uses the install path defined during
installation

<Program Files>\
Apache Software Foundation\
Apache2.2\htdocs

ErrorLog path

The location defining the Distribution
Point Error Logs.

logs/error.log t

1 Due to Apache using Unix-style names internally, forward slashes must be used (/) instead of backslashes (\) when
identifying filenames within a directive. Example: C: /1logs/error.log not C:\logs\error.log
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@

Table E.1 Configurable Distribution Point Directives

forward (standard) proxy requests are
enabled.

Directive Name Usage Default Value
LogLevel value The indicator that controls error logging. |wWarn
ProxyRequests value The indicator that defines whether On

CacheRoot path

The directory root where cache files are
stored.
Defined during installation

<Program Files>\
Apache Software Foundation)\
Apache2.2\cache

CacheMaxFileSize value The maximum file size (in bytes) that will | 100000000000
be cached.

CacheMinFileSize value The minimum file size (in bytes) that will |1
be cached.

CacheEnable type URL The storage type and URLs to cache. disk /disk

http://patchlink-1

CacheDirlLevels value

The number of subdirectory levels in the
cache.

3

CacheDirLength value

The number of characters in the
subdirectory names.

CacheDisable URL

The function that disables caching of the
specified URLs.

http://security.
update.server
/update-list/

+ Due to Apache using Unix-style names internally, forward slashes must be used (/) instead of backslashes (\) when
identifying filenames within a directive. Example: C: /1logs/error.log not C:\logs\error.log

Tip: If additional details are required regarding the Distribution Point (Apache HTTP
Server Version 2.2.3), refer to the Directive Quick Reference (http://httpd.apache.org/
docs/2.2/mod/quickreference.html) and other Online Documentation (http://

httpd.apache.org/docs/2.2/) published by the Apache Software Foundation.
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Glossary

A
AAA Architecture

authentication, authorization and accounting architecture. In client/server networking, an
architecture that combines three necessary elements of security, to make them available on one
server, and able to work with each other in a coordinated fashion.

Access Control List

Access Control List (ACL). A database file that stores information regarding entities that may
request access to a network, and the rights and privileges to be granted upon request.

accounting

In Network security architectures, records what users do once they are granted access to a
network, or in the case of denied access, it can report how many failed attempts, and even details
of the attempts.

See also AAA Architecture

Active Directory

Active Directory (AD) . Microsoft’s trademarked system that centralizes the management of
networked resources by making each item on a network including most applications, objects in a
relational database and then enabling the administrator to manage those objects through one
management center.

ActiveX Template Library

Active Template Library (ATL). Formerly called ActiveX Template Library, A Microsoft
program library for use when creating ASP code and other ActiveX program components to run
in a browser window.

ActiveX

A technology, built on Microsoft’s Component Object Model (COM), that enables software
components, regardless of the language used to create them, to interact with one another in a
networked environment.

Address Resolution Protocol

Address Resolution Protocol (ARP). An OSI layer-3 protocol used to find a device’s MAC
address using their IP address.

agent policies

The agent rules for communicating with the server. These rules include: communication interval,
deployment notification options, discovery agent mode, hours of operation, logging level, and
reboot notification options. Agent policies are assigned to groups and any group that has not been
explicitly assigned an agent policy will use the default system policy, as defined within Patch
Management Server.
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agent

A software routine that resides in background memory on a computer or other device and waits
to perform an action when a specified event occurs.

ASP

Active Server Page. An HTML page that contains embedded server side scripting that is
processed on a Microsoft Web Server before the page is sent to the user.

authentication

The process of identifying an user, typically through the use of credentials such as a user name
and password as the originator of a message or as the end point of a channel. High level
authentication can use such other tokens as the originating IP address, or an encryption key,
providing evidence of the authenticity of the request.

Authenticode

A technology based on Information Technology Security industry standards that provide a
method for developers to digitally sign their code. When code is signed, the company signing the
code, takes responsibility for the code and guarantees that the code is safe and free from viruses.

authorization vs. authentication

Whereas authentication is the process of verifying that a user is who they say they are, like having
two forms of ID from different places, or aging the paint and carbon testing the frame wood to
verify authenticity of a painting, authorization is verifying the level of access available to that
user, such as aisle and row seating stamped on a concert ticket, or possessing a back-stage pass.

authorization
The process of determining what level of access to grant a user, to a system or function of a
software application based upon their login credentials.

Automatic Caching System

Automatic Caching System (ACS). Automatically writes packages marked critical to a memory
queue allowing administrators to have the critical and security-related patches available for rapid
deployment.

baseline
In Information Technology, it is the base set of files that comprises a system, or to which it may
fall back in the case of viral infection or other loss of data, such as when a system is restored from
a backup.

behavior

A specific desired outcome for any patch or package deployment, configurable by the use of
deployment flags and options.
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browser

Software that allows the user to find, view, hear, and interact with material on a corporate Intranet
or the World Wide Web.

C
CDL

Concurrent Deployment Limit (CDL). Defines the maximum number of ZENworks Patch
Management agents that can receive active deployments at the same time. The purpose of the
limit is to control the number of deployments to agents across the entire network and to reduce
the chance of overloading your ZENworks Patch Management Server. If an agent takes longer
than 60 minutes to finish its deployment, it is no longer counted against this limit.

This is the only value that cannot be overridden by a group's Agent Policy Set, as it limits
deployments for all agents.

chained deployment

The deployment of multiple packages in sequence, flagged to prevent reboot until the last of the
chain has been deployed.

client

In computer networks, a client is any user, computer, node, server, or system that is requesting
files from or access to some other system, regardless of whether it also acts as a server.

code signing
The process of digitally signing programs for verification purposes.

COM

Component Object Model. Microsoft’s programming architecture in the Windows family of
Operating Systems that enables software components to communicate between processes and fit
easily into object-oriented program design. The family of COM technologies includes COM+,
Distributed COM (DCOM) and ActiveX

communication interval

Determines how much time the ZENworks Patch Management agent will sleep between
communication with the ZENworks Patch Management Server. When it communicates with the
ZENworks Patch Management Server it is checking for policy updates and deployments. This
interval is critical since if the interval is too long, the agents will not get their tasks in a reasonable
amount of time. If the interval is too short, the ZENworks Patch Management Server may
constantly be busy and other agents may not be able to get their tasks.

Interval rates typically vary between 15 and 60 minutes depending on number of nodes, network
architecture and bandwidth.

compliancy

An expression of whether the node being evaluated, meets the Mandatory Baseline of patches to
make it safe for admission to the network in a quarantine arrangement. Usually expressed by the
boolean true or false, a station can either be compliant or non-compliant. If non-compliant, it is
set up for remediation and under quarantine until fully patched.
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context

As pertains to Microsoft’s Active Directory, context refers to the exact container position in the
directory tree, thus allowing for the location of resources in a tree, by use of relative rather than
fully qualified identifiers

control panel applet
An application designed to be run within the Microsoft Windows control panel. Novell’s Control
Panel applet allows easy interaction with the ZENworks Patch Management Agent.
credentials

An object or objects presented along with a request for admission to a network or server that is
used to validate the authorization of the presenter. Usually a credential is a combined username
and password, but can also consist of IP address, MAC address or an encryption key to verify that
the request comes from an authorized location.

cross-platform

Portable or applicable to more than one operating system.

CVE

Common Vulnerabilities and Exposures (CVE). A list of standardized names for vulnerabilities
and other information exposures. CVE aims to standardize the names for all publicly known
vulnerabilities and exposures.

D

DAU

Discover Applicable Updates. A pre-defined system task which will launch the ZENworks Patch
Management Agent on a client machine. The DAU runs following subscription replication, five
minutes after the application of a patch, after a reboot and when an agent checks in after the Scan
Now button has been clicked in the ZENworks Patch Management Server interface.

DCOM

Distributed Component Object Model. An extension of the Component Object Model (COM)
which extends COM’s capabilities across network boundaries, and allows objects to
communicate across a network, whereas COM is designed for interprocess communication on the
same node or computer.

deadline

When deploying patches or packages, it is the date and time by which a package or patch
absolutely must deploy, and until which, a user may snooze a deployment if inconvenient.

Decryption Key

A string of seemingly random bits of data used with cryptographic algorithms to create or verify
digital signatures and unscramble cipher text back to its original clear text. Keys can be public or
private and keeping at least one key private provides high security. Keys at least 128 bits long
are considered more secure by modern standards, as many shorter ones have been cracked by
modern computing technology.
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Decryption

The process of converting cipher text, back to plain text, after traveling across a public access
medium, using a previously determined decryption key so as to arrive at the original clear text
message that was sent.

deployment flag

When preparing a package or patch deployment, the administrator has many options and flags that
can be set to fine tune how and when the deployment occurs and what events accompany and
follow the deployment. Also known as: package deployment flag

deployment script
Also known as: package script

deployment

The planned delivery of a vulnerability patch or package of patches, to any or all nodes
determined to be non-compliant.

DHCP

Dynamic Host Configuration Protocol. A protocol that lets network administrators centrally
manage and automate the assignment of IP addresses in an organization’s network by establishing
a range of IP addresses to be assigned automatically and indexed. Without DHCP, managers
would have to manually assign and keep track of each host IP address on the network.

dirty “C” state

Indicates that the ZENworks Patch Management Agent received a chained deployment and the
reboot is currently suppressed. While in the “C” state, the agent will only accept other chained
deployments or a reboot deployment. Only a reboot deployment or manual reboot will clear this
state.

dirty “"R"” state

Indicates that the ZENworks Patch Management Agent received a deployment which required a
reboot and the reboot was suppressed. While in the “R” state, the agent will only accept a reboot
deployment. Only a reboot deployment or manual reboot will clear this state.

dirty state

The term used to describe an agent that displays a C or R on the computers page of the ZENworks
Patch Management Server. Agents that are in a clean state, display no such lettering.

distribution package
See package

DLL

Dynamic-Link Library file. A file that has linked and compiled, one or more functions used by a
separate process, that can be loaded into the memory space of that process when the program is
started, or during run-time.
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DNS

Domain Name System. Is the mechanism by which computers and especially servers are named
for easier location and associated with an IP address. A domain name is a meaningful and human-
readable name associated with an Internet address. Domain names most often take on the format
of domainname.com and the most common ones are associated with WWW locations.

domain

On a Local or Wide Area Network, a domain is a set of network resources and services available
to a group of users. Domains act as containers that can be identified by a name and address and
which can then provide authorized users access to any elements they contain. Domains can also
share resources with each other as trust is extended by administrators to those other domains.

encryption

The process of converting clear readable text to apparently random strings known as cipher text
before it travels on network media, so that it can only be read, or understood by a recipient with
the proper decryption key. Some of the most secure encryption methods include RSA, AES, IKE,
MDS, SSL and SHA-1

encryption key

A string of seemingly random bits used with cryptographic algorithms to create or verify digital
signatures and scramble clear text to protect it from being intercepted and read while traveling
across public networking media. Keys can be public or private and keeping at least one key
private provides high security. Keys at least 128 bits long are considered more secure by modern
standards, as many shorter ones have been compromised by modern computing technology.

endpoint

In a client/server network architecture, an endpoint is any node that is a destination of two way
communication, whether requesting or responding.

eXtensible markup language
See XML

F

fingerprint
A group of unique identifiers used to determine the presence of a patch and/or vulnerability.
Fingerprints can include unique files, file attributes, directories, registry keys or data values.

firewall

A firewall is a set of related programs, located at a network gateway server that protects the
resources of a private network from unauthorized access.
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FQDN
Fully Qualified Domain Name. The Domain Name is a unique identifier for any resource located
within a Domain or Network. A Fully Qualified Domain Name is the full name of any network

entity starting with its hostname and ending with the exact Domain Name in which it resides.
example johng.accounting.acme.com

FTP

File Transfer Protocol. A simple, clear text and thus, non-secure protocol used to exchange files
between computers on a network or the internet.

G

Global Subscription Server

The Global Subscription Server is the central repository where vulnerability reports and their
associated patches are stored for retrieval by the ZENworks Patch Management Server. The
Global Subscription Server also serves as the ZENworks Patch Management licensing server.

group

A targeted collection of computers created and named for the purpose of deploying distribution
packages, defining agent policies, setting Mandatory Baselines or reporting. Groups provide a
simple way to manage computers that have similar requirements rather than managing each
computer separately.

GUID

Globally Unique Identifier. A 128-bit number generated by Windows Operating System, or one
of'its applications, assigned to any object in a two way communication, be they user, application,
or component. The alogrithm used to generate GUIDs combines a few unique settings, such as IP
Address, MAC Address, clock date and time, to create an even more unique identifier.

H

Host Name

The name given to identify each node of a network, usually descriptive of either the user that
operates that node, or its position in a building, or function. Host Name is intended to be more
human friendly than the IP Address that networks use to identify each node.

hours of operation

When enabled, this value determines when the agents start and stop communicating with
ZENworks Patch Management Server. If the agent is in the middle of a deployment and the
agent's hours of operation expire (exceed the designated stop time) it will finish what it is
currently working on and continue the rest of the deployment at the next hours of operation
interval.
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HTML

HyperText Markup Language. The accepted publishing language of the World Wide Web. It is a
universally accepted standard for displaying links, images, and text in a format that computers
around the world can read. There are currently many advances in HTML that allow for an
increasing number of different types of objects to be added to and displayed in a browser page.

HTTP
HyperText Transfer Protocol. The set of rules for exchanging files (text, graphic images, sound,
video, and other multimedia files) on the World Wide Web.

HTTPS

Secure HyperText Transfer Protocol. A Web protocol built into most browsers that encrypts and
decrypts user page requests as well as the pages that are returned via HTTP over SSL by the web
server

hyperlink

Generally a different color from the surrounding text, it is a coded reference to some other
location in the document, or to some URL or network address, usually written in a form of HTML
code or JAVA, and is most prevalent on web pages.

IANA

Internet Assigned Numbers Authority. An administrative organization that assigns internet host
addresses and other numeric constants used in Internet protocols.

I1IS

Internet Information Server. Microsoft’s web server that provides an infrastructure for all Internet
services (HTTP, FTP, Telnet and Gopher for some examples) and other capabilities for
Microsoft’s NT, 2000, XP, and 2003 operating systems. Usually managed from IIS Manager,
allows for central control of all related information services.

IP address

The 32-bit (4 dotted divisions of 8 binary digits) numeric identifier for any device on a network
that distinghuishes it from other devices and allows for routers and switches to group devices and
their communication packets. The 32-bit dotted format is soon to be replaced by a IPv6, to allow
for and keep pace with the enormous growth of the internet in recent years. See example below

IP address 192.168.0.1 would be read by a router as 11000000.10101000.00000000.00000001
IP

Internet Protocol. The best known and main protocol in a suite of protocols known as TCP/IP that
carry all traffic on the internet currently. IP is a connectionless protocol, meaning it does not wait
for confirmation that it was received before sending the next packet. It is designed for long
distance carriage of packets of data, as was originally the plan with Arpanet, which later became
the Internet.
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J
JAVA

A programming language invented by Sun Microsystems. It can be used as a general purpose
application programming language with built-in networking libraries. It can also be used to write
small applications called applets.

JRE

JAVA Runtime Environment. Created by SUN Microsystems, it is the core set of files necessary
to execute Java written programs in any OS environment. JAVA is used because it is cross-
platform, which is increasingly necessary in the current web-based world.

L
LDAP

Lightweight Directory Access Protocol. A software protocol that enables the use of Directory
Services to locate organizations, individuals, and other resources such as files and devices in a
network, whether on the Internet or on a corporate intranet.

library
A collection of precompiled routines, sometimes called modules, that are stored in object format
for reuse by a program.

localhost
The default name describing the computer address also known as the loopback address of the
computer. On web servers, this loopback can be used to test the default web page, by typing http:/
/127.0.0.1 or http://localhost

localprofile.txt

An XML file found in C:\Program Files\Novel\ZENworks Patch Management Agent, this file is
maintained by the ZENworks Patch Management agent and contains information on computer
name, operating system and support pack level, services, software, and hardware. The refresh
inventory data system task uses the information in this file to populate computer inventory data
on the ZENworks Patch Management Server.

M
MAC address

A 12 digit hexadecimal address, that is burned into network cards and networking devices to
allow for unique reference.

macro

Within Novell ZENworks Patch Management, a macro is an environment variable that represents
a series of commands, actions, or keystrokes, a directory path, or a filename that can only be
executed by the ZENworks Patch Management Agent.
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Mandatory Baseline

Is the absolute minimum set of vulnerability reports or locally-created distribution packages that
must be installed for the group's computer members. In terms of vulnerability reports, a
mandatory baseline will continually verify that the patch is actually installed, and, if it is not, it
will deploy the necessary distribution packages to bring the computer into compliance.

MSDE

Microsoft SQL Desktop Edition. An enabling technology that provides local data storage and is
completely compatible with the SQL Server™ version 7.0 code base. This technology transforms
Access from a simple file-server database application into an extremely powerful and highly
scalable client-server solution for any size organization.

MSI installer

Designed for Windows networks that use the Windows software installer mechanism. The MSI
installer can be edited to include the ZENworks Patch Management Server name and serial
number. In this way, the agent can be deployed through the use of group policy agents.

N
NDS

Novell Directory Services. The relational database that contains all the resources on a Novell
network, and provides security, and access for all resources.

NetWare
Networking OS that has played a major role in the development of Local Area Networking over
the past few decades, being an early Network OS to use the Directory Services concept.
Novell ZENworks Patch Management Server

Consists of three major components:

1. Global Subscription Server
2. ZENworks Patch Management Server
3. ZENworks Patch Management Agent

o
osD

Open Software Description. Creates a standard way to describe software components, their
versions, underlying structure, and relationships to other components. OSD is the standard
language used when performing automatic software distributions and updates over the Internet.
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0OS Pack

Operating System Pack. Contains all vulnerability detection information needed by an agent for
a given operating system. It is generated by the DS and is passed to the agent during the DAU
process. When a Vulnerability replication executes, it checks to if any operating systems received
new data and it will automatically schedule the DS to regenerate the OS Packs for those operating
systems.

OVAL

Open Vulnerability Assessment Language. The common language for security experts to discuss
and agree upon technical details about how to check for the presence of vulnerabilities on
computer systems. The vulnerabilities are identified using gold-standard tests—OVAL
vulnerability definitions in XML and queries in Structured Query Language (SQL)—that can be
utilized by end users or implemented in scanning tools.

P

package script

The script that performs the functions required to start package installation. Can be written using
Microsoft VBScript, Microsoft Jscript, or command line script For more information on these
scripting languages, refer to msdn.microsoft.com/scripting

Also known as: deployment script

package

A package contains all the actual patch software and executable code for deployment. A package
can run tasks or scripts, install software applications, place files (or directories of files) to a
specified location, change the configuration of an application or service, or various other things
that can be done in an unattended manner. The majority of packages contain the patches for
vulnerability, defect or bug.

A combination of vendor-supplied patches and scripts created install the patches using Novell
ZENworks Patch Management.

Patch Developers Kit

Patch Developers Kit (PDK). An addition to the Novell ZENworks Patch Management suite that
provides the ability to define custom detection reports, deployment packages, signatures and
fingerprints. It has an easy-to-use graphical interface that illustrates all associated subcomponents
of the patch in a single view.

Patch Management administrator

Any user who is assigned any of the access rights which control the functionality of the
ZENworks Patch Management Server or its deployments is considered a Patch Management
administrator.

Patch Management user

Any user who has access to authenticate in to the ZENworks Patch Management Server is
considered a Patch Management user.
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patch management

The systematic deployment, installation, and auditing of applicable hotfixes, patches, and service
packs to operating systems and software applications. It must incorporate the oranization or
people needed to administer the patches, the processes needed to ensure the proper testing, the
inventorying of existing patch levels, the identification of needed patches, and the technology to
deploy and apply the appropriate patches.

policies
See agent policies

policy server

In a network designed with protections against unauthorized admission, it is where the rules and
policies are stored that are the standards by which admission decisions are made. Rules can then
be enforced by routers or some other form of firewall protection.

port number

The port number is carried in internet transport protocols to identify which service or program is
to receive an incoming packet. Certain port numbers are permanently assigned to particular
protocols by the IANA. For example, e-mail uses port 25 and Web services use port 80.

posture

A term used by Cisco to refer to the state of readiness of a node requesting admission to a network,
that will determine, when compared to the rules on the policy server, what degree of access if any,
the node may be granted to the network. No access is usually termed as quarantine.

pre-requisite
also known as: pre-req. A requirement, such as the existence of a software package, file, and/or
registry entry, that must be met prior to the deployment or installation of a patch.

proxy server

In an enterprise that uses one of the Internet protocols, a proxy server is a server that acts as an
intermediary between a client and an Internet server. The proxy server allows an enterprise to
ensure security and administrative control.

Q-chain
Qchain (Qchain.exe) is the utility Microsoft provides to chain hotfixes on Microsoft Windows
2000, XP, or 2003.

quarantine

A state resulting from a node making a request to access a network, denied because of some non-
compliancy condition also known as a vulnerability, such as missing patches or old antivirus dat
file. Usually this is followed by prescribed remediation.

u e
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quiet mode

When set to quiet mode, a deployment package will suppress all user interfaces during
installation.

R
RARP

Reverse Address Resolution Protocol. Literally, the reverse of Address Resolution Protocol,
being used to resolve an IP address from a given hardware, or MAC address.
Refresh Inventory Data

Refresh Inventory Data (RID) prevents certain log files from getting too large. RID is handled
differently on the various platforms — some delete the files when they reach a certain size and
others will trim the file, leaving the most recent data but shrinking the file size.

registry
The registry serves as a central data repository for system and application-specific configuration
data on a Windows machine. A registry contains keys, which are much like directories in a
Windows file system. Each key can contain values (the registry equivalent of a data file) or nested
subkeys (the registry equivalent of a nested folder). Just as with files or folders, you can identify
a registry key by building a full path to it.

remediation
Installing a countermeasure to reduce the risks associated with a vulnerability.

replication
The process whereby the ZENworks Patch Management Server receives daily scheduled updates
of patches from the Global Subscription Server. The scheduled replication time of day can be
manually overridden daily by clicking Update Now.

report
See vulnerability report.

role
In ZENworks Patch Management, it is a basic grouping of rights and privileges, such as
Administrator, Manager, Operator and Guest, which can be expanded to fit the needs of individual
enterprises. Each role also allows fine tuning to add or delete certain rights.

rules

Statements of conditions that must be met or parameters that will determine some action to be
taken. Rules can be positive or negative, but usually are stated simply and clearly such as ‘if
member of group ADMIN, run superuser.bat’.
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S

Secure File Transfer Protocol

Secure File Transfer Protocol (SFTP) is a secure version of FTP, designed to provide some
encryption capabilities for file transfer over a network. Functionally similar to FTP, SFTP instead
uses SSH to transfer files, and so cannot be used with a standard FTP client.

server

A server is a computer, or software application that provides data to client computers or software
applications. Asingle computer running multiple software applications can simultaneously
perform the functions of multiple servers, multiple clients, or any combination thereof.

signature

A signature is used to recognize a specific combination of installed software applications, services
and operating systems. A signature typically contains multiple fingerprints.

SQL Server™

A trademark for a Microsoft database server that utilizes SQL. SQL Server is a popular database
management system for Windows NT environments.

SQL

Structured Query Language. A database language used by administrators of relational databases
to query, update and manage data. It enables the administrator to use clear syntax that is
descriptive of whatever action is desired.

SSL Certificate

An electronic certificate consisting of a set of keys, one public, one private, exchanged between
a web server and a requesting client. A session is created, and a unique session key ensures high
level of encryption of any sensitive data passed between the client and server, preventing
interception or unauthorized use of that data by any other entity.

SSL

Secure Sockets Layer. A security protocol that provides data encryption, message integrity, and
client/server authentication for the transmission of private information and documents over the
internet. SSL is available with either 40bit or 128bit encryption, however 40bit has been
compromised in recent years, making 128bit the lowest level anyone should go for secure
encryption.

standard deployment

The deployment of a standard, non-chainable, package, or the deployment of a chainable package
in a non-chained state.
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T
TCP/IP

Transmission Control Protocol/Internet Protocol. The main suite of communications protocols

used to connect hosts on the Internet, and now the prevalent LAN protocol even when other
protocols are available.

Trust

In Domains, a trust relationship will allow members of one Domain, when properly logged in and
authenticated, to access services available on another Domain.

U
UDP

User datagram protocol (UDP). Is a communications method (protocol) that offers a limited
amount of service when messages are exchanged between computers in a network that uses IP. It
is one of the most common connection based protocols in use on the internet, the other being TCP

URL

Universal Resource Locator. The address that is the formal access name for a networked or
Internet resource, usually begins with the protocol identifier, such as http or ftp, thus http://
www.yahoo.com is a URL for the domain yahoo.com.

user name

The unique name used to gain access to a computer and/or network. User names, and passwords,
are required in multi-user systems.

UTC

Universal Time Coordinated. An international standard that allows for synchronization of events
across many geographic zones. On a ZENworks Patch Management Server, UTC might be chosen
instead of local time if a scheduled event is desired to run at the same time, at all sites, dependent
also upon deployment constraints.

\"/

VeriSign certificate

A VeriSign certificate is issued by VeriSign, Inc. to verify a company’s identity, and enables the
company to digitally sign programs and prove the authenticity of a web site address.

vulnerability report

A series of signatures and fingerprint designed to determine if a computer is susceptible to a
vulnerability and if the computer has been patched.

1
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vulnerability

A weakness in a system that would allow an attacker to compromise system confidentiality,
integrity, or availability.

A breach from the original design, concept or intended behavior of a computer's hardware or
software which leaves the computer, or any piece of it, in an exposed state. Malicious users can
use this to force other unattended actions to be performed. Vulnerabilities are often caused by
defects or bugs, though this is not always the case. Many times the very configuration may result
in unexpected exposures. Even out of date documentation may be labeled as a vulnerability, as
not informing a user of how to perform actions in the preferred manner may result in systems
being widely exposed.

W-2

web server

A program that publishes content using the HTTP protocol so that it can be viewed using any type
of compliant browser from any location on the connected Intranet or Internet.

WWw

World Wide Web (WWW). The commonly used name for the Internet, and which is in fact a web
of connected Domains of local computers, which can share information with authorized users
who connect from anywhere else on the web. Due to the exponential growth in rencent years, a
good way to check on current standards at any time is to visit the World Wide Web Consortium
at http://www.w3.org

XML

Extensible Markup Language. A flexible way to create common information formats and share
both the format and the data on the World Wide Web, intranets, and elsewhere.

ZENworks Patch Management Agent

Novell ZENworks Patch Management Agent. The ZENworks Patch Management Agent is a
service that runs on each node and queries the ZENworks Patch Management Server to receive
any deployments that become ready. The behavior of the agent is defined by the agent's policies,
whether it is using the default agent policies for ZENworks Patch Management Server or the
group’s agent policies.

ZENworks Patch Management Server

Novell ZENworks Patch Management Server. The central system in ZENworks Patch
Management that manages patch retrieval, detection and package deployment to all registered
computers on the network. As a sophisticated, automated central repository of the most current
patches available for a network, it maintains communication with the ZENworks Patch
Management Agent on nodes, across many key networking platforms, on the network, and detects
any vulnerabilities with the help of the agent on each node.
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