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About This Guide

The Digital Airlines Example is designed to help network administrators understand the basic
concepts of Novell® Access Manager by installing and configuring a relatively simple
implementation of the software. The example serves as a primer for a more comprehensive
production installation of Access Manager. The document consists of the following sections:

¢ Chapter 1, “Installation Overview,” on page 9

¢ Chapter 2, “Configuring Digital Airlines,” on page 15

¢ Chapter 3, “Implementing Example Web Services,” on page 19

¢ Chapter 4, “Modifying the Digital Airlines Example,” on page 43

Audience

This guide is intended for experienced network administrators who understand identity-based Web
security services, such as Novell iChain™.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Airlines Example, visit the Novell Access Manager Demos Wiki
site (http://developer.novell.com/wiki/index.php/Nam-demos).

Additional Documentation

For documentation on other Novell Access Manager topics, see the Access Manager Documentation
Web site (http://www.novell.com/documentation/lg/novellaccessmanager/index.html). You might
also reference other information related to identity-based Web services, including the Novell iChain
Web site (http://www.novell.com/documentation/ichain23/index.html).

Documentation Conventions

In Novell documentation, a greater-than symbol (>) is used to separate actions within a step and
items in a cross-reference path.

A trademark symbol (®, ™ etc.) denotes a Novell trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.

About This Guide


http://developer.novell.com/wiki/index.php/Nam-demos
http://developer.novell.com/wiki/index.php/Nam-demos
http://www.novell.com/documentation/lg/novellaccessmanager/index.html
http://www.novell.com/documentation/lg/novellaccessmanager/index.html
http://www.novell.com/documentation/ichain23/index.html
http://www.novell.com/documentation/ichain23/index.html
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Installation Overview

This document explain how to use Access Manager to protect a sample Web site as shown in Figure
1-1:

Figure 1-1 Digital Airlines Web Services

-
S
digitalairlines log out >

Our Customers « Benefits « IT Services Employee Search GOk

Company News
Digital Airlines wins high profile e @

government contract. read
Online registration streamlined
thraugh Mowvell Access Manager. read

Digital Airlines named "Company

of the Year" by Airline Weekly. read ?

Digital Airlines leverages Movell Medical Benefits Portal Sales System
to enhance systems and products read

digitalairlines. All Rights Reserved. | intranet help | feedback

The first page of the Digital Airlines Example Web site is a public page, while the links to Corporate
Mail, Medical Benefits Portal, Initiate VPN Session, and Sales System are protected Access
Manager resources.

Before installing this example, you should already be familiar with the components and process flow
that make up a basic Access Manager configuration. For more information, see the Novell Access
Manager 3.0 Setup Guide.

After you deploy this example, you should understand the basic features of Access Manager and
know how to configure the software to protect your own Web servers and applications. For more
information about managing and configuring Access Manager components, see the Novell Access
Manager 3.0 Administration Guide.

This section discusses the concepts involved in installing Access Manger to protect the example
Digital Web site:

¢ Section 1.1, “Installation Architecture,” on page 10
¢ Section 1.2, “Deployment Steps,” on page 11

¢ Section 1.3, “Prerequisites,” on page 11

Installation Overview



¢ Section 1.4, “Installing Apache and PHP Web Server Components,” on page 12

¢ Section 1.5, “Installing Digital Airlines Components,” on page 13

1.1 Installation Architecture

The high-level architectural diagram below illustrates how the example Digital Airlines service
provider is integrated into the Access Manager schema. The diagram shows how the Digital Airlines
example can be hosted on separate Web servers, including virtual servers.

Figure 1-2 Digital Airlines Architecture

ldentity Server LDAP User Store

Weh Service Hosting
Drgital Aidines

Browser

L L

Access Gateway SELVPM

This documentation describes hosting the Digital Airlines Web service and the Identity Server on a
single machine and the Access Gateway on a second machine, as summarized in the table below:

Table 1-1 Novell Access Manager Components and External Components*

Administration Identity Access SSL Application .
Console Server Gateway VPN Web Server* LDAP User Store
Machine 1 X X X X X
Machine 2 X

The simplified configuration described in this document is just one of a number of possible
installation options. Your actual configuration of the Digital Airlines example depends on how you
installed your Access Manager components. For a more detailed explanation of how data flows
between components, “Understanding an Access Manager Configuration” in the Novell Access
Manager 3.0 Setup Guide.

After deploying the Digital Airlines example, you should understand the concepts required to deploy
Access Manager in a number of other configurations. In a production environment, install the
necessary Access Manager components according to your specific requirements. For more
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information about other possible installation configurations, see “Setting Up a Basic Access
Manager Configuration” in the Novell Access Manager 3.0 Setup Guide.

1.2 Deployment Steps

To deploy the Digital Airlines example, you must perform the following tasks:

1.

Previously install the Novell Access Manager Administration Console, Identity Server, Access
Gateway, and SSL VPN as described in the Novell Access Manager 3.0 Installation Guide.

Meet the system requirements for all Access Manager components. See Section 1.3,
“Prerequisites,” on page 11.

Download the Digital Airlines (htdocs. tar.gz) example directory from the Novell Access
Manager Demos Wiki site (http://developer.novell.com/wiki/index.php/Nam-demos).

Install the example components as described in Section 1.5, “Installing Digital Airlines
Components,” on page 13.

Configure the example Web server, as described in Chapter 2, “Configuring Digital Airlines,”
on page 15.

. Test the Access Gateway-protected example Web service, as described in Chapter 3,

“Implementing Example Web Services,” on page 19.

(Optional) Modify the Digital Airlines GUI, as described in Chapter 4, “Modifying the Digital
Airlines Example,” on page 43.

1.3 Prerequisites

O A Firefox browser (1.5.x or above) with popups enabled to access and administer the network

connections among all of the network resources (the Identity Server, the Access Gateway
server, and the Digital Airlines Web server).

An installed and properly configured Novell® Access Manager Identity Server.

For more information about installing the Identity Server, see “Installing the Novell Identity
Server” in the Novell Access Manager 3.0 Installation Guide. For configuration details, see
“Creating a Basic Identity Server Configuration” in the Novell Access Manager 3.0 Setup
Guide.

An installed and properly configured NetWare® Access Gateway server.

For more information about the Access Gateway, see “Installing the NetWare Access Gateway”
in the Novell Access Manager 3.0 Installation Guide. For configuration details, see
“Configuring the Access Gateway” in the Novell Access Manager 3.0 Setup Guide.

NOTE: Although this example documents procedures only for NetWare Access server, you
would follow similar procedures for Linux Access Gateway.

PHP and Apache Web servers installed on your Identity Server.

For more information, see Section 1.4, “Installing Apache and PHP Web Server Components,”
on page 12.

Installation Overview
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O The installed Digital Airlines example package, located in the htdocs.tar.gz sample
directory, which contains the following components:

Figure 1-3 Directory Structure of Digital Airlines Sample Components
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vpn.html: Specifies the GUI interface page for initiating a VPN session.
sales.php: Contains the sales PHP database files associated with the example.
payroll.html: Specifies the GUI interface page for initiating a payroll session.
medical.html: Specifies the GUI interface page for initiating a VPN session.

index.php: Contains the welcome HTML index file for establishing secure
authentication.

sales: Specifies a PHP database containing example sales records for the example and
associated Subversion files.

images: Contains all image files associated with the example.

.svn: Contains the associated Subversion files necessary for revision control.

See Section 1.5, “Installing Digital Airlines Components,” on page 13.

1.4 Installing Apache and PHP Web Server
Components

1 Download and install the Apache 2 and PHP 4 Web server modules:

1a

1b

1c

1d

On your SUSE Linux 9.x server, click on the YaST Control Center icon, provide your root
password if requested, then click OK.

In the YaST left navigation window, click the Software icon, then click Install and
Remove Software.

The YaST software Search screen should open.

In the Search field, type Apache?, then click Search.

All available Apache 2 software packages are listed.

If they are not already selected, select the following Apache 2 check boxes:
apache2: Specifies the Apache 2.0 Web server.

apache2-mod_php4: Specifies the PHP4 module for Apache 2.0.
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apache2-prefork: Specifies the Apache 2 prefork multi-processing module.
apache2-worker: Specifies the Apache 2 worker multi-processing module.
1e Click Check Dependencies to identify and resolve any dependency issues.
1f Click Accept.
YaST should install the selected Apache server components.
1g To install the required PHP server components, repeat Step 1b on page 12.
1h In the Search field, type PHP, then click Search.
All available PHP software packages are listed.
1i If they are not already installed, click the following PHP check boxes:
apache2-mod_php4: Installs the PHP 4 module for Apache 2.0.
php4: Installs the PHP 4 core files.
1j Click Check Dependencies to identify and resolve any dependency issues.
1k Click Accept.
YaST should install the selected PHP server components.
2 Configure SUSE to start the Apache server during boot up:
2a If necessary, repeat Step la on page 12.
2b In the YaST left navigation window, click Network Services > HTTP Server.
2c Inthe HTTP Server Configuration window, click Enabled > Finish.

1.5 Installing Digital Airlines Components

In the example, you use your installed Novell Access Gateway to protect the Digital Airlines Web
site, which is installed on your Identity Server. This section describes where your example Digital
Airlines components are located and how to add them to your Identity Server.

1 Download the Digital Airlines directory from the Novell Access Manager Forge link:

1a Open a browser and enter Novell Access Manager Demos Wiki site (http://
developer.novell.com/wiki/index.php/Nam-demos).

1b Download the htdocs. tar.gz to the server where you want to deploy the example.

This documentation explains how to deploy the Digital Airlines example and the Identity
Server on the same machine. Although there are other possible configuration options, we
recommend you use the single-machine install until you fully understand the Access
Manager installation and configuration process described in this document.

2 Extract htdocs.tar.gz to aroot directory on the server you want to protect.

NOTE: When deploying the example on the default Apache 2 and SLES 9 servers, srv/
www/htdocs/ is the correct directory in which to extract these files.

See “Prerequisites” on page 11 for additional details on the directory structure and example
files.

3 Determine the DNS name and IP address of the SUSE Linux server on which your example
files are installed:

3a Login to the YaST Control Center as the root user.

Installation Overview
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3b Click Network Services > Host Names, then write down and remember the IP Address and
Host Name of your host server:

IP Address:

Host Name:

As required later in the installation (see Step 4 on page 16), you must provide the host name and
server configuration information to establish the network connection between the Web server you
are protecting (the server where your Web service components are located) and the Novell Access
Gateway access management server recommended in this example implementation.

After you install your Access Manager, Digital Airlines, and other required components, go to
Chapter 2, “Configuring Digital Airlines,” on page 15.
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Configuring Digital Airlines

This section describes the procedure for deploying the Digital Airlines example with Identity and
Access Gateway servers. You should have already created basic configurations for these servers, as
described in “Setting Up a Basic Access Manager Configuration” in the Novell Access Manager 3.0
Setup Guide.

After you download and install the Digital Airlines example, you configure it by the following
procedure:

1 Open a browser and log in to the Novell Access Manager Console (Access Console).

I novell iManager - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

<Z| |:> @ @ @ ||_| https://10.10.159.170:8443/nps/servietfwebacc ﬂj @ Go I

Novell; Access Manager F

—ric u@uu@ @

Unrestricted docess

@] Roles and Tasks Novell. iManager
| [Al Categories) j Version 2.6.0
-
Queryisw ‘fou are currently logged in to <your server=_TREE as admin.novell with Unrestricted
ldentity Servers Accoss
hccess Gateways
551 WPhls _ .
JZEE deents @ Hotice: Some of the roles and tasks are not available.
Certificates To zee the list of Roles and Tazks not displayved and
Palicies traubleshooting information go ta the View Details page,
Auditing J
-

Use the log in URL you created when you initially installed your Access Manager (see “Record
the login URL.” in the Novell Access Manager 3.0 Installation Guide.

2 In the Access Console, click the Access Gateways link.

The IP address and server status of previously configured Access Gateway servers should be
listed in the display window.

] 1
Refresh | Delete |  Repair Import... il
[T Server Server Status  Alerts Command Status  Statistics  Configuration
M 10.10.158.16% ] 0  Succeeded Wiew  Edit

Configuring Digital Airlines
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3 Click Edit, click Reverse Proxy / Authentication, click New, enter DAL as the new Reverse
Proxy Name, then click OK.

Reverse Proxy List

Mewr., | Delete | Enable | Disable

New I

Reverse Proxy Name: |DAL

(1]:4 | Cancel | :

4 TIn the Reverse Proxy window, under Proxy Service list, click New and specify the following
information for the public host:

Proxy Service Name: Provide any name that intuitively identifies this connection to your
Access Gateway server. For this example, use Dallistener.

Public DNS Name: The published DNS name of the Web server you are protecting. For this
example, use am3bc.com.

Web Server IP Address: The IP address of the Web server where your Digital Airlines Web
service files are installed.

Host Header: The Web Server Host Name. Select this option from the drop-down menu.

Web Server Host Name: Specify the host name of the Web server where your Digital Airlines
Web service files are installed.

New
Proxy Service Mame: IDalh‘stener
Published DMS Marme: Iam3bc.cnm
Web Server IP Address: IlD.lD.lSB.l?D
Host Header: IWeh Server Host Name j
Web Server Host Name: |<web server hosts prova, novell.com
[Alternate Host Name)
OK | Cancel

5 Click OK.

6 In the Reverse Proxy window, under the Proxy Service List, click Dallistener, then select the
Protected Resources tab.

Protected Resource List

Mewr... | Delete | Enable | Disable 0 itemiz)
Hew ection Form Fill

Mame; Ieverythingj
0K | Cancel

nfiguration Panel,
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7 Click New, type everything in the Name field, then click OK.

8 In the Contract field, select None from the drop-down menu.

10

Under URL Path List, you should see /*, which includes everything on that server.

m.ﬂuulhurization i Identity Injection | Form Fill |

Protected Resource: everything

Description: ||

Contract: I[Nnne] j

URL Path List

Mews.. | Delete 1 itemis)
[ URL Path
i

Later on, you will easily change the Contract field to a Name/Password - Form, but for now,
we want you to learn how the example works without any authentication.

Weh Servers | HTML Rewriting | Protected Resources | Logging |

Published DNS Mame: Iam3hc.pmvn.nnvell.cnm

Description: I

Cookie Domain: Iprwn.nwell.cnm j
HTTP Options

“hanges made on this panel must be applied or scheduled from the Configuration Panel,

Click the Configuration Panel link at the bottom of the screen to save the changes and go to the
Configuration Panel > click OK.

Add the host entries for the server where your Digital Airlines example files are installed. Do
either of the following:

+ From the Linux Access Gateway Configuration, select Hosts and add the following host
entries for the server where your Digital Airlines example files are installed:

[Host IP address] [Host dns name]
+ For the NetWare® Access Gateway, you must edit this information directly:

¢ Unlock the NetWare console. If you need help, see “Unlocking the NetWare Access
Gateway Console ” in the Novell Access Manager 3.0 Installation Guide.

+ At the NetWare command line, enter: edit SYS:\ETC\HOSTS.

¢ In the NetWare GUI, enter the host entries for the host server where your Digital
Airlines example files are installed:

[Host IP address] [Host dns name]

¢ Press the Esc key to save and exit.

11 Return to the Access Gateway Server Configuration window.

Configuring Digital Airlines
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12 Click Apply Changes at the bottom of the page.

Services Status Last Changed Change By

Rewverze Proxy [ Authentication

Drigitalbirlines v Aoz 16, 2006 4:02 P ch=admin,o=nowell

Apply Changes | Schedule Changes | Cancel Changes |

13 To test the results, open a new browser tab or window and enter www . am3bc . com.

You should see the Digital Airlines sample application, which was formerly accessible only by
entering the IP address.

) pigital Airlines Intranet - Mozilla Firefox - 1ol x|

Eile Edit Wiew Go Bookmarks Tools  Help

qil s |:> s g @ I ldsel ] = four Protected 'Web Service IP Address. .. = j @ Go I

e Il
eSS
digitalairlines log out >

: k ¥ a 1 » ;
Our Customers -  Benefits - IT Services Employee Search | | GO»
Company News
Digital Airlines wins high profile e @
government contract. read

Corporate Mail Initiate VPN Session

Cnline registration streamlined
through Movell Access Manager. read |l
Digital Airlines named "Company
ofthe Year" hy Airline Weekly. read
Digital Airlines leverages Movell Medical Benefits Portal
to enhance systems and products read
digitalaitlines. All Rights Reserved. | intranet help | feedback Ll
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Implementing Example Web
Services

After you establish the reverse proxy connection, you should be able to directly access the Digital
Airlines sample Web site through a browser. The reverse proxy hides the internal address of the Web
server.

To test the example, open a new tab or browser window and enter www.am3bc.com. If you get an
error, check the time on the Access Gateway and Identity Server. They must be within 5 minutes of
each other.

If you get a Gateway Timeout error or the Access Gateway server becomes unresponsive, try
restarting Tomcat. On the Linux box, enter /etc/init.d/novell-tomcat4 restart.

Here are other tasks you can do after configuring the Digital Airlines example:

¢ Section 3.1, “Enabling an Authentication Procedure,” on page 19
¢ Section 3.2, “Accessing the Corporate Mail Portal,” on page 21

¢ Section 3.3, “Accessing the Medical Benefits Portal,” on page 22
¢ Section 3.4, “Configuring a User Policy,” on page 22

¢ Section 3.5, “Creating a New User with a Sales Role,” on page 29
¢ Section 3.6, “Configuring an Identity Injection Policy,” on page 30
¢ Section 3.7, “Initiating a VPN Session,” on page 35

3.1 Enabling an Authentication Procedure

After hiding the internal Web server behind the Access Gateway, you can add an authentication
method to the Web site by using the following procedure:

1 In the Administration Console, click Access Manager > Access Gateways > Edit.

Server Configuration:10.10.159.169

x| Services Status Last Changed Change By
Peverse Prowy F duthentication

Dbl v Ot 42, 2006 1:57 PW crh=admin,o=nowvel
Tunneling
Mini FTP — Sep 22, 2006 319 PM cr=admin ;o =nawell

2 Click DAL, then click the Dallistener service Protected Resources tab, then click everything.

3 Inthe Contract field, select Name/Password Form, which triggers the wizard to initiate a Name
and Password request to access the Web server.

IMPORTANT: Make sure to select the Name/Password - Form from the drop-down menu.
Secure Name/Password does not work correctly if the base URL for the Identity Server (IDS) is
HTTP.

Implementing Example Web Services
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4 Use the default path /*, which allows access to everything on the Web Server. To delete or alter
the path list, see Step 7 on page 17.

Authorization | ldentity Injection |\ Form Fill

Protected Resource: everything

Description: ||

Caontract: I MamesPassword - Form LI

URL Path List

Mew.., | Delete 1item(z)
[T URL Path
r -~

5 Click OK to return to the Protected Resources page.
6 In the Protected Resource List, click the everything check box, then click Enable.

Protected Resource List

Mews,.. | Delete | Enable | [hsable
[ Hame Enabled URL Paths Contract Authorization Ildentity Injection
[T everything v 1 flamePaszword - Form  allow sales one
[T requires credentials v 3 flamePaszword - Form  allow zales || of Credentials, ... (3]
[T sshon v 2 Mame/Password - Form one Il of Credentials, ... (2}
[T sELwPhl Default v 1 Aoy Contract one S5LVPM Default

7 Click OK to return to the Reverse Proxy window.

8 At the bottom of the page, select Configuration Panel, then click OK to the confirmation
request.

9 On the Server Configuration page, select Apply Changes > click OK.

This pushes the new configuration to the server. When the configuration process is complete,
the server returns the status of the changes.

10 To update the Identity Server to use secure connections, click Identity Servers > Setup >
Update Servers.

To test the results, open a new browser tab or window and enter the URL of your Web site, which
should now be protected and should require you to log in using the name and password credentials
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you specified in this procedure. In this example, you enter admin and the password you specified
earlier in this procedure.

¥ Access Manager 3.0 Login - Mozilla Firefox

File Edit ‘ew Go Bookmarks Tools  Help

QEI < |:> < @ @ @ I https: /f<<URL OF YOUR PROTECTED WEB SITE=>.com ﬂj
Access Manager 3.0 Lopin

Local Login

Uzername: |admin

Pazsword: | ***** q Login

[l LIBERTY
B ALLIANCE

INTERGPERABLE

3.2 Accessing the Corporate Mail Portal

The Corporate Mail feature of the Digital Airlines example shows how mail services might be
provided to users through your own Web portal. It is configured to access a user’s local mail
application on their machine after they log in to the Digital Airlines site and initiate a mail session
by pressing the Corporate Mail selection on the Web page:

©

Corporate Mail
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The Web server redirects the request to initiate a mail session to the user’s default email application
and injects the log in credentials to provide access the user’s protected, Web-based email account.

Novell. GroupWise.

Username: =user's log in credentials injected
PaSSWDrd' dok ok ok ok ok ok ok ko ok

Language: | English j

Connection Speed

¢ High (Broadband)
= Low (Dialup)

[ Use the basic interface  Mare Information

v Femember my settings

Settings « Lagin

3.3 Accessing the Medical Benefits Portal

The Medical Benefits Portal is one of three menu options accessible through the Digital Airlines
example. It demonstrates how authorized users can securely access a protected Web service from the
example Web site.

@

Medical Benefits Portal

In a production environment, you install your own components as you have done for this example.
You then create your own protected Web site and establish portals for users to securely access
information for which they are authorized in the following procedure:

1 In the main Digital Airlines Web page, press the Medical Benefits Portal button.

2 Enter admin name and the password you created when you previously configured the Access
Gateway.

3.4 Configuring a User Policy

Previously in the Digital Airlines example, you learned how to set up and configure Access Manager
to protect a basic Web service. Access Manager also uses role-based access control (RBAC) to
conveniently assign a user to a particular job function or set of permissions within an enterprise, in
order to control access.
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Access Manager enables you to assign users roles, based on attributes of their identity, and then
associate authorization policies to the role. In this section, we create a simple policy that allows only
users with a sales role to access the Digital Airlines Web services. When you complete this
procedure, users attempting to access Digital Airlines will be denied and instructed to log in as a
sales user, with a previously assigned sales role.

In designing your own actual production environment, you need to decide which roles you need (for
example, sales, administrative, accounting, etc.) and which roles allow access to your protected
resources. You then create policies which use the roles and assign to your users in your LDAP user
store. For more information about creating role-based policies, see “Policy Management” in the
Novell Access Manager 3.0 Installation Guide.

Configure a user policy using the following steps:

1. Add a description of an LDAP attribute to your configuration.
2. Based on the user’s LDAP description, create a Sales role.

3. Assign the Sales role in the Reverse Proxy to limit access to the Web site to only members with
that role.

4. Create a policy to add the user’s credentials and roles into the Web header.
3.4.1 Adding a Description to Your Configuration

1 In the Novell Access Manager window, click Identity Servers > select the Setup tab > select
Custom Attributes.

Servers =10

Configurationz | Attribute Sets | User Matching Expressions | Custom Attributes

Add custom shared secret names or Idap attribute names that you want to be selectable in policy select lists,

Shared Secret Names Ldap Attribute Names

M ew 0 tem(s) Mew | Delete 29 ltem(s)
[T Hame [T Hame 1=
ko items [T audio

[T businessCategory

[T carlicenze

[~ cn

[T departmentMumber

[T dizplayMame .

2 In the Ldap Attribute Names window, click New > enter “description” in the Name field > click
OK.
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This adds the description attribute to the Policy Builder’s list of available LDAP attributes. You
can now create a new user sales role, which will later be accessible through your Digital
Airlines Web browser.

Ldap Attribute Names
Mew | Delete 30 lkemis)

Hame -

audio
buzinessCategory
carlicenze

cn

departmentMumber

dezcHption

displayMame
emploveehumber
emploveeTvpe
givenhlame
homePhone

homePoztalAddress

g -
imitials J

A e e e i e e A A A i e |

3.4.2 Creating a Sales Role

Use the following procedure to create a sales role in the Digital Airlines example. For more
information, see “Creating Role Policies” in the Novell Access Manager 3.0 Administrative Guide.

1 In the Novell Access Manager window, click Identity Servers > click the Setup tab > select
DAL Server > click the General tab > click Roles.

Base IDP

Local | Liberty | SAML 1.1 ) SAML 2.0

Configuration | Organization | Roles | Cluster | Log

Foles Policies enabled for this Server,

Roles Policy List

Manage Policies | Enable | [Disable
[T Hame Enabled Policy Container Description
Mo items
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2 In the Roles Policy List window, click Manage Policies > click New... to create a new role >
specify Sales Role in the Name field > select Identity Server: Roles from the drop-down menu
in the Type field > click OK to open the policy editor.

Edit Policy: Sales_Role - Rule 1

Type: Identity Server: Roles
Description: ||
Priority: m
Conditions Condition structure: I AND Conditions, OR group;j
Meww w

Mo conditions in Rule 1. {Actions will always occur ancanditionally, )

Actions

Activate Role
Mo Actions in Rule 1

Changez made on this panel must be applied from the Paolicies Panel

0K | Cancel |

3 In the Edit Policy window, under Condition Group 1, click New > select LDAP Attribute from
the list > in the Condition Group I window, assign the following values:

LDAP Attribute: description (If description is not included in the LDAP Attribute list, add it
by following the procedure in Step 3a and Step 3b on page 25.)

Comparison: String: Equals

Mode: Case Sensitive

Value: Data Entry Field (select from the drop-down box and enter Sales as the value)
Result on Condition Error: False

If the description value is not listed in the LDAP Attribute drop-down menu, create it by
following this procedure:

3a In the Condition Group 1 window, click the drop-down LDAP Attribute > click New at the
bottom of the list > enter description in the Name field > click OK.

Because this is a case-sensitive LDAP attribute, use lowercase for this value.

3b Inthe LDAP Attribute field, select description from the drop-down menu.
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4 Tn the Actions window, click Activate Role > enter sales_role in the Do Activate Role field.

Pl Condition Group 1

e w

@it =] Loapatiribute:  description ¥

Cormparison:  String : Equals +
Mode: Caze Sensitive =
Value: Data Entry Field v ISales

Result on Condition Error:  False w

Append Hew Group

Actions

fctivate Role

Do Activate Role EE

zales_role

5 Click OK to close the Rule editor > click OK to close the Rule List > click Apply Changes >
click Close to return to the Roles Policy List.

6 In the Roles Policy List window, select Sales Role > click Enable.

Roles Policy List

Manage Policies | Enable | [Disable
[T Hame Enabled Policy Container Description

[T sales Rale v Master_Container

7 Click OK to return to the Identity Servers Configuration window.

8 In the Identity Servers window, click the Setup tab > click Update Servers on the DAL _Server
link.

The Identity Server console window returns to the Servers tab and the Server Status should
change to green in about 1 minute.

3.4.3 Assigning the Sales Role in the Access Gateway
Configuration

Use the following procedure to map an LDAP Description of Sales to the Sales role and limit access
to the entire Digital Airlines Web site, based on the Sales role. For more information about role-

based access control (RBAC), see “Understanding RBAC in Access Manager” in the Access
Manager 3.0 Administrative Guide.

1 Inthe Access Console, click Access Gateways > click Edit > click your Digital Airlines reverse
proxy (DAL).
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2 In the Proxy Service List window, click Protected (1) under the Protected Resources heading >
click OK when prompted to update the configuration.

Proxy Service List

Mews.. | Delete | Enable | Dizable
[T Hame Enabled Pubhlished DHS Hame Web Server Addresses HTML Rewriting Protected Resources
[T Dallistener v am3be. provo novell. com 10.10.159.170 default Protected (1)

3 In the Protected Resource List window, click everything > select the Authorization tab > click
Manage Policies (your Sales Role policy should be listed) > click New... > enter the following
values:

Name: allow_sales (notice lower case)
Type: Access Gateway: Authorization (select from the drop-down menu)
The values will be accepted and the Edit Policy window will open.

4 In the Edit Policy window, under the Condition Group 1 heading, click New > select Roles for
Current User from the menu > enter the following values from the drop-down menus:

Comparison: String: Contains Substring
Mode: Case Sensitive
Value: Roles: sales_role

Return on Condition Error: False

P Condition Group 1

P e w

E‘I |f 'l Roles for Current User

Comparison:  String : Contains Substring +
tode:  Caze Sensitive w

Valug: Rales v | sales_role v

Result on Condition Error:  False w

5 In the Actions window, click Permit > select Deny > click Display Default Deny Page > click
Deny Message > enter the deny message, Sorry, you must work in sales today.
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6 At the top rule editor, above the Condition Group 1 window, change the condition from If'to If
Not > click OK to close the rule editor.

Condi

tions

Condition structure: I AND Conditions, OR group:j

P Condition Group 1 %]~
Mew »
E‘I If vI Rales for Current User IEE
Comparison:  Stdng: Contains Substring »
tode:  Case Sensitive
Walug: Rolez + zales_role »
Result on Condition Error: False »
Append Hew Group
Actions
D Deny *  Deny fleszage E

ISnrry, wou must work in sales today,

7 Click OK to close the Rule List.
8 In the Policy List window, click Apply Changes.

After the configuration changes are imported into Access Manager, the Access Gateways
window will display.

Refresh | Delete |  Repair Import...

[T Server Server Status  Alerts Command Status  Statistics  Configuration

1
item(z)

I 10.10.159.169 =]

0 Succeeded Wi Edit

9 Test the results using the following procedure:

9a Open a new browser > enter the URL of the Digital Airlines Web site you’ve created.

In this example, it is www.am3bc.com.

9a When prompted for user ID and password from Access Manager, enter admin and novell.

You should receive the following response window with the message derived from the
Access Gateway you just configured:

Attention

I A
x

‘fa

Status: 403 Forbidden
Description: Sorry, you must wark in sales today.

If this condition persists, please contact the helpdesk.

[l LIBERTY
BT ALLIANCE
INTEROPERABLE
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Now, only users with an assigned Sales role can access the Digital Airlines Web site, as explained in
Section 3.5, “Creating a New User with a Sales Role,” on page 29.

3.5 Creating a New User with a Sales Role

After you have created a user policy, only users provisioned with that policy can access the protected
Web resource. This section describes how to create a Digital Airlines user with the protected Sales
role:

1 In the Administration Console, click Users > Create User > enter the following user
information:

Username: Tom
First name: Tom
Last name: Tester

Contgx#: Enter the Context name of your protected network by clicking the Object History
icon LEll > click the History icon in the pop up window that displays the Context name of your
protected Web server, as shown below. The Context name will automatically populate the

Context field.
¥) https://10.10.159.170.844 - 0] x|
History
% niowell
Clear History | Cancel |

Password: Assign a password.
Retype password: Retype the assigned password.

Set simple password: Click the Set simple password box, which automatically populates the
the Simple password fields.
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& Create User

*=required
zername: ™ I:I'Dm
First name: |T|:|m
Last name: * |Teater
Full name: |T|:|m Tester
Context: * |n|:|vell
Password: |‘*“‘°’“’“’“"
Retype passward: |‘*"""‘""""‘

Mote: Failure to enter a password will allow the user to login without a pazsword,

¥ Set simple passward

Simple passward: |‘*°"'"""""‘

Retype simple password: |‘*°"'"""""‘

Mote: Simple password iz required for native file access for Windows and Macintozh
uzerz, (Mot required when Universal pazsword is enabled)

2 In the Description field, click the + icon.

3 In the Add Value window, enter Sales (uppercase) > click OK to return to the Create User
window.

4 In the Create User window, click OK.

3.6 Configuring an Identity Injection Policy

You can inject the user name and password into the HTTP authentication header and you can inject
the user’s roles into a custom header. This enables the Digital Airlines sample Web site to respond to
that customer header.

1 In the Administration Console, click Access Manager > Access Gateways > Edit > DAL >
Protected (1).

2 In the Protected Resource List window, click New..., type requires_credentials, then click OK.
This creates a new case-sensitive Protected Resource object.

3 In the Contract field, select Name/Password Form from the drop-down menu.
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In the URL Path List, click New, type /sales/*, then click OK.

URL Path List

Mews... | Delete 1itemiz)
Hew —
Published DNE Mame: am3bc.pravo.novell.com
URL Path: |#salesr]
OK | Cancel |

Click the Identity Injection tab > Manage Policies > New.

For the new policy, provide the following information:

Name: /I _of Credentials

Type: Select Access Gateway: Identity Injection from the drop-down menu.
Click OK.

The Edit Policy window opens for you create a new rule for the II_of Credentials policy.

Edit Policy: Il_of_Credentials - Rule 1 2]
Type: Access Gateway: Ildentity Injection
Description: ||
Priority: m
Actions
M w

Mo Actions in Rule T

Changes made on thiz panel must be applied from the Policies Panel

7a Click New, select Inject Into Authentication Header from the drop-down menu, then select
the following values from the drop-down menus:

User Name: From the Credential Profile list, select LDAP Credentials: LDAP User
Name.

Password: From the Credential Profile list, select LDAP Credentials: LDAP Password.

Actions

Mews *

Do Inject into Authentication Header BE
Uszer Marme: Credential Profile + o LDAP Credentials:LDAP User Mame w
Password: Credential Profile + & LDAP Credentials: LDAP Password =
tulti-value Separatar: ,
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7b Click OK to return to the Edit Policy: Il of Credentials window, then click OK to close
the Rule List and return to the Policies window.

Policy List

Mews,, | Delete |  Remame., | Import.. | Export., 3 item(z)
[T Hame Type Used By [Description
[ allow sales hcocess Gateway: Authorization 10.10.159.169
[T IL of Credentials  Access Gateway: |dentity Injection
[T Sales Role ldentity Server: Roles DAL Server

Apply Changes | Cancel Changes |

8 Click Apply Changes to save the new Identity Injection policy, then click Close to return to the
Identity Injection window.

9 Select the I of Credentials policy check box, click Enable, then click OK to return to the
Protected Resource list.

Protected Resource List

Mew.., | Delete | Enable | [Disable Z itemis)
[T Hame Enabled URL Paths Contract Authorization ldentity Injection Form Fill
[T everything v 1 MamePassward - Farm  allow sales one ane
- requires credentials v z Mame Pazsward - Farm [Mone] Il of Credentials Mane]

10 Click everything > Identity Injection > Manage Policies > New to create a new policy with the
following values:

Name: Type II_of Roles.

Type: Select Access Gateway: Identity Injection from the drop-down menu.

New

Narme: III_DF_R::ules

Type: !ﬁlccezz Gateway: ldentity Injectinrﬁj

Ok | Cancel |

11 Click OK, which opens the Edit Policy window for the Il of Roles rule to create a new action
for the rule.

11a In the Actions window, click New, then select Inject into Custom Header, then specify the
following values:

Custom Header Name: X-Role.
Value: Select Roles for Current User from drop-down menu.

11b Click Policies to apply the changes, then click OK to save changes and go to the Policies
Panel.
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11¢ In the Policy List window, select the II_of Roles check box, click Apply Changes, then
click OK.

12 Test the configuration:
12a Open a new browser to start a new session and enter www.am3bc.com.
In Firefox, you must close all browsers before starting a new session.

12b Enter the username Tom and enter the password for the user you assigned the Sales role in
Section 3.5, “Creating a New User with a Sales Role,” on page 29.

You should now gain access to the Web application with the newly injected Sales System
access button as shown below:

e
e g e
digitalairlines log ¢

¥
. " Y |
OQur Customers « Benefits « IT Services Emnployee Search | |
Compary News
Digital Airlines wins high profile e e
government contract. read
Carporate Mail Initiate VPN Session
Online registration streamlined
through Movell Access Manager. read .
Digital Airlines named "Company
ofthe Year" hy Airline Weekly. read
Digital Airlines leverages Movell Medical Benefits Portal Sales System

to enhance systems and products read
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12¢ Click the Sales System button and access the Digital Airlines example Sales System Web

site, as shown below:

S
PP
digitalairlines

"

\ ¥
.E...‘ ! ]
A -

==y

Our Customers « Benefits « [T Services Emplayee Search | |

Sales System

. Jason Jones 12 JAN 2006
¥ Digital Aifines Simplifies Buying Programs

Success Stories Competitive Info
Get the latest and greatest success stories. Get the latest and greatest competitive
information.
© Digital Airlines lands wins large
government contract. O Inside competitor information available.

+ Search for a Reference/Success Story + competitive zone

+ Submit a Reference/Success + competitive updates

Market View Industry View Product View

Access the most current and Access the most current and Access the most current and
relevant market information. relevant industry information. relevant product information.

digitalairlings. Al Rights Resered. | intranet help | feedback

For more information about Identity Injection Policies, see “Creating Identity Injection Policies” in

the Novell Access Manager 3.0 Administrative Guide.

3.6.1 Disabling Restrictive Access Policies

The injection policies you have created in this task limit access to the Sales section of the Digital
Airlines example Web site. To facilitate other tasks in this example, disable the allow sales

authorization policy to allow all users to access the main Digital Airlines site.
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3.7 Initiating a VPN Session

This section explains how to initiate a SSL Virtual Private Network (VPN) connection in the Digital
Airlines example. The VPN agent secures access to non-HTTP applications.

Figure 3-1 GUI Button to Initiate an SSL VPN Session

=3

Initiate VPN Session

Before performing this task, you must have the SSL VPN agent installed on either your Identity
Server or on your Linux Access Gateway (LAG) server. Your Access Manager console should
appear similar to the green state shown in Figure 3-2 on page 35:

Figure 3-2 Access Console Indicating Installation Status of Access Manager Components

@ ]

M Alert(s)

Policies

A Novell Access Manager

3.0.0-47%

‘alal:)
Identity
Servers

For more information about installing and configuring the SSL. VPN agent, see “Configuring the
SSL VPN Gateway .

! 53L VPHs

1

J2EE Agents

Access
Gateways

1

In the Digital Airlines example, you will perform the following tasks:

1. Configure the SSL VPN as a protected resource behind your Access Gateway.

2. Configure Identity Injection policies for a user’s credentials, session cookie, and roles.
3. Use the roles to control access to applications behind the SSL VPN.

4. Test the SSL VPN with a traffic rule and client integrity check.
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3.7.1 Configuring the SSL VPN as a Protected Resource

To configure the SSL VPN as protected resource, you must first create a reverse proxy for it.

1 In the Administration Console, click Access Manager > Access Gateways > Edit, then select
your Digital Airlines reverse proxy (DAL).

Proxy Service List

Mewe.. | Delete | Enable | Disable 1 item(s)
[T Hame Enabled Published DMS Hame Web Server Addresses HTML Rewriting Protected Resources Logeing Profile
[T Dalistener v am3bc.provo.novel.com 10.10.15%170 default Protected (1), Disabled (11 [Cisabled

2 TIn the Proxy Service List window, click New, then provide the following values:
Proxy Service Name: Select sslvpn.

Multi-Homing Type: Select Path-Based from drop-down menu. (For more information about
accessing multiple resources, see “Using Multi-Homing to Access Multiple Resources” in the
Novell Access Manager 3.0 Administration Guide.)

Path: /SSLVPN.
Web Server IP Address: xxx.xx.xxx.xxx. Provide the server address of SSL VPN.
Host Header: Select Web Server Host Name from drop-down menu.
Web Server Host Name: [Alternative Host Name].provo.novell.com.
3 Click OK.
The Reverse Proxy window is displayed.

4 In the Proxy Service List window, click the /IP link] for sslvpn Web Server Addresses.

Froxy service List

Mews., | Delete | Enable | Dizable
[T Hame Enabled Multi-Homing Published DHS Hame Web Server Addresses
[T Dallistener v am3bc,provo.novell,com 10.10.159.170

N o zzlvpn v Path-Based am3bc.prova.novel.coms .., (1) pathiz) 10.10.159.170

5 Change the Connect Port from 80 to 8080, then click OK.

The reverse proxy object for the SSL VPN is complete after the Reverse Proxy window is
displayed.

6 Continue “Creating an SSL VPN Protected Resource” on page 36.

3.7.2 Creating an SSL VPN Protected Resource

Because a path-based accelerator doesn’t get any protected resources, you must use the parent’s
protected resource list using the following procedure:

1 In the Proxy Service List window, click Dallistener > Protected Resources tab > New > enter
the name sslvpn > click OK to get to the Overview window.
2 From the drop-down Contract field, change the value from [None] to Name/Password - Form.

3 In the URL Path List window, click New > change the URL Path to /sslvpn/* > click OK.
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After you have created the protected resource for the SSL VPN, you must configure its identity
injection policies in “Configuring the SSL VPN Identity Injection Policies” on page 37.

3.7.3 Configuring the SSL VPN Identity Injection Policies

1 In the Administration Console, click Access Manager > Access Gateways > Edit > DAL.

2 In the Proxy Server List pane, select the ss/vpn check box, then click Enable SSL VPN.

3 Create the SSL VPN Identity Injection Policy by entering the following values in the drop-

down menus:
Policy Container: Master Container.
Policy: Create SSL VPN Default Policy.

Enable 55L VPN

Identity Injection Policy [for S5L WPN)

Paolicy Cantainer: I Master_Cnntainerj

Palicy: f Create SSL VPN Default Policy, j
Protected Resaurce [for S5L WPN)
Marne: I requires_credentials
0K | Cancel |

After you select the Create SSL VPN Default Policy, a Policies window opens:

Policy List

Mewn,, | Delete |  Rename... | Import.. | Export., 7 item(s)
[T Hame Type Used By

[T allow sales hooess Gateway: Authorization 10.10.159.169
[T iifor sslvpn hooess Gateway: |dentity Injection  10.10.159.169
[T 1L of Credentials #ccess Gateway: |dentity Injection  10.10.159.169
[T II of Roles Accezs Gateway: |dentity Injection  10.10.159.16%
[T Sales Raole Identity Serwver: Roles DAL Server

[T SSLYPM 10 Aocess Gateway: ldentity Injection 10.10.159.16%9
[T  SSLWPN Default hccezs Gateway: |dentity Injection  10.10.159.16%

Apply Changes | Cancel Changes

4 Select the SSL_VPN_Default check box, then click Apply Changes.

5 Click OK on the Alert message.
6 In the Policy List window, click Close.

7 Inthe Enable SSL VPN policy resource pane, in the Protected Resource Name field, select
Create SSL VPN Default Protected Resource from the drop-down list.
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The fields in the pane should now be populated with the following values:
Policy Container: Master Container.

Policy: SSLVPN Default

Protected Resource: SSLVPN_Default

Enable SSL VPM

Identity Injection Paolicy [for S50 WPN)

Policy Cantainer: EMaSter_Cnntainer‘;j

Policy: | ssLveN_Default =]
Protected Resource (for S50 WPN)
Narne: | ssLven_pefault 7]
oK | Cancel |
8 Click OK.

The /sslvpn Path should now indicate SSLVPN_Default as the Protected Resource.

Pew.,. | Delete | Enable S50 WPH... 1 itemiz)
[T Path Protected Resource
[T fsslvon S5LWPH_Default

9 To apply the changes, click the Configuration Panel link.

Changes made on this panel must be applied or scheduled from th{Cnnﬁguratinn F'anelJ

0K ‘ Cancel |

10 Click OK to on the advisory pop-up to save the changes and go to the Server Configuration
panel.

Save changes on this panel and go to
Configuration Panel?

OK Cancel
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11 Click 4Apply Changes in the Server Configuration window, wait until the server refreshes, then
click OK after the information screen verifies that changes are applied.

Apply Changes | Schedule Changes | Cancel Changes |

3.7.4 Testing the SSL VPN Basic Configuration

Basic configuration of the SSL VPN is complete after it is protected behind your gateway and you
have built your necessary identity injection policies. Test your basic configuration with the
following procedure:

1 To access the SSL VPN servlet, open a new browser and enter Attp://am3bc.provo.novell.com/
sslvpn/login.
2 Ifrequested, click OK to accept the certificate for the SSL VPN client.

3 Log in with any authorized user name and password that is registered within your corporate
domain, including the users you created in Section 3.5, “Creating a New User with a Sales
Role,” on page 29.

4 Verify that the SSL VPN client downloads, installs, and runs:

Novell: Access Manager SSLVPN
tom
_
© Connected [v]  Logout

@ | SSLVPNHome
—
Hoeme ;
Welcome to the SEL VPN client
Statistics The Mowell S5L WP which i 3 component of Novall Access Manager provides remote accass security solution. It extends the reach of non-http Mitp based
enterprize applications to mobile workers | telecommuters, partners and customers. By using secure sockets layer (5510 as the underlying security protocol,
¢ Nowell 551 VPN allows for truly unrestricted remote access. This solution uses the ubiquitous Web browser as the primary client interface and integrate: with
v Nowell IDS fidentity service) for authentication & access control
-
Policies
Attention : This browser should be open to maintain sl vpn connection
g I
Log Entries

Notice that the user’s first name (“tom”) is injected into the header of the SSL VPN browser.

5 Click Logout, then close the Access Manager logout browser.
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3.7.5 Configuring a Traffic Policy

Traffic policies allow you to control access to different networks and applications protected behind
the SSL VPN. Simulate this by creating a rule that allows access to your network:

1 In the Administration Console, click Access Manager > SSL VPNs > Edit > Traffic Policies.

List of Traffic Policies

Mews,, | Delete | Enable | [Disable

[T Policy Hame Enabled Role Dst. Hetwork  Protocol Application Port  Action
[T anv Role TCP Modify Metwork v any 10.0,0,0/2585,0.0.0 TP any TCP il Encrypt
[T any Role UDP Modify Metwork v Ay 10,0.0.0/265,0.0.0 UDP AnylIDP 0 Encrypt

2 Click New, type sales, then click OK.
3 In the Traffic Policies list, select sales, then click Enable.
4 Click the new, enabled sales policy, then provide the following values:
Role: sales_role. Specify this value in the Role field after clicking the + icon.

Destination Network: 70.0.0.0. This field is usually pre-populated, or you can specify the IP
address of the SSL network.

Network Mask: 255.0.0.0. This field is usually pre-populated, or you can specify the value for
your destination network.

Predefined Application: Any. You can also select from drop-down list to specify your network
application.

Name: Protected Network. You can also provide any descriptive name for the SSL network.
Protocol: Any. Specifies if the protocol is TCP or UDP or Any.

Port: Port. Specifies the port number on which the service you select listens.

Traffic Policy :"sales”

Policy Marme Isales

Scope of Policy

BE

Fole I sales_role

Destination Metworlk 10.0.0.0

Metwark, hask 266.0.0.0

Predefined Applications | Any j
Mame Frntected Metwiork
Protocol BN j
Port ]

5 Click OK to save the configuration and return to the List of Traffic Policies window.

6 Select sales_role in the Traffic Policies list, click Enable, then click OK.
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7 In the Server Configuration window, click Apply Changes, then OK after changes are applied.

8 Test the traffic rule:

8a Open a new browser session and enter Attp://am3bc.provo.novell.com/sslvpn/login.
8b Log in with a user on the system as admin.

8c In the left navigation window, click Policies.

Novell: Access Manager SSLVPN
admin _/-—‘:——

@ Connected R S
S e e e e S SR
@ SSL VPN Policies
Home Marne | Destination |
Ay _Role_TCP_M.. 100005255000
% Ary_Role_UDP_... 10.0.0.0/255.00.0
Statistics
Policies

Notice that without a sales role, the admin user has no access to the Digital Airlines
network. Access is granted only when you log in with your sales credentials created in
Section 3.5, “Creating a New User with a Sales Role,” on page 29.

8d Log out of the SSL VPN session.

8e Open a new SSL VPN browser session and enter Attp.://am3bc.provo.novell.com/sslvpn/
login.

8f Log in with your sales credentials created in Section 3.5, “Creating a New User with a
Sales Role,” on page 29.
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89 In the left navigation window, click Policies.

Novell: Access Manager SSLVPN a'

tom

e SSL VPN Policies
Home Mame | Destination |
Ay Role TCP M. 10.0.0.0/2585.0.00
Any_Role_UDP_M.. 10.0.0.0/255.0.00
sales_role 100000255000
Statistics
Policies

Notice that the user “fom” is now assigned a sales_role on the SSL VPN server.

For more information about Traffic Policies, see “Viewing and Modifying Traffic Policies” in the
Novell Access Manager 3.0 Administration Guide.
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Modifying the Digital Airlines
Example

The Digital Airlines example is a relatively simple server-side Web application that consists of a
pre-defined PHP framework and its associated database, HTML, and graphic files. Although
creating more robust Web applications for your actual production environment is outside the scope
of this document, you might want to demonstrate the capabilities of Access Manager using an
example more tailored to your company.

This section explains how you change the look and feel of the Digital Airlines example by replacing
its graphics with those you create yourself:

¢ Section 4.1, “Prerequisites,” on page 43

¢ Section 4.2, “Understanding the Example Files,” on page 43

¢ Section 4.3, “Updating Static Graphics,” on page 44

¢ Section 4.4, “Updating Mouse-Over Links,” on page 46

¢ Section 4.5, “Deploying Your Updated Example Web Service,” on page 47

4.1 Prerequisites

U Down load and install the Digital Airlines example directory from the Novell Access Manager
Demos Wiki site (http://developer.novell.com/wiki/index.php/Nam-demos).

O Create your own proprietary graphic files in GIF format to replace those in the default Digital
Airlines example.

O Select a suitable PHP or HTML editor that enables you to open, view, and edit the example
source files.

Although you can edit files using a simple text-only editor, making changes to the example
files is simpler using a more robust program that displays the source code integrated with your
graphic files.

4.2 Understanding the Example Files

The files provided with the Digital Airlines example can be altered to meet your needs. The
index.php and sales.php files in the htdocs directory are the master configuration files that
define the visual appearance and functionality of the Web site. Other folders in the htdocs
directory contain the image and database reference files required and specified by the PHP files.

Although you might change the functionality of this example by altering the PHP files, this
document describes only how to integrate new graphic files into the existing database structure. By
working through the Digital Airlines example, you should understand how to deploy Access
Manager to protect your own Web services in a production environment.
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4.3 Updating Static Graphics

You can easily update any of the graphic files contained in the Digital Airlines example:

Figure 4-1 Digital Airlines Composite GUI

T
e =S
digitalairlines

Our Customers +  Benefits =

Company News

Diigital Airlines wins high profile
government contract. read

Online registration streamlined
through Movell Access Manager. read

Digital Airlines named "Company
ofthe Year" hy Airling Weekly read

Digital Airlines leverages Movell
to enhance systems and products read

IT Services

©

Corporate Mail

Medical Benefits Portal

digitalairlines. All Rights Reserved. | intranet help | feedback

Employee Search

log out =

Goe

-3

Initiate VPN Session

Sales System

1 Navigate to the htdocs directory where your Digital Airlines components are located and

open the images directory.

Folders x | 59.3vn =) digital_medical_0s.gif
=backer2.gif = emai.gif
Bl (2 Access_Manager A =)backer.gif =]emai_on.gif
Bl 2 htdocs =] digital_airlines_01.gif =logo.gif
I3 .svn =] digital_airlines_02.gif *] medical.gif
=] digital_airlines_04.qgif =] medical_on.gif
D svn =) digital_airlines_0&.gif = payroll.gif
&3 sdes =] digital_airlines_07.gif *payrol_on.gif
_ . =] digital_airlines_02.gif =] sales.gif
I Installation =) digital_airlines_11.qif ®sales_01.gf
) MAG_ISO =) digital_airlines_12.gif *sales_0z.gif
) MAM_472 =) digital_airines_payrol.gif [%]sales_03.gif
3 tutorial = digital_airines_sales.gif ~ [%]sales_o4.gif
3 Instal [w] digital_airines_vpn.gif [w] sales_05.gf
=) fava_pludin [w] digital_medical_01.gif [w] sales_on.gif
1 ™) digital_medical_oz.gif  [®spacer.gif
I RDB = digital_medical_o3.gif  [®lvpn.gif
[_b Temp v | (®)digital_medical_o4.gf  [®]vpr_on.gf

2 Open any of the GIF files to view which images you might want to replace.
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For example, you might want to replace the Digital Airlines main header file with the look and
feel of your own company:

Figure 4-2 digital airlines 01.gif

IS4
oSS
digitalairlines log out >

Our Customers =  Benefits «  IT Services Employee Search GO»

Remember the name of this file, digital airlines 01.gif.

Open the index . php file in an editor and search for digital airlines 01.gif.

67|<div style="position:absolute; left:6&0px: top:42px:color:facf6a;font: 12px arial™ <a href="/plogout></a></dive.
68l tahle id="Table 01" width="747" height="700" border="0" cellpadding="0" cellspacing="0">.

&3 LEEs.

o <td colspan="5"%.

71 <img sro="images/digital airlines 0l.gif” width="747" height="E33" alt=""></td>.
Tz ALY

72 <Lr=.

In the PHP code, notice the dimensions of the graphic are 747 pixels wide and 233 pixels high.

Create your own main header graphic file (your company 01.gif) with approximately
the same dimensions as the Digital Airlines graphic (digital airlines 01.gif).

NOTE: Although your replacement graphics do not need to be exactly the same size, try to
create the new files as close to the original size as possible to avoid possible display problems.

Replace the old digital airlines 01.gif with your new your_company 01.gif.
In the PHP code editor, replace the old digital airlines 01.gif name with your new
your_company_01.gif string.

6odiv style="position:absolute; left:o8lpx: toprdZpx:color:gacfca;font: 12px arial™s <a href="/plogout =L s dive:.
f8lotahle 1d="Table 01" width="747" height="700" border="0" cellpadding="0" cellspacing="0">.

59 LLY:.

o <td colspan="5">.

71 <img sro="imadges/your company 01, gif"” width="747" height="233" alt=""»{/tdx.
e LATER.

2 LLY:.

The PHP code points to this GIF file and the Web service will display it in the proper location
and format when the HTML page is called.

9 Save the index.php file.

Repeat this procedure for every graphic in your sample that you want to replace, except mouse-
over links. For this procedure, see Section 4.4, “Updating Mouse-Over Links,” on page 46.

IMPORTANT: Check and update all of the sample graphics to give your own Web site a consistent
look according to the design criteria of your company.

Modifying the Digital Airlines Example

45



4.4 Updating Mouse-Over Links

Mouse-over links are dynamic links on your HTML Web page that change appearance when a user
moves the mouse pointer over the link. Each of these links require two separate GIF files, one
dormant file that displays normally on the Web page (Figure 4-3) and one active file, designated
with the on extension in its name, that is displayed when the mouse pointer hovers on the link
(Figure 4-4).

Figure 4-3 Dormant medical.gif

w

Medical Benefits Portal

Figure 4-4 Active medical on.gif

3

Medical Benefits Portal

The index . php file always defines where and how your GIF files are displayed on the active
HTML Web page, as shown in the following code sample:

91 <tr>.

3z <td=<a href="http: //apd.provo.novell. com: 8080/ /nidp"™ onMouselut="MM_ swapImgRestore(]” .

32 onMouselver="MM_swapImage('Inagels', '"', 'images;’medical_onj. gif', 1) "=,

93 <img sro="imagessmedical. gif” name="Imagels” width="196" height="56" bhorder=""0">< o=/ tds.
kS <tds.

The following procedure explains how to update these mouse-over links with your own replacement
graphics:

1 Follow basically the same procedure outlined in Step 1through Step 6 on page 45 for the
mouse-over links that you want to update.
Keep in the mind the pixel size requirements specified for your GIF files in index . php.
2 Name your new files [your Ilink].gifand [your link] on.gif.

3 Inthe htdocs/images folder, replace the original dormant and active GIFs with your new
[your link].gifand [your link] on.gif files.

4 1In the PHP code editor, search for all instances of the o1d medical.gif and
medical on.gif files and replace with your new [your link].gif and
[your 1ink] on.gif files.

5 Save the index.php file.
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4.5 Deploying Your Updated Example Web
Service

After you have updated and saved your PHP and graphics files in the htdoc sample folder, deploy
the Web service explained in Chapter 1, “Installation Overview,” on page 9.
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