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About This Guide

This guides includes information to help an end user enroll their mobile devices to ZENworks
Configuration Management.

The information in this guide is organized as follows:
+ Chapter 1, “Overview,” on page 7
+ Chapter 2, “Enrolling iOS Devices,” on page 9
+ Chapter 3, “Enrolling Android Devices,” on page 19
+ Chapter 4, “Enrolling Email-only Devices,” on page 37

Audience

This guide is intended for end users.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Additional Documentation

ZENworks 2017 is supported by other documentation (in both PDF and HTML formats) that you can
use to learn about and implement the product. For additional documentation, see the Online
Documentation site.
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Overview

The mobile management feature in ZENworks Configuration Management helps organizations
manage mobile devices being used in the workplace. ZENworks supports management of the
following devices:

+ Android Devices: Android version 4.4 and newer versions.

+ iOS Devices: iOS version 9.0 and newer versions.

+ Devices using ActiveSync 12.0 and newer that include:
+ Windows version 8 and newer versions.

ZENworks lets you enroll your devices in either of the following ways:

+ Managed Device: Enables ZENworks to fully manage a device by performing various device
management operations such as apply policies to the device, deploy applications on the device,
synchronize email for Exchange ActiveSync accounts, and capture device information
(inventory). Only iOS or Android devices can be enrolled as fully managed devices. Full
management of an Android device is performed through the ZENworks Agent App that is hosted
on the Google Play Store. Full management of an iOS device is performed through the device’s
in-built MDM client.

+ Email Only (ActiveSync Only): Enables ZENworks to manage only the corporate email
account on the device. Also, certain policies that are enforceable through the ActiveSync
protocol can be applied. Android, iOS, and Windows devices can be enrolled as Email Only
devices.

Overview
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Enrolling 10S Devices

iOS devices can be enrolled to ZENworks through:

+ Apple Device Enrollment Program
+ ZENworks User Portal

+ “Enrolling using Apple Device Enrollment Program” on page 9

+ “Enrolling using ZENworks User Portal” on page 9

Contact your system administrator to identify the manner in which your device should be enrolled.

Enrolling using Apple Device Enrollment Program

Procedure

Switch on the device and follow the setup prompts to enroll the device. After you configure the Wi-Fi
settings on your device, log-in to the device with your credentials. The device automatically enrolls to

ZENworks.

Enrolling using ZENworks User Portal

Prerequisites

Before enrolling your device as a fully managed device or an email only device, you need to ensure
that the following prerequisites are met:

+ ZENworks supports devices running on iOS version 8 and newer.

+ Enroliment of iOS devices using the Safari browser running in the private mode is supported only
on iOS versions 11 or newer.

Enrolling iOS Devices
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Procedure: Enrolling an iOS Device

This scenario shows you how to enroll an iOS device as a fully managed device in your ZENworks
Management Zone.

1 In the Safari browser on the iOS device, enter ZENwor ks_ser ver _addr ess/ zenwor ks- eup,
where ZENwor ks_ser ver _addr ess is the DNS name or IP address of the ZENworks MDM
Server.

The login screen for the ZENworks User Portal is displayed.

e ZEMNworks, User Portal

Domain

Sian in

Copyright © 2015 Micm Foous Sottware Inc. All ights
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2 Enter your username, password, and the registration domain (if required). You can obtain this
information from the invite letter or you can contact your system administrator. Tap Sign In.

All devices associated with the user are displayed in the ZENworks User Portal.

@ e
O © =

[ Sign out ) tl-:-n.ce Is ﬁ-:Lr;u:l

g I:E-EH-MEI'E Virlual Platform oF-EE P

Devies is Azt
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3 Tap Enroll in the upper-right corner to display the enrollment options for the device. These
options are displayed only if it is enabled by the system administrator.

e ZENworks, ¢ Enroll Device Modes
‘m How do you want to enroll your i0OS device?

Managed Device Only

& Sign out feit Instad recornmended applications, keep up-to-date with
dnia securily policies, secunly accoss your
organizabion's email, locale your misplaced device, and
are.

[Email Only
Terurely ATOEEE YU SrUanizetion’s email on your b
dewvice.

4 Tap Managed Device Only to display the Enroll Device Options screen. If the administrator has

enabled the setting that allows you to select the device ownership type, that is Personal or
Corporate, then the following screen is displayed. Tap the appropriate ownership and proceed
further.

& zENworks, ¢ Enroll Device Options

Enrollment Options

Ta Bingin ihe ennllmesd of your devies, plaasa pravidn the Tellowing:

B 3‘9I'll:ll1 et Is. th dewios @ corpso mbs ovned desaos o 8 personal dewvos?
0 Cotporste () Personal

5 Tap Download Certificate to display the Install Profile screen.

Enrolling iOS Devices
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@ ZENworks, ¢« Enroll as Managed Device

To onnoll ks & managed divice, you neod o complote thosa stops:
1. Downlond and insiall the ennolimont certilicate

Derwriload Cortificate

@ Sign out tostt

2. Enabin the enroliment Corificabo mel sy, i sl oss on this device
Ty following tho stops meonlicned baica,
Ve Stops

3. Dowwnlond and instad the ¥05 peofia
Derwridoad Profido

4. Relurn bo the Homa page 1o view your device,
It reguered, you may haves (0 confem pouwr cevcs snrolimand,

6 Tap Install and follow the prompts to install the certificate and return to the Enroll as Managed

Device screen.
The ZENworks Trust Profile contains the certificate required for secure communication between
the device and the ZENworks Primary Server.

Cancel Install Prafile Install

ZEMworks Trust Profile
Lecro Focus Software Inc

Signed by Mol Signed
Descrigtion  Install his prafike to establish trust with ZERWOrks server

Contalns Cenilizate

Ware Details

7 (Conditional) Enable the enroliment certificate on the device. This step will appear on devices
running on iOS versions 10.3 or newer. To enable the certificate:

7a Navigate to the Settings menu on the device and click General.

Enrolling iOS Devices



Settings

0L Sotkirgs

This Pad s supsrsised and managed
by Micredodus. Laarn mare abaut device

suparvision..,
{\L Apple 1D, iCioud, Tunes & &pp 51...
Airplane Mode g
H Wi-Fi Mowell
a Bluetooth On
Maobile Data Mo SiM
u VPN Mot Connected
n Motilications

3 contral Contre

Do Not Disturb

7b Click About.

s AN & Ny

Software Update

Spotlight Search
Handoff

Multitasking

Accessibility

USE SIDE SWITCH TO:

Lock Rotation

Mute o
Rotation Lock is available in Contrgl Condre.

Storage & iCloud Usage

Background App Refrash

Enrolling iOS Devices
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Settings

Q. Saottings

This iP&d B supsrossd and managed
tey Microfocus. Leam meore about dovice

IparvIEen,,

\ I j Apple I, iCioud, iTunes & App St..

Airplane Mode &

Wi-Fi Mowedl

a Bluetoath On
{ Mobile Data Mo SIM

m VPN Not Connected

B conal centre

Do Nt Disturb

7c Click Certificate Trust Settings.

Enrolling iOS Devices

1040 AN SR -
General

About

Software Update

Spotlight Search
Handaff

Multitasking

, ibility

USE SHE SWITCH TO:

Lock Rotation

hute o

Rotation Lok is availabie i Control Contr.

Storage & iCloud Usage

Background App Refresh

Restrictions ol



This IPAG ES SUpSrvited and managod
by Miciolocing. Loarm mang oboul dewico

@ Apple 1D, iCkoud, ITunes & App 51..

Airplana Mode .

8 wiF Novell

n Bluetooth On
hMobile Dala Mo Sind

n VPN Mot Connected
[ wottications
Control Centre

Do Not Disturb

& General

B oisplay & Brightness

-

Photos 7
Applications 4
Capacity 12,49 GB
Available B.A4EGB
Version 10.3.2 (14FS065h)
Carrier ATET 2815
Madel MGHV2HN A
Serial Mumber DLXNP3ZKGEY
Maobile Data Number Unknowm
WI-Fi Address GL:04F8-.CRER32
Bluetooth G6C-894:FBICES33
IMEI 35 442106 754092 0
MEID 3544 2106764092
Modem Firmware 75001
SEID

Legal

Certificate Trust Sattings

Enrolling iOS Devices
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7d Enable the root certificate displayed on the screen.

e S T 10:48 AN FR TS -
Settings £ About Certificate Trust Settings
Trust Stora Version 2018102100

Thits ad is suporvised and managed

Microfocus, Leasm m v
D SasosaL A e EMABLE FULL TRUST FOR ROCT CERTIFICATES

SLAPAET S NO.
—— @ e e = C
.""'..---.\._
[ |
A ¢ Applo 10y iCloud, iMunes & App 51
Learn moee about trusted cortificates

Airplane Mode .

Wi-Fi Novell

Bluetooth on
Mobie Data Mo SiM

L VPN Mot Connected
Matifications

Control Centre

GO®

(| Do Mot Disturb

8 Tap Download Profile in the Enroll as Managed Device screen, to display the profile install
screen. Tap Install and follow the prompts to install the profile and return to the Enroll as
Managed Device screen.

The ZENworks Device Enrollment Profile contains the MDM profile required for ZENworks to
manage the device.
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Cancel Install Profile Install

@ ZEMworks Device Enrollment Profile
Micra Focus Soltwane Ine

Sigeed by smnecliont-smm-Lepmbin navell.com
Werified
Descripion ngtall this profile 1o eeroll yaur device

Conlalng Dewice Ersolment Challenge

hore Details

9 Tap Home to return to the Home page. The device is displayed in the My Devices list with the
status as Enrollment in Progress. You need to refresh the browser to update the status to
Device is Active.

NOTE: If the device remains in Enrollment in Progress state for a considerable amount of time,
then in the ZENworks User Portal, tap the refresh icon appearing against the device or refresh
the browser.

@ zENworks, A
m @ user] -20BUADKHIG 01:01 P
L .'|.:'I. .'|'..'. K 1

(% Sign out verl Device is Active

D user] -MCTEOHN £2:48 P

Device is Active

g user] -Viware Virtual Platform 0233 PM

Devioe is Active

10 An email account is automatically setup on the device.
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NOTE: If an Exchange ActiveSync account was manually configured on the iOS device before it
was enrolled, then it should be deleted as an email account will be automatically configured on
the iOS device.
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Enrolling Android Devices

An Android device can be enrolled using the ZENworks Agent App. This enroliment is supported for
both the basic mode of enroliment as well as the work profile mode (Android enterprise).

+ “Prerequisites” on page 19

+ “Enrolling Devices in the Basic Mode” on page 19

+ “Enrolling Devices in the Work Profile Mode” on page 27

Prerequisites

Before enrolling your device, you need to ensure that the following prerequisites are met:
+ ZENworks supports devices running on Android version 4.4 and newer (for the basic mode of
enrollment)

+ ZENworks supports devices running on Android version 5.0 or newer (only for the work profile
mode of enroliment)

Enrolling Devices in the Basic Mode

This scenario shows you how to enroll an Android device as a fully managed device using the basic
mode of enrollment.

1 In the Google Chrome browser on your Android device, enter ZENwor ks_ser ver _addr ess/
zenwor ks- eup, where ZENwor ks_ser ver _addr ess is the DNS name or IP address of the
ZENworks MDM Server.

NOTE: You must use Google Chrome. The built-in Internet browser is not supported.

If you have received an invite letter with a link to download the ZENworks Agent app, then you
can skip this step and directly proceed to Step 6.

Enrolling Android Devices
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The login screen for the ZENworks User Portal is displayed. You use the user portal to enroll
devices to the zone.

e ZENworks, User Portal

Sign in

Copyright & 2018 Miono Foos Softwore Ine All ighis
rEsRaved

All associated devices are displayed in the ZENworks User Portal.

2 Enter your username, password and the registration domain (if required). You can obtain this
information from the invite letter or you can contact your system administrator.

EIC

My Devices Penron

Mo Devices Enrolled

To enroll your device, click or tap the enroll button in the

upper right comer.
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3 Tap Enroll in the upper-right corner to display the enrollment options for the device.

= Home

£ Enroll Device Madas

How do you want to enroll your Android
device?

Managed Device Only
@ Install recommended applcations,
keep up-to-date with data security
policies, securely access your >
organization’s email, locate your
migplaced deviee, and more.

— Email Only
= Sacurely connect to an Emall aceount

to access your onjanization’s email on >
wour device.
B o 0

4 Tap Managed Device Only.

Enrolling Android Devices 21



£ Enroll az Managed Device

Toanroll as & managed device, you need Lo complate theses
slaps:

1. Doswnload and install the SENworks kablle app

Download App

2 Open the app and enroll with your eredentials
o Usamame: usar]
+ Password; Use yowr passward
o Domaln: ravadds].com
& Servar: autoclient-zmme1_epmblenovellcom

3. Felurn to the Homa page to view your device,

I required, you may have 1o confirm youwr device
enrcllment.

‘ < O O

5 Tap Download App. You will be directed to the Google Play Store, where you need to click Install
to install the ZENworks Agent app.

22 Enrolling Android Devices



6 After installation, click Open. Click Activate this Device Administrator.

Activate device administrator?

Eras
perforrning a factory data reset,

Change the screen lock
Change the screen ook

Set password rules

ha phone’s data without warming by

3l the langth and the characters allowed in

v ek passwords and PIMNS

Monitor screen-unlock attempts

Maonitor the number of ncamect passwands typed.
. and kack the phone or
f tén mEny incarrect

when unlocking the sc
erase all the phone's data
pasawords are typed

Lock the screen

Contral how and when the screen locks

Set screen lock password expiration

Change how Trequently the screen loc
FIN, or pattern muet be changed

Set stura gc encryption

o PESEWGT i,

Require that stored app data be enarypled.

Disable cameras
Presvent use of all device cameras,

Activate this device adminlstrator
Cancel
Uninstall app

< O

NOTE: For Android Marshmallow and subsequent versions, ensure that you accept the relevant
permissions that is displayed to allow ZENworks to manage your device.

Enrolling Android Devices
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7 The ZENworks Agent app login screen is displayed.

ZENworkss

8 Fill in the fields, then tap Sign In.

¢ Username, Password, Domain, Server URL: Use the same username, password, and
registration domain (if required) that you had initially used to log in to the ZENworks User
Portal along with the server URL of the ZENworks MDM Server. You can obtain this
information from the invite letter.
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Specify the device ownership (corporate or personal). This screen will appear only if enabled by
your system administrator. Tap OK. The device will be automatically enrolled to the zone.

Enroll Device Options

Enrallment Options

To bagin tho earellment of your device, please answer tha
Tedlowving qleestions:

1% the device & corporate cwmed device of a personal device?
» Corporate Personal

\ 4q o o

9 The ZENworks Agent App Home screen is displayed, showing that the device is enrolled and
active.

Enrolling Android Devices 25



userl-Mexus 6

userl-Mexus & AR AM T
Corporate Device

Andre 70

Dawice is Active

<] O O

10 After the ZENworks Agent app enrollment, an email is sent to the user with the corporate email
account settings. This email can be accessed from the email client’s web application or from any
other device. With this information, manually configure the email account on the device to send
or receive corporate emails.

NOTE: After configuring an email account, a screen might be displayed, which will list all your
enrolled devices. You need to select the device that you are currently enrolling, from this list of
devices.

26 Enrolling Android Devices



Enrolling Devices in the Work Profile Mode

The work profile mode, also known as the Profile Owner mode, creates dedicated containers on
devices for corporate apps and other related data, thereby enabling the organization to manage only
the corporate data without compromising on the security of your personal data. Also, your system
administrator can remotely wipe off only the business data on your device without affecting your
personal data.

This section explains the procedure to enroll your device in the work profile mode. If you have already
enrolled to ZENworks, see Work Profile Enrollment for Existing Users.

1 In the Google Chrome browser on your Android device, enter ZENwor ks_ser ver _addr ess/
zenwor ks- eup, where ZENwor ks_ser ver _addr ess is the DNS name or IP address of the
ZENworks MDM Server.

NOTE: You must use Google Chrome. The built-in Internet browser is not supported.

If you have received an invite letter with a link to download the ZENworks Agent app, then click
the link and directly proceed to Step 6.

The login screen for the ZENworks User Portal is displayed. You use the user portal to enroll
devices to the zone.

e ZENworks, User Portal

&2 Usemame

Sign in

Copyright & 2018 Mioo Foos Softwore Inc. All nighis
FEERIED

All associated devices are displayed in the ZENworks User Portal.
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2 Enter your username, password and the registration domain (if required). You can obtain this
information from the invite letter or you can contact your system administrator.

My Devices E?Enmll

)
C
]
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3 Tap Enroll in the upper-right corner to display the enrollment options for the device.

= Home

£ Enroll Device Madas

How do you want to enroll your Android
device?

Managed Device Only
@ Install recommended applcations,
keep up-to-date with data security
policies, securely access your >
organization’s email, locate your
migplaced deviee, and more.

— Email Only
= Sacurely connect to an Emall aceount

to access your onjanization’s email on >
wour device.
B o 0

4 Tap Managed Device Only.
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= Home

£ Enroll az Managed Device
Toanroll as & managed device, you need Lo complate theses
slaps:
1. Doswnload and install the SENworks kablle app

Download App

2 Open the app and enroll with your eredentials
o Usamame: usar]
+ Password; Use yowr passward
+ [Domain: ravaddsl.com
& Servar: autoclient-zmme1_epmblenovellcom

3. Felurn to the Homa page to view your device,

I required, you may have 1o confirm youwr device
enrcllment.

5 Tap Download App.
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6 You will be directed to the Google Play Store, where you need to click Install to install the
ZENworks Agent app. After installation, click Open. Click Activate this Device Administrator.

PO J a Taciory ﬂ"l..:l't.l:..

Change the screen lock
Change the screen ook

Set password rules
Contrel the langth and the ct

& characters allowed in
soreen ook passwords and PIMS

Monitor screen-unlock attempts

Manitar the number of mcomect passwonds typed.
when unlocking the so and kack the phone or
eraze all the phone's data if too many incorrect
pasawords are typed

Lock the screen
Contral how and when the screen locks

Set screen lock password expiration
Change how Trequently the screen lock passwornd,
FIN, or pattern muet be changed

Set stura gc encryption

Require that stored app data be enarypled.
Disable cameras
Prevent use of all device cameras,
Activate this device adminlstrator
Cancel

Uninstall app

< o O

NOTE: For Android Marshmallow and subsequent versions, ensure that you accept the relevant
permissions to allow ZENworks to manage your device.

Enrolling Android Devices 31



7 The ZENworks Agent app login screen is displayed.

ZENworkss

8 Fill in the fields, then tap Sign In.

¢ User name, Password, Domain, Server URL: Use the same user name, password, and
registration domain (if required) that you had initially used to log in to the ZENworks User
Portal along with the server URL of the ZENworks MDM Server. You can also obtain this
information from the invite letter.

32 Enrolling Android Devices



Specify the device ownership (corporate or personal). This screen will appear only if enabled by
your system administrator. Tap OK. The device will be automatically enrolled to the zone.

Enroll Device Options

Enroliment Options

To bagin tho earellment of your device, please answer tha
Tedlowving qleestions:

1% the device & corporate cwmed device of a personal device?
» Corporate Personal

\ 4q o o

Follow the prompts in the remaining screens and the device will automatically set up a work
profile and enroll to ZENworks. The following screens are displayed during work profile setup.
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Work Profile Setup

Setting up your work profile... %

Work profile setup is almost complete. The ZENworks app
will resume shortly.
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9 After your device is enrolled, a Badge icon attached to the ZENworks Agent App icon and other
system apps will help differentiate work apps from personal apps.

A

Contacis Play Spne Dawninsds

TEMworks Gmadl

o Work
Phiz™ bt i - + RS = Dy

Work Profile Enrollment for Existing Users

This section is meant for users who have already enrolled to ZENworks using the basic mode of
enrollment (Android App only) and now want to be enrolled in the work profile mode.

NOTE: If you have already configured an email account, then it is recommended that you remove this
account. The email account will be automatically configured in your device.

When your system administrator enables work profile setup for your device, you will receive a
notification on your device to set up a work profile.
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v .d 0l a7

Work Profile Setup
To access your organization data and corporate

apps, & work profile needs to be set up on this
device.

gb-Nexus 6

D gb-Nexus 6 M AM &

Active

< ®] )

You need to open the ZENworks Agent app and click Set Up and follows the prompts to set up the
work profile. The device will automatically set up the work profile.
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Enrolling Email-only Devices

ZENworks supports email-only enrollment for the following devices:

+ iOS Devices
+ Android Devices
+ Windows Devices

This scenario shows you how to enroll a device as an Email Only device in your ZENworks
Management Zone. This scenario details the procedure to enroll an iOS device as an Email Only

Device.

1 In a browser on the device, enter ZENwor ks_ser ver _addr ess/ zenwor ks- eup, where
ZENwor ks_ser ver _addr ess is the DNS name or IP address of the ZENworks MDM Server. You

can obtain these details from invite letter or your system administrator.

The login screen for the ZENworks User Portal is displayed. You use the ZENworks User Portal
to enroll the device.

e ZENworks, User Portal

(o, o S .
& Usermame

Sign in

Copyright © 2015 Micno Foous Sothware Inc. Al ighis
recorsod

2 Enter your username, password, and the registration domain (if required). You can obtain these

details from the invite letter or from your system administrator.
All devices associated with the user, are displayed in the ZENworks User Portal.

Enrolling Email-only Devices
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3 Tap Enroll on the upper-right corner, to display the enroliment options for the device.

e ZENworks, < Enroll Device Modes
‘m How do you want to enroll your i0S device?

@ Managed Device Only

(™ Signout Usert Instal recommended applications, keep up-to-date with
dnla aecurily policies, sacumly accoss your
organizabon’s email, locate your misplaced device, and
mare.

Email Only
Securely acoess your organzetion's email on your b

dewice,
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4 Tap Email Only to display the Enroll as Email Only screen. Use the displayed information to
create an email account.

e ZENworks, < Enroll as Email only
‘ To enmoll your dévich as an Email-only denvice, complote thoas Shops:

1. Create a rew M5 Exchangs emal account with the loliowlng setlings:
= Sign out st o Userngme: Lot
o Password: Llsa your passwoend
& [Domain: roatad com
o Server Addreass comeauo-50 19 abs bonovell.com
o Email Address: user@rootad.com

2. Activale the emal account
3. Retum lo the Horme page to view youl dievics,

IFf reguainged, you miy have o confinm y cur device enmliment.

After configuring an email account, an email is sent to the user stating that the enrollment
process needs to be completed.

To complete the enroliment process, click the link to the ZENworks End User Portal provided in
the email or visit the ZENworks End User Portal as described in Step 1.

On the ZENworks User Portal, the device is displayed in the My Devices list. At this point, the
device has been added to the ZENworks Management Zone but is pending enrollment.

© 2o
‘m E useﬂ-ZUBUA{!HHIG 101 Bl

(% Sign out DL-f e s Active

@ user]-iPad2C4 05304 PR

Enrciimant Pending

E user!-Viware Virtual Platiorm 02:33 PM

Device iz Active
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7 On the device, tap Complete Enrollment.
Specify the device ownership (corporate or personal) and then tap OK.

© z=ors,

W Home

Complete Enroliment

Tor cornplate T annolnent of your deicn, phidse andws s following
IC3 Sign out ] quisticns:

In et dovice & corpoml swnad devics or 0 peracnal dinsee?

O Corporate (O Porsonnd

8 The My Devices list is updated to show that the device is enrolled and active.

© e

‘ # Home
[ Sign out i

Enrolling Email-only Devices

Corpeorata Dovics

Wiadows F i 100014350
Device is Active

g userl -208UADKHIG 01 P
W I--|-|I-..."| - :l. 014503
Device is Active

g userl-iPad2C4 05:04 P
I.Z;:!vi;:e i.E Aclive
user! -Widware Virtual Platform 053 PM
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